(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2017/004527 Al

5 January 2017 (05.01.2017) WIPO|PCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
GO6F 17/00 (2006.01) kind of national protection available). AE, AG, AL, AM,
21) Tat tional Application Number- AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
@1 TInternational Application Number: CTIUS2016/0407L1 BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
1 July 2016 (01.07.2016) KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
- . MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, 8Y, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:
62/188.422 2 July 2015 (02.07.2015) Us (84) Designated States (unless otherwise indicated, for every
62/270,560 21 December 2015 (21.12.2015) Us kind Of regional protection available): ARIPO (BW, GH,
] GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(71) Applicant: NASDAQ, INC. [US/US]; One Liberty Plaza, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
165 Broadway, New York, NY 10006 (US). TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
(72) Tnventor: ZINDER, Alex; c/o Nasdag, Inc., OGC/IPR De- DK, EE, ES, FL FR, GB, GR, HR, HU, IL, IS, IT, LT, LU,
partment, 805 King Farm Boulevard, Rockville, MD 20850 LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, 5K,
(US) ? ? ? SM, TR), OAPI (BF, BI, CF, CG, CIL, CM, GA, GN, GQ,
' GW, KM, ML, MR, NE, SN, TD, TG).
(74) Agent: CHAPIN, Adam; Nixon & Vanderhye P.C., 901 Published:

North Glebe Road, 11th Floor, Arlington, VA 22203-1808
(US).

with international search report (Art. 21(3))

(54) Title: SYSTEMS AND METHODS OF SECURE PROVENANCE FOR DISTRIBUTED TRANSACTION DATABASES

Participant
Storage

Asset
Storage

608/\/1

Processor

Fig. 1

510 Micrg-services AP
612/\/‘ User Interface

m"\
/\/i drinistrator

6148

Blockchain

(57) Abstract: An electronic resource tracking and storage computer system is provided that communicates with a distributed block-
chain computing system that includes multiple computing nodes. The system includes a storage system, a transceiver, and a pro-
cessing system. The storage system includes an resource repository and transaction repository that stores submitted blockchain trans -
actions. A new resource issuance request is received, and a new resource is added to the resource repository in response. A new
blockchain transaction is generated and published to the blockchain. In correspondence with publishing to the blockchain, the trans -
action storage is updated with information that makes up the blockchain transaction and some information that was not included as
part of the blockchain transaction. The transaction storage is updated when the blockchain is determined to have validated the previ-
ously submitted blockchain transaction.

2017/004527 A1 |1 00 D10 0 OO0 0

<

W



WO 2017/004527 PCT/US2016/040711

SYSTEMS AND METHODS OF SECURE PROVENANCE FOR
DISTRIBUTED TRANSACTION DATABASES

CROSS REFERENCE(S) TO RELATED APPLICATION(S)
[0001] This application claims the benefit of U.S. Patent Application Nos.
62/188,422, filed July 2, 2015, and 62/270,560, filed December 21, 2015, the

entire contents of each of which are incorporated herein by reference.

TECHNICAL OVERVIEW

[0002] The technology herein relates to distributed transaction database
computer systems. More particularly, the technology herein relates to secure

provenance in such systems.

INTRODUCTION

[0003] Digital provenance is a discipline of computer science and
generally relates to the history of digital data stored on a computer system.
Electronic data is easily modifiable (e.g., by simply changing an 1 to a 0) and
there are no inherent mechanisms for providing provenance in such an
environment. In other words, once an electronic record (e.g., such as a
medical record) is changed, the previous information is overwritten with no
inherent ability to undo or interrogate the history of that data. Accordingly,
someone interested in the provenance of the digital data may only see the most
recent version of the data, but may not be able to determine what created (or
modified) the data, who or what is the responsible entity for the data, or

where/when such creations of modifications occurred.

[0004] One way to address these shortcomings when digital data is stored
is to use, for example, log files that record the changes to the digital data (e.g.,
a transaction log of a transactional database). However, in traditional
implementations there is no guarantee that the log files themselves have not
been manipulated. This lack of an authentic guarantee can be problematic in

certain instances where the chain of provenance information is, perhaps, as
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valuable as the information itself. Consider a log file that includes a record that
Alice accessed confidential information. This information may be valuable, but
only if the log information being viewed is not easily modifiable such that the

provenance chain is easily changeable after the fact.

[0005] Another issue in digital provenance is ensuring the availability of
the provenance information. This is particularly important in the context of
computer science applications and digital data as it is relatively easy to erase
digital information without leaving much (if any) trace of the original contents of
the data (e.g., by deleting a log file or the like). Thus, it will be appreciated that
there is a technical need to facilitate increased access to certain types of data

(such as provenance information).

[0006] Another aspect of provenance is that often times a particular
scenario or application may require that the provenance information or the
digital data associated with the provenance information be confidential. As an
example, it may be desirable to show that the changes to a data record or the
like where authorized, but not reveal which users authorized the changed. In
another example, it may be desirable to hide the true owner (or past owners) of
particular data file. However, at the same time, the provenance chain may still
be used for verify the authenticity of a file or data field (e.qg., that it has not been
tampered with or the changes were authorized). In other words, the
provenance chain may provide information to a third party that details the
provenance without relating the exact identity of the past (or current) owners or
users associated with the data. Thus, it will be appreciated that there is a
technical need to allow entities to verify provenance and/or chain of custody

without requiring all the past details of that information be available.

[0007] These and other problems persist in the discipline of computer
science and digital data storage. Accordingly, there exists needs in the art to
further develop techniques of providing secure provenance — particularly in the

context of digital data storage and/or distributed database computer systems.
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SUMMARY

[0008] One or more of the above problems is solved in certain example
embodiments by an electronic resource tracking and storage computer system
(computer system). The computer system is adapted or configured to
communicate with distributed blockchain computing system that includes
multiple computing nodes and a blockchain. The computer system includes
storage for blockchain participant identifiers, blockchain resource identifiers,
and records that correspond to blockchain transactions. A transceiver is
configured to receive electronic data messages (including a first electronic data
message) that includes a digital resource issuance request that is a request to
issue a new amount of the resource. When a new request is received, the
computer system is programmed to generate a blockchain transaction from a
blockchain resource identifier (e.g., a blockchain address) to at least one
participant identifier (e.g., another blockchain address). The generated
transaction also includes a quantity value for this new resource that is to be
issued or transferred. The generated blockchain transaction is digitally signed
with at least one private key that is associated with the a blockchain resource
identifier. The blockchain transaction is then sent to the blockchain for
validation thereon. The computer system stores other information that is not
part of the blockchain transaction into a database or the like. Once the
blockchain transaction has been validated by the blockchain, the database is
updated to reflect that the blockchain transaction is now part of the blockchain

and thus (for practical purposes) immutable.

[0009] Accordingly, secure digital provenance is provided for the
information that is contained in the blockchain transaction because of the
cryptographic immutability of the records contained in blockchain. Other
information (e.g., that may be confidential in nature) is stored outside of the
blockchain thus securing information that is related to the blockchain
transaction that is on the blockchain. Third-parties may be allowed to validate

(e.g., audit) the transaction information by reviewing the blockchain
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transactions. This can be accomplished without reviewing the supplementary
information that is not stored as part of the blockchain. The availability of the
records on the blockchain is also increased because of the distributed nature of
the distributed blockchain computing system. Thus, the failure of one node (or
the destruction of records in one location) will not result in loss of the digital

provenance information.

[0010] In certain example embodiments, plural different participant
identifiers are included as separate outputs for a generated blockchain
transaction. Each one of the identifiers is associated with a different
participant. This allows multiple transactions (e.g., A->B and A-C) to be

recorded in the same blockchain transaction.

[0011] In certain example embodiments, a first process (e.g., an auction
process) is started, during which participants submit data transaction requests
to send or receive amounts of the resource that is associated with the new
digital resource identifier. The first process is closed to reception of data
transaction requests from the participants. After the first process is closed, a
single blockchain transaction that includes inputs that correspond to source
participant identifiers and outputs that correspond to destination participant
identifiers is generated. The single blockchain transaction is published to the
distributed blockchain computing system for validation thereby. Accordingly, an
auction process that involves many different transactions may be represented

on the blockchain as one single blockchain transaction.

[0012] In certain example embodiments, wherein the outputs to the single
blockchain transaction also include source participant identifiers for unspent
amounts of the resource. Accordingly, those source identifier that are
transferring some, but not all, of the resource “held” by them will receive a

remainder.

[0013] In certain example embodiments, the generated blockchain

transaction includes a hash value of the additional transaction data.
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Accordingly, the provenance information that is stored outside of the blockchain
(e.g., in a separate database) may be represented on the blockchain without
including it on the blockchain. This allows the digital provenance of the
additional information to be secured because the hash value of that information

will become part of the immutable blockchain record.

[0014] In certain example embodiments, a blockchain transaction
(including issuance or allocation transactions) is digitally signed by two or more
private keys. In certain example embodiments, one of the private keys is held
or maintained by the electronic resource tracking and storage computer

system.

[0015] In certain example embodiments, a resource allocation request is
received for allocation of at least some of the quantity value associated with the
previously generated blockchain transaction to another participant identifier. A
second blockchain transaction is generated using, as an input, output data from
a previously generated blockchain transaction. The output of the second
blockchain transaction includes the value of at least some of the quantity value
that is to be allocated to the another participant identifier. The generated
second blockchain transaction is published to the blockchain and a transaction
repository of the electronic resource tracking and storage computer system is
updated with a record for the second blockchain transaction. The record
includes additional transaction data that was not included in the second
generated blockchain transaction. Accordingly, allocation of resources (such
as private assets) is recorded to the blockchain. Further, chain of custody is
ensured from the initial issuance to this further allocation as an auditor or other
third party will be able to verify that the amount of resources (assets)

associated with the transaction originated from the initial issuance.

[0016] In certain example embodiments, the blockchain is maintained on
a private computer system such that only those users or computers that are

authorized to interact with the blockchain may perform blockchain functionality
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(this includes the electronic resource tracking and storage computer system
and blockchain nodes that are controlled by a single entity). In certain
instances, third parties may be provided with read-only access to the
blockchain. This may advantageously allow third parties to directly access the

secure digital provenance information that is stored as part of the blockchain.

[0017] Certain example embodiments also relate to a method for
operating an electronic resource tracking and storage computer system as
described above, as well as computer program instructions that are embodied

on a non-transitory storage medium.

[0018] The features described herein may be combined to form additional
embodiments and sub-elements of certain embodiments may form yet further
embodiments. This summary is provided to introduce a selection of concepts
that are further described below in the detailed description. This summary is
intended neither to identify key features or essential features of the claimed
subject matter, nor to be used to limit the scope of the claimed subject matter,
rather, this summary is intended to provide an overview of the subject matter
described in this document. Accordingly, it will be appreciated that the above-
described features are merely examples, and that other features, aspects, and
advantages of the subject matter described herein will become apparent from

the following detailed description, figures, and claims.
BRIEF DESCRIPTION OF THE DRAWINGS

[0019] These and other features and advantages will be better and more
completely understood by referring to the following detailed description of
example non-limiting illustrative embodiments in conjunction with the drawings
of which:

[0020] Figure 1 illustrates a non-limiting example function block diagram
of a digital asset repository computer system that interfaces with a blockchain

according to certain example embodiments;
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[0021] Figure 2A illustrates example digital transactions that occurin a
digital asset repository computer system to issue assets in a digital form that is
recorded on a blockchain according to certain example embodiments;

[0022] Figure 2B shows an example process for issuing digitally based
assets on the system shown in Fig. 1;

[0023] Figure 2C shows example transactions that occur in relation to
issuing digital assets according to certain example embodiments;

[0024] Figure 3A shows an example process for transferring digitally
based assets on the system shown in Fig. 1;

[0025] Figures 3B and 3C show example transactions that occur in
relation to transferring digital assets between participants according to certain
example embodiments;

[0026] Figure 4 shows an example process for registering participants that
are then allowed to interact with certain digitally based assets via the example
system shown in Fig. 1;

[0027] Figure 5 is a non-limiting example function block diagram of a
centralized computer system that interfaces with a blockchain according to
certain example embodiments;

[0028] Figure 6 is signaling diagram for an example blockchain
transaction performed between an issuer on the blockchain, a contract on the
blockchain, and an investor on the blockchain;

[0029] Figures 7A-7H are example screen shots of user interfaces that
show how blockchain transactions and their associated data may be displayed
for consumption by a user according to certain example embodiments; and
[0030] Figure 8 is an example computer system according to certain

example embodiments.

DETAILED DESCRIPTION

[0031] In the following description, for purposes of explanation and non-
limitation, specific details are set forth, such as particular nodes, functional

entities, techniques, protocols, etc. in order to provide an understanding of the
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described technology. It will be apparent to one skilled in the art that other
embodiments may be practiced apart from the specific details described below.
In other instances, detailed descriptions of well-known methods, devices,
techniques, etc. are omitted so as not to obscure the description with

unnecessary detail.

[0032] Sections are used in this Detailed Description solely in order to
orient the reader as to the general subject matter of each section; as will be
seen below, the description of many features spans multiple sections, and
headings should not be read as affecting the meaning of the description

included in any section.
Overview

[0033] In certain example embodiments, a computer system interfaces
with a blockchain and provides secure provenance and chain-of-custody
information for transactions that are recorded thereon. The computer system
stores additional information related to transactions incorporated to the
blockchain and also tracks whether or not the blockchain transaction has been

validated.

[0034] Blockchain technology (sometimes simply referred to as a
blockchain) is a relatively new type of database technology. An example
implementation and corresponding blockchain techniques are described in a
2008 article by Satoshi Nakamoto titled “Bitcoin: A Peer-to-Peer Electronic
Cash System,” the entire contents of which are hereby incorporated by
reference. A blockchain is a distributed database system (sometimes called a
public ledger) that records transactions between a source identifier and a
destination identifier. These identifiers are created through cryptography such
as, for example, public key cryptography. For example, a user may create a
destination identifier based on a private key. The relationship between the
private key and the destination identifier provides a “proof” that the user is

associated with the “output” from a corresponding “transaction.” The
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decentralized nature of the block chain can also be advantageous because no
one node or system is the effective holder of what is “correct.” Instead, the
decentralized system as a whole determines what is “correct” using

mathematical techniques.

[0035] In certain example embodiments, a computer system is configured
to communicate with a distributed blockchain computing system that includes
multiple computing nodes. In certain example embodiments, the computer
system and the blockchain act as a private certificate depository. The computer
system stores (1) identifiers and/or private key information for participants of
the computer system, (2) digital asset identifiers that are used to represent
assets on the blockchain, and (3) blockchain transaction records. When a new
blockchain transaction is submitted to the distributed blockchain computing
system, the computer system waits to determine that the submitted new
blockchain transaction has been validated. Once the new blockchain
transaction has been validated, then the computer system updates a record of
that blockchain transaction that is stored with the computer system. The record
that is stored with the computer system includes information that is not included
or part of the blockchain transaction that is validated by the distributed

blockchain computing system.

[0036] Figure 1 illustrates a non-limiting example function block diagram
of a digital asset repository computer system that interfaces with a blockchain
according to certain example embodiments. Figures 2A-2C show or digital
assets are issued using the system shown in Fig. 1. Figures 3A-3C show
examples of how digital assets are transferred using the system shown in Fig.
1. Figure 4 shows an example process for registering participants with the
example computer system shown in Fig. 1. Figure 5 is a non-limiting example
function block diagram of a computer system that may be used to implement
the features in Figs. 1-4 and 6-8. Figure 6 is signaling diagram that shows an
example blockchain transaction being performed between an issuer and

investor for a contract on the blockchain. Figures 7A-7H are example screen
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shots of a user interface used to visually show participants aspects of the
computer system that interfaces with the blockchain. Figure 8 is an example
computer system that may be used as a node that is part of the blockchain or
as the digital asset repository computer system.

[0037] Certain example embodiments provide a digital asset repository
computer system for buyers and sellers to connect and trade privately issued
assets. Privately issued assets may be assets of various security types. This
may include, for example, equity or debt interests of private companies, private
commercial enterprises, limited liability companies, partnerships, and other
corporate entities whose privately issued assets (which include shares, stock,
membership units, membership interests, partnership interests, etc.) are not
traded via a public exchange or stock market. In certain example
embodiments, private companies, Limited Liability Companies (LLCs),
partnerships, and other business entities (collectively referred to in this
disclosure as “private companies”) may participate in secondary sales of their
privately issued assets, have at least partial control over the manner in which
such privately issued assets are traded, have at least partial control over who
can sell and/or buy, set transaction-specific and/or user-specific limitations, and
the like.

Figure 1
[0038] Figure 1 illustrates a non-limiting example function block diagram

of a computer-implemented digital asset repository computer system (also
referred to herein as a digital resource repository computer system) 600 that
interfaces with blockchain 618 according to certain example embodiments. The
digital asset repository computer system 600 may include a combination of
software and hardware interfaces, programmed business logic, processing
resources, and electronically addressable storage. The digital asset repository
computer system 600 is responsible for tracking and executing computer
programs for the purpose of maintaining an accurate digital ledger of asset

ownership.
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[0039] Digital asset repository computer system 600 references or
includes records or data for users, participants, digital assets, and blockchain
transactions. Participants are identifiable entities (e.g., that are unique) that
can be assigned ownership of a digital asset that is also tracked by the system.
For example, a company that is issuing one million shares may be a participant
within the system. Users can be uniquely identifiable entities that have
permissions to view, update, and/or control information within the system. In
certain instances, a user and participant may be the same or different. For
example, in the case of a company, the company may have multiple authorized
users that interact with the system on behalf of the company. In another
example, an investor may be both a participant and a user in the system.
[0040] Digital assets (also referred to as resources herein) are also
identifiable entities (e.g., that are unique) that can be tracked, managed, and
verified by the computer system 600. For example, when a company first
issues shares of class A stock, the class A stock for that company will be one
asset tracked by the system.

[0041] Fig. 7A shows an example screen shot of a user interface that
shows different resources that have been created for one company. The three

RN

different resources for this company are “seed,” “series A,” and “series B.”
These are all unique resources that are tracked by the computer system 600
and, as described in greater detail below, incorporated as part of generated and
validated blockchain transactions.

[0042] Transactions for privately issued assets are digital transactions that
have been submitted and/or validated by a corresponding blockchain (e.g., a
public and distributed digital ledger) 618.

[0043] The blockchain 618 is maintained, stored, and updated, by multiple
different computer nodes that each operate to “mine” and thereby validate
transactions submitted to the blockchain 618. Generally, only one of the nodes
needs to “receive” a transaction that has been submitted from a client (e.g., the

computer system 600). Once one node receives a transaction it may
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propagate the transaction to other nodes within the distributed computer
system that provides the blockchain 618. In certain examples, different entities
may control different ones of the computer nodes that are responsible for
maintaining the blockchain. For example, the issuer of an asset may have one
node, an auditor may have another node, a regulator (e.g., the SEC) may have
another node, the entity that controls the computer system 600 may supply
block generator nodes (e.g., that are dedicated to performing the cryptographic

calculations of the blockchain).

[0044] In certain example embodiments, the blockchain may be a private
blockchain implementation (e.g., where only authorized parties are allowed to
read and/or write to the blockchain). In certain example embodiments, the
blockchain 618 may include nodes used for issuing assets (resources) and
nodes that are used for transacting or moving assets/resources between

participant identifiers of the blockchain 618.

[0045] Issuer nodes may each hold one or more private keys and be
responsible for creating new assets associated with a specific asset type. In
certain examples, each node has one private key used for creating and/or
digitally signing assets that are to be created by that node (e.g., multiple asset
types may be digitally signed or created with the same key). In other examples,
each asset has its own unique private key. In certain examples, there is one
issuer node per asset type and the issuer nodes on the blockchain may be
virtual machines (e.g., such that multiple virtual machines may be executed on

one computer system).

[0046] Another type of node that is part of or interacts with the blockchain
618 may be a manager or transacting node that is used to move assets from
one participant (e.g. the issuing company) to another participant (e.g., an
investor). To allocate shares from, for example, a company to an investor, an
allocation blockchain transaction is generated with an input from the issuer

address (e.g., the identifier of the company that “holds” the shares). This type
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of transaction is generated by a manager or transacting node. This transaction
is then digitally signed by a private key held by the manager node. In certain
examples, each manager node has a corresponding private key that is used to
digitally sign such allocation transactions (e.g., between participants). Once the
transaction is generated, submitted, and validated by the blockchain, then the
guantity that is included with the transaction is effectively “held” by the

participant identifier that received the transaction (e.g. as an unspent output).

[0047] Each transaction (or a block of transactions) is incorporated or
included into the blockchain 618 via a proof-of-work mining process. The
mining process may involve solving a computationally difficult problem that is
also easy to verify. For example, each node may attempt to “mine” a solution
to the hash of a block or a transaction. Hashes (also referred to herein as

RN

“hash functions,” “cryptographic hash functions,” and the like) include functions
that map an initial input data set to an output data set. The output from a hash
function may be referred to herein as a “hash identifier,” “hash value,” “hash
data set,” or simply, a “hash”). Generally, the output values from a given hash
function have the same fixed length. Generally, if the same hash function is
used on the same input data it will result in the same output data value. With
some hash functions (including those used in the context of blockchain
techniques and/or the subject matter of this application) the input value is
computationally difficult to determine when only the output value is known. In
certain examples, the input value for the hash function is supplemented with
some additional random data. For example, an input value of “blockchain” for a
hash function may include addition random data such as three random
characters. Accordingly, the data value that is hashed may be “blockchaina5h”
instead of simply “blockchain.” The additional random data is sometimes called

a “nonce.”

[0048] In order to validate a new block into the blockchain, the proof of
work process (or hash operation process) that is performed may include finding

an input hash value (i.e., the block) that results in an output hash value that
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meets a given condition. As the data related to the blockchain transactions in
the block are fixed, miners (e.g., nodes on the blockchain) modify the nonce
value that is included as part of the block being validated until the output value
of the hash function meets the given condition. For example, a target output
value may have 5 zeros as the first four numbers of the hash. Thisis a
problem that may be computationally difficult to determine, yet relatively easy to
verify. Each node that is part of the distributed computer system may also keep
a copy or a portion of the blockchain 618 in storage (e.g., on disk or in RAM)
that is local to the corresponding node.

[0049] The blockchain 618 may thus provide secure data provenance,
immutability, protection from double-spend problems, and distributed record
keeping (e.g., may different entities may have nodes that are part of the
distributed system that maintains the blockchain).

[0050] Digital asset repository computer system 600 includes computer
processor (processor) 608 that executes or runs the micro-services application
programming interface (APIl) 610 and user interface 612 (e.g., that generates
and provides web pages or other user interface elements that may be rendered
into the screens of Figs. 7A-7H that may be shown on a user device, such as
614A and 614B). The processor 608 also runs blockchain services 616.
Blockchain services 616 may include functionality to both send and receive
blockchain related transactions and events. For example, a transaction may be
submitted to the blockchain 618 for validation. In addition, a validated
transaction may be detected or received at the digital asset repository computer
system 600 via blockchain services 616. It will be appreciated that processor
608 may be one or more processors. In certain examples, processor 608
represents a distributed computing system.

[0051] Micro-services APl 610 is an application programming interface
that allows machine readable data retrieval and interaction with digital asset
repository computer system 600 by external computing sources. Such

interaction may be performed via web services or a messaging based protocol
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that allows an administrator on computing device 614B (e.g., a mobile device, a
PC, a tablet, etc...) to interface with digital asset repository computer system
600. For example, the micro-services APl may provide a data stream that
indicates when transactions have been submitted to the blockchain, when they
have been validated, etc... In certain examples, micro-services APl 610 may
be used to modify, add, or delete, information regarding assets, transactions,
users, or participants. In certain example embodiments, the micro-services API
610 may provide the data that is used to render screen shots 7A-7H.

[0052] User interface 612 allows a user, via user device 614A, to view,
update, and/or control the digital ledger through pre-programmed actions.
Users can view the digital ledger (an example of a digital ledger is shown in Fig.
7B, where a user is presented with the screen that shows the transactions for a
given resource or asset), which represents ownership records for assets
defined in asset storage 604, and interact with the data contained therein
through a set of pre-programmed actions. A fully auditable record of every
interaction with the ledger may be created and stored for subsequent review. In
certain examples, the user interface 612 may be in the form of a web page or
dedicated client application (e.g., as shown in connection with the screenshots
of Figs. 7A-TH).

[0053] Digital asset repository computer system 600 includes at least
three data repositories. These three repositories may be included as part of a
single database (e.g., a relational database), may be separate databases, or
may be stored by using other techniques (e.g., a flat file, or other data
structure). In certain examples, the storage repositories of the digital asset
repository computer system 600 are located in-memory and/or on separate
logical or physical devices.

[0054] Participant storage 602 includes records of all participants that can
own or otherwise interact with resources defined within the system. Participant
storage 602 may include public keys, private keys, and blockchain addresses

or participant identifiers (e.g., derived by using a one-way hash of a public key)
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associated with the participant and these may be used for tracking blockchain
transactions made by that participant. In certain examples, one or more of the
elements may be saved (e.g., private keys used to digitally sign transactions
can be saved in an encrypted state). In certain example embodiments, the
participants (e.g., a computing system controlled or maintained by those
participants) can manage their corresponding private keys separately from the
digital asset repository computer system 600. Thus, when digital asset
repository computer system 600 interacts with a blockchain to create a
blockchain transaction that is to be digitally signed by that participant, the
computing system controlled by the participant may supply the private key
and/or may digitally sign the transaction and transmit the digitally signed
transaction back to the digital asset repository computer system 600 for
subsequent submission to the blockchain 618 for verification. In certain
examples, the participant storage 602 includes a digital wallet for each of the
respective participant.

[0055] In certain examples, the private keys for each participant are
different. Alternatively, the private keys for each participant may be shared. For
example, if a private blockchain used as blockchain 618, then the entity
controlling the blockchain may use the same private key for all participant
identifiers. Accordingly, when a blockchain transaction from A to B may be
digitally signed using the same private key as is used for a blockchain
transaction from B to C.

[0056] A digital wallet is software and hardware (or specifically designed
hardware) that allows a participant or user to generate and/or digitally sign
blockchain transactions. The digital wallet can include a private key (e.g., that
is known to the participant or user that the digital wallet is associated with) and
a series of identifiers (sometimes call digital wallet identifiers, walletlDs,
blockchain identifiers, etc...) that have been generated based on the private
key. These identifiers are used to allow other users to “send” blockchain

transactions, which are recorded on the blockchain, to that identifier. Software
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associated with the digital wallet (e.g., via blockchain services 616) may then
be used to query the blockchain to determine what unspent transactions (e.g.,
those transaction outputs not used as input for another transaction) are
associated with the identifiers that are in the digital wallet. Such software may
then present a holistic view of what is “owned” by the holder of the digital wallet.
For example, one hundred different transactions of 1 share of a company on
the blockchain (each associated with a different identifier) may be identified and
then presented as 100 shares of the company. Thus, the identifiers that are
stored in participant storage or a corresponding digital wallet may be
transparent from the perspective of the user.

[0057] Asset storage 604 (sometimes also referred to as resource
storage) includes records of all of the assets or resources tracked by digital
asset repository computer system 600. For example, each class of share
issued by a company may be a separate resource record in asset storage 604.
An asset or resource record may include the participant identifier (e.g., for a
corresponding company) that the asset is associated with, a unique identifier
that is used to uniquely identify the asset on the blockchain (e.g., which may
be, for example, a 160 bit hash value of a public key associated with the asset),
a public key that may be used to generate the unique identifier, a private key
that may be used to generate the public key (e.g., via elliptical curve
cryptography or the like), attributes that define the type of asset (e.g., asset
type, class of shares, specific issuance), a number of shares that have been
issued for this asset type, when the asset was created, etc...

[0058] Ledger storage 606, in conjunction with blockchain services 616,
interfaces with the blockchain 618 to store records of validated (or to-be-
validated) blockchain transactions. A record in ledger storage 606 may include
source and destination identifiers that are mapped back to respective
participants (e.g., stored in participant storage 602), a blockchain transaction
ID, the unique identifier for the asset, an asset transaction quantity, a

transaction date (e.g., when the transaction was submitted to the blockchain), a
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validation date (e.g., when this transaction was ultimately validated by the
blockchain), a price per share, and/or a price of the asset transaction, etc...
[0059] Figure 2A illustrates example digital transactions that occur in a
computer-implemented digital asset repository system when a resource or
asset is first issued by the system 600. In certain examples, as a prerequisite
to “issuing” new shares, if Company A is not already created, then it is created
as a new company and added to participant storage 602 (see Fig. 4).

[0060] If this is the first time shares of a specific asset are being issued, a
new asset type will be created in correspondence with this transaction. This
may include creating new private and public keys, and a unique asset identifier
for that newly created asset. Thus, for example, a new blockchain address and
corresponding private and public keys may be created. This newly created
data may be saved along with the asset definition (e.g., class of share, quantity
to be issued, etc...) in asset storage 604.

Figures 2A-2C

[0061] In certain example embodiments, and as shown in Fig. 2A,

creating a new asset may also involve an initial blockchain transaction “to” the
unique identifier for the asset in the form of an amount of cryptographic
currency. For example, a blockchain transaction that moves an amount of
bitcoin (or other cryptographic currency) from the digital wallet associated with
the digital asset repository computer system 600 (e.g., a unique identifier for
that digital wallet)

[0062] As shown in Fig. 2A, after creation of the asset and its
corresponding data, then a blockchain transaction 701 is generated to initialize
and/or enable “asset” 708 to issue new shares. Blockchain transaction 701
thus “sends” an amount of crypto-currency from the unique identifier associated
with the private exchange 700 to the unique identifier that was created for the
asset 708. This transaction 701 includes the public key of the private exchange
700 and is digitally signed by the private key of the private exchange 701 (e.g.,

as with a normal blockchain transaction). As a result of blockchain transaction
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701, an amount of crypto-currency (e.g., satoshis in a bitcoin example) is
associated with the unique identifier of the asset (e.g., as an unspent output).
The asset, by using its associated private key, may then “issue” a quantity of
the newly created asset by having the crypto-currency amount “carry” (e.g., as
a colored coin or the like) the asset as part of the blockchain transaction. In
certain example embodiments, transaction 701 may be added to the ledger
store 606. However, in other embodiments it is not added to the ledger store
606 because this transaction does not move the asset from one entity or
participant (e.g., the unique identifiers associated with that entity) to another.
[0063] Once there is an unspent amount of crypto-currency associated
with asset 708, it may then “issue” shares of the asset and have transactions of
the issuance verified by the blockchain (e.g., as originating from the asset 708).
[0064] Thus, transaction 702 may be generated for 500 shares and
represents the creation of shares that can be subsequently distributed to
investors from company A 703. Transaction 702 is a blockchain transaction
that is from the unique identifier associated with the asset to the unique
identifier associated with Company A 703. Transaction 702 also includes the
public key of asset 708 and is digitally signed using the private key of both the
asset 708 and private exchange 700. Transaction 702 may then be submitted
to the blockchain, verified, and also added to ledger storage 606.

[0065] Subsequent distributions to participants 1 and 2 are made in the
form of blockchain transactions 706A and 706B to the unique identifiers (e.g., a
blockchain address) 705 and 707 that are respectively associated with those
participants. These transactions (which may be a single one-to-many
blockchain transaction) are digitally signed by the private key of Company A
and submitted to the blockchain and recorded in ledger storage 606.

[0066] Other example techniques may be used in combination with (or
alternatively to), the issuance process described in connection with Fig. 7A.

For example, transaction 701 and 702 may be one transaction that is generated
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to the identifier 703 associated with company A (e.g., which may be similar to a
coinbase transaction in a conventional bitcoin implementation).

[0067] A constructed issuance transaction may take an asset identifier as
an input and have, as outputs, the asset identifier, an amount of the asset,
participant identifier (e.g., a blockchain address). In certain examples, a script
address may also be provided (e.g., that specifies a hash of an unlocking
script).

[0068] In certain examples, each transaction may be effectively digitally
signed by the multiple private keys (or requires the digitally signature of multiple
keys). For example, one private key (or a collection or private keys) may be
associated with the issuer and/or manager nodes discussed herein.
Alternatively, a key may be controlled by the entity that controls or manages the
blockchain 618. Another key may be associated with, for example, the entity
that controls computing system 600. And a third key may be held in escrow.
Every transaction on the blockchain may be digitally signed by or require 2 out
of 3 of these keys in order to unencumber the transactions. Accordingly, for
example, if the key associated with computer system 600 is lost, the escrow
key and the blockchain key may be used to still spend unspent blockchain
transaction outputs.

[0069] Thus, T1, T2 (or T1T2 if these are one transaction), T3, and T4 can
be digitally signed by and/or require two different private keys that are
respectively held by different computer systems and/or entities. The 2 key
requirement can help ensure that there is agreement when a transaction (such
as a share allocation) should be generated and validated.

[0070] Fig. 7B illustrates an example user interface that shows a
transaction from Garak and Letta to Weyoun and Dukat. This may show the full
timeline of a given resource, asset, or equity that is being transferred among
the listed participants. This allows auditors or other 3rd parties to more readily

grasp the transactions that have occurred. As discussed herein, this may be
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particularly advantageous in areas (such as private equity offerings) that have
had more ad-hoc to recording such transfers.

[0071] Initially, Garak and Leeta both had 500k of a “seed” type of an
asset (e.g., that is a separate asset type that series A or series B). The
blockchain transaction that is generated has both the quantity of Garak and
Leeta as inputs to the blockchain transaction and quantity to Weyoun, Dukat,
Garak, and Leeta as outputs to the transaction. This is a many-to-many
blockchain transaction. Another one-to-many transaction is shown from
Michael Eddington to Damar with Michael providing the input and outputs
associated with both Michael (e.g., the remainder) and Damar.

[0072] In certain example embodiments, many-to-many transactions may
be used in conjunction with an auction process that may be performed by the
computer system 600. Fig. 7C shows an example view of an in-progress
auction that has 3 buyers and 11 sellers. Here the positions or holdings of
each of the individuals can be validated against the blockchain to ensure that
both buyers and sellers have what they are putting into the auction. In the case
of buyers, this could be in the form of verifying that an appropriate amount of
money is available. This could be represented through a digital token issued by
an escrow or transfer agent that is holding the money. Conversely, the
positions offered by the sellers can be verified against the current blockchain
transaction records (e.g., that Odo does in-fact have enough quantity to offer
the listed amount)

[0073] At the conclusion of the auction (e.g., when the auction is
executed), a transaction price for the auction will be determined. The
transactions to carried out as a result of the auction may be included in one
single blockchain transaction (e.g., from the 11 participants to the 3 buyers).
Such a many-to-many blockchain transaction may be visually presented to
users (e.g., on a corresponding user device) as shown in Fig. 7D.

[0074] Fig. 7D indicates, for example, that William Ross has completely

zeroed out his initial position of 17.5k as there is no remainder associated with
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him after the transaction is executed. Conversely, Blackgem Inc. now has a
position of 337.7k. Other participants have reduced their positions. Fig. 7E
shows another user interface screen shot that illustrates all of the parties that
participated in this many-to-many transaction. This shows the old positions (on
the left) and the new positions (on the right). This type of user interface screen
may allow users to track the chain-of-custody of an asset as it has moved
between different participants.

[0075] In certain example embodiments, the transactions (e.g., from
Company A to another participant) may be digitally signed by a private key that
is centrally controlled and associated with computer system 600. In other
words, assets may be moved from the address associated with a company (or
the system, the asset, or other participants) to another address with a
transaction that is digitally signed by a private key/public key combination that
is associated with computer system 600. Indeed, various types of
cryptographic access to the assets may be employed according to the
embodiments described herein including multi-signature embodiments where a
participant and the system 600 (or participant and company) both digitally sign
a transaction.

[0076] Figure 2B shows an example process for issuing digitally based
assets on the system shown in Fig. 1 and Figure 2C shows example
transactions that occur in relation to issuing digital assets according to certain
example embodiments.

[0077] In S10, a user or system administrator with sufficient permission to
act on behalf of a participant (e.g., Company A) provides user input to user
device 614A or 614B, the user input indicating that a new asset for participant
should be issued. In response to this user input, the user device 614A or 614B
sends an electronic message to the digital asset repository computer system
600. The electronic message includes a digital resource issuance request that
a new asset for the participant is to be issued. The electronic message is

received by a transceiver of the digital asset repository computer system 600
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and is passed to the user interface 612 or micro-services interface 610 for
processing.

[0078] In S12 and as part of the processing, the contents of the electronic
message are extracted and mapped to a command (or set of commands) that
corresponds to the request included in the message (e.g., a request to create
and issue a new asset). The corresponding command(s) may then be
automatically executed by the processor 608 of the digital asset repository
computer system 600.

[0079] As part of the executing commands, in S14, the processor 608
identifies the participant that is to be associated with the asset issuance
transaction. For example, a private key, public key, and/or unique identifier for
the participant may be retrieved and used for formulate blockchain transaction
that is subsequently created. In certain examples, a new unique identifier
and/or public key may be created for this particular transaction and be
associated with the blockchain digital wallet of the participant. This new
information may be derived by using the private key that is associated with the
participant. Thus, a participant may be associated with multiple different public
keys and/or unique identifiers (e.g., blockchain addresses).

[0080] In S16, processor 608 creates a new private key that will be used
to sign any subsequent issuances of this asset. A public key based on the
private key (e.g., a hash thereof) may also be created. The public key may also
be hashed to generate the unique identifier (e.g., a blockchain or bitcoin
address) that uniquely identifies the asset in the digital asset repository
computer system 600 and on the blockchain 616. The newly created private
and public key, unique identifier, and other associated information (e.g., asset
type, number of shares to be issued, date of issuance, and/or other data that
can vary based on the type of asset being issued) will be stored in asset
storage 604. The private key for the asset ensures that no other entity will be
able to duplicate the asset that has been created by the digital asset repository

computer system 600 and issue blockchain transactions that include that asset.
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In certain examples, this assurance is accomplished because all assets for a
particular asset must originate from the blockchain address (the unique
identifier that is based upon the private key for that asset) associated with that
same asset. The initial blockchain transaction includes the public key of the
asset and is signed by the private key of the asset. Thus, a blockchain
transaction is created from the unique identifier of the asset to another identifier
(e.g., associated with a participant). This cryptographic process ensures that
only an entity or system (e.g., digital asset repository computer system 600)
that controls the private key associated with the asset can issue additional
quantity of that asset.

[0081] In certain examples, a participant may not wish to create a new
asset, but may rather wish to expand an existing asset that is already defined
within the digital asset repository computer system 600. For example,
company A 703 in Fig. 2A initially issued 500 shares and now wishes to issue
500 additional shares. Thus, data that indicates the asset (e.g., the unique
identifier for asset 708) may be part of an initial electronic data message that is
sent from a user device 614A to the digital asset repository computer system
600. This information may then be used to retrieve the private key for the
digital asset and thus generate a new blockchain transaction (which includes
the public key of the asset and is signed by the private key of the asset) that is
“from” the unique identifier associated with the asset to the unique identifier
associated with the participant that is issuing the asset (e.g., the company). In
correspondence with generation of the new blockchain transaction, the digital
asset repository computer system 600 may update the corresponding asset
record included in asset storage 604 (e.g., by adding or subtracting quantity).
Alternatively, a new entry (e.g., a new database record) may be created that
indicates that particulars of this specific asset issuance.

[0082] In any event, in S18, a new blockchain transaction is created and
submitted to the blockchain to record the issuance of the new shares to the

participant. In certain example embodiments, the shares will be issued from
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the unique identifier of the asset to the unique identifier of the participant (e.g.,
its digital wallet). Alternatively, the blockchain transaction from the unique
identifier associated with the entity that operates the digital asset repository
computer system 600 (e.g., 700 in Fig. 2A) to the unique identifier of the
participant (e.g., 703 in Fig. 2A).

[0083] More specifically, the processor 608 can be programmed to create
a blockchain transaction made up of multiple inputs and outputs (such as the
transaction shown in Fig. 7B). Generally, inputs can be the unspent outputs
associated with a public address (a unique identifier) — which can be a
participant identifier or the identifier for the asset. A transaction can be a
combination of unspent outputs and new outputs that are directed to new public
addresses (e.g., the address that the transaction is being “sent” to). The
transaction that is being sent is also “signed” using the private key associated
with the address where the inputs are coming from (e.g., the participant
identifier for which the assets in question are associated with on the
blockchain).

[0084] Thus, in the case of an issuance transaction (e.g., transaction 702
in Fig. 2A) the private key created with the asset is used to sign the transaction.
In the case of a regular transaction (e.g., 706A and 706B in Fig. 2A) the hash of
the private key corresponding to participant for which the asset is being
transferred from will be used to sign the blockchain transaction. In certain
examples, the process may be similar to the creation and submission of a
blockchain transaction to the blockchain described in Fig. 2 of U.S. Patent
Application No. 62/270,560. In certain examples, the quantity associated with
the transaction is also included in the newly created blockchain transaction. In
certain examples, the blockchain transaction includes (e.g., as an input) an
assetlD (e.g., the unique identifier for the asset) that is generated from the
private key that uniquely identifies the asset. This assetID is then appended or

added to the blockchain transaction.



WO 2017/004527 PCT/US2016/040711

26

[0085] Referring to Fig. 2C, a blockchain transaction may be created
based on a combination of the information represented in fields 709 and 710.
The created blockchain transaction is submitted, through blockchain services
616, to the blockchain 618 for validation by blockchain computing nodes that
digitally “mine” the transaction. Once validated, the submitted transaction
becomes part of an immutable record (the distributed blockchain ledger) that
represents creation of this asset.

[0086] In S20 and in correspondence with creation and/or submission of
the transaction to the blockchain, the outputs resulting from the blockchain
transaction are returned back to or detected by the system 600 and the
transaction is stored in the ledger storage 606. Such outputs may include a
blockchain transaction ID. An example transaction ID is shown in the screen
shot of Fig. 7G.

[0087] The information stored in ledger storage may include the
blockchain transaction ID, a reference to the source and destination digital
wallets (or the unique identifiers), an asset identifier, and an amount of the
asset that is subject to the transaction. Other data that corresponds to the
transaction may be added to ledger storage 606 and linked to the created
blockchain transaction. Such information may include the information
represented in fields 712 shown in Fig. 2C. For example, whether the
transaction has been validated on the blockchain, what block in the chain the
validation is associated with, a rule 144 date of the asset transaction, the price
per share of the asset transaction, the investment value of the asset
transaction, conditions associated with the asset transaction, etc.... It will be
appreciated that these fields may vary based on what type of asset is being
transacted and the type of transaction (issuance, transfer, re-classification,
cancelation, etc...)

[0088] In S22, digital asset repository computer system 600 monitors, via
the processor 608 and blockchain services 616, the blockchain 618 to

determine when the submitted transaction has been validated by the
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blockchain. Responsive to determining the submitted transaction has been
validated, ledger storage 606 is updated to reflect that the transaction stored in
S20 has been validated by the blockchain. The digital asset repository
computer system 600 may determine that a transaction has been validated by
reviewing validated blocks of the blockchain 618 as they are published.

[0089] Fig. 2C shows that issuance to an investor may be a two-step
process that requires two (or three) separate blockchain transactions. Here,
the operator of system 600 (e.g., Nasdaq) issues new shares as described
above and expressly links this issuance to a transaction that is validated by the
blockchain. The transaction submitted to the blockchain includes a unique,
public identifier of the asset and an amount of the asset. This information is
represented by fields 710 (e.g., “Co. A: Common” may correspond to the
unique identifier). As discussed above, this information is, along with
information 712, stored in ledger storage 606.

[0090] After validating transaction 702, company A (a participant in
system 600) can issue 300 shares to participant 1 in the form of transaction
706A. This transaction will be based on the same unique assetID, but have a
different quantity associated with it.

[0091] In certain example embodiments, digital asset repository computer
system 600 may independently verify that the amount of assets being
transferred from one participant to another participant is valid (e.g., that the first
participant does “own” the assets being transferred). In other words, the
blockchain may only verify that the underlying crypto-currency amount for the
blockchain transaction is valid, and not validate the quantity of the asset
transaction. For example, suppose transaction 706A and 706B were both for
300 shares. The blockchain may verify both of these transactions as valid
because the original asset issuance is from the asset identifier. However, the
crypto-graphic process may not be able to determine that the sum of the
amounts in the two transactions exceeds the initial 500 share allotment. Thus,

digital asset repository computer system 600 may perform an independent
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check to verify that the quantities being transacted on the blockchain for a given
asset are valid quantities.
Figures 3A-3C

[0092] Figure 3A shows an example process for transferring assets from

one participant identifier to another participant identifier of the system 600
shown in Fig. 1.

[0093] In S30, a user or system administrator with sufficient permission to
act on behalf of a participant (e.g., investor A) provides user input to user
device 614A or 614B, the user input indicating how many shares (or other
guantity) are to be transferred and to whom (e.g., another participant) the
shares are to be transferred to. In certain examples, the user also provides a
price (e.g., a price per share or total price) that is associated with the transfer.
In response to the provided user input, the user device 614A or 614B sends an
electronic message to the digital asset repository computer system 600. The
electronic message may include the destination participant (e.g., a unique
identifier for the participant), the source participant (e.g., a unique identifier for
the source participant), the asset (e.g., an asset identifier), and a quantity of the
asset. The message is received by a transceiver (e.g., a network interface
card) of the digital asset repository computer system 600 and is passed to the
user interface 610 or micro-services interface 612 for processing. In certain
examples, assets that a participant can transfer may be presented to a user via
a web page or the like. For example, Fig. 7F shows the number of shares that
are associated with participant Leeta. In this illustration, the 500k shares are
“voided” because that quantity is associated with blockchain output that has
already been spent (e.g., as shown in Fig. 7B). The new, and still valid 466k
shares are associated with a blockchain transaction that has unspent outputs.
A user can then choose which assets to purchase or sell. Based on this
selection, the electronic message (e.g., an order) may be generated and

submitted to the digital asset repository computer system 600.
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[0094] For example, Leeta (or a user that is authorized to act on Leeta’s
behalf), may enter user input that indicates a request to transfer 50k shares to
Kira Nerys. In response to this input (and a correspond electronic message
that is sent to the computer system), computer system will (e.g., automatically)
use the blockchain transaction that is associated with the 466k shares to make
two further transactions (which are combined into one blockchain transaction).
The inputs from the block chain transaction will be the 466k shares from Leeta
and the outputs will be 416k to Leeta and 50k to Kira.

[0095] In S32, an asset transfer request (e.g., as described above) is
received and is mapped to pre-programmed functionality (e.g., a software
program) that is executed by the processor 608.

[0096] In S34, processor 608 identifies the participants that will be
involved in the transaction. As part of this process, the processor 608
accesses participant storage 602 to verify the participants and retrieves unique
identifier public, and/or private key information. This information will be used to
later form and sign the blockchain transaction.

[0097] In S36, processor 608 extracts, from the electronic message
submitted by a user device, the asset that is the subject of the requested
transaction and verifies the asset by accessing asset storage 604.

[0098] In S38, the processor verifies that the source participant of the
transaction does, in fact, hold an appropriate quantity of the asset to complete
the transaction. This verification is accomplished by accessing ledger storage
606 and determining that the source participant is associated with unspent
output blockchain transactions that are linked to a sufficient quantity of the
asset in question. This process may include summing multiple different
blockchain transactions that are associated with the source participant to
determine a total asset quantity that is “owned” by the source participant. In
certain examples, if the processor determines that the source participant does
not own sufficient quantity the transaction will be aborted and the order

submitting user notified. In certain examples, only transactions that have been
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validated (e.g., those that are more than 1 block deep within the blockchain
618) are used to determine the total quantity owned by the participant. In other
examples, non-validated transactions are also taken into account. In certain
examples, non-validated incoming transactions of assets (e.g., the participant is
the receiver) are not taken into account, but outgoing transfers (e.g., the
participant is the sender) of non-validated transactions are taken into account.
As part of the verification process, in S40, the processor 608 may also query,
via blockchain services 616, the blockchain to verify the asset ownership.
[0099] After verification, in S42, the processor will generate a blockchain
transaction based on private and public keys of the source participant, and any
additional outputs that are needed from ledger storage 606 to formulate a
further blockchain transaction. In certain examples, the blockchain transaction
includes data from fields 806 and 822 of Figs. 3B and 3C. The created
blockchain transaction is then submitted, via blockchain services 616, to the
blockchain 618 for validation.

[00100] In S44, in correspondence with submission of the newly created
blockchain transaction to the blockchain, ledger storage 606 is updated with
information related to the submitted transaction. This information may include
the data fields shown in 808 and 824 in addition to data fields 806 and 822 that
make up part of the created blockchain transaction.

[00101] In S46, digital asset repository computer system 600 monitors, via
processor 608 and blockchain services 616, the blockchain 618 to determine
when the previously submitted transaction has been validated by the
blockchain 618. Responsive to determining the submitted transaction has been
validated, the ledger storage is updated to reflect that the stored transaction
(from S44) is a validated blockchain transaction. The digital asset repository
computer system 600 may determine that a transaction has been validated by

reviewing validated blocks of the blockchain as they are published.
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[00102] Figures 3B and 3C show example transactions that occur in
relation to transferring digital assets between participants according to certain
example embodiments.

[00103] Fig. 3B is an example one to many transaction 810 (this may
represent multiple blockchain transactions or one single blockchain
transactions) that occurs between participant 1 and participants 2, 3, and 4. In
certain instances such a transaction is referred to as a distributing transaction.
Participant 1 is also included as an “output” because a new transaction occurs
between Participant 1 and Participant 1 to reflect the reduced quantity of
company A’s common stock “owned” by Participant 1. Data fields 806
represent information included on the blockchain and data fields 808 represent
data stored in ledger storage 606 and linked to the blockchain transaction (but
this information is not stored directly on the blockchain according to certain
example embodiments).

[00104] Fig. 3C is an example of a many-to-one transaction 826. Such a
transaction could represent a share-buyback exchange or one participant
(Participant 1) buying out other stake holders (2, 3, and 4) in an asset. Data
fields 822 are fields that are present and part of the blockchain transaction and
data fields 824 are fields that exist separately from the blockchain and stored in
ledger storage 606. Here, participants 2, 3, and 4 have unspent blockchain
transactions associated with 100, 50, and 50 shares of common stock of
company A. Each of these unspent blockchain transactions is used as an input
to form a transaction to Participant 1 that includes 200 shares of company A
common stock. This newly created transaction is then submitted to the
blockchain for verification. In certain examples, while the blockchain may verify
that the unspent satoshi’'s (or other unit that is used for the blockchain) add up,
there may be no blockchain verification that the asset quantities that ride along
with the blockchain transactions add up. Accordingly, digital asset repository
computer system 600 may include its own validation program to ensure that all

inputs for an asset quantity are accounted for as outputs for the transaction.
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Thus, digital asset repository computer system 600 verifies that the 100, 50,
and 50 shares of common stock are no longer associated with their
corresponding participants and that 200 shares are now associated with
participant 1.

[00105] It will be appreciated that one-to-many, many-to-one, and many-to-
many transfers may be advantageous when handling assets in the private
equity space. For example, in a traditional system the distribution of 20 shares
to 100 different employees would require 100 different transactions. However,
according certain example embodiments discussed herein, this type of
distribution may be accomplished with one blockchain transaction that has 100
different outputs (or 101 if the source has leftover assets) associated with
different unique identifiers for each of the employees (e.g., that may be
participants in system 600). One example of a many-to-many blockchain
transaction may be when an auction process is held as is shown in the example
screens of Figs. 7C-7E.

[00106] As with the other examples, in correspondence with the
submission of the new transaction to the blockchain, one or more new records
are created in ledger storage 606. In certain examples, multiple records are
created (e.g., a row in a database table or the like) linking to the same
blockchain transaction. In certain examples, one blockchain transaction record
is created and added to ledger storage 606 that links to all three inputs and the
one output.

[00107] It will be appreciated that other types of blockchain transactions
may be created in connection with the example techniques described herein.
For example, a many-to-many transaction (e.g., 2 or more inputs and 2 or more
outputs) may be used for a transaction.

[00108] An example blockchain transaction for an allocation transaction
may have inputs that include the asset identifier that is subject to the allocation,
the participant identifier that is allocating some (or all) of their quantity, the

amount that is “held” by the participant identifier for that asset identifier, the
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transaction identifier (or a hash thereof) of the prior transactions that have
unspent outputs, etc.. If the participant that is allocating is not allocating all of
their held quantity, then there will be two outputs, one to the transferee, and a
remainder to the identifier of the transferor. Each of these outputs will be
associated with a different blockchain address (e.g., the remainder will be
associated with the same participant identifier as the source), and an amount of
the asset being allocated.

Figure 4

[00109] Figure 4 shows an example process for registering participants that
are then allowed to interact with certain digitally based assets via the example

system shown in Fig.1.

[00110] In S90, a user or system administrator with adequate permissions
(e.g., permissions to create new participants) provides input to a corresponding
user device that sends an electronic message via the user interface 612 or
other API requesting that digital asset repository computer system 600 create a

new participant for the system.

[00111] In S92, in response to reception of this message, the request
included in the message is mapped to an appropriate command that is included

as part of the API and then sent to the processor for execution

[00112] In S94, in accordance with execution of the commands by the
processor, a new participant will be created within the system. In certain
example embodiments, a digital wallet or digital walletld (e.g. a bitcoin address)

may be created and assigned to the newly created participant.

[00113] Other types of functionality may also be supported by the digital
asset repository computer system 600. For example, shares that are issued to
a participant may be revoked (e.g., by the issuing company) or destroyed by
the operator of the digital asset repository computer system 600. In the case of
revocation, a new blockchain transaction may be created that sends the

revoked shares from the digital wallet of the participant to the digital wallet of
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the company. In the case of destruction of the shares (e.g., the company is
disbanded, etc...), the operator of the digital asset repository computer system
600 may create a blockchain transaction that indicates the shares of have been
destroyed. In certain examples, the digital asset repository computer system
600 may delete (or mark as deleted) the asset type from asset storage 604.
This action would effectively render the data that is included as part of the

various blockchain transactions irrelevant or meaningless.

[00114] It will be appreciated that such actions are may possible because
digital asset repository computer system 600 controls the various private keys
for each of the participants that are associated with unspent outputs on the
blockchain 618. Thus, the digital asset repository computer system 600 may
issue new transactions that moves such outputs to blockchain addresses that

would effectively remove the asset from the “market.”

[00115] In certain examples, the digital asset repository computer system
600 may change the class of share that is associated with a transactions. In
certain examples, this may include updating the type in the asset storage or
creating a new share class. In accordance with this change, a participant that
previously owned the type of “old” class may have their shares canceled (e.g.,
moved from their digital wallet to the digital wallet of the company) and also
have new shares in the “new” class concurrently issued (from the digital wallet
of the company to the digital wallet of the participant). In other examples, a
new asset may be created as described above (e.g., with the new share class)
and two transactions may be formed. The first may revoke the old share class
and the second may issue the new share class. The information associated

with such blockchain transactions may then be recorded in ledger storage 606.

[00116] In certain examples, an asset transaction may be corrected by the
digital asset repository computer system 600. In certain instances, this may
involve creating another blockchain transaction that effectively cancels out the

previously submitted blockchain transaction. In certain examples, the metadata



WO 2017/004527 PCT/US2016/040711

35

that is stored in the ledger storage may be updated independently of the
blockchain transaction that is associated with it. For example, the SEC rule
144 date may be a data field that only exists in ledger storage. Thus, the rule
144 date may be updated without reference to the corresponding blockchain
transaction. Other fields in ledger or asset storage may be similarly updated.
In certain example embodiments, a hash of the information that is not stored as
part of the blockchain transaction may be incorporated into the blockchain
transaction. For example, each of the extra fields may be concatenated and
then hashed. The resulting hash value may be added to the blockchain
transaction. This additional verification may prevent changing data fields that

are not directly incorporated into the blockchain.

Figure 5

[00117] Figure 5 is a non-limiting example function block diagram of a
centralized computer system (e.g., centralized because one entity controls the
computer and the operations that are programmed into the computer) that
interfaces with a blockchain according to certain example embodiments. In
certain example embodiments, a centralized computer system 1000
electronically stores (e.g., in a database as part of an electronic storage
system) an electronic version 1002 of a contract such as, for example, a stock
purchase agreement (SPA) or a stock transfer agreement (STA). In certain
example embodiments, the digital asset repository computer system 600
includes the centralized computer system 100. The created contract may
specify a pending allocation of shares, a class of shares, certain types of
investor (or a particular investor), etc... that are eligible to act against the
contract (e.g., to acquire the shares). In certain examples other electronic
documents are associated and linked to the allocation contract (e.g., that define

voting rights, a transfer agreement, and the like).

[00118] An electronic document may have a required number of signatures

or signature blocks that must be fulfilled for the document to be considered
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executed. In the example shown in Fig. 5, electronic contract 1002 requires 4
different signatures. As shown in Fig. 5, computers associated with entities 1,
2, 3, and 4 communicate (e.g., via electronic data messages) with centralized
computer system 1000 to provide electronic signatures that are applied to
electronic contract 1002. In certain example embodiments, the signatures may
be a true electronic signature (e.g., which can be thought of as a contract
where an individual agrees their signature is represented by clicking a button,
or the like, via a computer), a photo copy of a traditional signature, or a

cryptographic digital signature.

[00119] In certain example embodiments, the created contract is hosted by
and stored by, for example, centralized computer system 1000 and may be
accessed and viewed by participants or entities that may be party to the
contract. Such access may be provided by way of a web site or other
technique for allowing entities to remotely access, view, and interact with (e.g.,
sign) the contract at issue. Such access may be provided via desktop
computers or mobile computing devices (e.g. a smartphone, tablet, laptop,

etc...)

[00120] Upon signature of the contract by the entities (e.g., by one, or
more, or all of entities 1-4) an electronic version of the document may be
created (e.g., as a PDF) and saved with the provided signatures. In certain
example embodiments, in addition to applying signatures to the electronically
stored document, the central computer system 1000 may add a verification logo
or other sign that indicates that the contract (e.g., upon reception of all required
signatures) has been validated and/or verified by the centralized computer
system 1000 (or the legal entity that controls the computer system). In certain
example embodiments, the verification may include a cryptographic signature
(e.g. a digital signature) indicating the entity that has verified and/or
authenticated the nature of the document (e.g., that it has been properly

executed by the required parties).



WO 2017/004527 PCT/US2016/040711

37

[00121] In certain example embodiments, upon execution of a document or
contract (e.g., where all entities that are required to sign have, in fact, signed
the document), a transfer of funds process may be started. The funds transfer
process may be provided and initiated from the centralized computer system
1000. In certain examples, the web site that displays the contract information
(e.g. ,through which the parties submit their signatures) also provides an
interface to trigger a payment process. In certain example embodiments, this
payment process is only available (e.g., visible or triggerable) through the
website upon a determination (e.g., by the centralized computer system) that all
required parties have signed document 1002. The contract may be, for
example, a contract to provide a certain number of shares to a given individual

in return for a certain amount of money.

[00122] In certain example embodiments, a payment process may be
facilitated by a third party transfer agent that enables the transfer of money
between two different entities. As described herein and unless otherwise
specified, the transfer agent generally refers to a computer system that is
operated on behalf of the transfer agent. In other words, unless otherwise
specified, the transfer agent is a computer system that is appropriately
programmed (e.g., via application programming interfaces or software services)
that allows other computers to request the transfer of funds from one account to

at least one other computer account.

[00123] In the example in Fig. 5, entities 3 and 4 are the two entities for
which funds will be exchanged (e.g., entity 3 is issuing private equity shares
which are being purchased for a certain amount by entity 4) In this example,
entities 3 and 4 may have previously setup accounts with transfer agent 1004
(e.g., similar to how a bank account may operate to indicate where the money

will be withdrawn from and where it will be deposited to).

[00124] In certain example embodiments, the entities may provide their

account information to the centralized computer system 1000 that then
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interfaces (e.g., via a web service or other application interface provided on the
transfer agent) with the transfer agent upon execution of the contract to thereby
trigger the payment process action. The account information provided to the
centralized computer system 1000 is transmitted to the transfer agent that they
performs the requested transaction. For example, centralized computer system
1000 communicates with transfer agent (e.g., over network 1001 and via
appropriately programmed software services) to trigger a transfer of funds from
the account associated with entity 4 with transfer agent 1004 to the account of
entity 3 that is associated with the transfer agent. As a result of a successful
funds transfer, transfer agent 1004 may generate a secure API token that is
passed back to the centralized computer system 1000. The token may
represent a receipt of sorts that the transfer of funds has been successful. In
certain example embodiments the token is a hash or one or more

characteristics of the transfer that occurred.

[00125] Alternatively, or in addition and as explained in greater detail
below, the funds transfer process may occur entirely within the centralized
computer system (and blockchain 1006 to which it interfaces) instead of relying
or using a third party for transferring the funds associated with the electronically

stored contract.

[00126] Upon reception of a response (e.g., the token) from the transfer
agent that indicates the transfer of funds has been successfully initiated, the
centralized computer system then triggers a process to create a permanent
record on the blockchain for the electronically executed contract (e.g., which

may be allocation of private equity stock).

[00127] The permanent record is stored as a transaction on the blockchain.
The blockchain transaction that is created may include the following information
regarding the transaction between the issuer and investor entities: 1) The legal
names and address of the issuer and investor (and perhaps any other person

who signed the electronic document, 2) the number of shares associated with
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the transaction, 3) the price of each share (or the total price of the transaction),
4) the class of shares that were issued or transferred, 5) the date of the
execution (e.g., when the electronic document was executed), 6) the 144 date
for the transaction, 7) hashed values of all of the documents associated with
this transaction (e.g., there could be more than one document that is signed per
issuance, 8) data or hashes for every signature that was executed (e.g. the
contract name, the signer, timestamp, and additional metadata associated with
the electronic signature), 9) data associated with the funds transfer (e.qg.,
account information, the token associated with the transaction, the timestamp,
a transaction ID for the funds transfer procedure, or the like). This and other
information may be included as part of a formed blockchain transaction that is

submitted to the blockchain for verification and incorporation therein.

[00128] It will be appreciated that the nature of the information included as
part of the blockchain may be based on specific application needs. For
example, regulatory or contract needs may require the specification of certain
data fields, while others are excluded. In certain examples, the information
contained in the blockchain may include a token or unique identifier that acts to
point to an internal database maintained by the centralized computer system
1000 (e.g., as described above in connection with Figs. 1-4). As the
information regarding the transactions are part of a publically available
distributed ledger of the blockchain, independent parties (e.g., auditors,
regulatory agencies) can verify and see the nature of the transaction that has
occurred.

[00129] It will be appreciated that, the conventional processes for how such
contracts and their execution were handled in the past could be error prone
and/or time consuming. The computer system and automated processes (e.g.,
software programs) described herein brings many separate processes that
were separately handled as part of an ad hoc process under the control of a
single computer system (e.g., controlled by one entity) that provides a more

centralized and predicable control for the execution and recordation of a
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contract (such as the allocation or transfer of private equity instruments). For
example, the transfer of funds between two parties may only be allowed once
the contract has been signed by all required parties. This verification is
programmatically enforced by the centralized computer system 1000 based on
reception of, for example, the provided secure token and/or account
information. This information, along with the particulars of the executed
contract, is included (expressly or via a reference token that references an
internally provided database) in a blockchain transaction generated, submitted,
and then verified by the distributed system that makes up the blockchain. In
short, all information that is required for the transaction (e.g., an allocation or
issuance of a private equity) may be included as part of the blockchain
transaction. This aspect may be facilitated, as least in part, by the centralized
computer system 1000 being involved in every aspect of the transaction (e.g.,
from creation of the contract, to execution, to fulfilment of terms of the contract,

to recordation and storage of the contract, etc...).

[00130] An implementation that stores all of this information in a repository
(e.g., the blockchain) is advantageous because, for example, an auditor may
reference this information without having to hunt down information at different
locations (e.g., by visiting different law firms, companies, or individuals). In
certain examples, a subset of the information associated with a transaction may
be stored on the blockchain and the superset may be stored in a database of
the centralized computer system 1000. These two information data sets may
be linked through the use of a token or other key (e.g., a pointer) stored in the
blockchain transaction and provides a reference back to the internally
maintained databased. In such instances, an auditor (or other individual) may
still find this implementation advantageous as the required data is contained on

the blockchain and/or the central computing system.

[00131] In certain example embodiments, a smart contract may be
integrated (e.g., entirely) into the blockchain system. In this type of

implementation, the “contract” may be tied to a blockchain address that is
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capable of receiving and holding assets. The assets (e.g., digital tokens,
shares, digital currency) may be released or transferred upon satisfaction of
specific conditions defined by the contract. In other words, it is an autonomous,

programmatic construct that may function like an escrow agent.

Figure 6

[00132] Figure 6 is signaling diagram for an example (e.g., atomic)
blockchain transaction performed between an issuer identifier on the
blockchain, a contract address on the blockchain, and an investor address on
the blockchain. Here, three different blockchain entities (e.qg., different
blockchain addresses as discussed herein) are used for executing a smart
contract. Blockchain issuer 1102 may be associated with a company that is
issuing private equity shares or the like. Blockchain investor 1106 may be a
person who is looking to invest in the company. And blockchain contract 1104
is, as discussed above, an autonomous agent that holds the shares that are
being distributed by the company until satisfaction of certain defined

programmatic conditions.

[00133] In step 1110, the blockchain issuer creates a share transfer
agreement (STA) and allocates shares to a blockchain address associated with
the contract (i.e., blockchain contract 1104) in step 1112. The contract includes
a programmatic script that must be satisfied in order for the shares assigned to
the blockchain contract address 1104 to be released (e.g., to the investor). The
contract may include all of the shares, prices, terms, etc.. associated with
owning the shares. An example contract is shown in Fig. 7H. Once the shares
are allocated to blockchain contract 1104 (e.g., 1 in the case of Fig. 7H), the
shares are available and may not be removed without satisfying the
programmatic terms of the SPA. In certain examples, there may be additional
clauses or options that allow blockchain issuer 1102 to cancel the contract

(e.g., prior to execution by blockchain investor 1106). For example, the
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contract (e.g. the offer for shares to purchase) may be automatically canceled

after 7 days.

[00134] It will be appreciated that the issuance of the contract in step 1112,
is more than just recording the nature of the contract, but rather represents
legal intent with the committed assets (e.g., the offered shares). In other
words, if the conditions of the blockchain transaction are satisfied, the assets
are legally transferred upon execution of the blockchain transaction associated
with the asset. Accordingly, the blockchain contract address 1104 may be

similar in function to escrow.

[00135] Once the contract and shares are associated with blockchain
contract 1104, the investor associated with blockchain investor may review the
terms of the contract at step 114 (e.g., such as through a web page or the like
as shown in Fig. 7H). In certain examples, the terms of the contract (e.g., the
payment of digital or other currency to the blockchain issuer 1102 address)
must be satisfied for blockchain contract 1104 to release the shares to
blockchain investor 1106. Here, the terms of the contract may be embodied in
a programmatic script that is associated with the blockchain transaction that is
holding the shares to be purchased. Only upon satisfaction of the terms of the
script (or more precisely the terms set forth in the programmatic script) will the

shares be transferred to another blockchain address.

[00136] After reviewing the terms of the STA in step 1114, if the investor is
still interested he may create a blockchain transaction to accept the transaction
or allocation. For this process, the investor creates a blockchain transaction
that includes inputs of (1) digital currency (this may be a token for real currency
as well) from blockchain Investor 1106 and (2) shares in the contract from
blockchain contract 1104; and outputs of (1) currency (this may be a token for
real currency as well) to blockchain issuer 1102 in 1116 and (2) shares to

blockchain investor 1106 in 1118. This blockchain transaction (two inputs and
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two outputs) is a single atomic transaction 1115 submitted to the blockchain for

verification thereby.

[00137] The transfer is validated (e.g., programmatically) against the
validation logic associated with the contract (e.g., a script that is associated
with the transaction). In certain examples, blockchain contract 1104 may
require digitally co-signing the transaction to release the shares and may only
do so if the right conditions are met (e.g., if the amount of currency provided by
the investor equals the value of the shares to be acquired). For example, the
validation may include validating that there is a sufficient amount of digital
currency to authorize the transfer of the requested number of shares. The
nature of the validation of the blockchain transaction submitted from the
investor is determined by the programmatic logic that is part of the allocated
contract. This validation is, essentially, “controlled” by the autonomous
blockchain contract address (e.g., via the scripted rules associated with the
contract). In certain examples, the validation may be performed by having an
escrow party also digitally sign the transaction to indicate that the required
amount of funds has been deposited and is ready to be transferred to the

issuer.

[00138] The flexibility of this approach may mean that different types of
information may be needed for validating or satisfying the contract terms (e.g.,
beyond merely sending sufficient funds). For example, a hashed value of the
electronic contract may be created and submitted to the blockchain contract
address. Part of the scripted logic may be to check if a hashed value received
from the investor matches the hashed valued that was originally used from the
issuer. In other words, the input from the blockchain investor 1106 may include
a hash of the document of the contract (e.g., to represent that the investor has
read and understood the contract terms) that is checked against a hash of the
contract that was used by the issuer. Accordingly, different types of rules (e.g.,

logic) may be part of the “contract” for automating the execution of the contract.
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[00139] In step 1120 the contract is marked as executed and a certificate
(e.g., for the newly obtained shares) is created for the investor in step 1122. An
example certificate and the information that may displayed to a user concerning

the same is shown in Figs. 7G and 7H.

[00140] The approach described in Fig. 6 may make all the relevant
information available on the blockchain by default, as both the blockchain
contract address and the participants are entities on the blockchain network.

Accordingly, there are no steps that occur out of blockchain.

Figure 8

[00141] Figure 8 is a block diagram of an exemplary computing system 800
according to certain example embodiments (e.g., a digital asset repository
computer system as described in Figs 1-6, a user device as shown in Figs. 1,
2B, 3A, or 4, a computing node that is part of a distributed computing system
used to process and maintain a blockchain, one computing system out of
multiple computing systems that make up a computer system — such as the
digital asset repository computer system as described herein, etc...).
Computing system 1300 includes a processing system 1302 with CPU 1, CPU
2, CPU 3, CPU 4, a system bus 1304 that communicates with RAM 1306, and
storage 1308. The storage 1308 can be magnetic, flash based (e.g., for a
mobile client device), solid state, or other storage technology. The system bus
1304 communicates with user input adapter 1310 (e.g., PS/2, USB interface, or
the like) that allows users in input commands to computing system 1300 via a
user input device 1312 (e.g., a keyboard, mouse, touch panel, or the like). The
results of the processing may be displayed to a user on a display 1316 (e.g., an
LCD) via display interface 1314 (e.g., a video card or the like).

[00142] The computing system 1300 may also include a network interface
1318 (e.g., a transceiver) to facilitate wired (e.g., Ethernet — 802.3x) and/or
wireless communication (WiFi / 802.11x protocols, cellular technology, and the

like) with external systems 1322, databases 1320, and other systems via
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network 1324. External systems 1322 may include other processing systems,
systems that provide third party services, computing nodes such as miners for
the blockchain, etc. External systems 1322 may be client devices or server
systems.

[00143] External systems 1322 may also include network attached storage
(NAS) to hold large amounts of data. External systems, along with the internal
storage and memory, may form a storage system for storing and maintaining
information (e.g., blockchain information, asset information, order book
information, routing strategies, etc...). Such a system may communicate with
users and/or other computing systems that process electronic order data
messages. The database 1320 may include relational, object orientated, or
other types of databases for storing information (e.g., supplementary data that
is associated with a blockchain transaction or a digital asset or resource that is
represented on the blockchain, order book information for a financial
instrument).

[00144] The computer system may be arranged, in various embodiments,
in many different ways. As just one example, the computing system may be
arranged such that processors include: a multi (or single)-core processor; a first
network interface device (which implements, for example, WiFi, Bluetooth,
NFC, etc...); a second network interface device that implements one or more
cellular communication technologies (e.g., 3G, 4G LTE, CDMA, etc...); memory
or storage devices (e.g., RAM, flash memory, or a hard disk). The processor,
the first network interface device, the second network interface device, and the
memory devices may be integrated as part of the same SOC (e.g., one
integrated circuit chip or a “system-on-chip”). As another example, the
computing system may be arranged such that: the processors include two,
three, four, five, or more multi-core processors; the network interface devices
include a first network interface device that implements Ethernet and a second
network interface device that implements WiFi and/or Bluetooth; and the

memory devices include a RAM and a flash memory or hard disk.
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[00145] In other words, the processes, techniques, and the like, described
herein (for client devices, server, exchange, and/or controller systems) may be
implemented on a computing system. Such implementations may then
configure or program the processing system to carry out aspects according to
certain example embodiments. It will be appreciated that other architecture
types may be used. For example, a single CPU may be used instead of
multiple CPUS. Alternatively, a processing system may include multiple CPU
“cores.” Further, the various elements shown in connection with Fig. 8 may be
included into one cohesive physical structure (e.g., such as a tablet device).
The components and functionality shown in Figs. 1-7H may be implemented on
or in conjunction with the example computing system shown in Fig. 8 (e.g., to
thereby create a specific purpose computing machine or a new use of an
existing machine).

[00146] As described herein when a software module or software process
performs any action, the action is in actuality performed by underlying hardware
elements according to the instructions that comprise the software module. In
various embodiments, computing system 600, user devices 614A and 614B,
blockchain 618, centralized computer system 1000, blockchain 1006, storage
602, 604, and 606, blockchain services 616, user interface 612, micro-services
API| 610, etc..., each of which will be referred to individually for clarity as a
“‘component” for the remainder of this paragraph, are implemented using an
example of the computing system 1300 of Fig. 8. In such embodiments, the
following applies for each component: (a) the elements of the 1300 computing
system 1300 shown in Fig. 8 (i.e., the one or more processors 1302, one or
more memory devices 1306 or 1308, one or more network interface devices
1318, one or more display interfaces 1314, and one or more user input
adapters 1310), or appropriate combinations or subsets of the foregoing) are
configured to, adapted to, and/or programmed to implement each or any
combination of the actions, activities, or features described herein as performed

by the component and/or by any software modules described herein as
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included within the component; (b) alternatively or additionally, to the extent it is
described herein that one or more software modules exist within the
component, in some embodiments, such software modules (as well as any data
described herein as handled and/or used by the software modules) are stored
in the memory devices 1306 and/or 1308 (e.g., in various embodiments, in a
volatile memory device such as a RAM, in an instruction register, and/or in a
non-volatile memory device such as a flash memory or hard disk) and all
actions described herein as performed by the software modules are performed
by the processors 1302 in conjunction with, as appropriate, the other elements
in and/or connected to the computing system 1300 (i.e., the network interface
devices 1318, display interfaces 1314, user input adapters 1310, and/or display
device 1316); (c) alternatively or additionally, to the extent it is described herein
that the component processes and/or otherwise handles data, in some
embodiments, such data is stored in the memory devices (e.g., in some
embodiments, in a volatile memory device such as a RAM and/or in a non-
volatile memory device such as a flash memory or hard disk) and/or is
processed/handled by the processors 1302 in conjunction, as appropriate, the
other elements in and/or connected to the computing system 1300 (e.g., the
network interface devices 1318, display interfaces 1308, user input adapters
1310, and/or display device 1316); (d) alternatively or additionally, in some
embodiments, memory devices store instructions that, when executed by the
processors 1302, cause the processors 1302 to perform, in conjunction with, as
appropriate, the other elements in and/or connected to the computing system
1300, each or any combination of actions described herein as performed by the
component and/or by any software modules described herein as included within
the component.

Technical Advantages of Described Subject Matter

[00147] In certain example embodiments, provenance and chain of custody
information is provided via the blockchain and blockchain transactions are

individually associated with corresponding records that are stored in a separate
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computer system. The provenance and chain-of-custody information is
secured through the use of the cryptographically verifiable operations that form

the blockchain.

[00148] In certain example embodiments, a user interface (e.g., via a web
site or the like) is provided and allows participants to view transactions that are
associated with a particular asset or resource. This allows participants to

visualize the provenance and chain of custody information.

[00149] In certain example embodiments, data transaction requests may
be submitted to the computer system. The data transaction requests may be
associated with creating or issuing an asset, allocation of an asset to different
participants, requests to perform an electronic auction process, requests to

perform a transaction and/or settle with a third party agent.

Selected Terminology

[00150] Whenever it is described in this document that a given item is

RN RN

present in “some embodiments,” “various embodiments,” “certain

RN

embodiments,” “certain example embodiments, “some example embodiments,”

“an exemplary embodiment,” or whenever any other similar language is used, it
should be understood that the given item is present in at least one embodiment,

though is not necessarily present in all embodiments. Consistent with the

»

foregoing, whenever it is described in this document that an action “may,” “can,

RN

or “could” be performed, that a feature, element, or component “may,” “can,” or

“could” be included in or is applicable to a given context, that a given item

RN

“‘may,” “can,” or “could” possess a given attribute, or whenever any similar

LAY

phrase involving the term “may,” “can,” or “could” is used, it should be
understood that the given action, feature, element, component, attribute, etc. is
present in at least one embodiment, though is not necessarily present in all
embodiments. Terms and phrases used in this document, and variations
thereof, unless otherwise expressly stated, should be construed as open-ended

rather than limiting. As examples of the foregoing: “and/or” includes any and all
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combinations of one or more of the associated listed items (e.g., a and/or b

means a, b, or a and b); the singular forms "a", "an" and "the" should be read

RN

as meaning “at least one,” “one or more,” or the like; the term “example” is used
provide examples of the subject under discussion, not an exhaustive or limiting
list thereof; the terms "comprise” and “include” (and other conjugations and
other variations thereof) specify the presence of the associated listed items but
do not preclude the presence or addition of one or more other items; and if an
item is described as “optional,” such description should not be understood to

indicate that other items are also not optional.

[00151]  As used herein, the term "non-transitory computer-readable
storage medium" includes a register, a cache memory, a ROM, a
semiconductor memory device (such as a D-RAM, S-RAM, or other RAM), a
magnetic medium such as a flash memory, a hard disk, a magneto-optical
medium, an optical medium such as a CD-ROM, a DVD, or Blu-Ray Disc, or
other type of device for non-transitory electronic data storage. The term “non-
transitory computer-readable storage medium” does not include a transitory,

propagating electromagnetic signal.

Additional Applications of Described Subject Matter

[00152] Although process steps, algorithms or the like, including without
limitation with reference to Figs. 1-6, may be described or claimed in a
particular sequential order, such processes may be configured to work in
different orders. In other words, any sequence or order of steps that may be
explicitly described or claimed in this document does not necessarily indicate a
requirement that the steps be performed in that order; rather, the steps of
processes described herein may be performed in any order possible. Further,
some steps may be performed simultaneously (or in parallel) despite being
described or implied as occurring non-simultaneously (e.g., because one step
is described after the other step). Moreover, the illustration of a process by its
depiction in a drawing does not imply that the illustrated process is exclusive of

other variations and modifications thereto, does not imply that the illustrated
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process or any of its steps are necessary, and does not imply that the

illustrated process is preferred.

[00153] For each embodiment described herein where blockchain
technology is used for a particular purpose or feature, it should be understood
that blockchain technology is just one example of a technology that may be
used for such purpose/feature; in various other embodiments, other types of
distributed ledger technology, distributed database technology, and/or smart
contracts technology may be used in place of and/or in conjunction with

blockchain technology for such purpose/feature.

[00154] Although various embodiments have been shown and described in
detail, the claims are not limited to any particular embodiment or example.
None of the above description should be read as implying that any particular
element, step, range, or function is essential. All structural and functional
equivalents to the elements of the above-described preferred embodiment that
are known to those of ordinary skill in the art are expressly incorporated herein
by reference and are intended to be encompassed. Moreover, it is not
necessary for a device or method to address each and every problem sought to
be solved by the present invention, for it to be encompassed by the invention.
No embodiment, feature, component, or step in this specification is intended to

be dedicated to the public.
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CLAIMS

1. An electronic resource tracking and storage computer system that is
configured to communicate with a distributed blockchain computing system that
includes multiple computing nodes, each computing node storing a copy of the
blockchain of the distributed blockchain computing system, the electronic
resource tracking and storage computer system comprising:

a computer storage system configured to store:

a plurality of blockchain participant identifiers that are each
associated with at least one private key, each of the plurality of blockchain
participant identifiers associated with a corresponding one of plural different
participants;

a resource repository that includes a plurality of blockchain
resource identifiers that are each associated with at least one resource private
key;

a transaction repository that includes a plurality of blockchain
transaction identifiers that correspond to blockchain transactions submitted to
the distributed blockchain computing system;

a transceiver configured to receive, from remote computing devices,
electronic data messages that each include at least one data transaction
request, where a first electronic data message of the electronic data messages

includes a digital resource issuance request;
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a processing system that includes at least one hardware processor
coupled to the computer storage system and the transceiver, the processing
system configured to:

receive, via the transceiver, the digital resource issuance request
for issuance of a new resource for a first participant of the plural different
participants;

create and add, to the resource repository, a new digital resource
identifier and a corresponding private key for the new digital resource identifier;

generate a blockchain transaction that is to a participant identifier
of the first participant, the generated blockchain transaction including the new
blockchain resource identifier and a quantity value that corresponds to the new
digital resource identifier;

sign the generated blockchain transaction with the private key that
is associated with the new blockchain resource identifier;

publish the generated blockchain transaction to the distributed
blockchain computing system for validation thereby;

in correspondence with publishing the generated blockchain
transaction to the distributed blockchain computing system, create and add, to
the transaction repository, a new transaction record that includes at least some
of the data included in the generated blockchain transaction and additional
transaction data that was not included in the generated blockchain transaction;

determine that the blockchain has validated the submitted

blockchain transaction; and
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responsive to the validation, update the new transaction record to

indicate that the generated transaction has been validated by the blockchain.

2. The electronic resource tracking and storage computer system of
claim 1, wherein the participant identifier is plural different participant identifiers
with outputs for the generated transaction associated with respective ones of

the plural different participant identifiers.

3. The electronic resource tracking and storage computer system of
claim 1, wherein the processing system is further configured to:

begin a first process, during which participants submit data transaction
requests to send or receive amounts of the resource that is associated with the
new digital resource identifier;

close the first process to reception of data transaction requests from the
participants;

generate a single blockchain transaction that includes inputs that
correspond to source participant identifiers and outputs that correspond to
destination participant identifiers; and

publish the single blockchain transaction to the distributed blockchain

computing system for validation thereby.
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4. The electronic resource tracking and storage computer system of
claim 3, wherein the outputs also include source participant identifiers for

unspent amounts of the resource.

5. The electronic resource tracking and storage computer system of
claim 1, wherein the generated blockchain transaction includes a hash value of

the additional transaction data.

6. The electronic resource tracking and storage computer system of
claim 1, wherein the generated blockchain transaction is also signed by another

private key.

7. The electronic resource tracking and storage computer system of
claim 6, wherein the another private key is associated with the electronic

resource tracking and storage computer system.

8. The electronic resource tracking and storage computer system of
claim 1, wherein the processing system is further configured to:

receive a resource allocation request that identifies at least a second
participant that will be allocated at least a portion of the quantity value that is an
unspent output of the generated blockchain transaction; and

generate a second blockchain transaction that includes data from the

output of the generated blockchain transaction as an input for the second
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blockchain transaction, and the portion of the quantity value and the a second
participant identifier that is associated with the second participant as outputs for
the second blockchain transaction;

publish the second generated blockchain transaction to the distributed
blockchain computing system for validation thereby;

in correspondence with publishing the second generated blockchain
transaction to the distributed blockchain computing system, create and add, to
the transaction repository, a second transaction record that includes at least
some of the data included in the second generated blockchain transaction and
additional transaction data that was not included in the second generated

blockchain transaction.

9. The electronic resource tracking and storage computer system of
claim 1, further comprising:
the distributed blockchain computing system, where the blockchain is a

private blockchain.

10. A method of electronic resource tracking using an electronic
resource tracking and storage computer system that is configured to
communicate with a distributed blockchain computing system that includes
multiple computing nodes, each computing node storing a copy of the
blockchain of the distributed blockchain computing system, the electronic

resource tracking and storage computer system storing (a) a plurality of
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blockchain participant identifiers that are each associated with at least one
private key, each of the plurality of blockchain participant identifiers associated
with a corresponding one of plural different participants, (b) a resource
repository that includes a plurality of blockchain resource identifiers that are
each associated with at least one resource private key, and (c) a transaction
repository that includes a plurality of blockchain transaction identifiers that
correspond to blockchain transactions submitted to the distributed blockchain
computing system, the method comprising:

receiving a resource issuance request for issuance of a new resource for
a first participant of the plural different participants;

creating and adding, to the resource repository, a new digital resource
identifier and a corresponding private key for the new digital resource identifier;

generating a blockchain transaction that is to a participant identifier of the
first participant, the generated blockchain transaction including the new
blockchain resource identifier and a quantity value that corresponds to the new
digital resource identifier;

digitally signing the generated blockchain transaction with the private key
that is associated with the new blockchain resource identifier;

publish the generated blockchain transaction to the distributed blockchain
computing system for validation thereby;

in correspondence with publishing the generated blockchain transaction
to the distributed blockchain computing system, creating and adding, to the

transaction repository, a new transaction record that includes at least some of
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the data included in the generated blockchain transaction and additional
transaction data that was not included in the generated blockchain transaction;
determining that the blockchain has validated the submitted blockchain
transaction; and
responsive to the validation, updating the new transaction record to

indicate that the generated transaction has been validated by the blockchain.

11. The method of claim 10, further comprising:

beginning a first process, during which participants submit data
transaction requests to send or receive amounts of the resource that is
associated with the new digital resource identifier;

closing the first process to reception of data transaction requests from
the participants;

generating a single blockchain transaction that includes inputs that
correspond to source participant identifiers and outputs that correspond to
destination participant identifiers; and

publishing the single blockchain transaction to the distributed blockchain

computing system for validation thereby.

12. The method of claim 10, wherein the generated blockchain

transaction includes a hash value of the additional transaction data.
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13. The method of claim 10, wherein the generated blockchain

transaction is also signed by another private key.

14. The method of claim 13, wherein the another private key is

associated with the electronic resource tracking and storage computer system.

15. The method of claim 10, further comprising:

receiving a resource allocation request that identifies at least a second
participant that will be allocated at least a portion of the quantity value that is an
unspent output of the generated blockchain transaction; and

generating a second blockchain transaction that includes data from the
output of the generated blockchain transaction as an input for the second
blockchain transaction, and the portion of the quantity value and the a second
participant identifier that is associated with the second participant as outputs for
the second blockchain transaction;

publishing the second generated blockchain transaction to the distributed
blockchain computing system for validation thereby;

in correspondence with publishing the second generated blockchain
transaction to the distributed blockchain computing system, creating and
adding, to the transaction repository, a second transaction record that includes
at least some of the data included in the second generated blockchain
transaction and additional transaction data that was not included in the second

generated blockchain transaction.
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16. A non-transitory computer readable storage medium having stored
thereon computer readable instructions for use with an electronic resource
tracking and storage computer system that includes at least one processor, a
memory, and a transceiver, the memory configured to store (a) a plurality of
blockchain participant identifiers that are each associated with at least one
private key, each of the plurality of blockchain participant identifiers associated
with a corresponding one of plural different participants, (b) a resource
repository that includes a plurality of blockchain resource identifiers that are
each associated with at least one resource private key, and (c) a transaction
repository that includes a plurality of blockchain transaction identifiers that
correspond to blockchain transactions submitted to the distributed blockchain
computing system, the stored computer readable instructions comprising
instructions that, when executed by the at least one processor, cause the
computer system to:

receive a resource issuance request for issuance of a new resource for a
first participant of the plural different participants;

create and add, to the resource repository, a new digital resource
identifier and a corresponding private key for the new digital resource identifier;

generate a blockchain transaction that is to a participant identifier of the
first participant, the generated blockchain transaction including the new
blockchain resource identifier and a quantity value that corresponds to the new

digital resource identifier;
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sign the generated blockchain transaction with the private key that is
associated with the new blockchain resource identifier;

publish the generated blockchain transaction to the distributed blockchain
computing system for validation thereby;

in correspondence with publishing the generated blockchain transaction
to the distributed blockchain computing system, create and add, to the
transaction repository, a new transaction record that includes at least some of
the data included in the generated blockchain transaction and additional
transaction data that was not included in the generated blockchain transaction;

determine that the blockchain has validated the submitted blockchain
transaction; and

responsive to the validation, update the new transaction record to

indicate that the generated transaction has been validated by the blockchain.

17. The non-transitory computer readable storage medium of claim 16,
wherein the stored computer readable instructions comprise further instructions
that, when executed by the at least one processor, cause the computer system
to:

begin a first process, during which participants submit data transaction
requests to send or receive amounts of the resource that is associated with the
new digital resource identifier;

close the first process to reception of data transaction requests from the

participants;
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generate a single blockchain transaction that includes inputs that
correspond to source participant identifiers and outputs that correspond to
destination participant identifiers; and

publish the single blockchain transaction to the distributed blockchain

computing system for validation thereby.

18. The non-transitory computer readable storage medium of claim 16,
wherein the generated blockchain transaction includes a hash value of the

additional transaction data.

19. The non-transitory computer readable storage medium of claim 16,
wherein the generated blockchain transaction is also signed by another private

key.

20. The non-transitory computer readable storage medium of claim 19,
wherein the another private key is associated with the electronic resource

tracking and storage computer system.
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