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[0003]

[0004]

[0005]

S=50dl 10-0996983

B oamgo W ol ZEA A ABI(UMIS; Universal Mobile Telecommunications System)®] ¢1% % (ANA) 7
(29) FA(AKA; Authentication and (session) Key (distribution) Agreement)< 938t &34 <5 Z2EH
(EAP; Extensible Authentication Protocol) WIAUS 2, E X o]F T4l ==2¥ A Z~HI(GSM; Global
System for Mobile communications)olA] AF&%E 7FJAF olo|elE]E] X E(SIM; Subscriber Identity Module)
oA TAEE AKAE ST EAP WAYUST 22, T4l Alx"ldAe dF 2 A 7] EelE A A AT
T2 EZ(EAP) wlAYF 3 Aol EE} AR AE, B g GSM SIM B UNTS AKA Q158 913+ EAP
HAYSFS o] &ats 4l Al=glolA e AlFol #3F Aot

B E99 4E Gx

EAP AKA B! SIM S15-(EAP AKA AND SIM AUTHENTICATION)el2h= tg7de] 20021 10 3ol &€ v= 7t&d
HS A60/416,48155 FFx3tn ¢AAS FHA).

A

o3 # (HAA) 7] () HA(AKA; Authentication and (session) Key (distribution) Agreement)-> A%~
%(challenge-response) WAUZF 2 A d&sto] AL NSl AKAE A3 Aldl g8 Z=a9)
(3GPP; Third Generation Partnership Program) 7]% AFY(TS; Technical Specification) 33.102 V3.6.0: "7]
< AFY IF AH|A D x]zEl okAb; 3G Bk B Fx (el 1999)(Technical Specification Group
Services and System Aspects; 3G Security; Security Architecture (Release 1999))," #|3 At g2 ==
E, 2000 11¥€0] AwEch ARAE AFH o= UNTS 7F)AF obol |lElE] =& (USIM; UMTS Subscriber Identity
Module), =mlE 7tE=9} e FXoA FFHTh, aFARE, AKAS] S84 AvtE 7t=E Zhe SFgpoldE X
of A=A =t dFE B, AKA AAYUSFS B S2E AZE oo FAE ¢ YTk, EFF AKAE GSM
03.20 (ETS 300 534): """ A&l FA A2"(DA 2); BF @& UESLA 7I5(Digital cellular
telecommunication system(phase 2); Security related network functions)" % %4 ®F3t 7], 19974
o AwH GM A5 HAYUSZ I 33dS AFert. GSM HAYUS BlEl, AKAE AEHem 9 7
7] dol& AT/l EF (STo|AE S ofh) AW AFE ATt

A wmolsh g (urh Al ol 5Ed 2e) 2eeldE FA7h &8k operator)el s AFHIL
Hi B4 Aade] Aueh 2o Aol ol ATHE Aua(EE AR dF Sol AHYE Tees of

ZTH] MEYAS Ao AMul2)E o] &3l7] flate], @] EE AMEAE oW g (oW WES A
271 ME AL oWl Mu|zoA) Ao A& JAFaAY L Wi g Fasfof sk (Fae Aol= of
UEH A, 53 WISlA). & Zaks Aol A F7F 8381 A& FHaEoF gt thold-¢
(dial-up) WEZ, T4 LAN, §4 LAN WMEYZT, 2 vkst gxd 744k 240 (xDSL; Digital Subscriber
Line) WESIA, HEYAL &A= dFHoz 29 AMA(SIE, 27F 2 o728 (Authentication,
Authorization and Accounting)) AW E o]83}e] Z}o|AEZS AZsa, Zo|AdET Au]2e 23S A%
g &2 MESAS] AHME AFTdH(EE o 54 *1‘319} #etA &8 UMEAIE QST . A A
He AFEAE(SEAG AMEA BA5te] AMRALE APEste 74848 Ze ddVE)9 s Tag bgE &
2 AH(credential information) R ¥ HEo A& AYA F AUvh. MM A= A7) A4 BEE A%
st7] f1al EoNe] AREAF HlolEHo]~ MWME o] & & Uk, A Q1S ZREF(EAP)S TF MA AW 4
lEied Edel ]zé 3l A AW E o] 83t UEYZA AHEHET. UEHZY 31}7} UNTS H:= GSM Y=

Az AEe] &A1 A5, EAP RS EAP AKAolA &} 22 sl UMIS S5 H 7] 4 W= EAP SIMOlA
oF 22 FAE G 15 2 7] FAS AEFHT £ Unk. V= IS AAES 24 UEYAY Fo FA
(attendant device)9} wghstch, A7) B A= UEYZL Aolet f38o] uet Aolaxgt, o& Eo] FA
LAN A2 ZJAE, oyl 29X (Ethernet switch) HiE tho]d-¢ UEYZ A~ AH(NAS; Network
Access Server)d & UTh. 7] ol AX = durdom 49 AM STodERA FFEaL, A SEo|dE
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B AYGEe] At

2 e Ad gl oM, Bae] wivE, H9 Q1T AE, 2 Aok shife] W8 MWE xeis
AngloRx, A7) GErlEe sht i thE sl IS Aulel dig 1S B FHS AT o] Fol Y]
e AMERE W& 8RS sa8hs Al glojA, Aok 2719 47 e Mws Ae 2 w9
o] A2 Bl mE AR AS AR sk A|aHo] AleHnt

el A7l %o gE 545, 548 % AHEe AR Eued ddste] AAE vEe] g AR
sk g sl | Aoln

4 A o

B ouge A e AT A A o9e) thE AMA Aol AT 2Fo] Helold § Y= ME A
A ATl sAehE Ae ofgAl WAgskeAd o #Ale] A Al 7] #AE A
fste], 2 BHE ARl o A AERA A3 TS AT MA MEE AEEE A 7

g 3GPP TS 33.102 V3.6.0: "7l AFF I AHIE B OAAED A 36 weh wel 7E (HEa
1999) (Technical Specification Group Services and System Aspects; 3G Security; Security Architecture
(Release 1999))," A3 Aldl =& =Z=2AE 20009 1€, 2 A AU el2=3 EA(IETF;
Internet Engineering Task Force) ¢t ¥4, J. Arkko ¥ H. Haverineno] <3}, "EAP AKA <15(EAP AKA
Authentication)" draft-arkko—pppext—eap-aka-04.txt, 2002'd 6ol Aww ulel o] WE o]F EA A
Z~E(UMTS) ¢1Z= 9 7] ¥4 (AKA; Authentication and Key Agreement)olAe] ¢1Z& 2 A4 7] EwjE g3
A Q% T2 EF(EAP; Extensible Authentication Protocol) WlAUYUEY #A#ste] FLETh. INTSE A3 A
229 olF UEYA EFolvh, B I g WaulstA GM 7] AR GSM 03.20 (ETS 300 534): "t]Ad
AZY A Al2=E(TEA 2); Bel #dE Y EYA 75 (Digital cellular telecommunication system(phase 2);
Security related network functions)" %8 B4 ¥=3} 7|5, 1997d 8¥olA, % IEIF %o+ +A4,
Haver inenel 9]?"5P "EAP SIM <15-(EAP SIM Authentication)", draft-haverinen—-pppext—eap-sim-05.txt, 20021
78 290 AWE e} o], o]F T4l F2WH AIZRI(GSM) ZFYAF ofe]dEE RESIDES o83 dF 2
AMd 7] EaE %’45& EAP WIAYUS At o] ¥}, HlE £ UWo] 53] 34 JAF ZEEZ 2 UMIS
9 GSMell gk WHS o] &3te] VeEHARE, 2 Wi gk ojug AR G QT TEREZ EE NS EBE
GSM EFel W AEe T4l A"l oo AEA gert. B Ay AR M Z2EZY AAY
F4AA 1T Z2EZT FARSE ISE AFste oW Al ARl ALgEY. V)EE AAlde] A 9l
A, B g IETF WENA A% 5ol o) Zae "pPP A 1T ZREZ(EAP)(PPP Extensible
Authentication Protocol (EAP))"E‘r‘“ o] RFC 2284014 AmE wpe} o], 429 4 UdFT ZRZEF(EA

P)& o] &3ttt (PPP) EAPE Q15E 93 Ikl 22 EFola, ts AF WHAYUSFES X g},
oAl E 1% k28 FEIW, ATl F hesties HAGs] flste], & W2 2 AM AH(23a, 23b)
(BdaAY Ao

13 82 YEYIAM) i 99 HAH (unique realm name)o] g Al HADE
Eehs WHES AT IP AU AE A% A5 2 NS = GSMe Aol oA, A7) WL UESA
QST FEStY A ZRZEZA ASHE (dEr]e) AEAR] (4FREA, dF =
user@realmoll A "realm"S ILF FY(realm) WAOZA) HEYA AA 2HA(NAL; Network Access
Identifier)ell X AFEE 4 v F3Y WA olth. M7 EAP 9 AMA ZEZEZE oA, AF 842 AL
o] MEY A M~ AExE 23t A3k Q15 (full authentication)e] 5ol 1oiA, EAP SIM % EAP
AKAE ¢bde Q1SS QAsy] flste] @E7|7F Abgste ololdlElE xS WAt AR ARl whet,
NATS] AlgxlY RBES =i o]%F 7}dA 2HAF(IMSI; International Mobile Subscriber Identifier) &
EAP SIM 2 EAP AKA AleFoll A 7} (pseudonym) &2 XA = YA AHAE E3Hit), NAIO AMEE+= 99 o
PR F 949 & Aotk 23 MA AHES 7] 99 A AFHE aAS Avj=3t
= AsE 7 ook wEd, F8 7lEel wet °‘HP310§ NATel| A1 2] %ﬂ B P2 AM MBSl o3
rd F Ak dE 501, W 29AyOperator) ] 7FAAES 9 HAHY

rlo

myoperator.com2 ©]-&& 4 9
, AAA MAI XS myoperator.com®] AAA AWE T2 dlito] 9" (routing)E Holth. 7] dgo] 7l&3s}
A MBS 35S YehRE 2> EAP SIN 2 EAP AKA HAF Q1FollM o] A-oltt. shxnt, E ukvo
wal, ZF AM A olE S o|E E9] serverX.myoperator.com™ e 1f 29 WHo] T
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N

| 99 WA serverX. myoperator com% alf 03‘?%‘ [ og vt=

=0l

My B

‘IT gl % al
U= S &ukE u& i(hop)oi a}% SIEE 3§ g B9, o FX(attendant
device)(2la)&= &Hs 99 HHd HFEF Hert gl T3H& o&d 4 Q.
"sx myoperator.coms MyOperator AAA EEAlo] 983t} (74 x A= dd=I=(wildcard) EA 7%
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