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ABSTRACT
An object management system that includes at least one object identification device
to be secured to an associated object. The object identification devices provide
radio frequency signals containing object identification codes. The system includes
at least one user identification device providing a radio frequency signal containing
a user identification code and a control unit having a reader for receiving and
reading the signals provided by the user identification devices and the object
identification devices. One aspect provides a remote unit that communicates
directly with the control unit to receive information associated with a condition of
the object management system at a location remote from the control unit. The
remote unit is further configured to be carried by a user and configured to
communicate information and/or an alert to the user, wherein the information

and/or the alert is associated with the condition of the object management system.
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OBJECT MANAGEMENT SYSTEM
The present invention relates to an object management system and method.

Systems are known for managing the whereabouts and status of objects. For example.
containers can store objects that are needed for accomplishing a task. However, missing

objects and unauthorized use of objects at a worksite is often a problem.

The present invention provides an object management system comprising:

a control unit comprising a reader that is configured to receive and read radio frequency
signals;

at least one user identification device configured to transmit signals containing a user
identification code to the control unit, the user identification code being associated with a user;

at least one object identification device constructed to be secured to an associated object, the
at least one object identification device configured to transmit signals to the control unit, the object
identification device comprising:

a transmitter configured to transmit signals containing an object identification code; and

at least one actuator configured to be actuated to signal the transmitter to transmit the signal,
wherein the control unit is configured to associate the at least one object identification device
and the associated object with the at least one user identification device, and wherein the at
least one actuator of the at least one object identification device is further configured to be
actuated to signal the control unit to associate the at least one object identification device and

the associated object with the at least one user identification device and the associated user.

Disclosed herein is an object management system including at least one object identification
device constructed to be secured to an associated object. The at least one object identification
device provides a radio frequency signal containing an object identification code. The object
management system also includes at least one user identification device providing a radio
frequency signal containing a user identification code. The system also includes a control unit
comprising a reader. The reader is configured to receive and read the radio frequency signal
provided by the at least one user identification device and the at least one object identification
device. The object management system has a remote unit that communicates directly with the
control unit and is configured to receive information associated with a condition of the object

management system from the control unit at a location remote from the control unit. The
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remote unit is further configured to be carried by a user and is configured to communicate
information and/or an alert to the user, wherein the information and/or the alert is associated

with the condition of the object management system.

Also disclosed herein is an object management system having a control unit including a reader
that is configured to receive and read radio frequency signals. The system also includes at
least one user identification device configured to transmit radio frequency signals containing a
user identification code to the control unit. The user identification code is associated with a
user. The system further includes at least one object identification device constructed to be
secured to an associated object. The at least one object identification device is configured to
transmit radio frequency signals to the control unit. The object identification device includes a
transmitter configured to transmit radio frequency signals containing an object identification
code and at least one actuator configured to be actuated to signal the transmitter to transmit the
radio frequency signal. The control unit is configured to associate the at least one object
identification device and the associated object with the at least one user identification device.
The at least one actuator of the at [east one object identification device is further configured to
be actuated to signal the control unit to associate the at least one object identification device
and the associated object with the at least one user identification device and the associated

user.

There is also disclosed herein an object identification device configured to transmit a radio
frequency signal containing an object identification code. The object identification device is
constructed to be secured to an associated object. The object identification device includes a
housing having an interior space and a transmitter within the housing configured to transmit
radio frequency signals containing an object identification code. The object identification
device also includes a closed loop connector having an electrically conductive material and
operatively connected to the housing and moveable between i) an unsecured position wherein
the at least one object identification device can be released from the associated object and ii) a
secured position wherein the housing and the connector form a closed loop to be attached to
the associated object. The connector is adjustable to adjust a size of the closed loop formed by
at least a portion of the connector. The electrically conductive material of the connector is
configured such that severing the connector or disconnecting the connector from the housing
causes the RFID transmitter to cease transmission of radio frequency signals from the object

identification device.
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Disclosed herein is an object management system comprising an alarm configured to indicate
an occurrence of a hostile event and a control unit configured to activate the alarm to indicate
the occurrence of the hostile event. The control unit includes a reader that is configured to
receive and read radio frequency signals. The object management system also includes at least
one object identification device constructed to be secured to an associated object and
configured to send the radio frequency signals containing an object identification code to the
control unit and at least one user identification device associated with a user and configured to
send the radio frequency signals containing a user identification code to the control unit. The
at least one user identification device is configured to interact with the control unit to enable
removal of the at least one object identification device and associated object from the container
an area without the activation of the alarm by the control unit. The control unit is configured
to associate the at least one user identification device with the at least one object identification
device and the associated object removed from the container area. At least one of the at least
one user identification devices is a master user identification device configured to interact with
the control unit such that information associated with the at least one object identification
device and information associated with at least one of the user identification cevices can be

entered into the control unit.

These and other aspects of the present invention, as well as the methods of operation and
functions of the related elements of structure and the combination of parts and economies of
manufacture, will become more apparent upon consideration of the following description and
the appended claims with reference to the accompanying drawings. all of which form a part of
this specification, wherein like reference numerals designate corresponding parts in the various
figures. In one embodiment. the structural components illustrated herein can be considered
drawn to scale. It is to be expressly understood, however, that the drawings are for the purpose
of illustration and description only and are not a limitation of the invention. In addition, it
should be appreciated that structural features shown or described in any one embodiment
herein can be used in other embodiments as well. As used in the specification and in the
claims, the singular form of "a", "an", and "the" include plural referents unless the context

clearly dictates otherwise.
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The present invention will now be described. by way of non-limiting example only. with

reference to the accompanying drawings. in which:

Figure | is a perspective view an object management system in accordance with one

embodiment;

Figure 2 is a schematic view of the object management system:

3A
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Figure 3 is a schematic view of the relationship among components of the object
management system;

Figure 4 is a perspective view of a control unit of the object management system;

Figure 5 is a front view of the control unit of the object management system;

Figure 6a-6b are front views of the control unit of the object management system

Figure 7a-7b illustrate alarm indications that are generated by the object
management system;

Figure 8a-8b illustrate an embodiment of an object identification device of the
object management system;

Figures 9a-9c illustrate an embodiment of an attachment mechanism of the object
identification device of the object identification system;

Figures 10a-10c illustrate an embodiment of an attachment mechanism of the
object identification device of the object identification system;

Figures 11a-11b illustrate checking out or returning objects associated with the
object identification devices of the object management system;

Figure 12 is a flow diagram illustrating a method of initializing the object
management system and turning on the object management system;

Figure 13 is a flow diagram illustrating a method of adding a user identification
device to the object management system;

Figure 14 is a flow diagram illustrating a method of adding an object
identification device to the object management system;

Figure 15 is a flow diagram illustrating a method of turning on the object
management system;

Figure 16 is a flow diagram illustrating a method of checking out or returning
objects and the associated object identification devices;

Figure 17 is a flow diagram illustrating a method of determining a hostile event
and generating an alarm indication in response;

Figure 18 is a flow diagram illustrating a method of turning off the object
management system;

Figure 19 is a flow diagram illustrating a method of editing or unlocking a user

identification device of the object management system;

5327M-AU
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Figure 20 is a flow diagram illustrating a method of removing a user identification

device from the object management system;

Figure 21 is a flow diagram illustrating a method of editing information associates with

an object identification device of the object management system;

Figure 22 is a flow diagram illustrating a method of removing an object identification
device or editing information associated with an object identification device of the object

management system;

Figure 23 is a flow diagram illustrating a method of editing settings information of the

object management system;

Figure 24 is a perspective view of a container and object management system in

accordance with one embodiment;

Figure 25 is a perspective view of the container in accordance with an embodiment of

the present invention;

Figure 26 is a perspective view of the tool management system in accordance with an

embodiment of the present invention;
Figure 27 is a block diagram of a control unit in accordance with an embodiment;
Figure 28 is a block diagram of a remote unit in accordance with an embodiment:
Figure 29 is a schematic view of the object management system:

Figure 30 is a flow diagram illustrating operating procedures performed by the control

unit and the remote unit in accordance with one embodiment;
Figure 31 is a front view of the remote unit in accordance with one embodiment;
Fig. 32 is a perspective view of another embodiment of the object identification device;

Figs. 33a-33b illustrate a housing of the object identification device shown in Fig. 32;
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Fig. 34a is a cross sectional view of the object identification device and Figs 34b-34c are

detailed views of the object identification device;
Fig. 35 is a perspective view of another embodiment of the object identification device:

Figs. 36a-36b illustrate a housing of the object identification device shown in Fig. 35;

and

Fig. 37a is a cross sectional view of the object identification device shown in Fig. 35;

and Fig. 37b-37c¢ are detailed views of portions of Fig. 37a.

Figure 1 shows an object management system 10 in accordance with an embodiment of the
present invention. [n this embodiment, the object management system 10 includes at least one
object identification device 12 constructed to be secured to an associated object 14, which are
tools in the embodiment shown in Figs. 1 la-1 1b. although it is contemplated that the objects
14 may be any tangible item. The object identification devices 12 may be attached to or hung
on their associated objects 14. The at least one object identification device 12 provides a radio
frequency signal containing an object identification code. The system 10 also includes at least
one user identification device 16 providing a radio frequency signal containing a user
identification code. The user identification code is associated with a user 13. 13a (see Fig. 2).
The user identification device 16 may include a body 7 and an extension 9 extending
therefrom. A space 11 is provided between the extension 9 and the body 7 such that the

extension 9 can be used to hang the user identification device I6.

A control unit 18 is also provided. The control unit 18 has a reader 20 (see Iig. 2) configured
to interrogate and receive signals [rom the user identification devices 16. 16a and a reader 21
(see Fig. 2) configured to receive signals from the object identification devices 14. The
readers 20, 21 will be described in more detail later. The control unit 18 may include a visual
display 44, a liquid crystal display (LCD) screen, and user interface 48a. 48b, 48c. A light 43
may also be provided on the control unit 18. The control unit |8 may also include a receiving
portion 54, which is constructed and arranged to receive a user identification device 6. That
is. at least a portion of a user identification device 16 may be inserted into the receiving portion
54 of the control unit 18 to be "cradled" by the control unit [8. The control unit 18 will be

described in more detail later.
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In the illustrated embodiment, the object identification devices 12 are tool tags and the
user identification devices 16 are user tags. At least one of the user identification devices
16 may be a master user identification device 16a associated with a master user 13a. The
master user identification device 16a is configured to interact with the control unit 18
such that information associated with the at least one object identification device 12 and
information associated with the at least one user identification device 16, 16a can be
entered into the control unit 18. The master user identification device 16a will be
described in more detail later. The control unit 18 directly communicates with a remote
unit 22 that is configured to receive information associated with a condition of the object
management system 10 from the control unit 18 at a location remote from the control unit
18. The control unit 18 and the remote unit 22 may directly transmit signals to one
another without the control unit 18 or the remote unit 22 having to relay signals through a
third device by sending signals to the third device and then having the third device send
signals to the other one of the control unit 18 or the remote unit 22. However, it is
contemplated that in some embodiments, the control unit 18 and the remote unit 22 may
indirectly communicate with one another through the use of a third device. The remote
unit 22 is further configured to be carried by a user 13, 13a and configured to
communicate information and/or an alert to the user 13, 13a, wherein the information
and/or the alert is associated with the condition of the object management system 10. In
one embodiment, the remote unit 22 is carried by the master user 13a. The remote unit
22 may be a wireless device that can only receive signals, or alternatively, may be a
wireless device that can receive and transmit signals. The remote unit 22 may operate at

any appropriate frequency, such as, for example, RF, IR, or other frequencies.

Fig. 2 illustrates the system 10 schematically. In the illustrated embodiment, the object
identification devices 12 and the user identification devices 16, 16a include RFID tags or
transponders that communicate with the control unit 18 via radio frequency signals. The
object identification devices 12 and the user identification devices 16, 16a may include
transmitters 24, 26, 26a configured to transmit radio frequency signals to the control unit
18. The transmitter 24 may be configured to transmit at, just for example, 2.4 GHz. It is

contemplated that other methods of communications may be used, such as satellite

5327M-AU
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signals, personal area networks (IrDA, Bluetooth, UWB, Z-Wave, and ZigBee). In this
embodiment, the remote unit 22 is a portable indicator unit. The portable indicator unit
22 may be a beeper. The indicator unit 22 may communicate with the object
identification device 12 and the user identification device 16 wirelessly or with a wire. In
one embodiment, the indicator unit 22 includes a receiver 29 configured to receive radio
frequency signals from the control unit 22 and a transmitter 27 configured to transmit
radio frequency signals to the indicator unit 22. An antenna may also be provided with
the transmitter 27. Alternatively, the transmitter 27 may be separate from the control unit
18. That is, the transmitter 27 may be external to the control unit 18 and may be
operatively connected to the control unit 18 via a cable (e.g., USB) or wire such that the
control unit 18 may use the transmitter 27 to transmit signals to the indicator unit 22.
With wireless transmissions, the signals may be transmitted at different frequencies to
decrease the likelihood of interference. It is contemplated that the time intervals between
transmission may be random and may be different for each user identification device 16
and/or object identification device 12. Thus, the control unit 18 may include a timer (not
shown) and may be configured to constantly or periodically determine the period of time
that has passed since the last signal transmission that the control unit 18 has received
from the object identification devices 12. As described below, if the determined period
of time is greater than a predetermined or threshold period of time, then a hostile event

may be determined to be present and an alarm indication would be generated as a result.

The object identification devices 12 and user identification devices 16 may include an
antenna (not shown), circuitry for processing radio frequency signals (not shown), and a
digital memory (not shown). The object identification device 12 may also optionally
have a receiver for receiving signals from the control unit 18. In one embodiment, the
object identification device 12 is an active device that includes a microprocessor 51 and a
battery 53 as a power source. The battery 53 may be an Energizer CR2450, just for
example. In one embodiment, the battery 53 is not replaceable/rechargeable.
Alternatively, the battery 53 may be replaceable/rechargeable in some embodiments. The
object identification devices 12 and user identification devices 16 may optionally have

built-in sensor capabilities that sense temperature, humidity, movement, and/or shock. In

5327M-AU



19 May 2010

2010202019

10

15

20

25

30

one embodiment, the object identification device 12 includes a movement/acceleration
sensor 31 configured to sense movement of the object identification devices 12 and the
associated objects 14. The object identification devices 12 may be configured to
transmit signals containing both object identification codes and information associated
with whether the object identification device 12 is moving or stationary. In one
embodiment, the object identification devices 12 are long range active devices capable of
transmitting at, just for example, 2.4 GHz. In one embodiment, the user identification
devices 16 are short range passive RFID devices capable of transmitting at, just for
example, 125 kHZ. For passive RFID devices, the RFID reader 20 may emit a low-
power radio wave field which is used to power the passive device so that the passive
device can transmit radio frequency signals upon receiving interrogation signals from the
RFID reader 20. Active RFID devices include their own power source and are capable of
receiving and transmitting radio frequency signals over a much longer range than passive
devices. Active RFID devices can also power an internal clock and transmit time and
date stamp to a recorded event. It is contemplated that in some embodiments, a
combination of active and passive object identification devices 12 and active and passive

user identification devices 16 may be used.

In one embodiment, the reader 20 may be capable of managing a certain number of
transmissions (e.g., 15) in a certain period of time (e.g., 2 seconds). The reader 20 may
detect object identification devices 12 at least a certain range (e.g., 8 ft.) of the reader 20
when the object identification devices 12 are carried in container 38 (see Fig. 11a). The
reader 20 may detect the object identification device 12 at least a certain range (e.g., 3m,

6m) when the object identification device 12 is outside of the container 38.

In the embodiment shown in Fig. 2, the control unit 18 includes a memory 28 (such as
storage chips or a small hard drive), and a programmable processor 30 for processing
information and controlling the functions of the control unit 18. In one embodiment, the
memory 28 may include databases to store information. The readers 20, 21 may be radio
frequency identification (RFID) readers. The RFID reader 20, or may be of any type

suitable for receiving signals from the user identification devices 16. In one embodiment,

5327M-AU
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the RFID reader 20 may include a microprocessor, a transmitter for transmitting radio
frequency signals, and a receiver for receiving radio frequency signals. In one
embodiment, the RFID reader 20 transmits and receives signals at 125 kHz. In one
embodiment, the RFID reader 21 includes a microprocessor and a receiver for receiving
radio frequency signals. The RFID reader 21 may optionally include a transmitter for
receiving radio frequency signals in some embodiments. In one embodiment, the RFID
reader 21 receives signals at 2.4 GHz. The reader 20 of the control unit 18 may include
an active reader configured to read radio frequency signals from active devices, such as
the object identification devices 12, and a passive RFID reader configured to read radio
frequency signals from passive RFID devices, such as the user identification devices 16a,
16. Therefore, the reader 20 as described herein may represent multiple readers, such as
any number or combination of passive or active readers. Just for example, the control unit
18 may include a Motorola RD5000 Mobile RFID Reader. The RFID reader 20 may
include a radio frequency receiver and a transmitter for providing interrogation signals to
passive identification devices. Thus, the RFID reader 20 may also optionally transmit
information to the user identification devices 16, 16a and/or the object identification
devices 12. The RFID reader 20 may further include antennas (not shown) to transmit
and receive signals to and from the object identification devices 12 and user identification
devices 16. The control unit 18 may also include sensors 37 that may be used to sense
damage to the control unit 18, tampering of the control unit 18, and/or detachment of the
control units 18 from their associated containers 38. The control unit 18 may also

optionally be provided with sensors that senses temperature, movement, and/or humidity.

The control unit 18 also includes a battery 32 as a power source for powering the control
unit 18. Alternatively or additionally, other power sources may be used, such as solar
panels, and/or A/C mains provided by a utility provider or a generator. The battery 32
may be operatively connected to a battery charger 33 for re-charging the battery 32. In
one embodiment, the control unit 18 generates low battery indications to notify the users
13a, 13 of the low battery status. The battery charger 33 may be separate from the

control unit 18. In one embodiment, charging may only occur when the control unit 18 is

10
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turned off or shut-down. Alternatively, charging may occur when the control unit 18 is

on and operating.

As shown in Fig. 2, an alarm 34 is also provided in the control unit 18. The alarm 34 is
configured to provide alerts associated with the condition of the object management
system 10, which may be, for example, a predetermined event, including a hostile event
(such as theft of objects 14, unauthorized use of objects 14, or tampering events), or a
low battery condition. The alarm 34 may be configured to provide alerts based on the
actions of the users 13 and/or master users 13a. The alarm 34 may include an audio
alarm having a volume that may vary and may be selected by the master user 13a.
Furthermore, the audio alarm may be a siren with five volts buzzer. The audio alarm may
include, but not limited, to a tone, a buzz, a beep, a sound (e.g., a horn or a chime), and/or
a prerecorded voice message. In one embodiment, the audio alarm may include tones
with changing frequency or volume. In another embodiment, the audio alarm may include
user configurable tones and alarms. The alarm 34 may also be capable of generating
visual alarms. In one embodiment, the alarm 34 may be configured to indicate the alert
via a user interface or the visual display 44 (see Fig. 4). The alarm 34 may also be
capable of generating visual alarms via the light 43 (see Fig. 4) provided on the control
unit 18. In one embodiment, the light 43 may include lamps, light emitting diodes and/or
liquid crystal displays. The light 43 may optionally have a flashing or stroke effect. It is
contemplated that any, one, or all of these alarm indications may be used. It is also
contemplated that the user may also select the type of alarm indications that is generated
and where the alarm indications is generated, such as in the control units 18 and/or in the

indicator units 22.

The control unit 18 may also provide information to/receive information from a remote
computing device 36, which may be, just for example, a personal computer, laptop
computer, personal digital assistant (PDA), or smartphone. The control unit 18 may
transmit/receive information from the remote computing device 36 via wire or wireless
communication protocols. For example, the control unit 18 may communicate with the

remote computing device 36 via a USB wire or wirelessly through the Internet. In one

11
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embodiment, the remote computing device 36 may be used to open an account/register
the system 10 with a server 39 via the Internet. The server 39 may include a database
configured to store information associated with each system 10, such as each of the
control units 10 and master user identification devices 16a. The server may also store
information associated with each user identification device 16 (e.g., serial numbers and
registration codes). The server 39 may include associations between each master user
identification device 16a and control units 18. The server may also provide information
via the Internet (e.g., product information, support/maintenance, references, answers,
tutorials, etc.). It is contemplated that any computing device may be used to interact with
the server 39. In some embodiments, the control unit 18 may directly send information

to/receive information from the server 39 via the Internet.

The system 10 may be used at a worksite and the control unit 18 may be associated with a
container 38 (see Fig. 11a). The container 38 may be constructed and arranged to
transport and store tools or other objects. The container 38 may be a job box, a truck box,
or other boxes or containers, such as the portable truck box described in U.S. Patent
Application Serial No. 12/683,166, which is incorporated herein by reference in its
entirety. The containers 38 may also be shipping containers, freight containers, and
storage facilities. It is also contemplated that in some embodiments, the object
management system 10 may manage objects 14 within a perimeter or area. For example,
the object management system 10 may be associated with a defined area at a worksite, a
truck bed, or an area within a predetermined radius of the object management system 10.
These examples of the areas that may be associated with the object management system

10 are not intended to be limiting.

In one embodiment, the control unit 18 is constructed and arranged to be removably
attached to the container 38. The control unit 18 may be optionally attached to the
container 38 using screws, snap fit connections, fasteners, pins, or other attachment
mechanisms known in the art. In one embodiment, a mounting bracket (not shown) may
be attached to the container 38, and the control unit 18 may then be attached to the

mounting bracket. The control unit 18 may be attached to the container 38 on a side wall

12
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of the container 38 or on a door or cover 39 (see Fig. 11a) of the container 38. The
container 38 may include an interior space 41 that may be used to hold objects 14. In one
embodiment, the cover 39 can be moved between a closed position preventing access to

the interior space 41 and an open position permitting access to the interior space 41.

In one embodiment, the control unit 18 may include several modes. The control unit 18
may be in an armed or active mode when attached to the container 38 and may be in a
maintenance or deactivated mode when the control unit 18 is detached from the container
38. In the maintenance mode, the control unit 18 may be in a power saving mode and the
alarm 34 may be inoperative. In one embodiment, the master user 13a, 13 may select the
option of operating the control unit 18 in the maintenance mode or armed mode. In the
maintenance mode, the master user 13a may enter/edit information associated with the
system 10, including the user identification devices 16a, 16, the object identification
devices 12, and the system settings. For example, the master user 13a may
add/edit/remove user identification devices 16a, 16 or add/edit/remove/freeze object
identification devices 12. In one embodiment, the master user 13a may also set the

statuses of the objects 14, which will be described later.

The control unit 18 may also be in communication with the indicator unit or beeper 22.
The control unit 18 may include the transmitter 27 and antenna for transmitting
information from the control unit 18 to the indicator unit 22. In one embodiment, the
indicator unit 22 has a reception range of at least 300 meters and may receive signals
having a frequency of 430 MHz. In one embodiment, the indicator unit 22 can only
receive information from the control unit 18 and cannot transmit information to the
control unit 18. Alternatively, in one embodiment, the indicator unit 22 can transmit and
receive information to and from the control unit 18. In one embodiment, the control unit
18 sends a signal to the indicator unit 22 at a predetermined interval (e.g., every 10
seconds), the signal containing information associated with the indicator unit 22 (e.g., the
serial number) and the control unit 18 (e.g., serial number). The indicator unit 22 is
considered to be in the detection range if the signals have been received from the control

unit 18 within a period of time (e.g., every 10 seconds). Otherwise, the indicator unit 22

13
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may be considered to be out of the detection range, in which case the indicator unit 22
may alert the user 13a via visual alarm, audio alarm, or vibrating alarm. However, the
control unit 18 may send a signal alerting the indicator unit 22 to the occurrence of a
predetermined event at any time.  The indicator unit 22 communicates directly with the
control unit 18 and is configured to receive information associated with the condition of
the system 10 from the control unit 18 at a location remote from the control unit 18. For
the control unit 22 to be able to transmit signals to the indicator unit 22, the indicator unit
22 may be paired to the control unit 18 during system 10 set up or system edit, which will

be described in detail later.

As shown in Fig. 2, the indicator unit 22 may include an audible alarm module 23
configured to communicate an alert to the master user 13a. It is contemplated that the
volume of an audio alarm generated by the alarm module 23 may vary and may be
selected by the master user 13a. Furthermore, the audio alarm may be a siren with five
volts buzzer. The audio alarm may include, but not limited, to a tone, a buzz, a beep, a
sound (e.g., a horn or a chime), and/or a prerecorded voice message. In one embodiment,
the audio alarm may include tones with changing frequency or volume. In another
embodiment, the audio alarm may include user configurable tones and alarms. The
indicator unit 22 may also include a visual indication module 25 configured to
communicate an alert to the master user 13a. The indicator 22 unit may be configured to
provide information and/or alerts to the master user based on the condition of the system
10, such as the presence of predetermined events, including hostile events, and low
battery condition. In one embodiment, the visual indication module 25 may be
configured to indicate the alert via a plurality of lights 42 (see Figs. 1 and 12b). Itis
contemplated that some embodiments may have a user interface or visual display, such as
a liquid crystal display (LCD) screen, that displays an alert. The indicator unit 22 may
optionally also have a vibrating alarm indication. The alarms may be terminated
automatically after a period of time. In one embodiment, the audio alarm may terminate
after 1 second, the vibrating alarm may terminate after 3 seconds, and the visual alarm
(e.g., lights) may terminate after 10 seconds. The alarms may also terminate after the

master user 13a has actuated an actuator (not shown) on the indicator unit 22 or after the
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master user 22 inserts the associated master user identification device 13a into the control
unit 18, which will be described later. The indicator unit 22 may also include an
attachment mechanism, such as a buckle, clip, or other attachment mechanisms to attach

the indicator unit 22 to the master user 13a.

Referring now to Fig. 3, the system 10 may be used in several worksites 40. Each
worksite 40 may have at least one master user 13a. Each master user 13a may have an
associated master user identification device 16a and an indicator unit or beeper 22. The
master user 13a may be someone who supervises the operations at the worksite 40. For
example, the master user 13a may be in charge of supervising a plurality of non-master
users 13, who may be other workers at the worksite 40. Some of the non-master users 13
may be trusted users. The master user 13a and the non-master users 13 (including the
trusted users) may each have various privileges and levels of interactions that they may
perform with respect to the system 10.  For example, the master user 13a may be
authorized to assign objects 14 to users 13, 13a by associating object identifications
corresponding to the objects 14 with the user identification devices 16, 16a corresponding
to the users 13a, 13. The master user 16a may also interact with the indicator unit 22 and
the control unit 18 to cease alarm indications from both units, initialize or activate the
system 10 for operation at the beginning of the day, deactivate the system 10 at the end of
the day, and enter information into the control unit 18 for setup or maintenance purposes
(e.g., entering information for user identification devices 16, 16a, object identification
devices 12, generating status logs, displaying status, etc.). The trusted user of the non-
master users 13 may also be given authority to do all of the above except for the ability to
enter information into the control unit 18 for set up or maintenance purposes. In some
embodiments, the non-master users 13 who are not trusted users may only check out and

return objects 14 from the containers 38.

Referring back to Fig. 3, each of the non-master users 13 may be associated with a user
identification device 16. The master user 13a may also be responsible for supervising
the use of the objects or tools 14 that are transported in a plurality of the containers 38 at

the worksite 40. Each of the containers 38 may include a control unit 18 associated

15

5327M-AU



19 May 2010

2010202019

10

15

20

25

30

therewith. Each of the objects 14 transported in the containers 38 may have an object
identification device 12 associated therewith. Each of the control units 18 may be able to
identify and manage a plurality of user identification devices 16 (e.g., 30) and object
identification devices 12 (e.g., 50). It is contemplated that the number and combination
of control units 18, indicator units 22, object identification devices 12, and user

identification devices 16 may vary.

Fig. 4 illustrates the control unit 18 in accordance with an embodiment. In the
embodiment shown in Figure 4, the control unit 18 includes a housing 46 constructed and
arranged to enclose the components of the control unit 18. The housing 46 includes a
front side or wall 58, a left side or wall 60, a right side or wall 62, a back side or wall 64,
a bottom side or wall 66, and a top side or wall 68. The housing 46 may be constructed
of plastic, metal, wood, other materials, or a combination thereof. A visual display 44,
taking the form of a screen, is provided on the front side 58 of the control unit 18. The
user interface 48a, 48b, 48c may also be provided on the control unit 18. The user
interface 48a may be a numeric keypad having a plurality of buttons 50. The user
interface 48a may enable the master user 13a to submit the master user’s identification
information to the control unit 18 by entering in a user code as an alternative to
transmitting the master user 13a’s user identification code via the master user
identification device 16a. The user interface 48b may comprise buttons 52 corresponding
to arrows to enable navigation through the visual display 44. User interface 48c may also
be used to navigate or select information on the visual display 44. A connector 70,
which may be a cable, is configured to transmit information and/or power to the control
unit 18 and may be connected to the control unit 18, such as on the right side 66 of the
control unit 18. The control unit 18 may also optionally have a usb (universal serial bus)
port (not shown) provided thereon. The USB port may be provided on the bottom side 62
and may be used to connect the control unit 18 to the remote computing device 36. It is

contemplated that the USB port may be provided at other locations on the control unit 18.

In one embodiment, the control unit 18 may also include an on/off button (not shown).

The on/off switch may be actuated to switch the control unit 18 between the activated
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state and the deactivated state, or to turn the control unit 18 on or off. The on/off button
may be part of the user interface 48a, 48b, 48c or may be a separate button different from
the user interface 48a, 48b, 48c. In this embodiment, when the control unit 18 is turned
off, the supply of energy from the battery 32 to the other components of the control unit
18 is prevented, thus conserving energy in the control unit 18 when the control unit 18 is

not in use.

In the illustrated embodiment, the receiving portion 54 is provided in the housing 46, the
receiving portion 54 being constructed and arranged to receive a user identification
device 16, 16a such that the control unit 18 can “cradle” the user identification devices
16, 16a. In the illustrated embodiment, the receiving portion 54 is provided on the right
side 62 of the housing, although it is contemplated that the receiving portion 54 may be
provided on other locations of the housing 46. The receiving portion 54 may be
provided with a pivotable cover (not shown) that may cover the receiving portion 54 and
which may be pivoted inwards into the receiving portion 54 when the user identification
device 16a, 16 is inserted into the receiving portion 54 and which may pivot outwards (by
a bias of a spring) when the user identification device 16, 16a is removed from the
receiving portion 54. In the illustrated embodiment, the control unit 18 cradles the user
identification device 16a, 16 for the reader 20 to interrogate and obtain the user
identification code from the user identification devices 16. The control unit 18 may
include a microswitch (not shown) in or near the receiving portion 54 such that the user
identification device 16a, 16 inserted into the receiving portion 54 may activate the
microswitch to signal to the control unit 18 to interrogate the user identification device
16, 16a. Alternatively or additionally, a magnetic switch (not shown) may be used. For
example, a magnetic contact member may be located on the user identification device 16,
16a and a corresponding contact member may be located on the control unit 18.  When
the user identification device 16, 16a is inserted into the control unit 18, the control unit
18 may sense the presence of the user identification device 16, 16a via the magnetic
contact member. If the control unit 18 does not recognize the user identification device
16a, 16, an error signal may be displayed on the visual display 44 or a buzz may be

generated. If the user identification device 16 is recognized and is cradled for at least a
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certain period of time (e.g., | min) without any interaction (e.g., selecting tool, pressing
any keypad) or an action being performed by the user 13, the user identification device 16
may become temporarily locked. That is, the user identification code may be removed
from the control unit 18’s memory or from the control unit 18’s list of active user
identification devices 16 such that the user 13 associated with the user identification
device 16 becomes an unauthorized user. The control unit 18 may provide a warning
signal (e.g, in the form of a buzzer) to the user 13 after a certain period of time (e.g., 15
seconds) has passed since the last interaction with the control unit 18. In one
embodiment, only user identification devices 16 associated with non-master users 13 may

become locked.

The master user 13a associated with the master user identification device 16a may unlock
the non-master user 13’s user identification device 16 (e.g, by entering the user
identification code into the control unit 18). As mentioned above, the master user 13a is
associated with the master user identification device 16a that is configured to interact
with the control unit 18 such that information relating to the user identification devices 16
and the object identification devices 12 can be entered into the control unit 18.
Accordingly, the master user identification device 16a enables the master user 13a to
interact with the control unit 18 to activate or pair the user identification devices 16 of the
non-master users 13 with the control unit 18 so that the control unit 18 can recognize the
non-master users 13. The master user 13a may enter information during system setup or
when the control unit 18 is in the maintenance mode. These procedures will be described

later.

Referring back to Fig. 4, the control unit 18 displays its status using the screen 44. The
status of the control unit 18 may also be displayed by one or more lights 43 provided on
the control unit 18. The status of the control unit 18 may include the control unit 18
having low power. The status of the control unit 18 may also include the control unit 18
being armed, where alarm indications are generated in response to the occurrence of
predetermined or specified events, or disarmed (i.e., in the maintenance mode), where

alarm indications are not generated in response to the occurrence of predetermined
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events. The predetermined events that are recognized may be removal of an object 14 by
an unauthorized user, movement of the container 38 by an unauthorized user, tampering
of the container 38, loss of communication between the indicator unit 22 and the control
units 18, and low power in any of the indicator units 22 and the control unit 18. It is
contemplated that the object management system 10 may recognize other statuses and
other particular events. It is also contemplated that other events may also trigger the

alarm indication.

In one embodiment, when the control unit 18 is in normal operation, the light 43 is solid
or softly blinking and the audio alarm 34 is oft. When an object 14 is being selected to
be checked out of the container 38, the light 43 may blink once and the control unit 18
may emit a single buzz. The control unit 18 may be in a “check out” mode when objects
14 are to be checked out or assigned to a user 13a, 13. When an object 14 and its
associated object identification device 12 has been assigned to a user 13, 13a and is
determined to be moving, the light 43 may blink at least once and the control unit 18 may
generate at least one buzz. When a procedure, such as checking out objects 14 by an
authorized user 13a, 13 has not been completed and a certain period of time has passed,
the light 43 may blink frequently and the control unit 18 may generate frequent buzzes to
remind the user 13a, 13 to complete the checking out process. In addition, when any of
the objects 14 and associated object identification devices 12 that have not been assigned
to a user 13a, 13 are moved, the light 43 may blink frequently or the control unit 18 may
generate frequent buzzes to remind the user who moved the objects 14 and associated
object identification devices 12 to check out the objects 14 and associated object
identification devices 12 via the checking out process. Thus, these indications may serve
as a reminder to check out the objects 14 and the object identification devices 12 before a

hostile event is generated as a result of unauthorized use.

As shown in Fig. 5, the control unit 18 may be in a standby mode wherein the control unit
18 is on and active. In the standby mode, the visual display 44 may be off to save power.
When a user identification device 16, 16a is inserted into the control unit 18 to be cradled

by the control unit 18 so that the reader 20 can interrogate and read the user identification
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code from the user identification device 16, 16a, the control unit 18 may change to the
operative mode wherein the visual display 44 is on and displaying information to the
master or non-master user 13 or 13a, for example, as shown in Figs. 6a-6b.  In some
embodiments, the control unit 18 may be in a standby mode after more than a time period
(e.g., 10 seconds) has passed since the last user interaction with the control unit 18. The
control unit 18 may return from the standby mode and the visual display 44 may be
illuminated or turned on again after the user interacts with the control unit 18 via the user

interface 48a, 48b, 48c.

In the embodiment shown in Fig. 7a, when the object management system 10 is in the
armed state, the control unit 18 is capable of outputting the alarm indication in response
to the occurrence of one or more predetermined (or programmed) events or hostile events
associated with a condition of the system 10. The predetermined (preprogrammed) or
hostile event may be a missing object (the removal of an object 14 by an unauthorized
user), severance or removal of the object identification devices 12 from the objects 14,
detachment of the control unit 18 from its associated container 38, the tampering of the
control unit 18, and low battery condition in the control unit 18. In the example shown
in Fig. 7a, the hostile event is a missing object 14 (or the unauthorized removal of an
object 14 by an unauthorized user). Unauthorized use occurs when there is no user
identification device 16 that is read or sensed when the object 14 with the object
identification device 12 is removed from the container 38 or when the object 14 with the
object identification device 12 is removed from the vicinity of the control unit 18 without
the object 14 being assigned to a user 13a, 13. The object 14 may be assigned to a user
13a, 13 when the control unit 18 associates an object identification device 12 and the
associated object 14 with a user identification device 16 and the associated user 13a, 13.
Unauthorized use may also occur when a user identification device 16 is sensed and read
by the RFID reader 20, but the user identification code associated with the user
identification device 16 is not stored in the control unit 18 and/or not recognized by the
control unit 18. In other words, authorized users 13a, 13 are users that are associated

with user identification devices 16, 16a having codes recognized by the control unit 18
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and/or stored in the memory of the control unit 18. Accordingly, a user who does not

have a recognizable user identification device 16 will be considered an unauthorized user.

The alarm indication may cease when a predetermined time has passed or after the master
user 13a with the master user identification device 16a has interacted with the control unit
18. The master user identification device 16a may be alerted when the control unit 18
transmits a signal to the indicator unit 22 to signal the indicator unit 22 to generate an
alarm, alert, or other indication that the hostile event is present, as shown in Fig. 7c. As
shown in Fig. 7b, the indicator unit 22 may generate an audio alarm and a visual alarm
via the lights 42. It is contemplated that in embodiments wherein the indicator unit 22
can transmit signals to the control unit 18, the indicator unit 22 may transmit a signal to
reset the control unit 18, causing the alarm indication to cease. When the alarm indication
is generated because of the removal of an object 14 by an unauthorized user, the alarm
indication may cease when the object 14 has been returned or a user identification device
16 is read by the RFID reader 20, and the user identification code of the user
identification device 16 is recognized by the control unit 18 as corresponding to an

authorized user 13a, 13.

As mentioned above, the control unit 18 has the memory 28 to store information and
records of events or activities. The number of records and the information stored may
vary and may be customized. For example, each record may include the time, date, and
identity of the user obtained from the user identification code that is transmitted from the
user identification device 16. The control unit 18 may transmit the information and
records to the remote computing device 36 in accordance with a request from the master
user 13a or another authorized user or may transmit the information and records
periodically. Time periods between transmission may vary and may be customized. The
object management system 10 may also allow the selection of records or information to
be transmitted and the selection of time periods between transmissions. For example,
predetermined events may be transmitted as soon as the predetermined events are

determined by the control unit 18.
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As mentioned above, the memory 28 of the control unit 18 may contain databases. At
least one database may include information associated with users 13a, 13. The database
may include information such as the user identification codes associated with the user
identification devices 16a, 16, names of the users, status of the users (e.g, non-master
user, trusted user, locked user), and preferred language of the user. It is contemplated
that for the preferred language, the control unit 18 is configured to display information in
the preferred language associated with the user identification device 16 that is cradled in
the control unit 18. At least one database may include information associated with the
objects or tools 14. The information may include the object identification codes
associated with the object identification devices 12 and the names of the objects or tools
14. In one embodiment, the object identification code may be at least 5 characters. At
least one database may include information associated with the inventory or status of the
objects 14 within the containers 38. The information may include times, the object
identification codes associated with the object identification devices 12, and statuses of
the objects 14 at the recorded times. The statuses may be, just for example, “in rest,” “in
movement,”, “frozen” (wherein the object 14 is temporarily taken out of the active list of
objects 14 and which will be described in more detail later), “hostile event” (wherein the
object 14 was taken by an unauthorized user), and low battery (wherein the battery in the
object identification device is low). If the object 14 is assigned to a user 13, 13a, the
object 14 may change status from “in rest” to “in movement,” and the user identification
code of the user identification device 16, 16a associated with the user 13, 13a may be
stored in the same database. The “in rest” status refers to objects 14 that are recognized
and stationary and the “in movement” status refers to objects 14 that are recognized and
moving. If the objects 14 have the statuses of being “in rest” or “in movement”, the
objects 14 are considered “in.” If, however, the objects 14 are not associated with a user
13, 13a and do not have the status of being either “in rest”, “in movement”, or “frozen”,
the objects 14 are considered to be “out” and a hostile event is determined to be present.
The control unit 18 may generate an alarm as soon as the object 14 is determined to be
“out.” In one embodiment, when the object identification device 12 of the associated
object 14 has the status of being “in rest” (as determined by the motion sensor 31), the

control unit 18 is configured to expect to receive signals from the object identification
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device 12 at a first predetermined interval (e.g., every 20 seconds), otherwise a hostile
event is determined to be present. Similarly, when the object identification device 12 of
the associated object 14 has the status of being “in movement” (as determined by the
motion sensor 31), the control unit 18 is configured to expect signals from the object
identification device 12 at a second predetermined interval (e.g., every 2 seconds),
otherwise a hostile event is determined to be present. That is, the control unit 18 is
configured to determine whether a period of time that has passed since the last
transmission of signals received from the object identification device 12 is greater than
the first predetermined interval (e.g., more than 20 seconds) when the object
identification device 12 is “in rest” and/or greater than the second predetermined interval
(e.g., more than 2 seconds) when the object identification device 12 is “in movement.”
These different intervals associated with different statuses may be used to preserve power

and thus extend the life of the battery in the object identification devices 12.

The control unit 18 may retrieve information from the databases in the memory 28 and
may display the information on the visual display 44 on demand (by selection of the
master user 13a), at a predetermined time, or at the end of the day when the system 10 is
being turned off. For example, as shown in Fig. 6a, the visual display 44 may display
the objects 14 that have been assigned to the non-master user 13 whose user identification
device 16 is cradled in the control unit 18. The non-master user 13 may be able to view
this menu when the user identification device 16 associated with the non-master user 13
is cradled in the control unit 18. In one embodiment, the non-master user 13 may only
view the objects 14 that have been assigned to the non-master user 13, and not to other
users 13a, 13. In contrast, when the master user identification device 16a is cradled in
the control unit 18, the master user 13a may be able to input information corresponding to
the user identification devices 16a, 16, object identification devices 12, and view/edit the
status reports of all of the active object identification devices 12 and user identification
devices 16, 16. As shown in Fig. 6b, the master user 13a may have access to a menu

customized for the master user 13a.
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An events log may also be generated, stored in memory 28, and displayed on the visual
display 44. In one embodiment, the events log may include 1000 events and the events
may be stored via the FIFO (first in first out) method. The events log may contain
information such as date and time of event, event (e.g., “take tool”, “return tool”, “hostile
event”, “beginning of day”, “end of day”’). The “beginning of the day” may be the time
at which the control unit 18 was first activated or turned on at the worksite 40. The “end
of the day” event may be associated with the time at which the control 18 was deactivated
or turned off at the worksite 40. The user identification code of the master user 13a who
activated/deactivated the control unit 18 may also be displayed on the visual display 44.

The control unit 18 may display the events log on the visual display 44 on demand (by

selection of the master user 13a), at a predetermined time, or at the end of the day.

Figs. 8a-8b, 32, and 35 illustrate various embodiments of the object identification device
12. The object identification device 12 includes a housing 78 having an attachment
portion 94 having components to engage with the connector 84 and a containing portion
91 constructed and arranged to store components of the object identification device 12,
such as, for example, the microprocessor 51, the RFID transmitter 24, the battery 53, and
the sensor 31. The containing portion 91 of the housing 78 includes two opposing sides
90, 92 and an interior space 81 (see Figs. 33a-33b, 36a-36b). The object identification
device 12 may be configured to transmit signals only, and may not receive signals.
Alternatively, the object identification device 12 may transmit and receive signals. A
closed loop connector 84, taking the form of a strap in these two embodiments, includes
an electrically conductive material 86 (see Figs. 34b, 37b, 9¢, 10c) and is operatively
connected to the housing 78. The connector 84 is moveable between an unsecured
position wherein the object identification devices 12 can be released from the associated
objects 14 and a secured position wherein the housing 78 and the connector 84 form a
closed loop 82 (see Figs. 8a, 8b) to be attached to the associated object 14. As described
in more detail below, the connector 84 may be retained in the secured position and
connected to the housing 78 via a tightening mechanism. The connector 84 is constructed
and arranged to be adjustable to adjust a size of the closed loop 82 formed by at least a

portion of the connector 84. The electrically conductive material 86 of the connector 84
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is configured such that severing the connector 84 or disconnecting the connector 84 from
the housing 78 causes the RFID transmitter 24 to send a signal to the control unit 18
indicating the severance or disconnection and to cease transmission of radio frequency

signals from the object identification device 12.

The connector 84 may be adjusted to attach the object identification device 12 to its
associated object 14. In one embodiment, the connector 84 may be constructed and
arranged to be detachable. After the connector 84 has been attached to associated object
14 such that the connector 84 and the housing 78 forms the closed loop 82, the object
identification device 12 determines whether it has been attached properly. If the object
identification device 12 has been improperly attached for a predetermined time (e.g.,
more than 100 milliseconds), no signals will be transmitted by the object identification
device 12. If the object identification device 12 determines that it has been properly
attached, the object identification device 12 may transmit signals after a predetermined
period of time (e.g., 1 minute). The proper or improper attachment of the object
identification device 12 may be determined using the electrically conductive material 86
of the connector 84, which will be described in more detail below. As mentioned above,
the signals may include information associated with the object identification device 12
and its status, such as the object identification code and/or the movement or acceleration
detected by the sensor 31. As mentioned above, the status of the object identification
device 12 can be “in rest” or “in movement”. If the object identification device 12 is
initially “in rest,” the status will change to “in movement” upon movement of the object
14 associated with the object identification device 12. If the object identification device
12 is in movement, the status will change to “in rest” if there is no movement detected a
period of time (e.g., 2 seconds) after the last signal transmission. After the status has
initially changed from “in rest” to “in movement”, the first transmission of signals may
occur a period of time (e.g., 2 seconds) from the last transmission. After the status has
initially changed from “in movement” to “in rest”, the first transmission of signals may
occur either a period of time (e.g., 2 seconds) from the last transmission or upon
movement of the object identification device 12. The object identification devices 12

may transmit signals at a first interval (e.g., every 20 seconds) when the object
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identification devices 12 are “in rest” and the object identification devices 12 may
transmit signals at a second interval (e.g., every 2 seconds) when the object identification
devices are “in movement.” It is contemplated that the intervals may vary and may be
randomly distributed around a certain mean interval to avoid collision of the radio

frequency signals.

Referring to the embodiments shown in Figs. 8a, 8b, 32, and 35, an actuator 88 is
provided on the object identification device 12. In one embodiment, there may be at least
two actuators 88 provided on each object identification device 12. In the illustrated
embodiments, an actuator 88 is provided on both sides 90, 92 of the housing 78. In these
embodiments, both actuators 88 must be actuated for the object identification device 12
to recognize the selection. The actuator 88 is configured to be actuated to signal the
transmitter 24 to transmit the radio frequency signal. The actuator 88 may also be used
during selection and check out of the object 14 from the container 38 by a user 13, 13a or
when the object identification device 12 is to be “frozen” or deactivated so that the object

identification device 12 can be removed from its associated object 14.

As mentioned above, the object identification device 12 is constructed and arranged to be
able to transmit radio frequency signals to the control unit 18 to notify the control unit 18
of its presence. As also mentioned above, the signals may be transmitted at
predetermined intervals. However, in one embodiment, the signals may also be
transmitted at the time the actuator 88 is actuated. The object identification device 12
may also send signals to the control unit 18 to notify the control unit 18 of the low battery
condition of the object identification device 12. The object identification device 12 may
also send signals to the control unit 18 to notify the control unit 18 of the severance or

disconnection of the connector 84.

Figs. 33a-33b illustrate components of the embodiment of the object identification device
12 shown in Fig.32. As shown in Fig. 33a, the housing 78 may be made of an inner rigid
body 332. The inner rigid body 332 may be provided with a flexible material 336 (e.g.,

rubber, foam) thereon (see Fig. 33b). The inner rigid body 332 may be made of plastic or
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any other materials. Terminals 334a, 334b (two are shown in Fig. 33a) may be provided
as part of the attachment portion 94 of the housing 78. The terminals 334a, 334b may be
constructed and arranged to receive the connector 84, as shown in Figs. 34a-34b. In one
embodiment, the terminals 334a, 334b may be made of the same material as the rigid
inner body 332. The terminals 334a, 344b may be attached to the rigid inner body 332
via welding, adhesive, screws, or other attachment mechanisms. Wires 101, 103 (see Fig.
33a) may extend from the terminals 334a, 334b to the containing portion 91 so that a
closed circuit can be created between the connector 84 and the electronic components in
the containing portion 91 when the connector 84 is properly attached to the terminals
334a, 334b of the housing 78. In this embodiment, wire 101 is operatively connected to

terminal 334a, and wire 103 is operatively connected to terminal 334b.

Figs. 34a-34b illustrate a cross sectional view of the object identification device 12 with
the connector 84 attached to the housing 78. In the embodiment shown in Fig. 34a, the
connector 84 is inserted through the terminals 334a, 334b to create a closed circuit with
the electronic components disposed in the containing portion 91 of the housing 78. A
space 331 is defined in the terminals 334a, 334b to receive the connector 84. In this
embodiment, the connector 84 includes a first portion 96 and a second portion 98. The
first portion 96 and the second portion 98 may be considered ends of the connector 84 or
near the ends of the connector 84. That is, the first portion 96 and the second portion 98
may be portions of the connector 84 that are not directly connected to one another. The
first portion 96 is attached to a retaining member 100 constructed and arranged to prevent
the first portion 96 from being removed from the terminal 334b. The second portion 98
includes the portion of the connector 84 that is received in a recess 83 of a receiving
structure 126, as shown in Fig. 34b. The receiving structure 126 may be situated between
the two terminals 334a, 334b and may be constructed and arranged to removably receive
the second portion 98 of the connector 84 to form the closed loop 82. In one
embodiment, the retaining member 100 may be part of the receiving structure 126 or may
be attached to the receiving structure 126. The configuration of the receiving structure
126 and the second portion 98 enables the second portion 98 to be further inserted into

the receiving structure 126 so as to decrease the size of the closed loop 82, thus enabling
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the connector 84 to be tightened around the associated object 14. Alternatively, in one
embodiment, it is contemplated that the first portion 96 may also be removably received
in the receiving structure 126 such that the first portion 96 can also be further inserted to
decrease the size of the closed loop 82. In another alternative embodiment, one or both
of the first portions 96 and the second portions 98 may be removed from the terminals
334a, 334b and/or the receiving structure 126 to detach the object identification device 12

from the associated object 14.

As shown in Fig. 34b, the connector 84 may include engaging structures, taking the form
of a plurality of teeth 114 in this embodiment. The teeth 114 may be constructed and
arranged to engage with engaging structure 142 provided on the receiving structure 126
to retain the size of the closed loop 82. The engaging structure 142 may take the form of
a protrusion or any shape that may fit within the recess 83 of the receiving structure 126.
In the embodiment of Fig. 34b, the engaging structure 142 takes the form of teeth that
engages with the teeth 114 of the connector 84. The engaging structure 142 and the teeth
114 of the connector 84 are constructed and arranged to interact together such that the
connector 84 is allowed to move further into the receiving structure 126 (thus tightening
the connector 84 around the object 14 and decreasing the size of the closed loop 82) and
is prevented from being pulled out of the receiving structure 126 to increase the size of
the closed loop 82 or to completely detach the connector 84 from the object 14. As such,
in one embodiment, after the connector 84 has been secured to the associated object 14,
the connector 84 must be severed or disconnected from the housing 78 to remove the
object identification device 12 from the associated object 14. In such an embodiment, the
object identification device 12 must be in the “frozen” mode when severing or
disconnecting the connector 84 so as to prevent an alarm indication from being generated

to indicate the presence of a hostile event.

As shown in Fig. 34b, a contact member 110 is provided on the terminals 334a, 334b, the
contact members 110 being constructed and arranged to contact the electrically
conductive materials 86 provided on the connector 84. In one embodiment, the

electrically conductive material 86 is provided near the teeth 114 of the connector §4.
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The contact members 110 may be made of a material that conducts electricity, such as
copper or other materials. A raised portion 338 (see Fig. 34b) of the contact member 110
may be constructed and arranged to extend from a retaining portion 342 through a recess
340 (see Fig. 34c) provided in the terminals 334a, 344b and into the receiving space 331.
The contact member 110 may be connected to the wires 101, 103 such that the
connection between the contact members 110 and the electrically conductive material 86
of the connector 84 closes a circuit (i.e., causes electricity to flow) through the connector
84, the wires 101, 103, and the electronic components disposed in the containing portion

91.

To attach the object identification device 12 to the associated object 14, the first portion
96 may be inserted through the terminal 334b and the connector 84 may be pulled
through terminal 334b until the first portion 96 is received in the terminal 334b and the
retaining member 100 prevents further movement of the connector 84 along terminal
334b. To form the closed loop 82 around the associated object 14, the connector 84 may
be wrapped around at least a portion of the associated object 14, and the second portion
98 may be inserted through the terminal 334a and into the receiving structure 126. The
second portion 98 may be pulled through the receiving structure 126 to decrease the size
of the closed loop 82 and thus tighten the object identification device 12 around the
associated object 14. To remove the object identification device 12 from the associated
object 14, the object identification device 12 may be set to the “frozen’ mode using the

control unit 18 and the connector 84 may be subsequently severed.

Figs. 36a-36b illustrate components of the embodiment of the object identification device
12 shown in Fig. 35. Similar to the embodiment shown in Fig. 32, the embodiment in
Fig. 36a includes the housing 78 that is made of the inner rigid body 332, the inner rigid
body 332 being provided with the flexible material 336 (e.g., rubber, foam) thereon (see
Fig. 36b). Terminals 334a, 334b (two are shown in Fig. 36a) are provided as part of the
attachment portion 94 of the housing 78 and are constructed and arranged to receive the

connector 84, as shown in Figs. 37a-37b.
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Figs. 37a-37b illustrate cross sectional views of the object identification device 12 with
the connector 84 attached to the housing 78. In the embodiment shown in Fig. 37a, the
connector 84 is inserted through the terminals 334a, 334b to create a closed circuit with
the electronic components disposed in the containing portion 91 of the housing 78 via the
wires 101, 103 (see Fig. 36a). The terminals 334a, 334b are provided with the contact
member 110 (see Fig. 37b) constructed and arranged to engage with the electrically
conductive material 86 of the connector 84 to form the closed circuit. The object
identification device 12 also includes the receiving structure 126 constructed and
arranged to receive the second portion 98 of the connector 84. In this embodiment, the
first portion 96 of the connector 84 may be attached to the retaining structure 100 to
prevent the removal of the first portion 96 from the terminal 334a. Alternatively, in one
embodiment, it is contemplated that one or both of the first portions 96 and the second
portions 98 may be removed from the terminals 334a, 334b and/or the receiving structure

126 to detach the object identification device 12 from the associated object 14.

The connector 84 includes the teeth 114 (see Fig. 37a) that are provided on the connector
84 and that are constructed and arranged to engage with the engaging structure 142 (see
Fig. 37c) of the receiving structure 126 to enable the connector 84 to be moved in a first
direction (e.g., in the direction of A shown in Fig. 37a) to decrease the size of the closed
loop 82 and to prevent the connector 84 to be moved in a second direction (e.g., opposite
direction A) to increase the size of the closed loop 82 or to detach the connector 84 from

the housing 78.

Figs. 9a-9¢ show another embodiment of the object identification device 12 including the
attachment portion 94 having components used to attach/detach the connector 84 to the
housing 78. In this embodiment, the connector 84 includes the electrically conductive
material 86 (see Fig. 9c), taking the form of a wire. The electrically conductive material
86 may be any material that conducts electricity, including, for example, copper. The
electrically conductive material 86 may be coated with an insulation layer 87 (e.g.,
rubber, plastic) thereon. In the illustrated embodiment, a first portion 96 of the

connector 84 is constructed and arranged to be fixed to the housing 78 at a retaining
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member 100 of the attachment portion 94. It is contemplated that in other embodiments,
the first portion 96 may be removably connected to the housing 78 such that the first
portion 96 may be removed from the housing to move the connector 84 to the unsecured
position wherein the object identification device 12 can be released from the associated
object 14. The first portion 96 may also optionally be removable from the retaining
member 100 such that the connector 84 can be replaced. Openings 97, 99 are provided
on the housing 78 such that portions of the connector 84 may enter the interior space 80
of the housing 78. An opening 95 (see Fig. 9b) is provided such that a portion of the
connector 84 may exit the interior space 80 of the housing 78. In the illustrated
embodiment, the first portion 96 of the connector 84 may be connected to the wire 101
via the retaining member 100, the wire 101 being constructed and arranged to carry
electricity to or from the other electronic components of the object identification device
12, such as for example, the transmitter 24. A second portion 98 of the connector 84 is
constructed and arranged to be movable into and out of the housing 78 such that the size
of the closed loop 82 formed by the connector 84 is adjustable. The second portion 98
may be engaged or connected to an engaging member 104 (see Fig. 9b). The engaging
member 104 may be disposed in the housing 78 such that the engaging member 104 may
be considered to be a part of the housing 78. The engaging member 104 may be
connected to a receiving structure 11 that is constructed and arranged to receive a
tightening structure 108, taking the form of a screw in this embodiment. In one
embodiment, the receiving structure 111 may be cylindrical and may be provided with a
threaded internal surface that correspond to threads provided on the tightening structure
108. 1t is contemplated that other forms of tightening structures 108 may be used, such
as eccentric structures, snap fit structures, and/or self locking structures. In this
embodiment, a plurality of teeth 114 are provided on the engaging member 10, the teeth

114 being constructed and arranged to contact the connector 84.

The second portion 98 of the connector 84 may be constructed and arranged to be
inserted between the teeth 114 of the engaging member 104 and the contact member 110.
The contact member 110 may be electrically connected to the wire 103 that carries

electricity to or from the other electronic components of the object identification device
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12.  The contact member 110 may be provided with a piercing member 112 (see Fig. 9b)
constructed and arranged to pierce the insulation layer 87 to contact the electrically
conductive material 86 therein. The piercing member 112 and the contact member 110
may also be made of electrically conductive material. As such, when the piercing
member 112 pierces the insulation layer 87 and contacts the electrically conductive
material 86 therein, the second wire 103 may be electrically connected to the second
portion 98 of the connector 84. Accordingly, the retaining member 100 and the contact
member 110 may be considered electrical contacts configured to connect to the

electrically conductive material 86.

The object identification device 12 may be attached or detached as follows. To attach the
object identification device, the object identification device 12 may be wrapped around at
least a portion of the object 14. The connector 84 may then form a closed loop 82 with
the housing 78 around the portion of the object 14 by inserting the second portion 98 of
the connector 84 into the opening 99 of the housing 78 to be received between the
engaging member 104 and the contact member 110 of the housing 78. The size of the
closed loop 82 may be adjusted by inserting the second portion 98 of the connector 84
further into the opening 99 of the housing 78. The tightening structure 108 may then be
rotated or moved to engage the second portion 98 of the connector 84. As the tightening
structure 108 is rotated or moved, the engaging member 104 is lowered until the
engaging member 104 pushes the connector 84 against the contact member 110. When
the engaging member 104 pushes the connector 84 sufficiently against the contact
member 110, the piercing member 112 of the contact member 110 pierces the insulation
layer 87 and connects to the electrically conductive material 86 provided therebetween.
As such, a closed circuit is formed and electricity is able to flow through the connector 84
to the other electronic components of the object identification device 12. The teeth 114
of the engaging member 104 helps retain the connector 84 and prevents movement
thereof.  As such, severing the connector 84 or disconnecting the connector 84 from the
housing 78 causes the circuit to no longer be closed, thus preventing electricity from
flowing. Accordingly, the transmitter 14 may cease transmission of signals to the control

unit 22. As mentioned above, if the control unit 22 does not receive signals from the
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object identification device 12 after a predetermined period of time, the object 14 is

determined to be missing and a hostile event is determined to be present.

To detach the object identification device 12, the tightening structure 108 may be
loosened by rotating the tightening structure 108 in reverse. Accordingly, the engaging
member 104 may be moved upward so that it no longer retains the connector 84 between
the engaging member 104 and the contact member 110. When the engaging member 104
has been moved up sufficiently, the electrically conductive material 86 of the connector
84 may be removed from its contact with the piercing member 112 of the contact member
110. As such, the circuit is no longer closed and the transmitter 24 ceases transmission of
signals. The second portion 98 of the connector 84 may then be pulled out of the opening
99 in the housing 98 to increase the size of the closed loop 82 or to completely remove

the second portion 98 from the housing 78.

Figs. 10a-10c show another embodiment of the object identification device 12 including
the attachment portion 94 containing the components used to attach/detach the connector
84 to the housing 78. In this embodiment, the connector 84 includes an outer surface 120
and an inner surface 122. In this embodiment, the connector 84 includes a strip of
electrically conductive material 86 provided on at least a portion of the inner surface 122
(see Fig. 10c). The electrically conductive material 86 may be any material that
conducts electricity, including, for example, copper. The other portions of the connector
84 may be made of an insulation material (e.g., rubber, plastic). In the illustrated
embodiment, the first portion 96 of the connector 84 is constructed and arranged to be
fixed to the housing 78 at the retaining member 100 provided in the housing 78. The first
portion 96 may also optionally be removable from the retaining member 100 such that the
connector 84 can be replaced. The first portion 96 and the second portion 98 of the
connector 84 may enter the housing 78 through the openings 97, 99, respectively, that are
provided on the housing 78. The second portion 98 of the connector 84 may exit the
housing 78 through the opening 95 provided on the same side as the opening 97. In this
embodiment, the opening 99 provided in the housing 78 may align with an opening in the

receiving structure 126 provided in the housing 78, the receiving structure 126 being
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constructed and arranged to receive at least portions of the connector 84. The opening
99 may enable the second portion 96 of the connector 84 to enter an interior space 123 of
the receiving structure 126. An opening 125 in the receiving structure 126 enables the
second portion 98 of the connector 84 to exit the interior space 123 of the receiving

structure 126.

Similar to the embodiment shown in Figs. 9a-9c, the wires 101, 103 are used to
electrically connect the first portion 96 and second portion 98, respectively, to the other
electronic components of the object identification device, such as the transmitter 24. In
this embodiment, the retaining member 100 is not used to electrically connect the first
portion 96 of the connector 84 to the wire 101. Instead, a first contact member 124 is
provided on the receiving structure 126 in the housing 78, the first contact member 124
being constructed and arranged to contact the electrically conductive material 86 on the
first portion 96 of the connector 84. The first contact member 124 may be electrically
connected to the wire 101 inside the receiving structure 126. The contact member 124
may be made of a material that conducts electricity such that when the contact member
124 contacts the electrically conductive material 86 of the first portion 96, the contact
member 124 may be used to electrically connect the connector 84 to the first wire 101. A
second contact member 128 may also be provided on the receiving structure 126, the
second contact member 128 being constructed and arranged to contact the electrically
conductive material 86 on the second portion 98 of the connector 84. Thus, when the
first contact member 124 contacts the first portion 96 of the connector 84 and the second
contact member 128 contacts the second portion 98 of the connector 84, a closed circuit
is formed, and electricity can flow to and from the wires 101 and 103 to and from the

other electronic components of the object identification device 12.

In the embodiment shown in Fig. 10c, at least an upper portion 130 and a lower portion
132 of the inner surface 122 of the connector 84 is provided with engaging structures,
taking the form of a plurality of teeth 134. The teeth 134 includes a side surface 136 and
a contact surface 138. In one embodiment, the side surface 136 and the contact surface

138 are generally perpendicular to one another. A groove 140 is defined by the side
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surface 136 and the contact surface 138 of each of the teeth 134. The teeth 134 are
constructed and arranged to engage with the engaging structure 142 (see Fig. 10a)
provided on the receiving structure 126 of the housing 78. The engaging structure 142
may be provided on the receiving structure 126 and may be located in the interior space
80 of the housing. The engaging structure 142 may take the form of a protrusion or any
shape that may fit within the groove 140 defined by the side surface 136 and the contact
surface 138 of the teeth 134. The engaging structure 142 and the teeth 114 of the
connector 84 are constructed and arranged to interact together such that the connector 84
is allowed to move further into the receiving structure 126 and the housing 78 (thus
tightening the connector 84 around the object 14 and decreasing the size of the closed
loop 82) and is prevented from being pulled out of the receiving structure 126 and the
housing 78 to increase the size of the closed loop 82 or to completely detach the

connector 84 from the object 14.

As shown in Fig. 11a, some of the objects 14 transported in the container 38 may have an
object identification device 12 attached thereto. The object identification devices 12 may
be attached to any portion of the object 14. For example, the object identification device
12 may encircle a portion of the object 14 (see Fig. 11b) or may be hung from the object
14. Thus, an authorized user 13a, 13 may simply insert his/her user identification device
16a, 16 into the control unit 18, set the control unit 18 to “check out” mode, select an
object 14 from the container 38. As shown in Fig. 11b, the object identification device
12 can be used to signal the control unit 18 that the selected object 14 is being checked
out, the control unit 18 can assign the object 14 to the user 13, 13a associated with the
user identification device 16a, 16. As mentioned above, the object identification device
12 can signal the control unit 18 by actuating the actuators 88 on the object identification
device 12. The control unit 18 may then display the information for the user 13a, 13 and

the objects 14 that are assigned to the user, as shown in the visual display 44 in Fig. 11b.

The operation of the system 10 will now be described. Fig. 12 illustrates a method 148
for initially turning on the system 10 and operating in the setup mode in accordance with

one embodiment. The method 148 starts at procedure 150 where the system may be

35

5327M-AU



19 May 2010

2010202019

10

15

20

25

30

turned on using an on button (not shown) in the user interface 48a, 48b, or 48c. The
method 148 then proceeds to procedure 152 where the control unit 18 prompts for a
master user code. The initial digital code may be predetermined. The code may be
entered into the control unit 148 via user interface 48a in procedure 154. The method
148 then proceeds to procedure 156 where the control unit 18 determines whether the
code is recognized. If the code is not recognized, an audio alarm or visual alarm may be
generated to indicate as such. The master user 13a may then be prompted again to enter a
valid code. If the code is recognized, the control unit 18 prompts the master user 13a for
anew code. The master user 13a may then enter the code into the control unit 18 and the
control unit 18 then accepts the code and approves of the code in procedure 158. The
method 148 proceeds to procedure 160 where the code is updated in the memory 28 of
the control unit 18. A system setup menu may be displayed in the visual display 44.

The method 148 proceeds to procedure 162 where the control unit 44 prompts the master
user 13a to select a system language, prompts for date/time information, prompts for the
location of the system 10 (e.g., what kind of container 38 the control unit 18 attached to),
and prompts for the identification information of the indicator unit 22 so that the indicator
unit 22 can be paired to the control unit 18. During pairing, the indicator unit 22 may
emit a visual indication or alarm indication (e.g., a buzz) to indicate that the pairing is
successful. Similarly, an indication may also be generated in the control unit 18 to
indicate that the pairing was successful. After the aforementioned information have been
entered and approved, the control unit 18 updates the setup information and presents a
new menu in the visual display 44 to add information regarding the master user 13a in
procedure 164. The method 148 then proceeds to procedure 166 where the master user
identification device 16a is inserted into the receiving portion 54 of the control unit 18 so
that the reader 20 can read the user identification code of the master user identification
device 16a and associate the master user identification device 16a with the master user
13a. The method 148 then proceeds to procedure 168 where the control unit 18 updates
the set up information and presents mode options, such as the armed mode or the
maintenance mode. In the armed mode, the alarm 34 of the control unit and/or the
indicator unit 22 are activated so that alarm indications may be generated in response to

predetermined events. In the maintenance mode, the master user 13a may continue to
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enter information associated with the system 10, the user identification devices 16a, 16,
and the object identification devices 12. In the maintenance mode, the alarm 34 of the
control unit 18 and the indicator unit 22 may be inoperative. Alternatively, the alarm 34
and the indicator unit 22 may be operative to generate alarm indications when the control
unit 18 is in the maintenance mode. In procedure 170, the control unit 18 receives the
mode selection input and the master user 13a may continue to enter information or the
master user 13a may remove the master identification device 16a from the control unit

18.

Fig. 13 illustrates a method 172 of using the control unit 18 to add activate user
identification devices 16 and/or add information associated with the user identification
devices 16 to the system 10 in accordance with one embodiment. The method 172 starts
at procedure 174 where the master user identification device 16a is inserted into the
receiving portion 54 of the control unit 18. The method 172 proceeds to procedure 176
where the control unit 18 determines whether the user identification device 16ais a
master user identification device 16a recognized by the control unit 18. If not, the control
unit 18 may visually or audibly indicate that the user identification device 16a was not
accepted. If the master user identification device 16a is recognized and accepted, the
method 172 proceeds to procedure 178 where an option for adding a user 13 is displayed
in the visual display 44 and selected by the master user 13a. Information about a user
identification device 16 may be entered, such as the user identification code associated
with the user identification device 13 and the name of the user 13 associated with the user
identification code and the user identification device 16. It is contemplated that in some
embodiments, the reader 20 may automatically read the user identification code from the
user identification device 13. For example, a second receiving portion may optionally be
provided in the control unit 18 to receive the additional user identification device 16
when the master user identification device 16a is in the receiving portion 54. After the
information has been entered and approved by the system 10, the control unit 18 stores
the information in memory 28 and the user 16 is thus registered in procedure 180. The
user identification device 16 is thus activated and may be used by the associated user 13.

The method 172 proceeds to procedure 182 where information may be further entered
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into the control unit 18 or the master user identification device 16a may be removed from

the control unit 18.

Fig. 14 illustrates a method 184 of activating the object identification devices 12 and
entering information associated therewith into the system 10 in accordance with one
embodiment. As mentioned above, the object identification devices 12 must be attached
properly to the objects 14. For example, the object identification devices 12 must be
attached such that a closed circuit is formed, thereby enabling the transmitter 24 to
transmit signals to the control unit 18. As also mentioned above, the object
identification devices 12 must be properly attached for at least a period of time (e.g., |
minute) for the transmitter 24 to start transmitting signals. Referring back to Fig. 14, the
method 184 starts at procedure 186 where master user identification device 16a is
inserted into the control unit 18. The method 184 proceeds to procedure 188 where the
control unit 18 reads the master user identification device 16a to determine the user
identification code associated therewith and determines whether the user identification
device 16a is a registered user identification device 16a, 16. If not, the control unit 18
may visually or audibly indicate that the user identification device 16a was not accepted.
If the master user identification device 16 is recognized and accepted, the method 184
proceeds to procedure 190 where the control unit 18 displays the option to add object
identification devices 12 to the system 10. The object identification device 12 may be
actuated via the actuators 88 to transmit signals to the control unit 18 or the object
identification device 12 may transmit signals automatically at a predetermined interval.
The master user 13a may also optionally enter the object identification code associated
with the object identification device 12 into the control unit 18. If the actuators 88 are
actuated, the method 184 proceeds to procedure 192 where the signals are transmitted
from the object identification devices 12. The procedure 192 may be skipped, however,
if the master user 13a entered the object identification code associated with the object
identification device 12 into the system 10 manually. The method 184 proceeds to
procedure 196 where the control unit 18 prompts for information associated with the
object identification device 12, including information associated with the object 14, such

as the name of the object 14. If the associated object 14 has a status of being “frozen,”
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the information associated with the object 14 and the object identification device 12 will
be displayed for approval by the master user 13a. The master user 13a may then unfreeze
the object identification device 12 during this procedure 196. The master user 13a may
enter information for the object identification device 12 into the system 10. The method
184 proceeds to procedure 198 where the information is stored in the memory 28 of the
control unit 18. The method 184 proceeds to procedure 200 where information may be
further entered into the control unit 18 or the master user identification device 16a may

be removed from the control unit 18.

Fig. 15 illustrates a method 202 for turning on the system 10, for example, at the
beginning of the day in accordance with one embodiment. In procedure 204, the on
button is actuated to turn on the system 10. The on button may be part of the user
interface 48a, 48b, or 48c. After the control unit 18 has been turned on, the control unit
18 may start receiving signals from the object identification devices 12 that are associated
with objects transported in the container 38 associated with the control unit 18. The
system 10 may determine the inventory/status of objects 14 in the container 38 at that
time. The system 10 may also compare the recent inventory/status with the
inventory/status at a previous time (e.g., the day before). In one embodiment, the control
unit 18 may receive the signals within 20 seconds. The method 202 proceeds to
procedure 206 where the control unit 18 prompts for the master user identification device
16a or the master code. However, if the master user identification device 16a is already
inserted into the control unit 18, the control unit 18 will not prompt for the user
identification device 16a. The master code may be entered or the master user
identification device 16a may be inserted into the control unit 18 at procedure 208. The
method 202 then proceeds to procedure 210 where the control unit 18 determines whether
the user identification device 16a is a registered user identification device 16a, 16 or if
the entered code is valid. If not, the control unit 18 may visually or audibly indicate that
the user identification device 16a was not accepted or the entered code is invalid. If the
master user identification device 16 or the entered code is recognized and accepted, the
control unit 18 displays options for operating modes to the master user 13a, such as the

armed mode or the maintenance mode. In one embodiment, only the master user 13a
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may have the authorization to select the armed mode/maintenance mode. In procedure
212, the master user 13a may select the armed mode or the maintenance mode. In one
embodiment, if the maintenance mode is selected before a period of time (e.g., 20
seconds), the control unit 18 will upload information to the remote computing device 36
and a notification of the upload will be displayed on the visual display 44. If the armed
mode is selected after the period of time (e.g., 20 seconds), the control unit 18 will
display information/statuses associated with the objects 14, such as missing objects 14.
In one embodiment, the control unit 18 may generate alarm indications and/or visual
indications in accordance with a hostile event if there are missing objects 14 detected
compared to the previous day’s inventory/status of the objects 14. The master user 13a
must approve of the status/inventory report for the system to cease the alarm
indications/visual indications and to continue operating. The master user 13a may
remove the master identification device 16a from the control unit 18 or the method 202
may proceed to procedure 214. The master user 13a may request the control unit 18 to
display a status report by using the user interface 48a, 48b, or 48c. As mentioned above,
the status report may be stored in the database in the memory 28 of the control unit 18.
The status report may contain information associated with the objects 14, including
which objects 14 are assigned to which user 13, 13a associated with a user identification
device 16, 16a; the predetermined events, including the hostile events, that have

occurred; and the battery statuses of the object identification devices 12.

Fig. 16 illustrates a method 216 of checking out or returning objects 14 to and from the
container 38 by a user 13a, 13 in accordance with one embodiment. The method 216
starts at procedure 218 where the user 13a, 13 inserts the associated user identification
device 16a, 16 into the control unit 18. The method 216 then proceeds to procedure 220
where the control unit 18 determines whether the user identification device 16a, 16 is a
registered or authorized user identification device 16a, 16. If not, the control unit 18 may
visually or audibly indicate that the user identification device 16, 16a was not accepted.
If the master user identification device 16, 16a or the entered code is recognized and
accepted, the method 216 proceeds to procedure 222 where the control unit 18 prompts

the user 13a, 13 to select the options for checking out objects 14 or returning objects 14.
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The actuators 88 on the objects 14 may be actuated during the checking out/returning
procedure for each selected object 14. The objects 14 may optionally be checked out or
checked in by using the user interface 48a, 48b, 48c of the control unit 18 to select the
objects 14 from a list. The method 216 proceeds to procedure 224 where the selected
object 14 transmits signals to the control unit 18. In procedure 226, the control unit 18
temporarily creates an association between the user 13a, 13 and the object 14 in the
control unit 18 during check out or temporarily disassociates the user 13a, 13 and the
object 14 during return. As such, during check out, the selected object 14 will have a
status of “out” and during return, the selected object 14 will have a status of “in”. In one
embodiment, if the actuators 22 of the returned object 14 (having status of “in”’) are
actuated, the system 10 will ignore the transmission of signals. It is contemplated that in
one embodiment, any authorized user 16a, 16 can return objects 14, including objects 14
not associated with the user 16a, 16 whose associated identification device 16a, 16 is
cradled in the control unit 18. However, in one embodiment, if the user 13a, 13 has
selected the check out mode, and the objects 14 are being checked out, actuating the
actuators 22 by the user 13a, 13 or another user 13a, 13 will assign the object 14 to the
user 13a, 13 whose associated user identification device 16, 16a is cradled in the control
unit 18. In one embodiment, a buzzer or other indication may be generated when the
actuators 88 on the object identification devices 12 are actuated. The method 216 then
proceeds to procedure 228 where the control unit 18 displays a list of the objects 14
assigned to the user 13a, 13 whose associated user identification device 16a, 16 is cradled
in the control unit 18. The user 13a, 13 may confirm or edit the list of objects 14. In one
embodiment, if the check out or return process is interrupted before the user 13a, 13 can
confirm the list of objects 14, the entire process may be voided and the user may be
required to start the checking out/returning process again. After the user 13a, 13 has
confirmed or edited the list of objects 14, the method 216 proceeds to procedure 230
where the associations between the objects 14 and the user 13a, 13 are confirmed and
stored in the memory 28 of the control unit 18. The method 216 proceeds to procedure
232 where the user 13a, 13 may further interact with the control unit 18 or the user

identification device 16, 16a may be removed from the control unit 18.
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Fig. 17 illustrates a method 234 of activating the alarm 34 and/or the indicator unit 22 in
response to a hostile event (e.g., theft of object 14) in accordance with one embodiment.
The method 234 starts at procedure 236 where an object 14 and the associated object
identification device 12 are removed from the detection range of the control unit 18. As
mentioned above, the object identification devicel2 may also stop transmitting signals,
thus indicating the theft of the object 14 or the object 14 as being missing, if the
connector 84 of the object identification device 12 is severed or removed from the
housing 78. As also mentioned above, the object identification devices 12 are configured
to transmit signals at predetermined intervals during movement and in rest and have the
status of being “in movement,” “in rest,” or “frozen.” If such status and signals are not
transmitted to the control unit 18 within the predetermined interval, the control unit 18 is
configured to determine at procedure 238 that a hostile event (theft of object 14 or object
14 is missing) has occurred. The information associated with the object 14 may be
displayed on the visual display 44 (for example see Fig. 7a). The control unit 18 may
generate an audio alarm via the alarm 34. The control unit may also generate a visual
alarm via the light 43. The control unit 18 may transmit an alert /information to the
indicator unit 22. In procedure 240, the indicator unit 22 generates an audio alarm and an
visual alarm in response to the alert/information from the control unit 18 to alert/provide
information to the master user 13a associated with the indicator unit 22. The indicator
unit 22 may vibrate, buzz, and/or generate a visual indication via the lights 42. The
method 234 then proceeds to procedure 242 where the actuator on the indicator unit 22
can be actuated to cease the alarms. The master user 13a may also interact with the
control unit 18 to cease the alarm indications. For example, the master user 13a may
enter a master code into the control unit 18 via the user interfaces 48a, 48b, 48c, or may
insert the master user identification device 16a into the control unit 18 to be cradled by
the control unit 18. The method 234 then proceeds to procedure 244 where the control
unit 18 determines if the master user identification device 16a is registered and valid. If
not, the alarms may continue to be generated. In contrast, if the master user identification
device 16a is recognized as being registered and valid, the control unit 22 ceases

generation of the alarm indications after a period of time (e.g., | minute). The control
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unit 22 also ceases transmission of alert signals to the indicator unit 22 so that the

indicator unit 22 will also cease generation of alarm indications.

Fig. 18 illustrates a method 246 of turning off the system 10, for example, at the end of
the day in accordance with one embodiment. As mentioned above, the master user 13a is
authorized to view the status report of the objects 14, including which objects 14 are
assigned to which users 13, 13a via their associated user identification devices 16, 16a
and object identification devices 12. The master user 13a may then obtain the objects 14
back from their assigned users 13 based on the status report. However, if an object 14 is
determined to be missing, the master user 13 may remove the object 14 from the
inventory/status list so that alarms will be not generated in the future for the missing
object 14. Referring back to Fig. 18, the method 246 starts at procedure 248 where the
off button may be actuated to turn off the system. The off button may be part of the user
interface 48a, 48b, or 48c. The method 246 then proceeds to procedure 250 where the
control unit 18 prompts for the master user identification device 16a. In one
embodiment, only the master user 13a may turn on/off the system 10. The method 246
then proceeds to procedure 252 where the master user identification device 16a is
inserted into the control unit 18. The method 246 then proceeds to procedure 254 where
the control unit 18 determines whether the user identification device 16a is a registered
master user identification device 16a. If not, the control unit 18 may visually or audibly
indicate that the user identification device 16a was not accepted. If the master user
identification device 16 is recognized and accepted, the control unit 18 displays the status
report via the visual display 44. In one embodiment, the control unit 18 automatically
displays the status report when the master user identification device 16a is inserted into
the control unit 18 when the system 10 is about to be turned off. In one embodiment,
approving the status list by interacting with the control unit 18 via the user interface 48a,
48b, or 48c automatically shuts off the system 10 after the off button has been actuated.
The method 246 then proceeds to procedure 256 where the master user identification
device 16a is removed from the control unit 18. The method 246 proceeds to procedure

258 where the system 10 is shut down. It is also contemplated that instead of using the
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master user identification device 16a, a master code may be entered to shut down the

system 10.

Fig. 19 illustrates a method 260 of unlocking a user identification device 16 and/or
editing user information associated with a user identification device 16 in accordance
with one embodiment. This may be useful when the user identification device 16 is to be
re-used (associated with another user 13). As mentioned above, user identification
devices 16 may be locked when they are cradled for more than a period of time (e.g., |
minute) in the control unit 18 without any user interaction with the control unit 18. When
a user identification device 16 is locked, the user identification device is temporarily
removed from the active users list such that the system 10 does not recognize the user
identification device 16 as being valid or authorized (and thus the associated user 13 is
unable to operate the control unit 18). However, a master user identification device 16a
may be used to unlock the user identification device 16 so that the user identification
device 16 can be considered valid or authorized again. The method 260 starts at
procedure 262 where the master user identification device 16a is inserted into the control
unit 18.  The method 260 then proceeds to procedure 264 where the control unit 18
determines whether the user identification device 16a is a registered master user
identification device 16a. If not, the control unit 18 may visually or audibly indicate that
the user identification device 16a was not accepted. If the master user identification
device 16a is recognized and accepted, the control unit 18 displays a menu to the master
user 13a via the visual display 44. In procedure 266, the master user 13a may then select
the option to edit user identification devices 16, which enables the master user 13a to
edit/unlock the user identification devices 16 by entering information associated with the
user identification device 16 to be unlocked/edited. After the master user 13a has edited
or unlocked the user identification device 16, the method 260 proceeds to procedure 268
where the control unit 18 updates the database in the memory 28. The method 216
proceeds to procedure 232 where the master user 13a may further interact with the
control unit 18 or the master user identification device 16a may be removed from the

control unit 18.
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Fig. 20 illustrates a method 272 for removing user identification devices 16 from the
system 10 in accordance with one embodiment so that the user identification device 16 is
no longer valid or authorized. The method 272 starts at procedure 274 where the master
user identification device 16a is inserted into the control unit 18 to be cradled by the
control unit 18. The method 272 then proceeds to procedure 276 where the control unit
18 determines whether the user identification device 16a is a registered master user
identification device 16a. If not, the control unit 18 may visually or audibly indicate that
the user identification device 16a was not accepted. If the master user identification
device 16a or the entered code is recognized and accepted, the method 272 proceeds to
procedure 278 where the control unit 18 enables the master user 13a to select an option to
remove user identification devices 16 from the system 10. The master user 13a may then
select the user identification device to remove from the system 10 by using the visual
display 44 and the user interface 48a, 48b, 48c. After the user identification device 16
has been selected, the method 272 proceeds to procedure 280 where the control unit 18
completes the process of removing the user identification device 16 and associated
information from the database in its memory 28. The method 272 then proceeds to
procedure 282 where the master user 13a may further interact with the control unit 18 or

the master user identification device 16a may be removed from the control unit 18.

Fig. 21 illustrates a method 284 of editing information associated with the object
identification devices 12 stored in the control unit 18 in accordance with one
embodiment. In one embodiment, only the master user 16a has authorization to edit
information associated with the object identification devices 12. The method 284 starts
at procedure 286 where the master user identification device 16a is inserted into the
control unit 18. The method 284 then proceeds to procedure 288 where the control unit
18 determines whether the master user identification device 16a is a registered master
user identification device 16a. If not, the control unit 18 may visually or audibly indicate
that the user identification device 16a was not accepted. If the master user identification
device 16a is recognized and accepted, the control unit 18 displays an option for editing
object identification devices 12 on the visual display 44 in procedure 290. The actuators

88 on the object identification devices 12 may be actuated to transmit signals from the
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object identification device 12 to the control unit 18 so that the control unit 18 can read
the object identification code from the object identification device 12 to identify the
object identification device 12. Alternatively, the object identification device 12 and
associated object 14 may be selected from a list displayed by the control unit 18. As
mentioned above, the control unit 18 may display a list of active objects 14 and their
associated object identification devices 12. If the actuators 88 are actuated, the method
284 proceeds to procedure 292 where the object identification devices 12 transmit signals
to the control unit 18. This procedure 262 may be skipped if the object identification
devices 12 and associated objects 14 are selected from a list displayed by the control unit
18. The method 284 then proceeds to procedure 294 where the control unit 18 recognizes
the object identification device 12 with the information to be edited. The control unit 18
opens the file corresponding to the object identification device 12. The method 284 then
proceeds to procedure 296 where information associated with the object identification
device 12 is edited, including information of the object 14 associated with the object
identification device 12. After the master user 13a has approved the edits, the method
284 proceeds to procedure 298 where the control unit 18 completes the editing process by
storing the information in the memory 28 of the control unit 18. The method 284 then
proceeds to procedure 300 where the master user 13a may further interact with the
control unit 18 or the master user identification device 16a may be removed from the

control unit 18.

Fig. 22 illustrates a method 302 of “freezing” or removing object identification devices
12 from their associated objects 14 in accordance with one embodiment. As mentioned
above, the object identification devices 12 may cease transmission of signals if the
connector 84 is severed or detached from the housing 78, which causes the control unit
18 to determine that a hostile event has occurred and to generate alarm indications in
response thereto. Thus, to detach or remove the object identification device 12 without
the control unit 18 generating such alarm indications, the object identification devices 12
must be “frozen”. The object identification devices 12 may then be detached and then
attached to another object 14. The information associated with the object identification

device 12 may then be edited according to method 284 shown in Fig. 21. The method 302
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enables the master user 13a to either “freeze” object identification devices 12 or to
remove object identification devices 12 from the system 10. The object identification
devices 12 may be removed from the system 10 if they, for example, are out of battery,
require replacement, or are no longer needed. In one embodiment, only the master user
13a has the authorization to remove or freeze object identification devices 12. Referring
back to Fig. 22, the method 302 starts at procedure 304 where the master user
identification device 16a is inserted into the control unit 18. The method 302 then
proceeds to procedure 306 where the control unit 18 determines whether the master user
identification device 16a is a registered master user identification device 16a. If not, the
control unit 18 may visually or audibly indicate that the user identification device 16a
was not accepted. If the master user identification device 16a is recognized and accepted,
the method 302 proceeds to procedure 308 where the control unit 18 displays the option
to remove object identification devices 12. The actuators 88 on the object identification
devices 12 may be actuated to transmit signals from the object identification device 12 to
the control unit 18 so that the control unit 18 can read the object identification code from
the object identification device 12 to identify the object identification device 12.
Alternatively, the object identification device 12 and associated object 14 may be
selected from a list displayed by the control unit 18. As mentioned above, the control
unit 18 may display a list of active objects 14 and their associated object identification
devices 12. If the actuators 88 are actuated, the method 302 proceeds to procedure 310
where the object identification devices 12 transmit signals to the control unit 18. This
procedure 310 may be skipped if the object identification devices 12 and associated
objects 14 are selected from a list displayed by the control unit 18. The method 302 then
proceeds to procedure 312 where the control unit 18 identifies the object identification
device 12 and opens the file associated with the object identification device 12. The
method 302 proceeds to procedure 314 where the control unit 18 presents the option to
either remove the object identification device 12 from the system 10 or freeze the object
identification device 12. The object identification device 12 may be removed
“permanently,” although the object identification device 12 may be added back into the
system 10 later if desired according to method 184 shown in Fig. 14. The method 184

shown in Fig. 14 may also be used to unfreeze the object identification device 12. After
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the master user 13a has selected the option, the method 302 proceeds to procedure 316
where the control unit 18 completes the removing/freezing process. If the removing
option is selected, the information associated with the selected object identification
device 12 is removed from memory 28. However, if the freezing option is selected, the
information associated with the object identification device 12 is retained in memory but
the object identification device 12 and its associated object 14 are no longer considered
active. The method 302 then proceeds to procedure 318 where the master user 13a may
further interact with the control unit 18 or the master user identification device 16a may

be removed from the control unit 18.

Fig. 23 illustrates a method 320 of edit the settings of the system 10 in accordance with
one embodiment. In one embodiment, only the master user 13a associated with a master
user identification device 16a has authorization to edit the system settings. The method
320 starts at procedure 322 where the master user identification device 16a is inserted
into the control unit. The method 320 then proceeds to procedure 324 where the control
unit 18 determines whether the master user identification device 16a is a registered
master user identification device 16a. If not, the control unit 18 may visually or audibly
indicate that the user identification device 16a was not accepted. If the master user
identification device 16a is recognized and accepted, the method 320 proceeds to
procedure 326 where the control unit 18 presents a menu and an option to edit set up
information. The set up options may include modifying the date/time, language, system
location (such as where the control unit 18 is located and/or what kind of container 38 the
control unit 18 is attached to), and information regarding the indicator unit 22 paired to
the control unit 18. The master user 13a may edit the information in the control unit 18
using the visual display 44 and user interfaces 48a, 48b, and 48c. After the master user
13a has edited the information and approved of the edits, the method 320 proceeds to
procedure 328 where the control unit 18 stores the updated information in the memory 28
of the control unit 18. The method 320 then proceeds to procedure 330 where the master
user 13a may further interact with the control unit 18 or the master user identification

device 16a may be removed from the control unit 18.
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It is contemplated for any of the methods described above, a master code may be entered
into the system 10 instead of inserting the master user identification device 16a into the

control unit 18.

Figure 24 shows another embodiment of the object management system 510 that may be
used with a container 512. In this embodiment, the container 512 includes a container
portion 516 and a cover 518. The container portion 516 has a storage space 520 and
defines an upwardly facing opening 522 into the storage space 520. The cover 518 is
movable between a closed position wherein the cover 518 substantially covers the
upwardly facing opening 522 and an open position wherein the upwardly facing opening
522 is substantially exposed. The cover 518 is optional and it is contemplated that in
some embodiments, the container 512 might not have a cover. At least one object 524
(one is shown) is transported in the containers 512, and each object 524 has an object
identification device or tag 526. The objects 524 may be tools that are to be used at a
worksite. Each object identification device 526 provides a radio frequency signal
containing an object identification code. The object management system 510 also
includes at least one user identification device or tag 528, and the at least one user
identification device 528 provides a radio frequency signal containing a user
identification code. The object management system 510 has at least one control unit 530
(shown in Figure 26), wherein each control unit 530 is associated with a container 512.
The control unit 530 includes a RFID reader 532 (see Figure 27) that is configured to
receive and read the radio frequency signal provided by the user identification devices

528 and the object identification devices 526.

In the embodiment shown in Figure 24, the control unit 530 is connected to a remote unit
542 (see Figure 26), which has a database 544 (see Figure 28) containing user
identification codes and object identification codes. In this embodiment, the remote unit
542 is a remote control unit capable of receiving from and transmitting signals to the
control unit 530. In one embodiment, the remote unit 542 is constructed and arranged to
be carried by the master user 13a. The remote unit 542 also includes a user interface 546

for displaying a status of the control units 530 and a status of the objects 524. The
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remote unit 542 is configured to generate an alarm indication in response to receiving an
output signal from the control unit 530, the output signal from the control unit 530 is
generated in response to an occurrence of a predetermined event based on the signal
received from the RFID reader 532 and sensors 536, 538, and 540 (see Figures 27 and
29). A power supply 547 (see Figure 27) is configured for powering the control unit 530.
The power supply 547 may provide power (directly or indirectly) to any components of
the object management system 510 that requires a power source to be operated. A power
supply 604 (see Figure 28) may also be configured for powering the remote unit 542. In
one embodiment, the power supply 547 and the power supply 604 may be in the form of
batteries, solar panels, and/or A/C mains provided by a utility provider or a generator. In
one embodiment, the remote unit 542 and the control units 530 may include hardware
that is configured to measure the voltage of the power supply 547 and the power supply
604, such that alarm indications may be generated when the low voltage condition of the

power supply 547 and the power supply 604 is detected.

In one embodiment, the object management system 510 may also include at least one
sensor. In one embodiment, the at least one sensor includes a motion sensor 536 (see
Figure 29), an proximity sensor 538 (see Figure 29), and/or a tamper sensor 540 (see
Figure 29). It is contemplated that any, one, or all of these sensors 536, 538, and 540
may be used. In one embodiment, the proximity sensor 538 is an infrared intrusion

Sensor.

In the embodiment shown in Figure 24, the container portion 516 of the container 512
includes a pair of side walls 548 and 550, a front wall 552, a rear wall 554, and a bottom
wall 556. The front wall 552, the rear wall 554 and the opposed side walls 548 and 550
are constructed and arranged to generally extend vertically upwardly from the bottom
wall 556. The front wall 552 and the rear wall 554 are joined to each other by the
opposed side walls 548 and 550 to form the aforementioned storage space 520
therewithin with the upwardly facing opening 522 in the container portion 516. In one
embodiment, the base container portion 516 is formed from a suitable molded plastic

material.
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The cover 518 generally includes a top wall 558, a front wall 560, a rear wall 562, and
opposed side walls 566. The front wall 552, the rear wall 554 and the opposed side walls
548 and 550 are constructed and arranged to generally extend vertically downwardly
from the top wall 558 (when the container 512 is resting on the ground with the cover in
the closed position as shown in Figure 25). The cover 518 may be secured in the closed
position, by at least one latch 568 (two are shown). In other embodiments, the cover may
be secured in the closed position by mechanisms such as buckles, locks, snap fit

connections, or other mechanisms known in the art, or combinations thereof.

In one embodiment, the cover 518 is pivotally connected to the container portion 516 by
hinges 555. The pivotal movement may also be controlled by hinge guides 557, which
may or may not provide for damped pivotal movement. In other embodiments, a sliding

cover or a removable cover can be used.

In one embodiment, the cover 518 may be secured in the closed position using a lock 569
(see Figure 29). In one embodiment, the lock 569 includes an electrically operated lock.
In such embodiment, the lock 569 includes a solenoid. The solenoid may be a two-
directional solenoid. In one embodiment, a solenoid driver is used to ensure highly
reliable solenoid control for locking and unlocking the cover 518. In such embodiment,
the solenoid driver may include two N-channel MOSFETs. In one embodiment, the lock
569 can only be unlocked when an authorized user is in the vicinity and is sensed by the

control unit 530 to be an authorized user.

In the embodiment shown in Figure 25, the container 512 includes an extendable handle
570 and rollers 572. The extendable handle 570 is operatively connected to the container
portion 516 to facilitate tilted rolling transport of the container 512. The container portion
516 includes a pair of handle receiving portions formed near a top edge 549 along the
opposing side walls 548 and 550. The handle receiving portions are constructed and
arranged to receive the handle 570 therewithin, when the handle 570 is in a retracted

position. In one embodiment, the handle receiving portions are hollow structures that are
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configured to telescopically receive legs of the handle 570 to enable extension and

retraction respectively.

The rollers 572 are connected with the container portion 516 to enable transport of the
container 512. In one embodiment, the rollers 572 may be in the form of wheels and may
facilitate rolling transport of the container 512. In one embodiment, the rollers 572 are
mounted in a recess 574 formed in the base container 512 so that the container 12 may be
tilted and pulled or pushed along a horizontal surface (e.g., ground surface) by a user
holding the handle 570. The rollers 572, in one embodiment, may optionally be locked
against rolling motion by roller lock members that are operatively connected to the rollers

570 to provide a stationary configuration.

In one embodiment, the container 512 may include a carrying handle 576. The carrying
handle 576 is constructed and arranged to be attached to a top surface 575 of the cover
518. In embodiments where a carrying handle 576 is used, the handle 570 and rollers 572

may optionally be eliminated (and vice versa).

Referring back to Figure 24, the control unit 530 is disposed on the side wall 550 of the
container portion 516, inside the container portion 516, near the opening 522. In another
embodiment, the control unit 530 may be disposed in or on the cover 518, either on the
inner side or outer side. It is contemplated that the control unit 30 may be disposed
anywhere on the container 512 near the opening 522. In one embodiment, the control
unit 530 is constructed and arranged to be removably attached to the container 512. The
control unit 530 may be optionally attached to the container 512 using screws, snap fit

connections, fasteners, pins, or other attachment mechanisms known in the art.

The container 512 shown in Figures 24 and 25 is not intended to be limiting. The object
management system 510 may also be associated with other forms of storage containers,
such as, for example, shipping containers, freight containers, truck boxes, and storage
facilities. It is also contemplated that in some embodiments, the object management

system 510 may manage objects 524 within a perimeter rather than in an enclosed area.
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For example, the object management system 510 may be associated with a defined area at
a worksite, a truck bed, or an area within a predetermined radius of the object
management system 510. These examples of the areas that may be associated with the

object management system 510 are not intended to be limiting.

Figure 26 shows the object management system 510 having the remote unit 542, the user
identification devices 528, the control unit 530, and the object identification devices 526.
In this embodiment, the control unit 530 has an enclosure 577, which may be made of
plastic. It is contemplated that the housing may be made of other materials, such as

wood, or other materials known in the art, or a combination thereof.

In the embodiment shown in Figure 27, the control unit 530 includes a display screen
534, a reader 532, memory 578 (such as storage chips or a small hard drive), and a
programmable processor 580 for processing information and controlling the functions of
the control unit 530. The reader 532 may be a radio frequency identification (RFID)
reader. The RFID reader 532, or interrogator, may be of any type suitable for receiving
signals from the object identification devices 526 and user identification devices 28. Just
for example, the control unit 530 may include a Motorola RD5000 Mobile RFID Reader.
The RFID reader 532 may include a radio frequency receiver and a transmitter for
providing interrogation signals to passive identification devices. The RFID reader 532
may also transmit information to be stored in the user identification devices 528 and the
object identification devices 526. The RFID reader 532 may further include antennas to
transmit and receive signals to and from the object identification devices 526 and user

identification devices 528.

In one embodiment, the control unit 530 may also include an on/off microswitch 585.
The on/off microswitch 585 may be actuated to switch the control unit 530 between the
activated state and the deactivated state, or to turn the control unit 530 on or off. In this
embodiment, when the control unit 530 is deactivated or turned off, the supply of energy
from the power supply 547 to the other components of the control unit 530 is prevented,

thus conserving energy in the control unit 530 when the control unit 530 is not in use.
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In one embodiment, the control unit 530 displays its status using the screen 34. The
status of the control unit 530 may also be displayed by one or more lights 579 disposed
on the enclosure 577 of the control unit 530. The status of the control unit 530 may
include the control unit 530 having low power. The status of the control unit 530 may
also include the control unit 530 and its associated container 512 being armed, where
alarm indications are generated in response to the occurrence of predetermined or
specified events, or disarmed, where alarm indications are not generated in response to
the occurrence of predetermined events. The predetermined events that are recognized
may be removal of an object 524 by an unauthorized user, movement of the container 512
by an unauthorized user, tampering of the container 512, loss of communication between
the remote unit 542 and the control units 530, and low power in any of the control units
530 and the remote unit 542. It is contemplated that the object management system 510
may recognize other statuses and other particular events. It is also contemplated that

other events may also trigger the alarm indication.

Similar to the alarm indications for the control unit 530, the alarm indications for the
remote unit 542 may be in the form of a visual alarm indication, an audio alarm
indication, or a vibrating alarm indication. The alarm indications may be generated by a
vibrating alarm 543 (see Figure 28), an audio alarm 545 (see Figure 28), and/or the user
interface 546 (see Figure 28). It is contemplated that any, one, or all of these indications
may be used. It is also contemplated that the user may select the type of alarm
indications that is generated and where the alarm indications is generated, such as in the

control units 530 or in the remote unit 542 or both.

It is contemplated that the volume of an audio alarm indication may vary and may be
selected by the user. Furthermore, the alarm indication may be a siren with five volts
buzzer. The audio alarm indication may include, but not limited, to a tone, a buzz, a beep,
a sound (e.g., a horn or a chime), and/or a prerecorded voice message. In one
embodiment, the audio alarm indication may include tones with changing frequency or

volume. In another embodiment, the audio alarm indication may include user
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configurable tones and alarms. The visual indication may be displayed on the user
interface 46. It is contemplated that in some embodiments, the remote unit 42 may also

have lights that indicate the occurrence of the predetermined events.

In one embodiment, when the object management system 510 is in the armed state, the
control unit 530 is capable of outputting the alarm indication in response to the
occurrence of one or more predetermined (or programmed) events. As described earlier,
the predetermined (preprogrammed) events may be the removal of an object 524 by an
unauthorized user, the movement of the container 512, the tampering of the container
512, the loss of communication with the remote unit 542, and low battery in the control
unit 530. Unauthorized use occurs when there is no user identification device 528 that is
read or sensed when the object 524 with the object identification device 526 is removed
from the container 512. Unauthorized use may also occur when a user identification
device 528 is sensed and read by the RFID reader 532, but the user identification code
associated with the user identification device 528 is not stored in the control unit 530
and/or not recognized by the control unit 530. Accordingly, a user who does not have a
recognizable user identification device 528 will be determined by the control unit 530 to
be an unauthorized user. The control unit 530, when in the unarmed state, is disabled
from outputting the alarm indication in response to the occurrence of the predetermined
events. Such disablement may be controlled by the remote unit 542. Furthermore, it is
contemplated that other predetermined events may trigger the alarm indication. The
alarm indication may be in the form of a visual alarm indication, an audio alarm
indication, or a vibrating alarm indication. As shown in Figure 27, in one embodiment,
the alarm indications may be generated by an audio alarm 581, one or more lights 579,

the screen 534, and/or a vibrating alarm 583.

In the embodiment shown in Figure 26, the control unit 530 has the audio alarm 581,
such as a speaker, that is constructed and arranged to generate the audio alarm indication
in response to the occurrence of the predetermined events. In this embodiment, the audio
alarm indication has a volume of 85 dbA at a distance of 3 meters from the control unit

530. Itis contemplated that the volume may vary and may be selected by the user. The
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type of audio alarm indication may also be selected by the user. For example, the alarm
indication may be a siren with five volts buzzer. The audio alarm indication may include,
but not limited, to a tone, a buzz, a beep, a sound (e.g., a horn or a chime), and/or a
prerecorded voice message. In one embodiment, the audio alarm indication may include
tones with changing frequency or volume. In another embodiment, the audio alarm

indication may include user configurable tones and alarms.

In one embodiment, the alarm indication is a visual alarm indication that is generated by
the one or more lights 579. The one or more lights 579 are constructed and arranged to
generate the visual alarm indication in response to the occurrence of the predetermined
event. In one embodiment, for example, in the case of a plurality of different color lights,
each of the plurality of lights emits different visual alarm indications (e.g., different color
alarms) corresponding to the different conditions of the container 512. In one
embodiment, the lights may include lamps, light emitting diodes and/or liquid crystal
displays. In another embodiment, the visual alarm indication may be generated by, for

example, continuous, flashing or strobe lights 579.

The alarm indication may cease when a predetermined time has passed or at the request
of the remote unit 542 (e.g., in response to an input provided to the remote unit 542). The
remote unit 542 may transmit a signal to reset the control unit 530, causing the alarm
indication to cease. When the alarm indication is generated because of the removal of an
object 524 by an unauthorized user, the alarm indication may cease when a user
identification device 528 is read by the RFID reader 532, and the user identification code
of the user identification device 528 is recognized by the control unit 530 as

corresponding to an authorized user.

In the embodiment shown in Figure 27, the control unit 530 includes the processor 580,
the display 534, the power supply 547, and the RFID reader 532. The control unit 530
also has the sensors 536, 538, and 540 configured to sense the predetermined events. In
this embodiment, the control unit 530 has the aforementioned memory 578 to store

information and records of events or activities. The number of records and the
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information stored may vary and may be customized. For example, each record may
include the time, date, and identity of the user obtained from the user identification code
that is transmitted from the user identification device 528. The control unit 530 may
transmit the information and records to the remote control 542 in accordance with a
request from the remote control 542 or may transmit the information and records

periodically. Time periods between transmission may vary and may be customized.

The object management system 510 may also allow the selection of records or
information to be transmitted and the selection of time periods between transmissions.
For example, predetermined events may be transmitted as soon as the predetermined
events are sensed by the sensors 536, 538, 540 and the RFID reader 532. Other activities
that are not unusual or are less urgent, such as the removal of an object 524 by an

authorized user, may be transmitted periodically.

In one embodiment, the control unit 530 transmits the object identification codes of the
objects 524 that are present in the container 512 to the remote unit 542. The remote unit
542 transmits to the control unit 530 the user identification codes corresponding to
authorized users to enable the control unit 530 to determine unauthorized users.
Furthermore, the remote unit 542 may request the transmission or the transmission may
occur periodically with the time period between transmissions being predetermined or
selected by the user. The wireless transmission of information from the control unit 530
to the remote control 542 and vice versa may be made via radio frequency signals. The
communication between the remote unit 542 and the control unit 530 may be carried out
by the RFID reader 532. It is contemplated that the object management system 510 may
include a converter unit 541 that converts the radio frequency signals from the user
identification devices 528 and the object identification devices 526 into a signal that can
be transmitted to another system, such as a computer or any programmable logic
controller. In one embodiment, the control unit 530 may use the converter unit 541 to
enable the control unit 530 to wirelessly communicate with the remote unit 542 using

certain type of signals, such as long range cellular signals.
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Referring back to Figure 26, the user identification device 528 is disposed on a wristband.
It is contemplated that the user identification device 528 may be disposed on a tag, label,
badge, or other forms of device that may be carried by or worn by a user. The user
identification devices 528 may be attached to the wristbands or may be embedded within
the wristbands. The object identification device 526 may be attached to the object 524.
In this embodiment, the object identification device 526 is disposed on a label 527 that is
affixed to the objects 524. The object identification devices 526 may be attached to the
objects 524 via adhesive bonding, fasteners, screws, pins, or other attachment
mechanisms known in the art. It is contemplated that the object identification devices
526 may be embedded within the objects 524. The information stored in the object
identification devices 526, such as the object identification code, may be manually
entered by the user using the remote control 542 or may be pre-registered. The method
for entering of information into the object identification devices 526 will be described

later.

In one embodiment, the object identification devices 526 and user identification devices
528 include RFID tags or transponders. The object identification devices 526 and user
identification devices 528 may include an antenna, circuitry for processing radio
frequency signals, and a digital memory. For example, user identification devices 528
and object identification devices 526 may include an EM4102 ASK 125Khz compatible
card. The object identification devices 526 and user identification devices 528 may also
have built-in sensor capabilities that senses temperature, humidity, and shock. The object
identification devices 526 and user identification devices 528 may be passive, which are
activated only within the response range of the RFID reader 532. When the object
identification devices 526 and user identification devices 528 are passive, the RFID
reader 532 emits a low-power radio wave field which is used to power the object
identification devices 526 and the user identification devices 528 so that the object
identification devices 526 and user identification devices 528 can transmit radio
frequency signals upon receiving interrogation signals from the RFID reader 532.
Object identification devices 526 and user identification devices 528 may also be active,

which include their own power source, such as a battery, so that the object identification
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devices 526 and user identification devices 528 may transmit radio frequency signals
continuously or periodically. Active object identification devices 526 and active user
identification devices 528 are capable of receiving and transmitting radio frequency
signals over a much longer range than passive object identification devices 526 and
passive user identification devices 528. Active object identification devices 526 and
active user identification devices 528 can also power an internal clock and transmit time
and date stamp to a recorded event. It is contemplated that in some embodiments, a
combination of active and passive object identification devices 526 and active and
passive user identification devices 528 may be used. The wireless transmission of
information from the user identification devices 528 and object identification devices 526
and vice versa may be made via radio frequency signals. The signals may be transmitted
at different frequencies to decrease the likelihood of interference. It is contemplated that
the time intervals between transmission may be random and may be different for each

user identification device 528 and object identification device 526.

In the embodiment shown in Figure 26, the remote unit 542 has an enclosure 584, which
may be made of plastic. It is contemplated that the enclosure 584 may be made of other
materials, such as wood, or other materials known in the art, or a combination thereof.
The user interface 546 of the remote unit 542 displays the status of the control units 530
and their associated containers 512 and the status of the objects 524. The user interface
46 may be a liquid crystal display screen and may have a backlight, just for example.
The remote unit 542 also has an input device 586 for entering information or commands.
In this embodiment, the input device 586 include actuator buttons. The actuator buttons
are the right button 588, the left button 590, the down button 592, the up button 594, and
the center button 596. The buttons may be illuminated and may be made of rubber,
plastic, or other nonslip materials. In other embodiments, the input devices 586 may
include a keypad or a touch screen. In some embodiments, the input device 586 may
include microswitches that may be activated by the user to navigate the user interface

546.
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In one embodiment, the remote unit 542 is connected to the at least one control unit 530
and their associated containers 512. The remote unit 542 is the main device for
controlling the object management system 510. The remote unit 542 may be used to
communicate with the control units 530 and to indicate to the user the status of the
control units 530 and their associated containers 512. The remote unit 542 may also be
used to control the control units 530, such as sending a reset signal to cease the alarm
indications generated by the control units 530. In one embodiment, the remote unit 542
may be used to add and remove control units 530 from the object management system
510. When the object management system 510 is in the activated state, information is
displayed by the remote unit 542. Information may also be displayed by the control units
530 in the activated state. The object management system 510 may have an inactive
state, or a power saving mode, such that less power is consumed by the object

management system 510.

Referring to Figure 28, the remote unit 542 may further include a RFID reader 598,
memory 600 (such as storage chips or a small hard drive), and a processor 602 for
processing information and controlling the functions carried out by remote unit 542. The
remote control 542 unit may also include a power supply 604, such as batteries. The
remote unit 542 may include an A/C socket or plug to charge the batteries or to provide
another source of power. The remote unit 542 may be capable of communicating with the
control units 530 via radio frequency signals. It is contemplated that other methods of
communications may be used, such as satellite signals. It is also contemplated that the
remote unit 542 may communicate with a computer, a personal digital assistant, a cellular
phone, or other devices. The remote unit 542 may communicate with devices wirelessly
or with a wire. For example, the remote unit 542 may have a USB plug to connect the
external devices to the remote unit 542. Furthermore, the remote unit 542 may also have
an internal clock to record the time and date of predetermined events and statuses. It is
contemplated that the user may also be able to input the time and date into the remote
unit 542 using the input device 586. In the embodiment shown in Figure 28, the remote
unit 542 has the aforementioned vibrating alarm 543, the audio alarm 545, and the user

interface 546 for generating alarm indications in response to the occurrence of
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predetermined events. Other embodiments may optionally have one, any, or all of these

alarms.

In the embodiment shown in Figure 29, the control unit 530 receives and processes the
signals from the sensors 536, 538, and 540, the electric lock 569, and the RFID reader
532 (see Figure 27). The control unit 530 processes the signals and transmits the
information to the remote unit 542. The remote unit 542 processes the information it
receives from the control unit 530 and stores the information in the memory 600.
Likewise, the remote unit 542 also transmits information to the control unit 530, such as
user identification codes and object identification codes, to be stored in the memory 578

of the control unit 530.

In one embodiment that uses a motion sensor, the motion sensor 536 is configured to
detect movement of the container 512. The motion sensor 536 may include a tilt sensor
and/or an acceleration sensor. When an acceleration sensor is used, the acceleration
sensor is configured to detect the acceleration of the container 512 and, thus, detect the
movement of the container 512. In one embodiment, for example, the acceleration of the
container 512 is detected in three different axes (e.g., X, Y and Z axes) using one or more
acceleration sensors. However, only a single axis (or degree of freedom) of detection can
be used. When a tilt sensor is used, the title sensor is configured to detect an inclination
or tilt (e.g., an angle) of the container 512, and thus, detect the movement of the container
512. The proximity sensors 538 may be used to identify the removal of tools. The
nominal range of the proximity sensors 538 may be low so that the proximity sensors 538
sense the passage of an object 524 through the opening 522, but do not sense the
movement of objects 524 outside the container 512. The proximity sensors 538 may be
ultrasonic sensors, infrared sensors, and/or laser light sensors. Tamper sensors 540 may
also be used to sense damage to the control unit 530 or the removal of the control unit
530 from the container 512. The tamper sensors 540 may also be located on or near the
cover 518 such that the tamper sensors 540 may sense the opening or movement of the
cover 518. It is contemplated that the tamper sensor 540 may also be located on the

power supply unit 547 of the control unit 530 to sense the removal or tampering of the
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power supply 547. In one embodiment, the sensors 536, 538, and 540 are located in the
same enclosure 577 as the control unit 530. In some embodiments, the sensors 536, 538,
and 540 may be separate from the control unit 530 and may be placed in different
locations in/on the container 512. In some embodiments, the tamper sensors 540 may be
electromechanical switches (e.g., microswitch). In an embodiment in which the tamper
sensor 540 is used to sense the opening or movement of the cover 518, a contact portion
of the microswitch may be engaged by the cover 518 when the cover 518 is in the closed
position. When the cover 518 is opened or moved, the microswitch may be activated by
the movement of the cover 518 which disengages the contact portion. In another
embodiment, the microswitch may be used as a tamper sensor 540 on the control unit 530
to detect the removal of the control unit 530 from the container 512. When the control
unit 530 is attached to the container 512, the contact portion of the microswitch may be
engaged. When the control unit 530 is removed from the container 512, the contact
portion may be disengaged, thus activating the microswitch and indicating that the
control unit 530 is being tampered with. It is also contemplated that the tamper sensors

540 may be magnetic switches or optical sensors.

In one embodiment, the remote unit 542 displays the status of the objects 524 on the user
interface 546. The status of the objects 524 may include the identification of the objects
524 that are transported in the containers 512 to a worksite. At the worksite, the remote
unit 542 may be used to activate the control units 530 such that the control units 530 will
monitor the objects 524 in their associated containers 512. The objects 524 may be
sorted and displayed according to the containers 512 the objects 524 were transported in.
The status of the objects 524 may also include the identification of the objects 524 that
are stored in the containers 512 at a certain time, the identification of objects 524 that are
not in the containers 512 at a certain time, the identification of objects 524 that are
removed from the containers 512, the time and date that objects 524 are removed from
the container 512, the identification of objects 524 that are inserted into the containers
512, the time and date the objects 524 are inserted into the containers 512, the
identification of the authorized users who remove the objects 524 from the containers

512, and the identification of the authorized users who insert the objects 524 into the
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containers. These statuses are not intended to be limiting and it is contemplated that only
one of these statuses may be used or displayed, or other statuses may be displayed.
Furthermore, the statuses may optionally be sorted and displayed by authorized users, by

containers 512, or by objects 524.

In one embodiment, the remote control unit 542 displays the status of each of the control
units 530 using the user interface 546. The status of the remote unit 542 include whether
each control unit 530 is armed or disarmed, and any predetermined events that have not
been attended to. The remote unit 542 may also be used to arm and disarm the control
units 530. Additionally, the user interface 542 may have an inactive default state, wherein
the user interface 542 does not display any information until it receives report of a

predetermined event or when the input device 586 is triggered.

Referring back to Figure 28, the database 544 of the remote unit 542 stores user
identification codes associated with authorized users and object identification codes
associated with the objects 524. The database 544 may contain the object identification
codes of all existing objects 524, and not necessarily only the objects 524 that were
transported to the worksite. In this embodiment, the user identification codes and the
object identification codes are entered into the remote control device using the input
device 586, the RFID reader 598 in the remote unit 542, or the USB port connected to a
computer or other programmable logic controller. Details of entering information into
the remote unit 542 will be discussed later. In this embodiment, the remote unit 542
transmits the user identification codes and object identification codes to the control units
530. The user identification codes and object identification codes may be associated
with user names and object names, which may be entered into the remote unit using the
input device 586. There may also be a predetermined list of object names in the remote
unit 542 such that the user may select the object name to be associated with the object
identification code. Associating object names and user names with object identification
codes and user identification codes, respectively, enables the remote unit 542 to display

information in a user friendly format. In particular, the remote unit 542 may display the

63

5327M-AU



19 May 2010

2010202019

10

15

20

25

30

object names and user names instead of the object identification codes and user

identification codes.

It is contemplated that the remote unit 542 may be used to monitor the location of the
objects and the proximity of the objects 524 to the remote unit 542. For example, the
remote unit 542 may utilize RFID receivers positioned in various locations around the
worksite to determine the location of the objects 524 using triangulation. The remote unit
542 may also determine the proximity of the objects 524 to the remote unit 542 by the

signal strength of the signals transmitted by the object identification device 526.

In one embodiment, at the worksite, the remote unit 542 identifies the containers 512
present by their associated control units 530. The control units 530 may identify the
objects 524 stored in their associated containers 512 using the RFID reader 532 in the
control units 530. The control units 530 may transmit this list of objects 524 and their
containers 512 to the remote unit 542. The remote unit 542 may then display the objects

524 that are in each container 512 sorted by the containers 512.

In one embodiment, the control unit 530 may be integrated with or incorporated into the
remote unit 542 such that the combination may optionally have any, some, or all of the
features of the control unit 530 and the remote unit 542. For example, in one
embodiment, the remote unit 542 and control unit 530 combination may include the user
interface 546, the processor 580, the RFID reader 532, the memory 600 having the
database 544, and the audio alarm 581 that generates an alarm indication when the
remote unit 542 and control unit 530 combination determines that a predetermined event
has occurred. In embodiments wherein the control unit 530 is incorporated into the
remote unit 542, the remote unit 542 and the control unit 530 combination may be
disposed in/on the container 512 or may be portable and may be carried by the user. In
some embodiments having the remote unit 542 and control unit 530 combination, the
remote unit 542 may be optionally removed from the remote unit 542 and control unit
530 combination to be used at a remote location from the control unit 530. Alternatively,

in some embodiments, the remote unit 542 and control unit 530 combination may be fully
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integrated and inseparable such that the remote unit 542 and the control unit 530 cannot
be separated to be used at remote locations from one another. In that case, in one
embodiment, the remote unit 542 and control unit 530 combination may just be a control

unit 530 having features of both the remote unit 542 and the control unit 530.

Referring to Figure 30, a method 606 for operating the object management system 510 is
performed by the remote unit 542. Initially, the object management system 510 is in the
inactive state in which no information is displayed on the remote unit 542. In procedure
608, the remote unit 542 activates the object management system 510, wherein
information is displayed by the remote unit 42 and alarm indications may be generated.
The object management system 542 may also be activated automatically in procedure 610

by the occurrence of events determined by procedure 612.

In procedure 114, the remote unit 542 determines if a control unit 530 has lost
communication with the remote unit 542. If there is a loss of communication between
the remote unit 542 and one or more of the control units 30 in the object management
system 510, the method 606 proceeds to procedure 616 to determine whether the loss of
communication was on purpose and if it was performed with the remote unit 542. If the
remote unit 542 determines that the loss of communication was not caused by the remote
unit 542 and is a predetermined event, the method 606 proceeds to procedure 617 where
an alarm indication is generated in the remote unit 542 and in the control unit 530 that
has lost communication with the remote unit 542. The method 606 then proceeds to 619
in which the siren ceases after a predetermined amount of time or at the request of the
remote unit 542. The user of the remote unit 542 may cease the alarm indication by using
the input device 586. The method 606 proceeds to procedure 610 in which the object
management system 510 is activated. The remote unit 542 may display the event that has
occurred on the user interface 546. If the remote unit 542 determines that the loss of
communication was made using the remote unit 542, the method 606 proceeds to
procedure 618 in which the user may deactivate the control unit 530 by confirming that
the user intended for the remote unit 542 and the control unit 530 to lose communication.

If the user decides not to deactivate the control unit 530, the method 606 then proceeds
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to procedure 610 in which the object management system 510 is activated. If the user
decides to deactivate the control unit 530 using the remote unit 542, the method proceeds
to procedure 620 in which the remote unit 542 determines if there are other control units
530 in communication with the remote unit 542. If there are additional control units 530
present, the method 606 proceeds to procedure 610 and the object management system
510 is activated. If there are no additional control units 530 present, then the object
management system 510 enters the stand by mode in procedure 622 to await further
instructions. The object management system 510 may also be deactivated to be in the

power saving mode.

In procedure 624, the control units 530 determine if a user is accessing the contents of
their associated containers 512. For example, a user may insert a hand into the container
512 to remove or insert objects 524. If that is the case, then the method 606 proceeds to
procedure 626 in which the control unit 530 determines if the user is authorized. This is
determined by reading the user identification device 528, if present, and determining if
the user identification device 528 has a user identification code that is on the list of user
identification codes stored in the control unit 530 and the remote unit 542. If the user
identification device 528 is not present or is not recognized, the method 606 proceeds to
procedure 635 in which the object 524 that is removed is recorded and transmitted to the
remote unit 542. The method 606 also proceeds to procedure 617 in which an alarm
indication is generated in the remote unit 542 and in the control unit 530 in response to
the occurrence of the predetermined event. The method 606 then proceeds to procedure
619 in which the siren ceases after a predetermined amount of time or at the request of
the remote unit 542. The user of the remote unit 542 may cease the alarm indication by
using the input device 586. The method 606 then proceeds to procedure 610 in which the
object management system 510 is activated. If the user identification device 528 is
present and recognized, and the user identification code is on the list of user identification
codes in the remote unit 542 and the control unit 530, the method proceeds to procedure
628 in which the control unit 530 determines if an object 524 has been inserted or
removed and if so, the object identification code of the object 524. The object

identification device 526 is read and the removal or insertion of the object 524 by the
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authorized user is recorded in the memory 578 of the control unit 530, which then
transmits the information to the remote unit 542. The information may include the object
identification code, the name of the object 524, the user identification code of the user
who removed or inserted the object 524, and the user name. The method 606 proceeds to

procedure 610 in which the object management system 510 is activated.

In procedure 630, the control units 530 determine if there is rocking or movement of their
associated containers 512. If there is a rocking or movement, the method 606 proceeds to
procedure 632 in which the control unit 530 determines if the movement or rocking of the
container 512 is carried out by a user with the remote unit 542. This may be determined
by the proximity of the remote unit 542 to the control unit 530 when the rocking or
movement is sensed. If the movement or rocking of the container 512 is by a user with
the remote unit 542, then the alarm indications are deactivated until the user is not in the
proximity. It is contemplated that the proximity may vary and the distance may be
selected by the user. If the rocking or movement is not carried out by a user with the
remote unit 542, then the method 606 proceeds to procedure 634 in which the control unit
30 determines if the movement or rocking is carried out by an authorized user. This may
be determined by the user identification device 528 that is in proximity to the control unit
530. If the user has a user identification device 528 with a user identification code that is
recognized by the control unit 530, then the method 1606 proceeds to procedure 636 in
which the authorized movement is recorded by the control unit 530 and transmitted to the
remote unit 542. The method 606 then proceeds to procedure 610 in which the object
management system 510 is activated. If the control unit 530 determines that the
movement or shaking of the container 512 is not by an authorized user, the method 606
proceeds to procedure 635 in which the control unit 530 determines if an object 524 has
been removed and if so, the identity of the object 524 that has been removed. The object
identification code associated with the object identification device 526 of the object 524
is recorded by the control unit 530 and transmitted to the remote unit 542. The
information is recorded in the memory 600 of the remote unit 542. The method 606 then
proceeds to procedure 617 in which an alarm indication is generated in the remote unit

542 and in the control unit 530 in response to the occurrence of the predetermined event.
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The method 606 then proceeds to 619 in which the siren ceases after a predetermined
amount of time or at the request of the remote unit 542. The user of the remote unit 542
may cease the alarm indication by using the input device 586. The method 606 then

proceeds to procedure 610 in which the object management system 510 is activated.

In procedure 638, the control unit 530 determines if an authorized user is in proximity to
the container 512. This may be determined by the user identification device 528 that is
worn or carried by the user. If the control unit 530 determines that the user is authorized,
the method 606 proceeds to procedure 640 in which the alarm indication is deactivated
until the authorized user is not in the proximity. It is contemplated that the proximity
may vary and may be selected by the user using the remote unit 542. The deactivation of
the alarm indications, or the disarming of the control unit 530, enables the authorized user
to remove and insert objects 524 freely from the container 524 without the chance that
alarm indications would be generated accidentally. The method 606 then proceeds to

procedure 610 in which the object management system 510 is activated.

Figure 31 illustrates the remote unit 542 in accordance with an embodiment. The user
interface 546 displays information concerning the object management system 510. The
user may also use the user interface 546 and the input device 586 to enter information

into the remote unit 542.

Although the invention has been described in detail for the purpose of illustration based
on what is currently considered to be the most practical and preferred embodiments, it is
to be understood that such detail is solely for that purpose and that the invention is not
limited to the disclosed embodiments, but, on the contrary, is intended to cover
modifications and equivalent arrangements that are within the spirit and scope of the
appended claims. For example, it is to be understood that the present invention
contemplates that, to the extent possible, one or more features of any embodiment can be

combined with one or more features of any other embodiment.
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The foregoing describes only some embodiments of the present invention and modifications,
obvious to those skilled in the arts, can be made thereto without departing from the scope of

the present invention.

Throughout this specification and the claims which follow, unless the context requires otherwise,
the word "comprise", and variations such as "comprises" and "comprising". will be understood to
imply the inclusion of a stated integer or step or group of integers or steps but not the exclusion of

any other integer or step or group of integers or steps.

The reference in this specification to any prior publication (or information derived from it), or to
any matter which is known, is not, and should not be taken as an acknowledgment or admission or
any form of suggestion that that prior publication (or information derived from it) or known matter
forms part of the common general knowledge in the field of endeavour to which this specification

relates.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

l. An object management system comprising:
a control unit comprising a reader that is configured to receive and read radio frequency
signals;
at least one user identification device configured to transmit signals containing a user
identification code to the control unit, the user identification code being associated with a user;
at least one object identification device constructed to be secured to an associated object,
the at least one object identification device configured to transmit signals to the control unit, the
object identification device comprising:
a transmitter configured to transmit signals containing an object identification
code; and
at least one actuator configured to be actuated to signal the transmitter to transmit
the signal,
wherein the control unit is configured to associate the at least one object identification
device and the associated object with the at least one user identification device, and wherein the at
least one actuator of the at least one object identification device is further configured to be
actuated to signal the control unit to associate the at least one object identification device and the

associated object with the at least one user identification device and the associated user.

2. The object management system of claim 1, wherein the at least one object identification

device is configured to transmit the signals automatically at a predetermined interval.

3. The object management system of claim | or 2, wherein information associated with the
associations among the at least one object identification device, the associated object, the at least

one user identification device, and the associated user is stored in a memory.

4. The object management system of claim 3, wherein the memory comprises a database in

the control unit.

5. The object management system of any one of the preceding claims, wherein the control
unit is configured to determine if a period of time that has passed since a last transmission of
signal received from the at least one object identification device is greater than a predetermined

threshold.

70



17 Jul 2015

2010202019

H 3gwilntenvorenNRPonb D CQVGW\TR36291 _I doex-17/072018

6. The object management system of claim 5, wherein the control unit is configured to
generate an alarm indication if it is determined that the period of time is greater than the

predetermined threshold.

7. The object management system of any one of the preceding claims, wherein the control

unit further comprises a user interface.

8. The object management system of claim 7. wherein the user interface is configured to
enable a user to retrieve information associated with the associations among the at least one object
identification device, the associated object, the at least one user identification device, and the

associated user from the control unit.

9. The object management system of any one of the preceding claims, wherein the control
unit is configured to send information associated with the associations among the at least one
object identification device, the associated object, the at least one user identification device, and

the associated user to a remote computing device.

10. The object management system of any one of the preceding claims, wherein for each of
the at least one object identification device, the or each actuator must be actuated simultaneously
to signal the control unit to associate the object identification device and the associated object with

the at least one user identification device and the associated user.

11. The object management system of any one of the preceding claims, wherein the control
unit comprises an alarm, and wherein the control unit is configured to activate the alarm when at
least one of the at least one object identification device and the associated object are not associated
with the at least one user identification device and the associated user control unit and the control
unit fails to receive the signals from at least one of the at least one object identification device for

a predetermined time period.
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