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A device (28) for the remote monitoring of remote equipment (12) is described, characterized in that it comprises, in tombination,
a microprocessor (30) provided with its own RAM and ROM; means (54) of interfacing between the said microprocessor and a telephone
line (56); means (60) of interfacing between the said microprocessor and a domestic telephone (58); and means (50) of interfacing between
the said microprocessor and a domestic television, the disposition being such that the said microprocessor is connected through the said
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user through the keyboard of the said telephone and displays on the screen of the said domestic television information and data originating
from the said remote equipment, as well as requests for the entry of data and commands by the user.
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DESCRIPTION
DEVICE FOR THE REMOTE MONITORING OF REMOTE EQUIPMENT

The present invention relates to the field of
remote surveillance and remote alarm equipment and in
particular relates to a device typically for domestic use
for the remote monitoring and control of remote surveil-
lance and alarm equipment;

There is known surveillance and alarm eguipment
designed to be installed in premises to be protected and
such that it can be brought or can bring itself auto-
matically into contact with controllers for controlling
the alarms and of the corresponding data.

Equipment of a professional type, very complex
and expensive, capable of controlling a large number of
remote installations, is provided in the controllers.

Such controller equipment is poorly suited to
domestic use by individual users who wish to monitor
and/or control, alone or in parallel with the controller,
a single alarm system, for example one located in the
user’s business or shop.

This is true not only because of the high cost of
professional equipment but also because of the size and
difficulty of operation of such equipment.

The principal object of the present invention is
therefore to provide a device for the remote monitoring
of remote equipment, which offers the user a private
centralization "of his remote security equipment in
addition to the services offered by third-party organiz-
ations.

Another object of the present invention is to
provide a simplified device for the remote monitoring of
remote equipment of limited cost and size and therefore
suitable for domestic use.

A further object of the present invention is to
provide a simplified device for the remote monitoring of
remote equipment having a simple and economical structure

suitable for mass production.



WO 96/15615 PCT/TT95/00187

10

15

20

25

30

35

-2 -

According to the present imfention, a device for
the remote monitoring of remote equipment is character-
ized in that it comprises, in combination,

- a microprocessor provided with its own RAM and RON;
- means of interfacing between the said microprocessor
and a telephone line;

- means of interfacing between the said microprocessor
and a domestic telephone; and

- means of interfacing between the said microprocessor
and a domestic television,

the disposition being such that the said microprocessor
is connected through the said switched telephone line to
the said remote equipment to execute its remote monitor-
ing and control, receives commands and data from the user
through the keyboard of the said telephone and displays
on the screen of the said domestic television information
and data originating from the said remote equipment, as
well as requests for the entry of data and commands by
the user.

The principal .advantage obtained with the device
for the remote monitoring of remote equipment according
to the present invention is that it puts the user in
charge of the control of the security of his assets, by
giving him the freedom to assign or withdraw the control
of the security equipment at any moment from his own
residence. -

The present invention will be further explained
and other advantages will be demonstrated by the descrip-
tion of a practical embodiment of the device for the
remote monitoring of remote equipment according to the
present invention, this description being provided purely
by way of example and without restriction, with reference
to the attached drawings, in which:

Figure 1 is a diagram showing a remote surveil-
lance and remote alarm installation comprising a device
according to the present invention;

Figure 2 is a block diagram of the principal
microprocessor module of the device according to the

present invention;
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Figure 3 is a block diagram of the slow video
signal control module of the present device; and

Figure 4 is a block diagram of the local bus
control module of the present device.

With reference to the attached drawings, and in
particular to Figure 1 of the drawings, it will be seen
that there is a generic remote surveillance and remote
alarm installation comprising a controller 10, installed
near or within the premises to be protected, this
controller executing its functions through video cameras
and audio listening installations indicated in a general
way by the number 12, as well as environmental sensors,
coded door openers, badge readers for monitoring access .
and other site monitors indicated in a general way by the-
number 14.

The controller 10 may be operated through devices
16 for sending commands and information; it is also
possible to interact with the controller 10 through
service devices 18 and video entry phone equipment 20.

The controller 10 communicates, generally through
a telephone line or a dedicated link, with an operation
control centre 22, a company control centre 24 and/or a
remote assistance centre 26.

According to the present invention, there is now
provided a device 28, particularly designed for use, for
example, in the private residence of the owner of the
protected premises, for example at the home of the
proprietor or manager of a business or similar.

The present device 28 for the remote monitoring
of the remote equipment 10, although it has limited
resources, is nevertheless capable, as will be seen, of
acting as an operation control centre and of monitoring
the state of the protected environments.

The device 28 according to the present invention
comprises, as shown more clearly in Figure 2, a base
module, or principal module, in which a microprocessor
(CPU) 30, provided with its own RAM bank 32 and ROM bank
34, containing data and programs, and suitable interface
devices, uses a domestic television, a commercial video
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recorder and an ordinary domestic telephone to form a
1ink to the controller 10 (see Figure 1) and thus to
monitor the protected premises. This principal module
will subsequently be referred to as the CPU module.

The microprocessor 30 is linked through an input
and output interface 36 to two light-emitting diodes
(LEDs) 38 and 40, for sigmals relating to the state of
the device, and to a push-button switch 42, while a
surveillance module 44 ensures the constant operation of
the microprocessor 30 by forcing its reset if it enters
infinite cycles as a result of external events.

The microprocessor 30 also communicates with a
modem 46 through a serial interface 48, while it communi- .
cates through a parallel interface 50 with all the
electronic switching devices for the routing of the
signals.

The microprocessor 30 also communicates through
the parallel interface 50 with a dual tone multiple
frequency (DTMF) standard tone receiver and transmitter
module 52, for the generation and recognition of commands
and data exchanged, through a telephone line interface 54
and a switched telephone line 56, with the controller 10
and with any other connected equipment.

The user can send initializations and commands to
the present device by means of an ordinary telephone 58,
through a control interface 60 and an roff-hook™ detector
62.

During the initialization and programming phase,
the microprocessor 30 communicates with the user by
displaying menus of selections on the screen of a domes-
tic television connected to a SCART type socket 64,
through the parallel interface 50, a titles generator 66,
a video synchronizing generator 68, a digital-analog
(D/A) video converter 70 and a video buffer 72.

The microprocessor 30. also communicates through
the parallel interface 50 with a module 73 for receiving
and decoding signals in the infra-red band, for the
reception and recognition of further commands and data
also received from the user through an infra-red remote
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controller of the type usually provided with domestic
televisions.

A stabilizer 74 with switching regulation,
supplied from the exterior with direct current, provides
the necessary voltages and currents for the operation of
the present device 28 for the remote monitoring of the
equipment 10.

An independent module, known as the "slow video
module”, shown in Figure 3, is provided for the process-
ing of the slow video mode signals originating from the
video cameras 12 installed in the protected premises or
from any local video cameras, in other words those
positioned at the user’s residence. }

In the circuit of the slow video module in Figure
3, the slow video standard signal from the switched tele-
phone line or from the local video cameras is first
demodulated in a demodulator 76, after which the syn-
chronizing signals are separated by a synchronizing
separator 78, while the video signal is converted to
digital form by an analog-digital (A/D) converter 80.

The digital video signal is stored in a multiple-
page video memory 82 by a programmed logic device 84. The
video information may be retrieved from this videoc memory
82, one page at a time, under the command of a video page
selector 86, sent to the D/A converter 70 through a
buffer 88 and then displayed on the television or
recorded on a video recorder connected to a SCART type
socket 90.

Another independent module, namely a module 92
for interfacing with the peripherals and with the local
buses, known as the "local bus module”, shown in Figure
4, is provided to control the detection and alarm equip-
ment situated at the user’s residence, in other words the
local equipment according to the terminology used here.

The module 92 has a socket 94 for the connection
of a local closed-circuit television (CCTV) standard
video channel, for example one according to the CCIR or
a similar EIA standard, such as that running from a local
video intercom, and a socket 96 for the connection of an
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audio channel, such as that running from a local inter-
com, an audio amplifier 98 being connected in the connec-
tion line of the latter to provide correct signal levels.

The module 92 also has a terminal 100 for the
local bus, designed to connect a controller of the same
type as the controller 10 in Figure 1 and, through this,
the peripheral equipment of the type shown in Figure 1 as
connected to the controller 10. Such equipment, installed
as stated previously at the user’s residence, is of the
ordinary type used for these applications and may com-
prise environmental sensors, coded door openers and other
site monitors, together with devices for sending commands
and information.

The microprocessor 30 communicates with the
terminal 100 for the local bus through a serial interface
102, followed by a standard RS485 interface or a standard
RS232 interface. It will be noted that the CCTV standard
video channel, the audio channel and the local bus form
a true multi-media channel, designed to support the local
applications. .

Naturally, either the slow video module (Figure
3) or the local bus module (Figure 4), or both modules,
may be omitted if their services are not required by the
user.

The operation of the device 28 for the remote
monitoring of remote equipment according to the present
invention takes place in the way which will be described
below.

Where the interaction of the user with the
machine is concerned, this is based on the use of two
areas of the television screen, each consisting of two
lines of twenty characters.

The first area, at the top of the screen, is used
to display to the operator the menus by means of which
all the operations on the device 28 may be executed.

The second area, at the bottom, having the same
dimensions, is used to display alarm and state signals
from the peripheral equipment.

This information replaces the normal video image
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or that received from the local video camera, while it is
superimposed on any image from the slow video system.

In normal operation, the device 28 does not send
information to the television equipment, permitting
ordinary reception of television programmes. The tele-
phone is also connected normally to the telephone line.

When the user wishes to interact with the device
28, he must select the SCART socket input on the televi-
sion, raise the telephone handset and dial a special code
on the telephone keypad. The device 28 then switches the
telephone to the local services and displays the main
menu on the television. At the end of the operation, from
the main menu, the user replaces the handset and the
device 28 restores the telephone connection to the
telephone line and releases the video circuits from the
SCART socket.

However, if the television is set to receive from
the SCART socket and there are alarm signals present in
the device 28, these will always be displayed together
with the main menu, replacing the normal television
image. This situation continues until all the stored
alarms have been captured.

The selection among the various items on each
menu and the entry of the parameter values are carried
out by means of the telephone keyboard, in such a way
that it is possible to enter alphanumeric information and
certain control characters.

The initial selection menu displays four possible
groups of activities, namely configurations, displays,
activations, and programming of the parameters of the
function of transfer to a similar device, as explained
below.

The user does not have to enter strings of
commands: he only has to move among a number of menus,
make selections in the menus and enter the value of
numeric and alphabetic parameters.

To access the functions at various levels, access
passwords for various levels are obviously required.

It should be noted that the composition of the
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menus is not affected by the current state or situation.
If the operator selects a function which cannot be
executed, he will be advised of this by the sound of a
buzzer (not shown) and the display of a message.

The two LEDs 38 and 40, one red and one three-
coloured (red, green and amber), and the push-button
switch 42 are also present on the front panel of the
device 28.

The first LED has the following function:
- it is constantly illuminated if alarm sigmals which
have not yet been captured by the operator are present in
the device 28;
- it flashes if non-alarm signals which have not yet .
been captured by the operator are present in the device
28.

The second LED indicates the operational state as

follows:

- constant red: fault or malfunction

- flashing amber: device communicating through

. the telephone line

- flashing green: appears during the period
programmed for the activa-
tion of the "follow me"
function (explained below)

- constant amber: device operational

- constant green: device on stand-by.

When there is more than one situation to be dis-
played, the display priority is as shown in the above
explanation; additionally, the push-button switch 42 is
used to switch the device 28 from the stand-by state to
the operational state and vice versa.

The buzzer mentioned above is then used as
follows:

- it is activated when an alarm signal arrives from a
peripheral;

- it is switched off after a time limit or when the
user raises the telephone handset;

- it is briefly activated when an intercom call,
either local or remote, is recognized.
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Where the operation of the present device is con-
cerned, the following four phases may be distinguished:

a) - The phase of configuration and preparation
of the machine. In this phase, the user provides all the
configuration parameters required for correct operation
by the device 28 and by all the equipment to be con-
trolled. During the execution of this phase, the device
28 operates on a copy of the current configuration and
updates the real configuration only on exit from the
function. This structure, disposition and organization of
data makes it possible to respond to any connection
requests sent from the periphery, which will be handled
in accordance with the consolidated real configuration.

The device 28 will refuse to execute this phase
if alarm signals which the user has not yet received are
present in the memory. )

During this phase, the user supplies the device
28 with, and stores in it, information of various types,
including: installation options, installation codes,
number of rings a waited before the line is engaged,
programming of the wait time for the intervention of the
user in the intercom call, specification of the time
bands for automatic calls for the remote controller 10
during the day and during the various days of the week,
allowing for religious holidays, true solar time and
holidays. Other data may relate to the possibility of
calling another device 28 located elsewhere, typically ai:
a second residence of the same user.

The device 28 can transfer the connection to
another similar device 28. This is very desirable in the
case in which the user leaves his habitual residence and
goes to a second residence in which another device 28 is
installed, or to the premises of the owner of another
device similar to his own. In this case, he will find it
very convenient to program his monitoring device in such
a way that it and the monitored contrecller 10 are tempor-
arily linked to the other device.

By way of definition, the device accessible to
the user for operation will be called the ™manned
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device", while that which is not accessible to the user,
and for which the control of the network of peripherals
is assigned to another monitoring device disposed in
another locality, will be called the "remote device®.

If a connection to another similar device is pro-
vided, the remote device must be informed that from a
certain time and for a specified period there will be no
manning and that therefore, if necessary, it must capture
information arriving from the peripherals and immediately
afterwards call another number, with the entry of the
npumber of the manned device to which any captured infor-
mation is to be sent. In the connection between two
devices 28, regardless of which of the two devices has
called, the remote device will always act as the prineci-
pal device (master), while the manned device will act as
the secondary device (slave); the remote device will
supply all the alarm data, but not the video images,
stored in its memory, while access to the remote device
by the manned device must naturally be subject to the
entry of a password.

This operating mode is referred to herein as the
"follow me" procedure.

b) - The phase of connection of the device 28 to
the controller 10 or other peripheral equipment. The
connection may be initiated locally, for example by the
user or by the activation or disabling of a peripheral or
of the data transmission request, in which case the
device 28 attempts to make the connection. Conversely,
the connection may be initiated by the peripheral equip-
ment, in which case the device 28 is required to respond
to the call from the telephone line.

The control logic of the two communication
channels (local bus and telephone line) is very simple:
all connection requests relating to one channel will be
met if the channel is free at that moment, independently
of the operational state of the machine. If the channel
is engaged, the requests generated by the automatic
activities will be queued while those generated by the
user’s request will be rejected.
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The menu on the screen is not normally affected
by the activities of connection and subsequent data
exchange. The only effect may be on the alarms line which
will be updated #cco:ding to the first alarm received,
which will also be signalled acoustically by the equip-
ment’s buzzer.

If the user is working, even if connected to a
peripheral unit, he must voluntarily interrupt the
activity and connect by means of the menus to the channel
connected to the peripheral with which he is to interact.
It should be noted that a time limit is provided for
operator requests before a call is interrupted.

When the connection has been originated by the
device 28, there are two'possible cagses: in the first
case, in which the connection is made at the usef's
request, the following operations take place:

- recognition of the request and certification of the
requester;

- preparation of the audio/video circuits;

- request for the identification code of the periph-

eral;

- if the peripheral is 1local, the procedure termin-

ates:
- automatic calling of a remote peripheral;
- control of the procedures of physical connection to

the remote equipment;

- opening of the remote communication session, with
certification of the connection and the access
level.

If a call fails, the negative outcome of the
request is signalled to the user.

Conversely, if the request originates from the
activation of an automatic operation, the following
operations are executed:

- check of the availability of the telephone line by
means of the off-hook detector 62; if the line is
engaged, the buzzer is activated briefly and there
is a wait for a fixed time until the line is free,
but after this time the system proceeds anyway;
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- preparation of the audio and video circuits;

- automatic call;

- control of the procedures of physical connection to
the remote eduipment;

- opening of the remote communication session, with
certification of the connection and the access
level;

- in case of failure of the connection, repetition of
the call according to the programmed parameters.

The local peripheral, if configured, is con-
sidered to be permanently connected.

- The connection fails in the following cases: if
the remote unit does not answer, if the remote unit is
not recognized, or if the line is disconnected before the
programmed automatic operation has been executed.

A special mode is also provided, enabling the
manned device 28 to connect to peripherals of another
installation. In addition to the identity code of the
peripheral, the following are requested: the telephone
number to be dialled, the type of peripheral, the
installation code and the connection password for the
mutual recognition.

In the case of a connection regquested by periph-
eral equipment, the following phases are executed:

- after the programmed number of rings, the device 28
connects to the telephone line, prepares the audio
and video circuits, carries out the functions relat-
ing to the physical connection, and opens the remote
communication session, certifying the identity of
the parties;

- if the line is engaged by another device before the
completion of the programmed number of rings, for
example by a telephone, a modem or an answering
machine, the device 28 decides whether the call is
being made by a peripheral associated with it, in
which case it connects to the line and the procedure
continues as in the preceding case. If, however, the
calling equipment is not associated with it, the
device 28 takes no action.
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During all these connections, the following func-
tions are available: reception £from peripherals and
storage of alarm and event meésages, data, and slow video
images, as well as requests for immediate commection to
the intercom; configuration of peripheral equipment,
selection of video cameras and other slow video sources,
bidirectional remote listening, activation and disabling
of outputs, display of the state of the inputs, and
requests for sending messages.

The connection may be interrupted in the follow-
ing cases:

- if the peripheral equipment has no further informa-
tion to send and a time limit on the operator’s
requests has expired;

- if the user orders the interruption;

- if an interruption of the connection is detected by
the logic connection controller;

- if an interruption of the connection is detected by
the physical connection controller.

¢) - The phase of connection to another device 28
during the "follow me" procedure. In this phase, the
following activities are possible:

- transfer of alarm data and any corresponding slow
video images stored in the remote device 28;

- selection and transfer of slow video pages stored in
the remote device 28, even if they are not relevant
to alarms;

- transfers of event messages;

- selection of a local video camera of the remote
device 28 and transfer of the slow video image to
the manned device 28;

- change by the manned device 28 of the activation
interval of the "follow me" procedure of the remote
device 28. '

d) - The phase of local use. During this phase,
local interrogation takes place for the display of
information received by the connected equipment. This
activity enables the user to see the information stored
in the device 28 following preceding connections.
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In this state, the device 28 can answer calls
from peripherals, while it postpones any calls originat-
ing from programmed automatic cycles.

The types of information which can be displayed
are as follows:

- alarm signals originating from the controller 10;

- event signals;

- data in transit;

- slow video pages.

It will be evident from the above disclosure that
the device 28, communicating with its own user through
the television and the keyboard of the telephone keyboard
in regular use, basically provides the following ser- .
vices:

- reception, storage and video display of alarms and
signals originating from the peripheral equipment;

- interrogation of specific peripheral equipment for
the collection of the same data for the control of
its configuration;

- bidirectional audio connection to the peripheral
equipment;

- activation and disabling of the outputs and display
of the state of the inputs; automatic connection and
disconnection of controllers according to a calen-
dar;

- connection to a second similar device to transfer to
the latter, in a specific time interval, any alarm
signals received in this interval, according to the
"follow me"™ procedure.

The slow video module provides the additional
facility of receiving, storing and restoring on the
television several video pages sent by the peripheral
equipment over the telephone line.

The local bus module provides the following addi-
tional functions:

- connection to local equipment such as the controller
10;

- bidirectional audio connection to a local intercom;

- video reception from a 1local video camera, for
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example one belonging to a CCTV standard intercom,
which may be selected by an external switchboard,
with restoration of the image in real time on the
user’s television and video recorder;

- transmission of a slow video signal taken from a
suitable external converter and originating from a
local video camera, which may be selected by means
of a switchboard, or from the slow video receiver.

The audio and video circuits are configured in
such a way that the corresponding audio and video signals
meet the following requirements:

- ordinary use.of the telephone and of any connected
equipment, such as fax, modem and answering machine;

-  use of the telephone as the control terminal of the
device 28;

- use of the telephone for remote listening and remote

" intercom functions;

- use of the telephone as a local intercom;

- use of the telephone line for the control of the
peripheral equipment;

- reception from the telephone line and storage of
slow video images;

- ordinary use of the television and video recorder;

- use of the television as the output terminal of the
device 28;

- restoration of the previously stored slow video
images on the television and on the video recorder;

- restoration of the image from the selected local
video camera in real time'on the television and on
the video recorder;

- transmission of slow video images received and
stored previously, by the "follow me" procedure.

Obvious:.'’, numerous other variations and modifi-
cations may be made by those skilled in the art to the
embodiment of the present invention described above,
without departure from the principle of the invention.

All such variations and modifications are therefore

considered to be included within the scope of the inven-

tion.
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CLAIMS

1. Device for the remote monitoring of remote equip-
ment, characterized in that it comprises, in combination,
- a microprocessor provided with its own RAM and ROM;
- means of interfacing between the said microprocessor
and a telephone line;

- means of interfacing between the said microprocessor
and a domestic telephone; and

- means of interfacing between the said microprocessor
and a domestic television,

the disposition being such that the said microprocessor
is connected thrdugh the said switched telephone line to
the said remote equipment to execute its remote monitor-
ing and control, receives commands and data from the user
through the keyboard of the said telephone and displays
on the screen of the said domestic television information
and data originating from the said remote equipment, as
well as requests for the entry of data and commands by
the user. .

2. Device according to Claim 1, characterized in
that it also comprises means of processing the slow video
signal, contained in a slow video module, the disposition
being such that slow video standard images originating
from the said remote equipment are received through the
said switched telephone line, are stored and are then
displayed in pages on the screen of the said domestic
television.

3. Device according to Claim 1 or 2, characterized
in that it also comprises means of interfacing between
the said domestic television and a CCTV standard local
video channel, the disposition being such that the sigmal
present in the said local video channel is displayed as
an image on the said domestic television wunder the
control of the said microprocessor.

4. Device according to Claim 2 or 3, characterized
in that it also comprises means of interfacing between
the said microprocessor and a commercial video recorder,
the disposition being such that the said images are
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recorded on the said commercial video recorder under the
control of the ¢»id microprocessor.

5. Device according to any of the preceding claims,
characterized in that it also comprises means of inter-
facing between the said domestic telephone and a local
audio channel, the disposition being such that the said
domestic telephone is put into communication with the
said local audio channel under the control of the said
microprocessor.

6. Device according to any of the preceding claims,
characterized in that it also comprises means of inter-
facing between the said microprocessor and a local bus,
the disposition being such that numerous items of control
and surveillance equipment, disposed locally, are moni -
tored locally by the said microprocessor through a local
controller.

7. Device according to Claims 2 and 6, characterized
in that the said local bus is connected, through the said
local controller, to a slow video standard camera,
positioned locally, the disposition being such that the
slow video standard signal, carrying local information,
is displayed on the said domestic television under the
control of the said microprocessor.

8. Device according to any of the preceding claims,
characterized in that it also comprises a module for
receiving and decoding signals in the infra-red band and
means of interfacing between the said microprocessor and
the said module for receiving and decoding sigmals in
the infra-red band, the disposition being such that the
said microprocessor also receives commands and data from
the user through an infra-red remote controller of the
type usually provided with domest:~ televisions.

9. Device according to any o the preceding claims,
characterized in that it also comprises numerous light-
emitting diodes for signalling its operating state,
interfaced with the said microprocessor.

10. Device according to any of the preceding claims,
characterized in that it also comprises a buzzer for
signalling its alarm states, interfaced with the said
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microprocessor.

11. Device according to any of the preceding claims,

characterized in that it also comprises a push-button

switch, interfaced with the said microprocessor, for use
5 by the user.
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