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(7) ABSTRACT

A method, apparatus and computer program for displaying
partial information related to network equipment connected
to a network being managed by a network management
system. The partial information is required for network
management to be conducted from the network equipment.
A managed terminal is included in each network equipment.
The network management system collects management
information from each network equipment and stores man-
agement information therein. When conducting network
management, the managed terminal sends a request for
network management. The network management system in
response transfers a program for managing the network to
the managed terminal. The transferred program informs the
network management system of the identification of the
managed terminal. Partial information is transferred to the
managed terminal based on the identification. The managed
terminal then displays the transferred partial information.

— v
18'"\/[|NPUT- CUTPUT )
CONTROL_ER

~22 26 27
DiseLAY , KEYBOQRDI WMOUSE

. T
(21 | §28

M

’“_; i
[ cot MUMICATION [comMUN iCAT |
o Py Vi NICATION || INPUT-0OUTPUT
o SATREAD CoNTROL conTRoL | CONTROLLER
11— MANAGEMENT T gl 23
INFORMATION TABLE 14 PROGRA F
2 CONFIGURATION £ TORRAN MEvORY
INFORNATION TABLE : c° i TRANSFER
- s
L cpu REQUEST
15 PEOGRAM MEMORY — w | qpp.osmm
23

MANAGEMENT INFOR MATICH

121 COLLECT]ON PPOGRAMGN
CONFIGURATION INFORMATIO!

133 FILTERING PROGRAN O

132 FILTERING SECTION
HIERARCHICAL SYMBOL

138 ‘ ACQUIRING SECT!ON -

i
CONE\GUR&TION INFORMAT ONM
136 DISPLAY PROGRAM oN
TERMINAL INFORMATION
GATHERING SECTKONO
CONFIGURATION INFCRIMATICH;
ON

! QiSPLAY SECTIO
'3vﬁ TRANSFER PROGRAM {

WORK | WORK '
MEMORY L MEMORY
; l ;—
r

( oz

12

)
b 20 MANAGED TERN NAL

— 10 NETWORK MANAGEMENT SYSTEM




Oct. 23,2003 Sheet 1 of 29 US 2003/0197722 Al

Patent Application Publication

W3LSAS LNIWIOTNY I AHOMLIN O —

TUNINE3L Q39YNYW 02

Ve

!

J
N75908d 534SNYH L ~ ey
NOIL03S AvigSa
HOLTNSO03NT 101 LyHN9 1 INOD - o)
NOTLD3S 9N 53HITS .
NOILYWHOINT TyNINgS ) TP

Wvd20dd Av1dSIa

NOILYWEOINI NOILYSN91 sNO) [T o8

NOTL33S 9NININODY
JO8WAS vlIHI9v S I IH

T/[\ gl

- e NOILO3S ONI&3LTY 25
L WV3908d ONTEILT- T3 RN
ASCW3 N AHOW3W NOILYWEOINI NOILYER91 IND)
HEOM N AHOM WYHO04d NO1L23710) | Llgl
o3 NOILYWHOIN! L NIWIOTNYW o
? 1 AYOW3W WyE90cg d
zmqmoooma | Ndo
1S3N034 Ndo
. - 378YL NOILYWSEOANI |
H34SNYEL P m Blelfh. bl ue el
i EREFANNY | LYIWHOINI
ﬁo%@z NvE90Hd IN3W3OUNY W T b
LINN LINN SvavivQ iy
S37704LNOD TOHLNOD T041NDOD = -0l
LNGIN0- LAaN! T [NOLVA NAwROS NOLLYD MW D 9377090055
1L0dir0 - LNdNi -
8z’ L 127 e b . -]
|
3SNOwW | [a9vosA3v | | avi4sig mmgog Q8Y08A3N rqim_o
L2 92/ ¢z Sl S/ 217



Patent Application Publication Oct. 23,2003 Sheet 2 of 29 US 2003/0197722 A1

£~/ G. 2 NE T WORK
MANAGEMENT |10
SYSTEM
S m A NN
|_ - /4_ ~ 1
201 A A U \\\ ~
| ' o\ N [ ]1{/ 201
| \ \ AN l
I \

I
| L] |
l |
I 202 \ 201 |
| ] |
: == o0 :
L _

Y 200 NETWORK

302 303 304
{ f {
IDENTIFIER| HOST NAME IP ADDRESS

1 PC 11 AA,AB, AC, AD
2 PC12 AA,AB,AC  AE
3 PC 13 AA OB, AC , AF
4 PC 21 AA,AB,AG, AH
5 PC22 AN AB,AG, Al
6 PC31 AA AB, AJ, AK

2

111 MANAGEMENT INFORMATION TABLE



Patent Application Publication Oct. 23,2003 Sheet 3 of 29 US 2003/0197722 A1

1G4

i 401 COUNTRY LEVEL

7077/,
(

403 SITE LEVEL



Oct. 23,2003 Sheet 4 of 29 US 2003/0197722 Al

Patent Application Publication

378v.L NOILYWSEOAN! NOILYENOI4NDD 2,

‘ _ _ | | ]
! ! : ” ! N
H3LNINDD TYWHON 9 001 1£9d L0l
H3LNdWQD TWNEON S ¢O0I 222d €00l
43109 W00 TYNHON b £00! 12 9d 8001
H3LNdIWOD 1 vWEON g 2001 2104 2001
E3LN2NOD ON T ETM 2 2001 2104 3001
H3LNdNOD YO | 200! 11 9d 00!
$HOMLINGNS TYWHON - 100L | £¥0LD3S 5001
AHOML3INGNS TYWHON = 000!} 280103S 200!
MHOMLINGNS TTNEON - 0001 | HOLD3S 2001
HHOML3IN AYWSHON - - 2 w38y 1001
MHOM 13N T Y WHON - - L v3ny 0001
SRk 3L7LS T T 12008 S L | 31N 108IAS | 23131301
206 7 90s sog 508 coc” 20c”

G945



Patent Application Publication Oct. 23,2003 Sheet 5 of 29 US 2003/0197722 A1

/G 6 ((START )

INSTRUCT TRANSFER REQUEST PROGRAM OF MANAGED

TERMINAL TO INFORM TRANSFER PROGRAM OF NET- )

WORK MANAGEMENT SYSTEM ABOUT TRANSFER L~ 601

REQUEST OF CONFIGURATION INFORMATION
DISPLAY PROGRAM

INSTRUCT TRANSFER PROGRAM OF NETWORK MANAGE-

MENT SYSTEM TO TRANSFER CONFIGURATION INFORM-] 602

ATION DISPLAY PROGRAM TO WORK MEMORY OF
MANAGED TERMINAL

INSTRUCT CONFIGURATION INFORMATION DISPLAY

PROGRAM OF MANAGED TERMINAL TO ACQUIRE IP

ADDRESS OF MANAGED TERMINAL AND INFORM 603

COMFIGURATION INFORMATION FILTERING PROGRAM |

OF NETWORK MANAGEMENT SYSTEM ABOUT IP ADD-

RESS AND TRANSFER REQUEST OF CONFIGURATION
INFORMATION

!

INSTRUCT GCONFIGURATION INFORMATION FILTERING
PROGRAM OF NETWORK MANAGEMENT SYSTEM TO

INFORM CONFIGURATION INFORMATION DISPLAY -
PROGRAM OF MANAGED TERMINAL ABOUT HIERARCHICAL] — 604
SYMBOL FOR DISPLAYING SYMBOL OF MANAGED

TERMIMNAL BASED UPON INFORMED 1P ADDRESS

PROGRAM OF MANAGED TERMINAL TO STORE INFORMED

HIERARCHICAL INFORMATION IN WORK MEMORY AND 605

INFORM CONFIGURATION INFORMATION FILTERING g

PROGRAM OF NETWORK MANAGEMENT SYSTEM ABOUT

SYMBOL IN HI1GH ORDER BY ONE OF SYMBOL OF MANAGED

TERMINAL AND TRANSFER REQUEST OF CONFIGURATION
INFORMATION

INSTRUCT CONFIGURATION INFORMATION FILTERING

PROGRAM OF NETWORK MANAGEMENT SYSTEM TO RE-

TRIEVE SYMBOL IN LOW ORDER BY ONE OF INFORMED |~ 6806

SYMBOL AND INFORM CONFIGURATION INFORMATION

DISPLAY PROGRAM OF MANAGED TERMINAL ABOUT
RETRIEVED SYMBOL

INSTRUCT CONFIGURATION INFORMATION DISPLAY
PROGRAM OF MANAGED TERMINAL TO DISPLAY PARTIAL ~— 607
NETWORK CONFIGURATION RELATLED TO MANAGED

TERMINAL IN FORM OF INCLUSIVE TREE

END



Oct. 23,2003 Sheet 6 of 29 US 2003/0197722 Al

Patent Application Publication

AE

W3LSAS LNIWIOUNYN MHOMLIN O —

TUNING3L d39vNVW ON~

-

WVE908d 434SNyl ¢

NOI1LD3S Avd4SIQ

NOULYWEOANT NOILyEN914NOD) IS¢l

J, NOILD3S ONIH3IHLYD I
NO 1235 4 . NOILYWSOINI TuNINSTL
AVIdstg WYa00dd AV 14513 L1 | 5¢
NOILYWYHOINT | NOILYWIOINI NOILYHNS 14 NOD
NOILTENO1INOD [ T—g¢!
TINGELS NOILO3S 9ONIHINDoY ||
ONTHINLT 9 1C8WAS TvDIHO8YN3IN i Y
zoJ_xqzﬂo%: NOILO3S omiy3Lltig || | oey
TNINE3L e g AYI05d SNIGILT 3 =
WYN908d AvdsSia 2, NOLLYWHOAN! NOILYENO1ANOD P oo
NOILYWHO4N! { Wvd9048d NOILD3T710D A~ ey
NOILYSNOIINOD || HONIN NOILYWHOIN! INIW3OVNYIA —
AHOW3W sdom | 9% S 8 O M AYOWIW Wye90sd ¢l
22
: NvZ008g | | 318VL NCILY WEH 05N e
e d5i05s Ndd Nda2 w NOILVEN 913 NOD L
H33SNYH L % o) 37871 NOILYW S O5NI ]
2/ AFORIW wvssons LN3WIOVNY K ol
LINN LINND 3Svav.iv(Q ] |
2311051807 romsnPres NOLSSRNE2
L72INNAND LTOINAN
1Nd1n0 - LNdNI 7 ; 437708 1NOD
J \ 12 b LNdlN0 - LNdNI [~ g
82 \ v
\
7 \ ¥ AN
ISNOW CHY08A3Y >44um_g wmjo_f Jav08A3IM AV14S1Qa
[¢ ¢ 7
2’ 92’ 52! L

Gy’ n



Patent Application Publication Oct. 23,2003 Sheet 7 of 29 US 2003/0197722 A1

F16.8 (GarT)
ACQUIRE IDENTIFIER OF MANAGED | 801
TERMINAL
ACQUIRC CORRESPONDING SYMBOL BASED 807
UPON IDENTIFIER OF MANAGED TERMINAL -
STORE SYMBOL INFORMATION 802
IN HIERARCHICAL INFORMATION TARBLE
ACQUIRE NUMBER OF LOW ORDER SYMBOLS}— 804
ACQUIRE NUMBER OF HIGH ORDER SYMBOLS}— 805
DOES 806
YES HIGH ORDER
SYMBOQOL
EXIST 7
INFORM OF HIERARCHICAL INFORMATION | 545
TABLE
A
END
90?2 903 904 905 906
5 S S / s
NUMBER OF LOW
IDENTIFIER | SYMBOL NAME | STATE CLfsis ORDER SYMBOLS
1005 PC11 NORMAL | COMPUTER 0
1002 SECTOR 1 NORMAL |{SUBNETWORK 3
1000 AREA 1 NORMAL | NETWORK 3

2

901 HIERARCHICAL INFORMATION TABLE




Patent Application Publication Oct. 23,2003 Sheet 8 of 29 US 2003/0197722 A1

r/G 70

( START )

EXTRACT SYMBOL HIGH ORDER SYMBOL
OF WHICH IS IDENTIFIER OF OBJECT SYMBOL

| _-1001

STORE SYMBOL INFORMATION OF OBJECT | 1002
SYMBOL IN DISPLAY |NFORMATION TABLE

ACQUIRE NUMBER OF LOW ORDER L 1003
SYMBOLS OF OBJECT SYMBOL

1004

~ DOES
EXTRACTED
SYMBO L
EXIST
?

YES

INFORM OF DISPLAY INFORMATION | __ 1005
TABLE
FND
(noz (1103 /noq /1105 fnoe
IDENTIFIER [ SYMBOL NAME | CLASS |STATg | NUMBER OF LOW
, ORDER SYMBOLS
1005 PC it COMPUTER|NO RMAL 0
1006 PC12 COMPUTER [WARNING 0
1007 PC13 COMPUTER| NORMAL 0

11101 DISPLAY INFORMATION TABLE



Patent Application Publication

GENERATE CONFIGURATION

Y

Oct. 23,2003 Sheet 9 of 29

r/

INFORMATKMVINTEMVALTABLE}V12O1

GENERATE AND LOCATE SYMBOL IMAGE OF ROOT
SYMBOL AND INITIALIZE X~ AND Y- COORDINATES
WITH LOCATED POSITION AS ZERO

L~

WHICH 1S ROOT

RETRIEVE SYMBOL HIGH ORDER SYMBOL OF

L ——

US 2003/0197722 A1

G 2

1202

1203

GENERATE AND LOCATE ITS SYMBOL
IMAGE

- -1204

'

y =y+ yi

LOW ORDER YES

—— 1205

SYMBOL
EXIST
¢

Xx=x+ x1

J

1208

DOES
SYMBOL HAVING
SAME HIGH ORDER
SYMBOL
EX?I ST

YES

X = x x1

—- 1209

1210 —_ ] RETRIEVE HIGH ORDER SYMBOLS

121

| connecT

)

|-—1212

1207

HIGHLIGHT SYMBOL IMAGE OF MANAGED TERMINAL

END

L

——1213



US 2003/0197722 A1

Oct. 23,2003 Sheet 10 of 29

Patent Application Publication

378YL TUNYILNI NOILYWNHOANI

NOILVYENO1 3NOD 10¢ )

N

200! 0 ¢ £10d TWAYON | M3LAdWOD L00L
200} 0 ¢ 210d | SNINSVM | 83LNdW 07 9001
2001 0 ¢ lLDd | TYWHON | 831Nd 07 Yole)
000! ¢ 2 L 801035 | TYWHON |MEOMLIINGAS 200!
0 ¢ | ERL TYWHON | MHOMLIN 000!
— _ s 100X SYWHON 100y 0
T08WAS  [ST0SNS 53350 i
53050 HOIH| MO 40 538/ NN AHDOEVHIIH | 3TN TO8WAS ERGARS mmdl_UN H43i41LN30!
f ) ) /
mofm L0€ | 90¢1 So¢L bO¢ moﬁw mo@w
6051




Patent Application Publication Oct. 23,2003 Sheet 11 of 29  US 2003/0197722 Al

F/G. 74
1402 j1403
CLASS ICON FORMAT
NETWORK O
SUBNE TWORK O
COMPUTER ]

21401 CLASS/ICON RELATING INTERNAL TABLE

£F/G. 75
1502 1503
f )
STATE ICON COLOR
NORMAL GREEN
WARN ING YELLOW

21501 STATE/ ICON COLOR RELATING INTERNAL
TABLE



US 2003/0197722 A1

Oct. 23,2003 Sheet 12 of 29

N3343S 3341 3AISNTONG LOS!

Q9L —~A
 §
S0SL~ 0:¢10d N33INO
lllllllllll —C A
sosi~— ©:.z104q | M9
S ok
2091~ O0:119d4 NEF3IHO
R ¢k
S091~£:140L03S %@
“ R —2A
| A
509~ | ;Smié@
T 1 A r>
¢osl : ' ,
! S zosn—4d  lioow, W
X ! L |
| _ | ! _ |
9% Gx  px  €x X X

Patent Application Publication




Patent Application Publication Oct. 23,2003 Sheet 13 of 29  US 2003/0197722 A1l

‘ ACQUIRE IDENTIFIER OF SYMBOL SPECIFIED BY USER }_ 1701

FI1G. 17

1702

NO
1703 1711 -
¢ i ’
INFORM OF CONFIGURATION DELETE CONFIGURATION
INFORMATION REQUEST INFORMATION INTERNAL
TABLE
1704,
RECEIVE DISPLAY 17125
INFORMATION TABLE DELETE SYMBOL I MAGE
1705, ! 17132
DETERMINE SIZE OF DISPLAY DELETE
1706,
— 1714
RESERVE DISPLAY AREA IN
DETERMINED SIZE ARE ALL
— LOW ORDER
(1707 SYMBOLS
ADD CONFIGURATION INFORMATION
INTERNAL TABLE .
1715
1708 ¢
GENERATE AND LOCATE SYMBOL. FILL AREA BLANKED BY
IMAGE DELETING SYMBOL IMAGE

|

1709 —1 CONNECT

END

1710

ARE
ALL SYMBOLS
IN DISPLAY INFORMATION
TABLE TERMINATED




US 2003/0197722 A1

Oct. 23,2003 Sheet 14 of 29

Patent Application Publication

N33¥2S 33491 3AISATINI ,ofm
19 — rmqmmqe
SOSl—~— 0:£10d NB3HO
L
mo?i 0:2104 B9
9091~ 0:112d N3399
m_o@_4m“_mOFuwm SES
SO~ Litv3sy Zé
Tl
-
2091~ 100 |




Patent Application Publication Oct. 23,2003 Sheet 15 of 29  US 2003/0197722 A1l

FI1G 73
~— 1602

l— @Nammn L1605
gﬁf\ SECTOR1:3l-160%
1611
L1eo1 INCLUSIVE TREE SCREEN

Z\ ROOT




Oct. 23,2003 Sheet 16 of 29  US 2003/0197722 Al

Patent Application Publication

. A WYH905d H34SNVHL —lC
02 O/ NOTL33% Av1dSa
NOILYWH0INI IN3A3 - $202
NOT1D3S ONIZ3HLYO
NOILYWSHOANT TYNINEIL T <<0e
WVH905d AV 145l
W3LSAS LNIWIOUNVIW MHOMLIN Ot | zo_Zs&E_e_N %mmm 1202
NOILJ3S ONISHYINI ONY 1vA3IE L3 FL-¢102
NOILD23S 9N183LTI4 2107
TUNINSE3L G39YNYW 02 — WVsOO0Nd VA3 gl
u NOILYWHO4NI LNIAT 1102
NOILD3GS T/
ONIHINODY TOEWAS T ¥ IHDHYS3IH ~— 8¢l
. N NOI1LO3S 9N 1831114 ——— 21
{ WY HO0Hd ON183L114 ny
onan NOLLYWEOANT NOLLYHA9IINGD — €&l
n WYE00Hd NOTLD3 1107 BN
AHOW3 W MHOM MY OM HOILYWE DIN| ININIOTNT W — el
= =7 AHOW3W Wydo04dd ~¢1
T J — Nd2
7800 | — 49 378VL NOILVWHOAN! LN3IA3 f\LoNON
153n034 ] [ 378VL NOLLTWHOANI NOILvENO14NOD L €Y
153003y vx LYWNHO4 O1 LvHN91INOD
378YL NOILYWHOANI LNIWIOUNYN L +— 111
AHON3IW WYHOOHd 1INQ 4 1INA —
ez Ll 10NLNOD 4  10MINOD  k 3sv8v.iva ~ 01l
NOLLZIINNIWIWOD || [{NOLLTDIN NN
531104 1N0D ] y, 7 S311081N0D .
LAGLNO - LAdN! 12 I 10dIND-1NdNl — T 8
527 X ' ' ‘
\
3ISNOW | {CHYOBA3INM | |AV1dSIQ umao_i QUVOSAIN | | AVIdSIQ
L2’ 92’ <2 a1l X L1



US 2003/0197722 A1

Oct. 23,2003 Sheet 17 of 29

Patent Application Publication

378v.L NOILVNHO4NT LN3A3J

1002

16666 222222122222222222 202yl lv'rv '8y vy S
| 6666 99939949494999939999 20 :2v 1l HY OV ‘8v ‘vv S
06666 ODDODDDDDODDODODOD €02y L 4v 0oV ‘av ‘vv 7
L6666 22722222222227227212 €O 2% 14 3v ‘ov gy ‘vv ¢
gee66 AARKRRRRARARRAARAR co: 2y 1l Qv ‘v ‘8v ‘vv 2
66666 XXX XXX XXX XXX XXX XX 20:Cv aQv‘ov'svivv !
34A 1L SLN3LNOD IWIL
Q3M=E04N| Q3WH0SNI O3WH04 NI $S3500V 41 |83141LN301
@o&m mo&m vo&.W mo&m morw,m

AN




Patent Application Publication Oct. 23,2003 Sheet 18 of 29  US

F1G 22 ( START )

INFORMATION FILTERING PROGRAM OF REQUEST FOR
IDENTIFIER AND CONFIGURATION INFORMATION

!

FORMED FROM CONFIGURATION INFORMATION
FILTERING PROGRAM

I I

INFORM HIERARCHICAL SYMBOL ACQUIRING SECTION OF

CONFIGURATION INFORMATION FILTERING PROGRAM ABOUT
REQUEST FOR IDENTIFIER AND CONFIGURATION INFORMATION
OF SYMBOL IN HIGH ORDER BY ONE OF MANAGED TERMINA L

2003/0197722 A1

ACQUIRE IDENTIFIER OF MANAGED TERMINAL }-_ 2201

INFORM FILTERING SECTION OF cowmcumnow]yzzoz

'RECEIVE HIERARCHICAL INFORMATION TABLE IN- | 2203

| 2204

:

FROM CONFIGURATION INFORMATION FILTERING
PROGRAM

Y

CORRESPONDING TO EACH SYMBOL

IS 1P
ADDRESS IN
RETRIEVED EVENT
INFORMATION EQUAL TO ANY
QF IP ADDRESSES ACQUIRED

2209

YES

RECEIVE DISPLAY INFORMATION TABLE INFORMEDIf\/ZZOS

| ACQUIRE IDENTIFIER OF MANAGED EQUIPMENT] 5206

ACQUIRE IP ADDRESS OF EACH MANAGED | 5507
EQUIPMENT
|
K
RETRIEVE EVENT INFORMATION — 2208

2210
f

IN STEP 2007

’ OF EVENT INFOR

STORE IDENTIFIER

MATION

}

2211

18 ALL

EVENT
INFORMATION
RETR;PEVED

NO

YES

INFORM MANAGED TERMINAL ABOUT LIST
OF EVENT INFORMATION

END

~ 2212



US 2003/0197722 A1

Oct. 23,2003 Sheet 19 of 29

Patent Application Publication

N3340S AVId4SId LN3A3 ﬁOmm/

c0ge

T
!
|
_
_
_
_

£0¢e?d

3

INIW3IOH VN
1231380 A71dS 13

&G ZV“:O OODDODDDODDODLDED |-y IV ‘gY ‘Y 21l
B €02t 14 DODODDOODDODODDDD D " 7oV gy vy | t
cO:2b: i 222727222222122222| 39°Qv '8V vV | ¢
£O: 2010 RKARKKKKAKAAAR KA K ' guiay ‘g ‘yy | 2
20:'€b ) xxxxxxxxxxxxxxx:_oq,uq.mq.qq ! |

JWITL G3WHOSNT SLIN3LNOD k2u>u_ $5349dQdv dl _ 431341LN3Al

&2 9/




Patent Application Publication Oct. 23,2003 Sheet 20 of 29

( START )

RECCIVE REQUEST FOR ENLARGING DISPLAY
OBJECT FROM MANAGED TERMINA L

I

EXTRACT SYMBOL IN HIGH ORDER BY ONE OF

SYMBOL THAT 1S LAST PROCESSING OBJECT

AS PRESENT PROCESSING OBJECT FROM
HIERARCHICAL INFORMATION TABLE

i

US 2003/0197722 A1

F1G 24

- 2401

L 2402

ACQUIRE IDENTIFIERS OF ALL SYMBOLS
SEQUENTIALLY PULLED DOWN FROM SYMBOL TO

BE PROCESSED ANDINCLUDED IN LEAST SIGNIFICANT
MAP OF EACH SYMBOL EXCEPT SYMBOL TOBE PRO-

CESSED OUT OFALLSYMBOLS INCLUDED IN MAP
INCLUDING SYMBOL TO BE PROCESSED

24073

'
ACQUIRE IDENTIFIER OF MANAGED EQUIPMENT
CORRESPONDING TO EACH SYMBOL OF ACQUIRED
IDENTIFIERS

'

ACQUIRE IP ADDRESS OF EACH MANAGED TERMINAL

RETRIEVE EVENT INFORMATION |- 2406

2407

ADDRESS IN
RETRIEVED EVENT
INFORMATION EQUAL TO
ANY OF 1P ADDRESSES

ACQUIRED IN STER,

YES

|

L 2404

— 2405

2408

STORE 1DENTIFIER
OF EVENT INFORMATION

J

2409
1S ALL

EVENT
INFORMATION
ETRIEVED

NO

INFORM MANAGED TERMINAL ABOUT LIST
OF EVENT INFORMATION

Y
( END )

L~ 2410



Patent Application Publication Oct. 23,2003 Sheet 21 of 29  US 2003/0197722 A1l

( sTART )

RECEIVE LIST OF EVENT INFORMATION L 2501

y
SORT ANY EVENT INFORMATION IN | 25072
ASCENDING ORDER OF IDENTIFIERS

'

2503

THERE EVENT
INFORMATION TO
BE ADDITIONALLY
DISPLAYED

’

NO

2504

|

CHANGE BACKGROUND COLOR
AND DISPLAY NEW BACKGROUND COLOR

2505

f

DISPLAY WITHOUT CHANGING
BACKGROUND COLOR

2506
1S AL\

EVENT
INFORMAT ION
DISPLAYED
’

NO




US 2003/0197722 A1

Oct. 23,2003 Sheet 22 of 29

Patent Application Publication

N3I382S AVId4SId LN3A3 10E2

)

\

c0ge

2082 4~

T T
_ |
| ‘
| “ ! " | |
) [ | : |
O8I RARARRARLRA ooy ey | ol
1
61 'l _ DOBLO VDO BODLOLDD | _ Qv ‘ov ‘gv ‘v “ 21
,_...,._No_”..m_v.;.__ ._,.,.NNNNNNNNNNNNNNNNNhh _q oq mq q<_ SO
.m,.,.,,.mko‘“..nv HL " ..,.mﬁﬁnﬁgﬁﬂpﬁnﬁ L Iq oq mq qq,_ _ S
£0°2b il | 20o0DDOOODODOO0DD ! Jyay gy yy | b
_
c0:e2hb “ NNNNNNNNNNNNNNNNN_quq ‘gy vy “ ¢
€0 i2p il | ARARRARAKRKRARRRA I Qv oy ‘By ey | 2
|
» . ] t i ~
20:€b 11l “ xxxxxxxxxixx:xxu av'ov ‘av'yy “ L

3L J3WE04NI

LN3IW304vT
133r80 AV

SLIN3LNOD LN3A3 SS35QQV <1

N3
453

H31411N3QH

gz 9/




US 2003/0197722 A1

Oct. 23,2003 Sheet 23 of 29

Patent Application Publication

WVYH004d 434SNwH L

— ¢t
NOIL03S Avids g 1]
L2 9/ NOILY WHOINT LN3W3OvNvi  |FNdppyz
NOTLO3S 9NI83H LIV
NOILYWHOINI TyNINETL 02
W79505d Avidsiq
. - NOILYWHOSNI LN3IW39YNYW T~20s2
< ——] o
NOILYWHOANI LN3WIOYN YN 1022
NI E3 L 039N NOTIO3S ONIS N0y
3L G30wNY ) 108WAS TWOIHOHYE3IM | oo,
NOILJ3S 9ONIN3LTI 5 Y
mmw 4 AYOWIW WVEOCHd ONIN3I LTS - cel
M5 OMm NOILYWHO3NI NOILYSNS | 5NO D ~ e
ASOWIW YHOM 3 WVS008d NOTLD3110) -
24 NOILVYAYOINI INIWIOUNYIN TTN— gy
b2 AHOW3W WvHO0Hd T/t@
. N4 Ndo
WY H90H d ? 4
125205, 62 bl %5qhzo:azm0uz_zoﬁqmgo_uzou;//.m:
4345NvHL LIND LINN 37971 NOLLYWEOSNI LN3WIO YNV L,
AHOWIW ATH9 Oig —  1ON81INOD J1O8LNCD  —
=7 NOILVIINAWNCD! | {[NOILTDINAKNGD 3Svgvivd o
531105LN0D &m :w ¥437171051NOD
LNGLlNO - _NdNI g LNdLNO- LNdN] gl
mmp\ y

3SNOW Qav08A3M

AVdSIQ

R 92>’

g~

mmgOsg_ qu0m>wwq

AVId4SIQ

g1’ m_\m va



US 2003/0197722 A1

Oct. 23,2003 Sheet 24 of 29

Patent Application Publication

N3340S TVA3 1Y L34 1082

!

WY ‘Y ‘av vy
\v ‘ov ‘gv ‘v
Hy ‘o ‘g vy [ =08¢
4v 'OV '8y ‘vy
3v ‘Ov '8V vy
Qv Qv ‘8v'vy SL7NS3Y TvyA3IHL 3y
IYASIH1EH 082 ——1 *'%'8v'yy P3NTVA 3LN8IYLLY
?08¢ SHIHLD
107 S53500v.9T '3LNEIYL1Y
2082 — JWYN 1SOH NO!LIONGD
IVA318L3Y
[—

5 9/




Patent Application Publication Oct. 23,2003 Sheet 25 of 29

ACQUIRE IDENTIFIER OF MANAGED TERMINAL

}

INFORM FILTERING SECTION OF CONFIGURATION
INFORMATION FILTERING PROGRAM ABOUT REQUEST
FOR IDENTIFIER AND CONFIGURATION INFORMATION

'

F1G 29

RECEIVE HIERARCHICAL INFORMATION TABLE INFORM-
ED FROM CONFIGURATION INFORMATION FILTERING

PROGRAM

'

US 2003/0197722 A1

- 2901

2902

b

| 2903

INFORM HIERARCHICAL SYMBOL ACQUIRING SECTION
OF CONFIGURATION INFORMATION FILTERING PRO GRAM

ABOUT REQUEST FOR IDENTIFIER AND CONFIGURATION -
INFORMATION OF SYMBOL IN HIGH ORDER BY ONE OF
MANAGED TERMINAL

| 2904

!

RECEIVE DISPLAY INFORMATION TABLE INFORMED FROM
CONFIGURATION INFORMATION FILTERING PROGRAM

L2905

'
ACQUIRE IDENTIFIER OF MANAGED EQUIPMENT
CORRESPONDING TO EACH SYMBOL

!

ACQUIRE [P ADDRESS

EQUIPME

S .

GENERATE LIST OF MANAGEMENT INFORMATION
MATCHED WITH RETRIEVAL CONDITION

]

R
ADDRESS IN

MANAGEMENT INFORMATION

EQUAL TO IP ADDRESS

OF EACH MANAGED
NT

2909

R

— 2906

L-—— 2907

—— 2908

2910

ACQUIRED IN
STEP 2907

SHIFT TO HEAD

291

1S AL
RETRIEVED ™
NO " MANAGE MENT

INFORMATION

INFORM MANAGED TERMINAL OF RETRIEVAL
RESULT -

END

2912



US 2003/0197722 A1

Oct. 23,2003 Sheet 26 of 29

Patent Application Publication

WYH9048d 434SNyl Lkl
0% 9/ NOILJ3S AvidsSia |
NOILYWHOSNI NOILYHNSIINOD T - gg!
NOTI03S ONIS3RLYD
NOILVWHOSNI TyNTWE3L H-Ll ey
Wv3904d4 Av1d310 oc,
W3LSAS LN3W3SUNYIW YHOML3IN Ol —] MNOILTWSOINI NOILYEN214N0D -
NOIL1035 ONIBINOoY L g
TO8WAS JVOIHOSEVE3 I H —
{ WYH905d ONTE3LT14 ey
ASOWIN NOILYWHOINI NOILYHNDI4NOD 11
22
3 4 MHOM WvHS0¥d "NOILO3TI0D ] |,
NOILYWHOINI INIW3IOUNYW
ASOWIW HHOM 2V AHOWIIN WyHO0 Sd ¢
v2
> Nd 2 Ndd 18YL ONINTWS3L130 T/‘_ooﬁm
oo ; 5 SLINSLNOD AV1dSiad 321430 HOV3
163035 | 6c” vl F18VL NOLYIHOANI NOILYEMIIINOD {5y,
d3dShval — — 318VL NOWVWHOINI LNIW3DYNYI -, |
Mwm\:zwz NYHO0dd | ] éJomPZOU - OJOW_._,DZOQO 3Sv8vLivd o
NOLLYDINAIWWOD || |[NOITDINAWINDD
537705LN0D = 7 w S377051N03 .
10d1N0- LNdNI v. |2 " LNdLN0 - LNGNI |
8e”/ 1\ /
AN /
3SNCW| (39908434 | | Av14510 ISNOW| [CuvogAad | |Av1dSia
R sz’ sz’ I S’ e




US 2003/0197722 A1

Oct. 23,2003 Sheet 27 of 29

Patent Application Publication

378VL ONINIWSE3L30 SLN3LNOD AvVd4Siqg 3J01A30 HOV3 100¢

N

Ty
| Y 1V SWNOZ NYHL Y3947 T
v STO8WAS 53080 MOT| 3WVYN TOSWAS
JOM3IBWNN Ld30X3 | “34AL TOBWAS anWoc oL ol
Ty ST0SWAS 53040 MO
40 H38WAN La37x3 | NN TOBWAS AINO | BWOLNYHL 3377vw s
J-NdD a-nd9 e AL10vdv)
-Nd? xS ,
3aaL nayaMh—zoie
)
colg



Patent Application Publication Oct. 23,2003 Sheet 28 of 29  US 2003/0197722 A1l

F16 32

INSTRUCT TRANSFER REQUEST PROGRAM OF MANAGED TERMINAL TO

INFORM TRANSFER PROGRAM OF NETWORK MANAGEMENT SYSTE M

ABOUT TRANSFER REQUEST OF CONFIGURATION INFORMATION DIS-
PLAY PROGRAM

3202

INSTRUCT TRANSFER PROGRAM OF NE TWORK MANAGEMENT SYSTEM

TO TRANSFER CONFIGURATION INFORMATION DISPLAY PROGRAM
TO WORK MEMORY OF MANAGED TERMINAL

(3203

INSTRUCT CONFIGURATION INFORMATION DISPLAY PROGRAM OF
MANAGED TERMINAL TO ACQUIRE IP ADDRESS, CPUTYPE AND
MEMORY CAPACITY OF MANAGED TERMINAL AND INFORM CONFIG-
UARATION INFORMATION FILTERING PROGRAM OF NETWORK
MANAGEMENT SYSTEM ABOUT IP ADDRESS, CPU TYPE, MEMORY
CAPACITY AND TRANSFER REQUEST OF CONFIGURATION INFORMATION

(3204

INSTRUCT CONFIGURATION INFORMATION FILTERING PROGRAM OF
NETWORK MANAGEMENT SYSTEM TO DETERMINE CONTENTS DIS-
PLAYED ON SCREEN OF MANAGED TERMINAL BASED UPON IN-

FORMED CPUTYPE AND MEMORY CAPACITY

$3205

INSTRUCT CONFIGURATION INFORMATION FILTERING PROGRAM OF
NETWORK MANAGEMENT SYSTEM TO GENERATE HIERARCHICAL IN-
FORMATION TABLE SHOWING LOCATION OF MAP INCLUDING SYMBOL
OF MANAGED TERMINAL BASED UPON INFORMEDIP ADDRESS AND
TO INFORM CONFIGURATION INFORMATION DISPLAY PROGRAM OF
MANAGED TERMINAL AFTER RECONSTITUTING HIERARCHICAL IN-
FORMATION TABLE ACCORDING TO CONTENTS DETERMINED 1IN
STEP 3204

| (3206

INSTRUCT CONFIGURATIOM INFORMATION DISPLAY PROGRAM OF MANAGED
TERMINAL TC STORE INFORMED HIERARCHICAL INFORMATION TABLE IN
WORK MEMORY AND INFORM CONFIGURATION INFORMATION FILTER-
ING PROGRAM OF NETWORK MANAGEMENT SYSTEM ABOUT IDENTIFIER
OF SYMBOL IN HIGH ORDER BY ONE OF SYMBOL OF MANAGED TER-
MINAL AND TRANSFER REQUEST OF CONFIGURATION INFORMATION

;3207

INSTRUCT CONFIGURATION INFORMATION FILTERING PROGRAM OF NET-
WORK MANAGEMENT SYSTEM TO GENERATE DISPLAY INFORMATION
TABLE STORING SYMBOL INFORMATION OF ALL SYMBOLS PULLED
DOWN FROM INFORMED SYMBOL AND INCLUDED IN MAP AND INFORM
CONFIGURATION INFORMATION DISPLAY PROGRAM OF MANAGED TER-
MINAL AFTER RECONSTITUTING DISPLAY INFORMATION TABLE
ACCORDING TO CONTENTS DETERMINED IN STEP 3204

)/3208
INSTRUCT CONFIGURATION INFORMATION DISPLAY PROGRAM OF

MANAGED TERMINAL TO DISPLAY PARTIAL NETWORK CONFIGUR-
ATION RELATED TO MANAGED TERMINAL IN FORM OF INCLUSIVE TREE

END



Patent Application Publication

Oct. 23,2003 Sheet 29 of 29

rF1G 33
02 (1103
IDENTIFIER | SYMBOL NAME
1005 PC 11
1006 PC 12
1007 PC13

2

US 2003/0197722 A1

1101 DISPLAY INFORMATION TABLE

r16G 34
==l
/\ ROOT |~ 1602
AREA 1 — 3401
SECTOR 1 3401

— PC11 ~- 3401
PC12 3401
PC13 3401

1601 INCLUSIVE TREE SCREEN



US 2003/0197722 Al

INFORMATION PROVIDING SYSTEM HAVING A
NETWORK TERMINAL AND NETWORK
MANAGEMENT SYSTEM WHICH MANAGES A
NETWORK AND PROVIDES INFORMATION OF
THE NETWORK TO THE NETWORK TERMINAL

[0001] The present application is a continuation of appli-
cation Ser. No. 10/026,830, filed Dec. 27, 2001; which is a
continuation of application Ser. No. 09/516,500, filed Mar.
1, 2000, now U.S. Pat. No. 6,339,789, which is a continu-
ation of application Ser. No. 09/027,202, filed Feb. 20, 1998,
now U.S. Pat. No. 6,049,827, the contents of which are
incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] The present invention relates to a network man-
agement system for managing a network. More particularly,
the present invention relates to a method, apparatus and
computer program for allowing management of a network
by use of network equipment, being managed on the net-
work by a network management system, by preferentially
displaying partial information related to the network equip-
ment that is required for network management on the
network equipment.

[0003] Generally, a network management system for col-
lecting management information from each of plural net-
work equipment existing in a network and storing the
management information in the network management sys-
tem is used for managing a network. Information required
for network management including the collected manage-
ment information is displayed by the network management
system. Particularly, the network management information
being displayed includes a configuration of the network
being managed in the form of a map in which the network
is schematically shown.

[0004] A network is divided into hierarchies such as
geographical classification, management classification and
detailed information and is displayed in the form of a map
having a plurality of hierarchical levels as described on
pages 60 to 65 in “Hewlet-Packard Journal”, April 1990.
Such is performed so that a management operator can
readily grasp a large-scale complicated network configura-
tion at an instant. A technique for changing displayed
contents of a configuration according to a management
operator in consideration of a case that a network manage-
ment system is used by plural managers is disclosed in
Japanese published unexamined patent application No.
7-312596. A technique for enabling an arbitrary computer
except a network management system, to access the same
contents as contents displayed by the network management
system utilizing a web browser is disclosed on pages 38 and
39 in “Nikkei Computer” November 11 Appendix 1996 as a
type of network management in the environment of an
Internet/intranetwork. However, in such a technique, a web
browser which can access only one screen at a time cannot
access plural maps simultaneously when, for example, in
case a network management system displays a map for each
hierarchy level. Thus, there is a problem that the display of
a network configuration using a web browser is difficult to
grasp. The utilization of a web browser allows network
equipment which is managed by a network management
system, to access the same contents displayed by the net-
work management system and to execute network manage-
ment.
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[0005] For a user who executes network management via
network equipment which is managed by a network man-
agement system may be either an end user or a management
operator. However, an end user often requires partial infor-
mation related to the managed network equipment being
used of information required for network management.
Similarly, a management operator may also require partial
information related to the managed networks equipment
being used. Such partial information is not supplied. Thus,
a user who uses managed equipment is required to find the
partial information related to the managed equipment being
used. That is, the user must find partial information corre-
sponding to the same contents as that displayed by a network
management system. However, as the information volume
of contents displayed by a network management system is
enormous, the operation to find such partial information is
very burdensome.

[0006] In conventional apparatus disclosed in Japanese
published unexamined patent application No. 7-312596,
only a change in the displayed contents performed by a
management operator at, for example, a network manage-
ment system which manages network equipment on a net-
work are effected. Thus, when a management operator
executes network management via a managed network
equipment on the network the contents of the display are not
changed.

SUMMARY OF THE INVENTION

[0007] An object of the present invention is to enable
preferentially displaying partial information, related to net-
work equipment being managed on the network by a net-
work management system, equipment of information
required for network management when network manage-
ment is to be executed on the network equipment.

[0008] To achieve the above object, the present invention
provides a network which is managed by a network man-
agement system. The network management system collects
management information from each of a plurality of network
equipment existing in the network and stores the manage-
ment information collected from the plural network equip-
ment. Network management of the network can be accom-
plished in response to a request from one of the network
equipment by accessing the network management system
and causing the network management system to transfer a
program for managing the network to the network equip-
ment requesting network management. The network equip-
ment requesting network management informs the network
management system of identification information for iden-
tifying the network equipment using the transferred pro-
gram. The network management system then transfers par-
tial information related to the network equipment as
indicated by the identification information. The partial infor-
mation includes information required for network manage-
ment by the network equipment. The network equipment
then displays the transferred partial information.

[0009] According to the present invention since partial
information related to the network equipment requesting
network management is transferred from the network man-
agement system to the network equipment and displayed on
the network equipment, a user is not required to find partial
information related to the network equipment being used.
Therefore, the user can immediately execute network man-
agement.
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[0010] If a browser has been installed in the network
equipment and a program for managing a network has not
been installed in the network equipment, then the network
equipment can still effect management of the network
according to the present invention. In the present invention
the network equipment displays partial information obtained
by a program for managing a network transferred from a
network management system. Thus, a user can execute
network management via the network equipment utilizing
the browser. Therefore, the present invention provides a
network management tool that can be installed in a network
management system.

[0011] TItshould be noted that the present invention can be
implemented using a computer program written in the JAVA
programming language (JAVA is a trademark of Sun Micro-
systems Inc.) or the ACTIVE X programming language
(ACTIVE X is a trademark of Microsoft Inc.). The ACTIVE
X programming language is similar in operation to the JAVA
programming language. In the present invention the pro-
gram transferred from the network management system to
the network equipment requesting network management can
be written in the form of an “Applet” which causes the
display of the partial information on the network equipment.
An Applet is a special program transferable on a network
that can be executed in the receiving computer. The Applet
is activated when transferred from the network management
system to the network equipment.

[0012] A first embodiment of the present invention pro-
vides a network management tool that can be installed in a
network management system for collecting management
information from each of a plurality of network equipment
connected to a network, storing the management informa-
tion therein and displaying the configuration of the network
in the form of a plurality of hierarchically arranged maps.
The network management system includes a display pro-
gram which is activated when it is transferred to a network
equipment. The display program, which can be an Applet in
the JAVA or ACTIVE X programming languages, causes the
display of information required for network management on
anetwork equipment requesting network management of the
network. The network management system also includes a
transfer program for transferring the display program to the
network equipment requesting management (hereinafter
called “management request equipment”) and an informa-
tion program for informing the display program transferred
to the management request equipment of information
required for display to effect network management.

[0013] The first embodiment of the present invention also
provides a managed terminal included in each of the net-
work equipment connected to the network. The managed
terminal includes a transfer request program for requesting
transfer of the display program when network management
is to be conducted from the network equipment in which the
managed terminal is installed.

[0014] The information program of the network manage-
ment system executes processing for generating inclusive
relationship information showing inclusive relationships
among components on the network related to the network
equipment specified by the display program transferred to
the management request equipment. The network equipment
is included in the hierarchically arranged maps that the
network management system displays. The information pro-
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gram informs the display program of the generated inclusive
relationship information. The display program executes pro-
cessing for specifying the management request equipment
by collecting identification information for identifying the
management request equipment, informing the information
program of the collected identification information and
causing the display of a partial network configuration related
to the management request equipment in the form of an
inclusive tree based upon the inclusive relationship infor-
mation informed by the information program.

[0015] According to the first embodiment, the partial
network configuration related to the management request
equipment can be preferentially displayed on the manage-
ment request equipment. Particularly, as the hierarchically
arranged maps are displayed in the form of an inclusive tree
shown on one screen in the management request equipment,
a user using the management request equipment can readily
grasp the partial network configuration related to the man-
agement request equipment. Management in the above-
described manner can be effected even if a browser being
used can access only one screen at a time.

[0016] If a partial network configuration related to the
management request equipment is not necessarily required
to be displayed on one screen, the network management
system may be constructed so that the information program
executes processing for informing the display program of a
partial map related to the network equipment specified by
the display program transferred to the management request
equipment. The display program executes processing for
specifying the management request equipment by collecting
identification information for identifying the management
request equipment and informing the information program
of the collected identification information. Thereafter the
display program executes a processing for causing the
display of the partial map as informed by the information
program.

[0017] Also, if one screen is used and partial network
configuration related to the management request equipment
is not necessarily required to be displayed, the network
management system may be constructed so that the infor-
mation program executes processing for generating inclu-
sive relationship information showing inclusive relation-
ships among components included in each of the
hierarchically arranged maps that the network management
system displays. The information program also executes a
processing for informing the display program of the gener-
ated inclusive relationship information. The display program
executes processing for causing the display of the configu-
ration of the network in the form of an inclusive tree based
upon the inclusive relationship information from the infor-
mation program.

[0018] In the above-described first embodiment, the dis-
play program can further execute a processing for causing
the deletion of components selected by an external device if
the selected components are shown in an inclusive tree, a
processing for acquiring the inclusive relationship informa-
tion from the information program of components selected
by an external device not shown in an inclusive tree and a
processing for causing the addition of a partial network
configuration, related to a selected component of an inclu-
sive tree, to the inclusive relationship information from the
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information program. The partial network configuration is
obtained in response to a request for inclusive relationship
information.

[0019] The information program can further execute a
processing for generating inclusive relationship information
showing inclusive relationships among components. The
inclusive relationship information is required by the display
program which causes the display of components included
in each of the hierarchically arranged maps that a network
management system displays and requested by the manage-
ment request equipment for network management. The
information program also executes a processing for inform-
ing the display program of the generated inclusive relation-
ship information. Using the above-described features of the
present invention a user of the management request equip-
ment can delete an unnecessary part of the information being
displayed and can add information to a part of the informa-
tion being displayed deemed insufficient.

[0020] Further, in the above-described first embodiment,
the information program can further execute a processing for
calculating the number of components included in a map of
a lower order level of the hierarchically arranged maps. The
components correspond to components in each of the higher
order level maps. The hierarchically arranged maps are
displayed by the network management system. The compo-
nents of the lower order level maps are hereinafter called
“lower order components”. The information program also
executes a processing of informing the display program
transferred to the management request equipment of the
calculated number of low order components. The display
program executes a processing for causing the display of the
number of lower order components from the information
program together with all of the components shown in an
inclusive tree. Using the above-described features of the
present invention a user of the management request equip-
ment can be informed of the number of components
included in each of the components included in an inclusive
tree by seeing the displayed number of lower order compo-
nents.

[0021] Further, in the above-described first embodiment,
the display program can further execute a processing for
causing a part of the information displayed on the manage-
ment request equipment related to the management request
equipment to be highlighted. Using the above-described
features of the present invention a user of the management
request equipment can readily find a part related to the
management request equipment within the displayed infor-
mation.

[0022] A second embodiment of the present invention,
similar to the first embodiment, provides a network man-
agement tool having a network management system and a
managed terminal included in each of the network equip-
ment as described above. However, the configuration of the
network management system in the second embodiment is
different from the first embodiment in that the network
management system periodically collects event information
from each of the network equipment connected to the
network. The event information collected from the network
equipment is stored in the network management system as
an event log which includes information concerning the IP
address of the network equipment in which an event has
occurred, the time of the event, and information concerning
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the type of event. The display program when transferred to
the management request equipment and activated by the
transfer is informed of event information by the network
management system. Thereafter the display program causes
the display of event information from the network manage-
ment system related to the management request equipment
S0 as to permit network management. The second embodi-
ment allows a user to expand the details of the event
information being displayed on the management request
equipment.

[0023] A third embodiment of the present invention, simi-
lar to the first embodiment, provides a network management
tool having a network management system and a managed
terminal included in each of the network equipment as
described above. However the configuration of the network
management system in the third embodiment is different
from that in the first embodiment in that the network
management system allows for retrieval of management
information which satisfies a particular retrieval condition
set by a user at a managed terminal which is included in a
network equipment management request equipment. The
management information which satisfies the set retrieval
condition is management information related to the man-
agement request equipment. The user when using the man-
aged terminal in the third embodiment may set the attribute
of a retrieval condition through a retrieval screen displayed
on the management request equipment.

[0024] A fourth embodiment of the present invention,
similar to the first embodiment, provides a network man-
agement tool having a network management system and a
managed terminal included in each of the network equip-
ment as described above. However, the configuration of the
network management system is different from that in the first
embodiment in that a network management system deter-
mines the performance capabilities of the management
request equipment and transfers an amount of management
information to the management request equipment accord-
ing to the determined performance capabilities. This feature
of the fourth embodiment allows for the details of the
display of management information to be set in accordance
with the performance capabilities of the management
request equipment.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] The present invention will be more apparent from
the following detailed description, when taken in conjunc-
tion with the accompanying drawings, in which:

[0026] FIG. 1 is a block diagram illustrating the configu-
ration of a network management system and a managed
terminal respectively equivalent to a first embodiment;

[0027] FIG. 2 is an explanatory drawing illustrating an
example of the configuration of a network managed by the
network management system;

[0028] FIG. 3 is an explanatory drawing illustrating the
construction of a management information table in the first
embodiment;

[0029] FIG. 4 is an explanatory drawing illustrating a
hierarchical map displayed on the display of the network
management system;

[0030] FIG. 5 is an explanatory drawing illustrating a
configuration information table in the first embodiment;
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[0031] FIG. 6 is a flowchart illustrating the outline of the
operation of the network management system and the man-
aged terminal in the first embodiment;

[0032] FIG. 7 is an explanatory drawing illustrating a
state after a configuration information display program is
transferred to the managed terminal in the first embodiment;

[0033] FIG. 8 is a flowchart illustrating the outline of the
operation of the filtering section of a configuration informa-
tion filtering program in the first embodiment;

[0034] FIG. 9 is an explanatory drawing illustrating a
hierarchical information table in the first embodiment;

[0035] FIG. 10 is a flowchart illustrating the outline of the
operation of the hierarchical symbol acquiring section of the
configuration information filtering program in the first
embodiment;

[0036] FIG. 11 is an explanatory drawing illustrating a
display information table in the first embodiment;

[0037] FIG. 12 is a flowchart illustrating the outline of the
operation of the configuration information display section of
the configuration information display program in the first
embodiment;

[0038] FIG. 13 is an explanatory drawing illustrating the
construction of a configuration information internal table in
the first embodiment;

[0039] FIG. 14 is an explanatory drawing illustrating a
class/icon relating internal table in the first embodiment;

[0040] FIG. 15 is an explanatory drawing illustrating a
state/icon color relating internal table in the first embodi-
ment;

[0041] FIG. 16 is an explanatory drawing illustrating
contents displayed on an inclusive tree screen in the first
embodiment;

[0042] FIG. 17 is a flowchart illustrating the outline of
symbol expanding/closing processing executed by the con-
figuration information display section of the configuration
information display program in the first embodiment;

[0043] FIG. 18 is an explanatory drawing illustrating
contents displayed on the inclusive tree screen after symbol
expanding processing is executed in the first embodiment;

[0044] FIG. 19 is an explanatory drawing illustrating
contents displayed on the inclusive tree screen after symbol
closing processing is executed in the first embodiment;

[0045] FIG. 20 is a block diagram illustrating the con-
figuration of a network management system and a managed
terminal respectively equivalent to a second embodiment;

[0046] FIG. 21 is an explanatory drawing illustrating an
event information table in the second embodiment;

[0047] FIG. 22 is a flowchart illustrating the outline of the
operation of the filtering section of an event information
retrieval program in the second embodiment;

[0048] FIG. 23 is an explanatory drawing illustrating
contents displayed on an event display screen in the second
embodiment;

[0049] FIG. 24 is a flowchart illustrating the outline of
enlargement processing executed by the retrieval and
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enlargement section of the event information retrieval pro-
gram in the second embodiment;

[0050] FIG. 25 is a flowchart illustrating the outline of
additional display processing executed by the event infor-
mation display section of an event information display
program in the second embodiment;

[0051] FIG. 26 is an explanatory drawing illustrating
contents displayed on the event display screen after addi-
tional display processing is executed in the second embodi-
ment;

[0052] FIG. 27 is a block diagram illustrating the con-
struction of a network management system and a managed
terminal respectively equivalent to a third embodiment;

[0053] FIG. 28 is an explanatory drawing illustrating
contents displayed on a retrieval screen in the third embodi-
ment;

[0054] FIG.29 is a flowchart illustrating the outline of the
operation of a management information sort program in the
third embodiment;

[0055] FIG. 30 is a block diagram illustrating the con-
figuration of a network management system and a managed
terminal respectively of a fourth embodiment;

[0056] FIG. 31 is an explanatory drawing illustrating an
each device display contents determining table in the fourth
embodiment;

[0057] FIG. 32 is a flowchart illustrating the outline of the
operation of the network management system and the man-
aged terminal in the fourth embodiment;

[0058] FIG. 33 is an explanatory drawing illustrating a
reconstituted display information table in the fourth embodi-
ment; and

[0059] FIG. 34 is an explanatory drawing illustrating
contents displayed on an inclusive tree screen displayed in
the fourth embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0060] Referring to the drawings, embodiments to which
a network management tool according to the present inven-
tion is applied will be described below.

[0061] First, referring to FIGS. 1 to 17, a first embodiment
of the present invention will be described.

[0062] The first embodiment enables partial network con-
figuration related to a network equipment to be preferen-
tially displayed in the form of a containment tree if network
management is executed from an arbitrary network equip-
ment provided with a display function (hereinafter called a
managed terminal) which is equipment managed by a net-
work management system.

[0063] FIG. 1 is a block diagram showing the configura-
tion of a network management system and a managed
terminal respectively equivalent to the first embodiment. As
shown in FIG. 1, a reference number 10 denotes a network
management system which collects management informa-
tion from each of a plurality of network equipment 201 and
202 defined as managed equipment including, for example,
a computer or a transfer equipment connected to a network
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200 as shown in FIG. 2. Upon collecting the management
information, the network management system 10 stores the
management information therein. As also shown in FIG. 1,
a reference number 20 denotes a managed terminal which is
included in each network equipment 201 and 202 as shown
in FIG. 2.

[0064] As shown in FIG. 1, the network management
system 10 is provided with a communication control unit 11
for controlling communication between the network man-
agement system 10 and the network equipment 201 and/or
202 represented by the managed terminal 20, a database 110
for storing a management information table 111 which stores
management information collected from each of the network
equipment 201 and 202 and a configuration information
table 112 which stores configuration information required
for displaying the configuration of the network 200, a work
memory 12 which functions as an operation area when a
processing is conducted for storing information in the data-
base 110 and a temporary storage area when a processing is
conducted for retrieving required information from the data-
base 110, a program memory 13 for storing a management
information collection program 131, a configuration infor-
mation filtering program 133, a configuration information
display program 136 and a transfer program 137, and a
central processing unit (CPU) 14 for controlling access to
the work memory 12 and the database 110 and for executing
each of the programs in the program memory 13. Further, the
network management system 10 is provided with a keyboard
15, a mouse 16, a display 17 and an input-output controller
18 for controlling the input-output of data to and from these
elements.

[0065] The management information collection program
131 is a program for collecting management information
from each of the computers 201 and 202 which are managed
equipment and managing the registration/update of manage-
ment information in the management information table 111.
The configuration information filtering program 133 is a
program for acquiring configuration information required
for displaying partial network configuration related to the
managed terminal 20 and is provided with a filtering section
132 and hierarchical symbol acquiring section 138. The
configuration information display program 136 is a program
transferred to the managed terminal 20 and activated in the
managed terminal 20 for causing the display of partial
network configuration related to the managed terminal 20 on
the managed terminal 20 and is provided with a terminal
information gathering section 134 and a configuration infor-
mation display section 135. The transfer program 137 is a
program for transferring the configuration information dis-
play program 136 to the managed terminal 20.

[0066] The configuration information display program
136 can be what is known in the art as an Applet which is
a type of program transferable across networks according to
the JAVA or the ACTIVE X programming languages. JAVA
is a trademark of Sun Microsystems Inc., an ACTIVE X is
a trademark of Microsoft Inc.

[0067] As shown in FIG. 1, the managed terminal 20 is
provided with a communication control unit 21 for control-
ling communication between the managed terminal 20 and
the network management system 10, a work memory 22
which functions as an operation area when the configuration
information display program 136 transferred from the net-
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work management system 10 is executed, a program
memory 23 in which a transfer request program 24 for
requesting the network management system 10 to transfer
the configuration information display program 136 is stored
and a CPU 29 for controlling access to the work memory 22
and for executing each of the programs stored in the program
memory 23. Further, the managed terminal 20 is provided
with a keyboard 26, a mouse 27, a display 25 and an
input-output controller 28 for controlling the input-output of
data to and from these elements.

[0068] In the network management system 10, CPU 14
periodically collects management information from each of
the network equipment 201 and 202 represented by the
managed terminal 20 via the communication control unit 11
and stores the collected management information in the
management information table 111 by executing the man-
agement information collection program 131.

[0069] FIG. 3 shows an example of the construction of the
management information table 111. For the purpose of
example a TCP/IP communication protocol is used in the
network 200. Any other communication protocol can be
used. As shown in FIG. 3, the management information
table 111 includes for each identifier 302 of managed
equipment representing network equipment 201 and 202, the
host name 303 of managed equipment and the IP address
304 of the managed equipment.

[0070] Further, CPU 14 displays a map hierarchically
representing the configuration of the network 200 geo-
graphically expanded as shown in FIG. 4 for example based
upon management information stored in the management
information table 111 on the display 17. As shown in FIG.
4, a reference number 401 denotes a map showing the whole
configuration, for example, at a country level of the network
200. The detailed configuration of the network 200 is
hierarchically represented by sequentially pulling down
from the map 401 to a map 402 showing partial configura-
tion at, for example, an area level and a map 403 showing
partial configuration at, for example, a site level. A table
used when these maps 401 to 403 are displayed is the
configuration information table 112 as shown in FIG. 5.

[0071] The configuration information table 112 includes
for each identifier 502 of managed equipment representing
the network equipment 201 and 202, the name 503 of a
symbol, a high order symbol 504 which is the identifier of
a symbol included in a high order level of a map, the
corresponding node 505 which is the identifier of managed
equipment shown by the symbol, the state 506 of the
managed equipment shown by the symbol and the class 507
of the managed equipment shown by the symbol for each
identifier 502. Each symbol 503 represents, for example, a
managed equipment 20 for representing network equipment
201 and 202 included in the map 401 displayed as shown in
FIG. 4 based upon management information stored in the
management information table 111.

[0072] The operation of the first embodiment will be
described below.

[0073] FIG. 6 is a flowchart showing the outline of the
operation of the network management system 10 and the
managed terminal 20. It should be noted that each of the
steps of the flowchart correspond to code of a computer
program.
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[0074] As shown in FIG. 6, when a user instructs the
managed terminal 20 to execute network management, first,
the transfer request program 24 informs the transfer program
137 of the network management system 10 of a request for
transferring the configuration information display program
136 (step 601). When the transfer program 137 receives the
request for transferring the configuration information dis-
play program 136 from the managed terminal 20, the trans-
fer program 137 transfers the configuration information
display program 136 stored in the program memory 13 to the
work memory 22 of the managed terminal 20 (step 602).

[0075] When the configuration information display pro-
gram 136 is transferred from the network management
system 10 to the work memory 22, it is automatically
activated. FIG. 7 shows the state of the managed terminal 20
after the configuration information display program 136 has
been transferred to the work memory 22 of the managed
terminal 20. When the configuration information display
program 136 is activated in the managed terminal 20, first,
the terminal information gathering section 134 acquires the
IP address of the managed terminal 20 and informs the
configuration information filtering program 133 of the net-
work management system 10 of the request for transferring
configuration information together with the acquired IP
address (step 603).

[0076] As an alternative to the acquiring of the IP address
of the managed terminal 20 the terminal information gath-
ering section 134 can be included in the configuration
information filtering program 133 on the network manage-
ment system 10. The terminal information gathering section
134 of this construction acquires the IP address of the
managed terminal from a transfer log provided in the
network management system 10. The transfer log has stored
therein log records providing information of the terminal
that requested transfer of the configuration information
display program 136. The log records are caused to be
generated by the transfer program 137 when the transfer
program 137 transfers the configuration information display
program 136 to the managed terminal 20.

[0077] When the configuration information filtering pro-
gram 133 receives the request for transferring configuration
information and the IP address from the managed terminal
20, the configuration information filtering program 33
acquires hierarchical information showing a location in a
map including the symbol of the managed terminal 20 by
filtering required information from the configuration infor-
mation table 112 based upon the received IP address, and
informs the configuration information display program 136
of the managed terminal 20 of the acquired hierarchical
information (step 604).

[0078] FIG. 8 is a flowchart showing the outline of the
operation of the filtering section 132 of the configuration
information filtering program 133. It should be noted that
each of the steps of the flowchart corresponds to code of a
computer program.

[0079] As shown in FIG. 8, the filtering section 132 first
retrieves an [P address 304 equal to the IP address received
from the managed terminal 20 from the management infor-
mation table 111 and acquires for selecting an identifier 302
corresponding to the retrieved IP address 304, that is, the
identifier 302 of the managed terminal 20 (step 801). Next,
the filtering section 132 acquires a symbol having the
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identifier 302 acquired in step 801 as the corresponding node
505, that is, the symbol of the managed terminal 20 from the
configuration information table 112 (step 802). Next, the
filtering section 132 specifies the symbol of the managed
terminal 20 acquired in step 802 for a symbol to be acquired
and stores the symbol information of the acquired symbol in
a hierarchical information table 901 shown in FIG. 9 (step
803).

[0080] As shown in FIG. 9, contents stored as symbol
information includes the identifier 902 of an acquired sym-
bol, the symbol name 903 of the acquired symbol, the state
904 of managed terminal shown by the acquired symbol, the
class 905 of the managed terminal shown by the acquired
symbol and the number of subordinate symbols 906 which
is the number of symbols included in lower order levels of
the map under the acquired symbol. The information 902 to
905 except the number of subordinate symbols 906, are
transferred from the configuration information table 112.
The number of subordinate symbols 906 can be acquired by
checking the number of symbols the high order symbol 504
of which is a symbol to be acquired in the configuration
information table 112 (step 804).

[0081] When the symbol information of the acquired
symbol is stored in the hierarchical information table 901 as
described above, the filtering section 132 specifies that high
order symbols 504 be acquired and stored in the hierarchical
information table 901 (step 805).

[0082] If a higher order symbol exist, then steps 803 to
805 are repeated until no high order symbol 504 exists (step
806). If no higher order symbols 504 exist then the hierar-
chical information table 901 showing location in a map
including the symbol of the managed terminal 20 is gener-
ated. When the generation of the hierarchical information
table 901 is finished, the filtering section 132 informs the
configuration information display section 135 of the man-
aged terminal 20 of the generated hierarchical information
table 901 (step 807).

[0083] When the configuration information display sec-
tion 135 receives the hierarchical information table 901 from
the filtering section 132 of the network management system
10 as shown in FIG. 6, the configuration information display
section 135 stores the received hierarchical information
table 901 in the work memory 22 and informs the configu-
ration information filtering program 133 of the network
management system 10 of a request for transferring con-
figuration information together with the identifier 902 of a
symbol in a higher order level of the map of the managed
terminal 20 in the hierarchical information table 901 (a step
605). When the configuration information filtering program
133 receives the request for transferring configuration infor-
mation and the identifier 902 of the symbol from the
managed terminal 20, configuration filtering program 133
informs the configuration information display section 135 of
the managed terminal 20 of all symbols included in maps of
lower order levels related to a symbol shown by the received
identifier 902 by the hierarchical symbol acquiring section
138. That is, all symbols included in lower order level maps
related to the symbol of the managed terminal 20 (a step
606) are informed.

[0084] FIG. 10 is a flowchart showing the outline of the
operation of the hierarchical symbol acquiring section 138
of the configuration information filtering program 133. It



US 2003/0197722 Al

should be noted that each of the steps of the flowchart
corresponds to code of a computer program.

[0085] As shown in FIG. 10, the hierarchical symbol
acquiring section 138 extracts a symbol having the identifier
902 of a symbol received from the managed terminal 20 as
a high order symbol 504 from the configuration information
table 112 (step 1001). Next, the hierarchical symbol acquir-
ing section 138 specifies the symbol extracted in the step
1001 for a symbol to be acquired and stores symbol infor-
mation of the acquired symbol in a display information table
1101 shown in FIG. 11 (step 1002).

[0086] As shown in FIG. 11, the display information table
1101 includes symbol information consisting of an identifier
1102 of an acquired symbol, a symbol name 1103 of the
acquired symbol, a class 1104 of managed equipment shown
by the acquired symbol, a state 1105 of the managed
equipment shown by the acquired symbol and the number of
subordinate symbols 1106 which is the number of symbols
included in lower order level maps under the acquired
symbol. The information 1102 to 1105, except the number of
subordinate symbols 1106, are picked up from the configu-
ration information table 112. The number of subordinate
symbols 1106 can be acquired by checking the number of
symbols the high order symbol 504 of which is an acquired
symbol in the configuration information table 112 (step
1003).

[0087] When the symbol information of the acquired
symbol is stored in the display information table 1101 as
described above, the hierarchical symbol acquiring section
138 returns processing to step 1001 to store the symbol
information of the following symbols in the display infor-
mation table 1101 until no other symbol having the identifier
902 of the symbol received from the managed terminal 20 as
a high order symbol 504 exists (step 1004). When the steps
1001 to 1004 are repeated, the display information table
1101 in which the symbol information of all symbols
included in a map including the symbol of the managed
terminal 20 is stored is generated. When the generation of
the display information table is finished, the hierarchical
symbol acquiring section 138 informs the configuration
information display section 135 of the managed terminal 20
of the generated display information table 1101 (step 1005).

[0088] As shown in FIG. 6, in the managed terminal 20,
when the configuration information display section 135 of
the configuration information display program 136 receives
the display information table 1101 from the hierarchical
symbol acquiring section 138 of the network management
system 10, the configuration information display section 135
causes the display of a partial network configuration related
to the managed terminal 20 in the form of an containment
tree based upon the hierarchical information table 901 and
the display information table 1101 (step 607). The display
information table 1101 and the hierarchical information
table 901 stored in the work memory 22 in the step 605 are
equivalent to containment relationship information showing
containment relationship among symbols related to the
managed terminal 20.

[0089] FIG. 12 is a flowchart showing the outline of the
operation of the configuration information display section
135 of the configuration information display program 136. It
should be noted that each of the steps of the flowchart
corresponds to code of a computer program.
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[0090] As shown in FIG. 12, the configuration informa-
tion display section 135 first generates a configuration
information internal table 1301 shown in FIG. 13 based
upon the received display information table 1101 and the
hierarchical information table 901 stored in the work
memory 22 (step 1201). FIG. 13 shows the construction of
the configuration information internal table 1301.

[0091] As shown in FIG. 13, the configuration informa-
tion internal table 1301 includes for each identifier 1302, a
class 1303 of managed equipment shown by a symbol, a
state 1304 of the managed equipment shown by the symbol,
a symbol name 1305 of the symbol, a hierarchy 1306 of the
symbol, a number of symbols under the symbol 1307 and a
high order symbol 1308. Symbols of each identifier 1302 are
displayed in the form of an containment tree. In the con-
figuration information internal table 1301, a symbol the
identifier 1302 of which is zero, ‘0’ is definitely set before-
hand so that the corresponding class 1303 and symbol name
1305 are a root 1309. A symbol which is the root 1309 is
located at the highest order of all symbols and therefore, a
hierarchy 1306 corresponding to the symbol is set to zero,
“0”. Also, the information 1302 to 1305 and 1307, except the
hierarchy 1306 and the high order symbol 1308 are trans-
ferred from the hierarchical information table 901 or the
display information table 1101.

[0092] However, the configuration information display
section 135 stores a value showing the number of low order
symbols 1307 relative to the symbol which is the root 1309
in the field of the hierarchy 1306 according to hierarchical
relationship shown in the hierarchical information table 901
and stores the identifier of a symbol in a high order by one
in the field of the high order symbol 1308.

[0093] Next, the configuration information display section
135 locates each of the symbols to be displayed in an
inclusive tree based upon the contents of the configuration
information internal table 1301 generated in the step 1201
by repeating the steps 1202 to 1211. That is, first, the
configuration information display section 135 generates the
symbol image 1602 of the symbol which is the root 1309,
locates the generated symbol image 1602 in a predetermined
position on an inclusive tree screen 1601 shown in FIG. 16
and respectively sets initial values y1 and x1 having the
location as an origin at an X-coordinate 1603 and at a
y-coordinate 1604 (step 1202). The x-coordinate 1603 and
the y-coordinate 1604 at which the initial values are set show
positions in which the symbol image of a symbol in a low
order by one of the symbol which is the root 1309 is to be
located.

[0094] Next, the configuration information display section
135 retrieves a symbol of the identifier of the high order
symbol 1308 of which is equal to the identifier 1302 of the
symbol which is the root 1309 from the configuration
information internal table 1301 (step 1203), generates the
symbol image of the retrieved symbol and locates the
generated symbol image in a position shown by values set at
an x-coordinate 1603 and at a y-coordinate 1604 on the
inclusive tree screen 1601 (step 1204).

[0095] The details of step 1204 provides that the configu-
ration information display section 135 determines the icon
format of an acquired symbol based upon the contents of a
class/icon relating internal table 1401 which stores relation-
ships between the class 1402 of managed equipment shown
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by the symbol and an icon format 1403 shown in FIG. 14.
The configuration information display section 135 deter-
mines the color of the determined icon format based upon
the contents of a state/icon color relating internal table 1501
which stores relationship information indicating relation-
ships between the state 1501 of the managed equipment
shown by the acquired symbol and an icon color 1502 shown
in FIG. 15. Further, the configuration information display
section 135 creates symbol images 1605 and 1606 shown in
FIG. 16 by adding a symbol name 1305 and the number of
subordinate symbols 1307. Finally, the configuration infor-
mation display section 135 locates the created symbol
images 1605 and 1606 in positions shown by the respective
values set at an x-coordinate 1603 and at a y-coordinate
1604 on the inclusive tree screen 1601.

[0096] Next, the configuration information display section
135 adds a predetermined value y1 to a value at a y-coor-
dinate 1604 in a step 1205 and judges whether a symbol in
a lower order level of the maps related to the symbol image
of which is located in the step 1204 exists or not (step 1206).
The judgment can be executed by retrieving a symbol, the
higher order symbol of which has the identifier 1302, of the
symbol image of which is located in the step 1204 for
example. If such a symbol exists, the configuration infor-
mation display section 135 returns processing to step 1204
after adding a predetermined value x1 to a value at an
x-coordinate 1603 (step 1207).

[0097] If no such symbol exists, the configuration infor-
mation display section 135 judges whether a symbol in a
higher order level of the map related to the symbol image of
which is located in step 1204 exists or not (step 1208). The
judgment can be executed by retrieving a symbol having the
same symbol as the higher order symbol 1308 of the symbol,
the symbol image of which, is located in step 1204 as a high
order symbol 1308 for example. If such a symbol exists, the
configuration information display section 135 returns pro-
cessing to step 1204, generates and locates the symbol image
of such a symbol. If no such symbol exists, the configuration
information display section subtracts a predetermined value
x1 from a value at an x-coordinate 1603 (step 1209), next
retrieves a symbol having the higher order symbol 1308 of
the symbol retrieved in step 1208 as the identifier 1302 (step
1210), repeats processing until a symbol to be next retrieved
is the symbol which is the root 1309 (step 1211) and returns
processing to step 1208.

[0098] Thus, if a symbol to be next retrieved is the symbol
which is the root 1309 (step 1211), the symbol images 1602,
1605 and 1606 of all symbols to be displayed in an inclusive
tree are located on the inclusive tree screen 1601. Afterward,
the configuration information display section 135 completes
the inclusive tree screen 1601 by connecting the symbol
images 1602, 1605 and 1606 located on the inclusive tree
screen 1601 (step 1212). It is desirable that the configuration
information display section 135 causes the symbol image
1606 equivalent to the managed terminal 20 on the inclusive
tree screen 1601 shown in FIG. 16 to be highlighted (step
1213).

[0099] As described above, according to the first embodi-
ment, if network management is executed from the managed
terminal 20, which is equipment managed by the network
management system 10, a user who uses the managed
terminal 20 is not required to retrieve the symbol of the
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managed terminal 20. Therefore, the user can immediately
execute network management because partial network con-
figuration related to the managed terminal 20 can be pref-
erentially displayed in an inclusive tree. However, as is
conceivable a user of the managed terminal 20 may wish to
access various network configurations outside of the partial
network configuration related to the managed terminal 20.

[0100] To enable the display of the configurations of
various networks outside of the partial network configura-
tion in an inclusive tree, if the symbol images of all symbols
in a lower order level related to a symbol specified by a user
are not located on the inclusive tree screen 1601, symbol
developing processing in which the symbol images of such
symbols are newly located is further executed according to
the first embodiment. Also, to enable displaying the con-
figurations of various networks outside of the partial net-
work configuration in an inclusive tree, if the symbol images
of all symbols in a lower order level of the maps related to
a symbol specified by a user are located on the inclusive tree
screen 1601, symbol closing processing in which the symbol
images of such symbols are deleted is further executed
according to the first embodiment.

[0101] FIG. 17 is a flowchart showing the outline of the
symbol developing/closing processing executed by the con-
figuration information display section 135 of the configu-
ration information display program 136. It should be noted
that each of the steps of the flowchart corresponds to code
of a computer program.

[0102] As shown in FIG. 17, when a desired symbol is
specified by selecting the corresponding symbol image on
the inclusive tree screen 1601 by a user operating the mouse
27, the configuration information display section 135 of the
configuration information display program 136 in the man-
aged terminal 20 acquires the identifier 1302 of the symbol
specified by the user from the configuration information
internal table 1301 (step 1701). Next, the configuration
information display section 135 judges whether each of the
symbols in lower level maps relate to the symbol specified
by the user. That is whether each of the symbols having the
symbol specified by the user as the higher order symbol
1308 are stored in the configuration information internal
table 1301 or not (step 1702). The judgment can be executed
by retrieving symbols having the symbol specified by the
user as the respective higher order symbol 1308 of the same
number as the number of subordinate symbols 1308 corre-
sponding to the identifier 1302 of the symbol specified by
the user from the configuration information internal table
1301.

[0103] First, the symbol developing processing executed
when information indicating a relation between each of the
symbols in a lower order level of the maps related to a
symbol specified by a user is not stored in the configuration
information internal table 1301 will be described.

[0104] In the symbol developing processing, the configu-
ration information display section 135 first informs the
hierarchical symbol acquiring section 138 of the network
management system 10 of the identifier 1302 of a symbol
specified by a user and a request for transferring configu-
ration information (step 1703). In the network management
system 10, the hierarchical symbol acquiring section 138
generates the display information table 1101 storing the
symbol information of each of the symbols, the higher order
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symbol 504 of which, has the identifier 1302 informed by
the configuration information display section 135 of the
managed terminal 20 as described in the flowchart shown in
FIG. 10, and informs the configuration information display
section 1305 of the managed terminal 20 of the generated
display information table 1101.

[0105] When the configuration information display sec-
tion 135 receives the display information table 1101 from
the hierarchical symbol acquiring section 138 of the network
management system 10 (step 1704), the configuration infor-
mation display section 135 determines the size of a display
area required to locate the symbol images based upon the
number of symbols, the symbol information of which, is
stored in the display information table 1101 (step 1705).
Next, the configuration information display section 135
acquires all symbols, the symbol images of which are
located at the y-coordinate of a value larger than the y-co-
ordinate of a position at which the symbol image of a symbol
specified by a user is located and shifts the y-coordinates of
the respective locations of the symbol images of the
acquired symbols so that a display area of the size deter-
mined in step 1705 can be secured (step 1706). Thereafter
the configuration information display section 135 adds the
information of symbols, the symbol information of which is
stored in the display information table 1101 received in the
step 1704, into the configuration information internal table
1301 (step 1707). The configuration information display
section 135 creates and locates the symbol images of the
above symbols (step 1708), and connects them (step 1709).

[0106] As described above, the symbol images of all
symbols in a lower order level of the maps related to one
symbol specified by the user are newly located on the
inclusive tree screen 1601 by repeating steps 1707 to 1709
for each symbol, the symbol information of which is stored
in the display information table 1101, received from the
hierarchical symbol acquiring section 138 of the network
management system 10 (step 1710).

[0107] Next, the symbol closing processing executed
when the information of all symbols in a lower order level
of the maps related to a symbol specified by a user is stored
in the configuration information internal table 1301 will be
described.

[0108] In the symbol closing processing, the configuration
information display section 135 repeats processing for first
deleting the information of each symbol from the configu-
ration information internal table 1301 (step 1711), deleting
the symbol image of each symbol from the inclusive tree
screen 1601 (step 1712) and deleting a line connecting the
symbol images of the symbols from the inclusive tree screen
1601 (step 1713) for each symbol in a lower order level of
the maps related to a symbol specified by a user (step 1714).
Next, the configuration information display section 135
acquires all symbols, the symbol images of which are
located at the y-coordinate, of a value larger than the
y-coordinate of a position in which the symbol image of the
symbol specified by the user is located and shifts the
y-coordinates of locations of the symbol images of the
acquired symbols so that an area blanked by deleting all the
symbol images in the step 1712 is filled (step 1715). Thus,
the symbol images of all the symbols in a lower order level
of the maps related to the symbol specified by the user are
deleted from the inclusive tree screen 1601.
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[0109] For example, when the symbol which is the root is
specified by a user moving a cursor 1611 to the symbol
image 1602 which is the root on the inclusive tree screen
1601 shown in FIG. 16 as shown in FIG. 18 and the user
operates the mouse, the symbol developing processing is
executed. As a result, the symbol image 1612 of a symbol in
a lower order level of the map, related to the symbol which
is the root, is newly located on the inclusive tree screen
1601. Also, for example, when a symbol which is a sector 1
is specified by a user moving the cursor 1611 to a symbol
image 1605 which is the sector 1 on the inclusive tree screen
1601 shown in FIG. 16 as shown in FIG. 19 and the user
operates the mouse, the symbol closing processing is
executed. As a result, the symbol image of a symbol in a
lower order level of the maps related to the symbol which is
the sector 1 is deleted from the inclusive tree screen 1601.
Thus, the configurations of various networks including
partial network configuration and whole network configu-
rations can be displayed in an inclusive tree by executing the
above described symbol developing/closing processing.

[0110] Next, referring to FIGS. 9, 10, 12 and 20 to 25, a
second embodiment of the present invention will be
described.

[0111] According to the second embodiment, when net-
work management is executed from the managed terminal
20, event information related to the managed terminal 20
collected by the network management system 10 from
network equipment 201 and 202 each including a managed
equipment 20 and stored in the network management system
10, can be preferentially displayed.

[0112] FIG. 20 is a block diagram showing the configu-
ration of a network management system 10 and a managed
terminal 20 of the second embodiment.

[0113] In the second embodiment, the configuration of the
managed terminal 20 is the same as in the first embodiment.
In the second embodiment, the configuration of the network
management system 10 is similar to that in the first embodi-
ment. However, the configuration of the network manage-
ment system 10 in the second embodiment is different from
the first embodiment in that an event information display
program 2021 is stored in program memory 13 in place of
the configuration information display program 136. The
event information display program 2021, similar to the
configuration information display program 136, can be an
Applet as per the JAVA and ACTIVE X programming
languages. Also an event information retrieval program 2011
is stored in the program memory 13 and an event informa-
tion table 2001 is stored in the database 110.

[0114] The event information display program 2021 is a
program activated in a managed terminal 20 when it is
transferred to the managed terminal 20 for causing the
display of event information related to the managed terminal
20 on the managed terminal 20. The event information
display program 2021 is provided with a terminal informa-
tion gathering section 2022 and an event information display
section 2023. The event information retrieval program 2011
is a program for acquiring event information related to a
managed terminal 20 and is provided with a filtering section
2012 and a retrieval and enlargement section 2013.

[0115] In the network management system 10, CPU 14
periodically collects management information from each of
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network equipment 201 and 202 each including a managed
terminal 20 via a communication control unit 11 by execut-
ing a management information collection program 131 as in
the first embodiment. The collected management informa-
tion is stored in a management information table 111. In the
second embodiment, CPU 14 further receives an event log
spontaneously informed by each of the network equipment
201 and 202 via the communication control unit 11 by
executing the management information collection program
131. The event information of the received event log is
stored in the event information table 2001 shown in FIG. 21.
Contents stored as event information include an identifier
2102 uniquely showing an event log, an IP address 2103 of
managed equipment informed about the event log, an
informed time 2104 showing time in which the event log is
informed, informed contents 2105 showing the contents of
the event log and an information type 2106 showing the type
of the event log as shown in FIG. 21. The identifier 2102 is
a number given so that the closer to the present time the
informed time 2104 is, the smaller the number is.

[0116] The operation of the second embodiment will be
described below.

[0117] When a user instructs the managed terminal 20 to
execute network management under the above environment,
a transfer request program 24 first informs the transfer
program 137 of the network management system 10 of a
request for transferring the event information display pro-
gram 2021. In the network management system 10, when the
transfer program 137 receives the request for transferring the
event information display program 2021 to the managed
terminal 20, the transfer program 137 transfers the event
information display program 2021 stored in the program
memory 13 to the work memory 22 of the managed terminal
20. In the managed terminal 20, when the event information
display program 2021 is transferred to the work memory 22
from the network management system 10, the event infor-
mation display program 2021 is automatically activated.
When the event information display program 2021 is acti-
vated in the managed terminal 20, the terminal information
gathering section 2022 first acquires the IP address of the
managed terminal 20, same as the terminal information
gathering section 134 of the configuration information dis-
play program 136 in the first embodiment, and informs the
event information retrieval program 2011 of the network
management system 10 of the request for transferring event
information together with the acquired IP address. In the
network management system 10, when the event informa-
tion retrieval program 2011 receives the request for trans-
ferring event information and the IP address from the
managed terminal 20, the filtering section 2012 is operated
as shown in the flowchart in FIG. 22.

[0118] FIG. 22 is a flowchart showing the outline of the
operation of the filtering section 2012 of the event informa-
tion retrieval program 2011. It should be noted that each of
the steps of the flowchart corresponds to code of a computer
program.

[0119] As shown in FIG. 22, the filtering section 2012 of
the event information retrieval program 2011 first retrieves
an IP address 304 equal to the IP address received from the
managed terminal 20 from the management information
table 111 and acquires an identifier 302 corresponding to the
retrieved IP address 304, that is, the identifier 302 of the
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managed terminal 20 (step 2201). Next, the filtering section
2012 of the event information retrieval program 2011
informs the filtering section 132 of a configuration informa-
tion filtering program 133 of a request for configuration
information together with the identifier 302 acquired in step
2201 (step 2202).

[0120] When the filtering section 132 of the configuration
information filtering program 133 is informed of the request
for configuration information and the identifier 302 by the
filtering section 2012 of the event information retrieval
program 2011, the filtering section 132 generates a hierar-
chical information table 901 showing a location in a map
including a symbol having the informed identifier 302 as the
corresponding node 5085, that is, the symbol of the managed
terminal 20. The filtering section 132 also informs the
filtering section 2012 of the event information retrieval
program 2011 of the generated hierarchical information
table 901 same as the operations described in the flowchart
shown in FIG. 8. When the filtering section 2012 of the
event information retrieval program 2011 is informed of the
hierarchical information table 901 from the filtering section
132 of the configuration information filtering program 133
(step 2203), the filtering section 2012 informs a hierarchical
symbol acquiring section 138 of the configuration informa-
tion filtering program 133 of a request for configuration
information together with the identifier 902 of a symbol in
a high order related to the symbol of the managed terminal
20 in the hierarchical information table 901 (step 2204).

[0121] When the hierarchical symbol acquiring section
138 of the configuration information filtering program 133 is
informed of the request for configuration information and
the identifier 902 of the symbol by the filtering section 2012
of the event information retrieval program 2011, the hier-
archical symbol acquiring section 138 generates the display
information table 1101 which stores the symbol information
of all symbols, the higher order symbol 504 of which has the
informed identifier 902 of the symbol, that is, all symbols
included in a map including the symbol of the managed
terminal 20. The hierarchical symbol acquiring section 138
also informs the filtering section 2012 of the event infor-
mation retrieval program 2011 of the generated display
information table 1101 same as the operations described in
the flowchart shown in FIG. 10.

[0122] When the filtering section 2012 of the event infor-
mation retrieval program 2011 is informed of the display
information table 1101 by the hierarchical symbol acquiring
section 138 of the configuration information filtering pro-
gram 133 (step 2205), the filtering section 2012 of the event
information retrieval program 2011 acquires the identifier of
managed equipment corresponding to each symbol, the
symbol information of which is stored in the display infor-
mation table 1101 (step 2206). In step 2206, the filtering
section 2012 of the event information retrieval program
2011 retrieves the node 505 corresponding to a symbol
having an identifier equivalent to an identifier 1102 stored in
the display information table 1101 as the identifier 502 from
a configuration information table 112. Next, the filtering
section 2012 of the event information retrieval program
2011 acquires the IP address of each managed equipment,
the identifier of which is acquired in step 2206 (step 2207).

[0123] Instep 2207, the filtering section 2012 of the event
information retrieval program 2011 retrieves an IP address
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304 corresponding to an identifier 302 equal to the corre-
sponding node 505 from the management information table
111 because the corresponding node 505 retrieved in step
2206 is equivalent to an identifier 302 in the management
information table 111. The IP address 304 of any managed
equipment existing in a partial network related to the man-
aged terminal 20 is acquired by the above operation.

[0124] Afterward, the filtering section 2012 of the event
information retrieval program 2011 checks whether event
information corresponding to any managed equipment, the
IP address 304 of which is acquired in step 2207 is stored in
the event information table 2001 or not. If event information
has been stored, the filtering section 2012 informs the event
information display program 2021 of the managed terminal
20 of a list of such event information. That is, the filtering
section 2012 of the event information retrieval program
2011 retrieves event information stored in the event infor-
mation table 2001 in the order of identifiers 2102 (step
2208), checks whether an IP address 2103 of the retrieved
event information is equal to any of the IP addresses 304
acquired (step 2207) or not (step 2209) and if so, the filtering
section stores the identifiers 2102 of the retrieved event
information (step 2210).

[0125] After steps 2208 to 2210 are repeated for each
event information stored in the event information table 2001
(step 2211), the filtering section 2012 of the event informa-
tion retrieval program 2011 extracts event information
shown by the identifiers 2102 based upon all the identifiers
2102 stored in (step 2210) from the event information table
2001 and informs the event information display program
2021 of the managed terminal 20 of a list of the extracted
event information (step 2212). In the managed terminal 20,
when the event information display section 2023 of the
event information display program 2021 receives the list of
event information from the filtering section 2012 of the
network management system 10, the managed terminal 20
displays the list of the received event information in an event
list display area 2302 on an event display screen 2301 as
shown in FIG. 23.

[0126] As described above, event information, related to a
managed terminal 20 is collected from the network equip-
ment 201 and 202 including the managed terminal 20 by the
network management system 10 and stored therein. Such
event information can be preferentially displayed according
to the second embodiment when network management is
executed from the managed terminal 20. A user who uses the
managed terminal 20 is not required to retrieve the event
information of the managed terminal 20 and can immedi-
ately execute network management.

[0127] However, it is conceivable that a user of a managed
terminal 20 may want to access various event information
except event information related to the managed terminal
20. To enable displaying of the various event information, in
the second embodiment, enlargement processing for gradu-
ally enlarging event information to be displayed according
to the instruction of a user is further executed.

[0128] FIG. 24 is a flowchart showing the outline of
enlargement processing executed by the retrieval and
enlargement section 2013 of the event information retrieval
program 2011. It should be noted that each of the steps of the
flowchart corresponds to code of a computer program.
[0129] As shown in FIG. 23, a display object enlarging
button 2303 used by a user to instruct the enlargement of
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event information to be displayed on the event display
screen 2301. When a user instructs the enlargement of event
information to be displayed by actuating the display object
enlarging button 2303 via the mouse 27, the event informa-
tion display program 2021 of the managed terminal 20
informs the retrieval and enlargement section 2013 of the
event information retrieval program 2011 of the network
management system 10 of a request for enlarging a dis-
played object.

[0130] In the network management system 10, when the
retrieval and enlargement section 2013 of the event infor-
mation retrieval program 2011 receives the request for
enlarging the displayed object from the event information
display program 2021 of the managed terminal 20 as shown
in FIG. 24 (step 2401), the filtering section 2012 of the event
information retrieval program 2011 retrieves a symbol in a
higher order level map related to the enlarged symbol in the
last enlargement processing from the hierarchical informa-
tion table 901 informed by the filtering section 132 of the
configuration information filtering program 133 in the
operation described in the flowchart shown in FIG. 22. That
is, the hierarchical information table 901 shows a location in
a map including the symbol of the managed terminal 20 and
enlarges the above symbol (step 2402).

[0131] In the step 2402, in case this enlargement process-
ing is the first enlargement processing after displaying a list
of event information related to a managed terminal 20, the
retrieval and enlargement section 2013 receives and enlarges
a symbol in a higher order level maps related to the symbol
of the managed terminal 20. Next, the retrieval and enlarge-
ment section 2013 acquires the identifiers of all symbols
included in the least significant map sequentially pulled
down from each symbol, except a symbol to be retrieved and
enlarged, of all symbols included in a map including the
above symbol to be retrieved and enlarged (step 2403).

[0132] Instep 2403, the retrieval and enlargement section
2013 first informs the hierarchical symbol acquiring section
138 of the configuration information filtering program 133
of a request for configuration information and the identifier
902 of a symbol in a higher order level map related to the
symbol to be retrieved and enlarged. If the symbol infor-
mation of a symbol in a higher order level map related to the
symbol to be retrieved and enlarged is not stored in the
hierarchical information table 901, the retrieval and enlarge-
ment section 2013 informs that the above symbol in a higher
order level map is the most significant symbol in place of the
identifier 902.

[0133] When the hierarchical symbol acquiring section
138 is informed of the request for configuration information
and the identifier 902 of the symbol by the retrieval and
enlargement section 2013, the hierarchical symbol acquiring
section 138 generates the display information table 1101
which stores the symbol information of all symbols, the
higher order symbol 504 of which includes the informed
identifier 902 of the symbol. In other words, all symbols
included in a map including the symbol to be retrieved and
enlarged as the operation described in the flowchart shown
in FIG. 10. The hierarchical symbol acquiring section 138
also informs the retrieval and enlargement section 2013 of
the generated display information table 1101 when the
hierarchical symbol acquiring section 138 is informed of
information that the symbol is the most significant symbol
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by the retrieval and enlargement section 2013. The hierar-
chical symbol acquiring section 138 generates the display
information table 1101 which stores the symbol information
of all symbols, of which no higher order symbol 504 exists,
and informs such to the display information table.

[0134] When the retrieval and enlargement section 2013 is
informed of the display information table 1101 by the
hierarchical symbol acquiring section 138, the retrieval and
enlargement section 2013 informs the hierarchical symbol
acquiring section 138 of a request for configuration and the
identifier 1102 of each symbol, except the symbol to be
retrieved and enlarged, of all symbols the symbol informa-
tion of which is stored. This is done since the symbol
information of the symbol to be retrieved and enlarged is
also stored in the display information table 1101. Thus, the
display information table 1101 which stores the symbol
information of symbols in a lower order level of the maps
including the symbol to be retrieved and enlarged is
informed by the hierarchical symbol acquiring section 138.

[0135] As described above, if the display information
table 1101 is informed by the hierarchical symbol acquiring
section 138 of the identifiers 1102 of all symbols included in
the least significant map sequentially pulled down from each
symbol, except the symbol to be retrieved and enlarged then
symbols included in a map including the symbol to be
retrieved and enlarged can be acquired from the informed
display information table 1101. When the number of sub-
ordinate symbols 1106 in the symbol information is zero
“0”, acquiring cannot occur. The retrieval and enlargement
section 2013 acquires the identifier of managed terminal
corresponding to each symbol of all the identifiers 1102
acquired in step 2403 respectively (step 2404).

[0136] In step 2404, the retrieval and enlargement section
2013 retrieves the node 505 corresponding to a symbol, the
identifier 502 of which is equal to each identifier 1102
acquired in step 2403 from the configuration information
table 112. Next, the retrieval and enlargement section 2013
acquires the IP address of each managed terminal, the
identifier of which is acquired in step 2404 (step 2405).

[0137] In step 2405, the retrieval and enlargement section
2013 retrieves the IP address 304 corresponding to an
identifier 302 which is equivalent to the corresponding node
505 from the management information table 111. This is
done since the corresponding node 505 retrieved in step
2404 is equivalent to an identifier 302 in the management
information table 111. The IP addresses 304 of the managed
terminal corresponding to all symbols included in the least
significant map sequentially pulled down from each symbol
are acquired by the above processing. All symbols are
acquired except a symbol to be retrieved and enlarged.

[0138] Afterward, the retrieval and enlargement section
2013 checks whether event information corresponding to
each managed terminal, the IP address 304 of which is
acquired in the step 2405, is stored in the event information
table 2001 or not. If so, the retrieval and enlargement section
2013 informs the event information display program 2021 of
the managed terminal 20 about a list of such event infor-
mation.

[0139] The retrieval and enlargement section 2013
retrieves event information stored in the event information
table 2001 in ascending order of identifiers 2102 (step 2406).

Oct. 23, 2003

The retrieval and enlargement section 2013 also checks
whether the IP address 2103 in the retrieved event informa-
tion is equal to any of the IP addresses acquired in step 2405
or not (step 2407). If so, the identifier 2102 in the retrieved
event information is stored (step 2408).

[0140] After steps 2406 to 2408 are repeated for each
event information stored in the event information table 2001
(step 2409), the retrieval and enlargement section 2013
extracts event information shown by all the identifiers 2102
stored in step 2408 from the event information table 2001
and informs the event information display program 2021 of
the managed terminal 20 of a list of the extracted event
information (step 2410). In the managed terminal 20, when
the event information display section 2023 of the event
information display program 2021 receives the list of event
information from the retrieval and enlargement section 2013
of the network management system 10, the managed termi-
nal 20 adds the received list of event information to the event
list display area 2302 on the event display screen 2301 and
displays it.

[0141] FIG. 25 is a flowchart showing the outline of
additional display processing executed when the event infor-
mation display section 2023 adds and displays the list of the
event information. It should be noted that each of the steps
of the flowchart corresponds to code of a computer program.

[0142] As shown in FIG. 25, when the event information
display section 2023 receives the list of event information
from the retrieval and enlargement section 2013 of the
network management system 10 (step 2501), the event
information display section 2023 sorts the received event
information and any event information already displayed in
the event list display area 2302 on the event display screen
2301 in ascending order of identifiers 1802 (step 2502).
Next, the event information display section 2023 judges
whether each event information sorted in step 2506 is event
information to be additionally displayed or not (step 2503).
This judgment can be executed by judging whether the
above sorted event information is the event information
received in the step 2501 or not. If the above event infor-
mation is event information to be additionally displayed, the
event information display section 2023 displays the event
information and changes the color of the background of the
event information (step 2504). If the event information is not
event information to be additionally displayed, the event
information display section 2023 displays the event infor-
mation without a change in the color of the background of
the event information (step 2505). When the display of event
information is finished as described above, the event display
screen 2301 shown in FIG. 23 is changed as shown in FIG.
26.

[0143] In FIG. 26 the event information 5, 10 and 16 on
the event display screen 2301 indicate that they are event
information additionally displayed after a user activates the
display object enlarging button 2303 via the mouse 27.
According to processing shown in the flowchart in FIG. 25,
the event information display section 2023 changes the color
of the background of event information when event infor-
mation to be additionally displayed is displayed. This is
executed to permit a user to easily identify the event
information that is event information additionally displayed.
However, the present invention is not limited to this embodi-
ment, for example, event information to be additionally
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displayed may be underlined and the color of the event
information itself may be also changed. Event information
to be displayed can be gradually enlarged by executing the
above enlargement processing and additional display pro-
cessing.

[0144] Next, referring to FIGS. 27 to 29, a third embodi-
ment of the present invention will be described.

[0145] The third embodiment enables preferentially dis-
playing management information related to a managed ter-
minal and matched with a retrieval condition set by a user
who uses the managed terminal 20 when network manage-
ment is executed from the managed terminal 20. FIG. 27 is
a block diagram showing the configuration of a network
management system 10 and a managed terminal 20 included
in the third embodiment.

[0146] In the third embodiment, the configuration of the
managed terminal 20 is the same as in the first embodiment.
Also, in the third embodiment, the configuration of the
network management system 10 is similar to that in the first
embodiment. However, the configuration of the network
management system in the third embodiment is different
from that in the first embodiment in that a management
information display program 2702 is stored in program
memory 13 in place of a configuration information display
program 136 and a management information sort program
2701 is stored in the program memory 13. Here again the
management information display program 2701, similar to
the configuration information display program 136, can be
an Applet according to the JAVA and ACTIVE X program-
ming languages.

[0147] The management information display program
2702 is a program activated in a managed terminal 20 when
it is transferred to the managed terminal 20 for causing the
display of management information matched with a retrieval
condition set by a user using the managed terminal 20. The
management information display program 2702 is provided
with a terminal information gathering section 2703 and a
management information display section 2704. The man-
agement information sort program 2701 is a program for
sorting management information so that the display of
management information related to a managed terminal 20
is effected. In the network management system 10, CPU 14
periodically collects management information from each
network equipment 201 and 202 each including a managed
terminal 20 via a communication control unit 11 by execut-
ing a management information collection program 131 as in
the first embodiment and stores the collected management
information in a management information table 111.

[0148] The operation of the third embodiment will be
described below.

[0149] When a user instructs a managed terminal 20 to
execute network management under the above environment,
a transfer request program 24 first informs the transfer
program 137 of the network management system 10 of a
request for transferring the management information display
program 2702. In the network management system 10, when
the transfer program 137 receives the request for transferring
the management information display program 2702 from the
managed terminal 20, the transfer program 137 transfers the
management information display program 2702 stored in the
program memory 13 to the work memory 22 of the managed
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terminal 20. In the managed terminal 20, the management
information display program 2702 is automatically activated
when it is transferred from the network management system
10 to the work memory 22.

[0150] Inthe managed terminal 20, when the management
information display program 2702 is activated, the terminal
information gathering section 2703 first causes the display
of a retrieval screen 2801 shown in FIG. 28 for example on
a display 25 after acquiring the IP address of the managed
terminal 20 similar to the terminal information gathering
section 134 of the configuration information display pro-
gram 136 in the first embodiment. The management infor-
mation display program 2702 then waits for a user to set a
retrieval condition and instruct the execution of a retrieval
using the set retrieval condition.

[0151] As shown in FIG. 28, the retrieval screen 2801
includes a retrieval condition attribute setting area 2802 for
allowing a user to set the attribute of a retrieval condition,
an attribute value input area 2803 for allowing a user to input
an attribute value equivalent to the retrieval condition, a
retrieval button 2804 for allowing a user to instruct the
execution of retrieval and a retrieval result display area 2805
for displaying the result of the retrieval. On the retrieval
screen 2801 shown in FIG. 28, an example is illustrated
where a user sets an IP address as the attribute of a retrieval
condition and inputs “AA. AB. *.*” as an attribute value so
as to set a retrieval condition. The above code means that a
user wants to retrieve an IP address in the format of “AA.
AB.*.*” After the user sets the retrieval condition, the
execution of the retrieval by activating the retrieval button
2804 via the mouse 27 is instructed.

[0152] Inthe managed terminal 20, when the user instructs
the execution of the retrieval, the terminal information
gathering section 2703 informs the management information
sort program 2701 of the network management system 10 of
a request for transferring management information together
with the already acquired IP address and the retrieval
condition set by the user. In the network management system
10, when the management information sort program 2701
receives the request for transferring management informa-
tion, the IP address and the retrieval condition from the
managed terminal 20, the network management system 10 is
operated as shown in the flowchart in FIG. 29.

[0153] FIG. 29 is a flowchart showing the outline of the
operation of the management information sort program
2701. It should be noted that each of the steps of the
flowchart corresponds to code of a computer program.

[0154] As shown in FIG. 29, the management information
sort program 2701 first acquires the IP address of any
managed equipment existing in a partial network related to
the managed terminal 20 by executing the same operation in
steps 2901 to 2907 as steps 2201 to 2207 shown in FIG. 22
executed by the filtering section 2012 of the event informa-
tion retrieval program 2011. That is, the management infor-
mation sort program 2701 retrieves an IP address 304 equal
to the IP address received from the managed terminal 20
from the management information table 111 and acquires an
identifier 302 corresponding to the retrieved IP address 304.
The identifier 302 is of the managed terminal 20 (step 2901).
Next, the management information sort program 2701
informs the filtering section 132 of the configuration infor-
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mation filtering program 133 of a request for configuration
information together with the identifier 302 acquired in step
2901 (step 2902).

[0155] As the hierarchical information table 901 showing
a location in a map including the symbol of the managed
terminal 20 is informed by the filtering section 132 of the
configuration information filtering program 133 (step 2903),
the management information sort program 2701 informs the
hierarchical symbol acquiring section 138 of the configura-
tion information filtering program 133 of the request for
configuration information together with the identifier 902 of
a symbol in a higher order level map which includes a
symbol of the managed terminal 20 in the hierarchical
information table 901 (step 2904). As the display informa-
tion table 1101 which stores the symbol information of all
symbols included in a map including the symbol of the
managed terminal 20 is supplied by the hierarchical symbol
acquiring section 138 of the configuration information fil-
tering program 133 (step 2905), the management informa-
tion sort program 2701 acquires the identifier of managed
equipment corresponding to each symbol, the symbol infor-
mation of which is stored in the display information table
1101 (step 2906).

[0156] In step 2906, the management information sort
program 2701 retrieves the node 505 corresponding to a
symbol provided with an identifier 502 equal to an identifier
1102 stored in the display information table 1101 from the
configuration information table 112. Next, the management
information sort program 2701 acquires the IP address of
each managed equipment the identifier of which is acquired
in step 2906 (step 2907). In the step 2907, as the corre-
sponding node 505 retrieved in step 2906 is equivalent to an
identifier 302 in the management information table 111, the
management information sort program 2701 retrieves the IP
address 304 corresponding to an identifier 302 equal to the
corresponding node 505 from the management information
table 111. The IP address 304 of any managed equipment
existing in a partial network related to the managed terminal
20 is acquired by the above operation.

[0157] Thereafter, the management information sort pro-
gram 2701 generates a list of the management information
matched with the retrieval condition received from the
managed terminal 20 and retrieved from the management
information table 111 (step 2908). In step 2908, as shown in
FIG. 28, retrieval condition set by a user on a retrieval
screen 2801 provides, for example, that the management
information sort program 2701 retrieves an IP address 304
according to a format of “AA. AB.*.*”, that is, “AA. AB.
AC. AD”, “AA. AB. AC. AE”, “AA. AB. AC. AF”, “AA.
AB. AG. AH”, “AA. AB. AG. AI” and “M. AB. AJ. AK”.

[0158] Next, the management information sort program
2701 checks whether the IP address 304 corresponding to
each management information, the list of which is generated
in step 2908 (step 2911), is equal to any of the IP addresses
304 acquired in step 2907 or not (step 2909). If so the
management information sort program 2701 shifts such
management information at the head of the list (step 2910).
The management information related to the managed termi-
nal 20 is located in a higher order by sorting the list of
management information generated in step 2908 as
described above. Thereafter, the management information
sort program 2701 informs the management information
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display program 2702 of the managed terminal 20 of a sorted
list of management information (step 2911).

[0159] Inthe managed terminal 20, when the management
information display section 2704 of the management infor-
mation display program 2702 receives the list of manage-
ment information from the management information sort
program 2701 of the network management system 10, the
managed terminal 20 displays the list of management infor-
mation in the retrieval result display area 2805 on the
retrieval screen 2801 shown in FIG. 28 as the result of
retrieval. As described above, according to the third embodi-
ment, management information related to a managed termi-
nal can be located in a higher order when a list of manage-
ment information matched with a retrieval condition set by
a user is displayed on the managed terminal 20 and when
network management is executed from the managed termi-
nal 20. The management information is displayed in such
manner to allow the user of the managed terminal 20 to
readily recognize management information related to the
managed terminal 20.

[0160] In the third embodiment, the management infor-
mation sort program 2701 of the network management
system 10 may inform a list of management information
related to a managed terminal 20 and a list of other man-
agement information separately to the managed terminal 20.
The management information display section 2704 of a
managed terminal 20 may also display a boundary line
between both lists.

[0161] Next, referring to FIGS. 30 to 34, a fourth embodi-
ment of the present invention will be described.

[0162] The fourth embodiment enables preferentially dis-
playing partial network configuration related to a managed
terminal 20 in an inclusive tree as in the first embodiment
when network management is executed from the managed
terminal 20. The fourth embodiment also allows for the
contents of the display of the partial network configuration
to be changed according to the performance of the managed
terminal 20.

[0163] FIG. 30 is a block diagram showing the configu-
ration of a network management system 10 and a managed
terminal 20 of the fourth embodiment. The configuration of
a managed terminal 20 in the fourth embodiment is the same
as in the first embodiment. Also, the configuration of the
network management system 10 in the fourth embodiment is
similar to that in the first embodiment. However, the net-
work management system of the fourth embodiment is
different from that in the first embodiment in that an each
device display contents determining table 3001 is stored in
the database 110. FIG. 31 shows an example of the each
device display contents determining table 3001.

[0164] As shown in FIG. 31, the each device display
contents determining table 3001 is a matrix table relating
contents displayed on a managed terminal 20 to keys of the
memory capacity 3102 of work memory 22 and the CPU
format 3103 of CPU 29. For example, on a managed
terminal 20 the memory capacity 3102 of the work memory
22 is 10 MB or less and the CPU format of CPU 29 is
CPU-A. Partial network configuration related to the man-
aged terminal 20 is displayed in an inclusive tree in which
symbol images, each of which includes a symbol name, are
connected.
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[0165] The operation of the fourth embodiment will be
described below.

[0166] FIG. 32 is a flowchart showing the outline of the
operation of the network management system 10 and a
managed terminal 20 in the fourth embodiment of the
present invention. It should be noted that each of the steps
of the flowchart corresponds to code of a computer program.

[0167] As shown in FIG. 32, when a user instructs the
managed terminal 20 to execute network management, a
transfer request program 24 first informs the transfer pro-
gram 137 of the network management system 10 of a request
for transferring a configuration information display program
136 as in the first embodiment (step 3201). In the network
management system 10, when the transfer program 137
receives the request for transferring the configuration infor-
mation display program 136 from the managed terminal 20,
the network management system 10 transfers the configu-
ration information display program 136 stored in the pro-
gram memory 13 to the work memory 22 of the managed
terminal 20 as in the first embodiment (step 3202).

[0168] In the managed terminal 20, when the configura-
tion information display program 136 is transferred from the
network management system 10 to the work memory 22, the
configuration information display program 136 is automati-
cally activated. When the configuration information display
program 136 is activated, a terminal information gathering
section 134 first acquires the IP address of the managed
terminal 20 as in the first embodiment. However, in the
fourth embodiment, the terminal information gathering sec-
tion further gathers the CPU format of CPU 29 and the
memory capacity of the work memory 22. The terminal
information gathering section 134 informs the configuration
information filtering program 133 of the network manage-
ment system 10 of a request for transferring configuration
information together with the gathered IP address, CPU
format and memory capacity (step 3203).

[0169] In the network management system 10, when the
configuration information filtering program 133 receives the
request for transferring configuration information together
with the IP address, CPU format and memory capacity from
the managed terminal 20, the network management system
10 first determines contents to be displayed on the managed
terminal 20 by retrieving the each device display contents
determining table 3001 using the CPU format and the
memory capacity respectively received from the managed
terminal 20 as keys in the fourth embodiment (step 3204).
Thereafter, the configuration information filtering program
133 generates a hierarchical information table 901 showing
a location in a map including the symbol of the managed
terminal 20 by the filtering section 132 which filters required
information from a configuration information table 112
based upon the IP address received from the managed
terminal 20 as in the first embodiment. However, in the
fourth embodiment, the configuration information filtering
program 133 further informs the configuration information
display program 136 of the managed terminal 20 of a
relocated (modified) hierarchical information table 901 after
the generated hierarchical information table 901 is relocated
according to the contents determined in the step 3204 (step
3205).

[0170] For example, in a managed terminal 20 the
memory capacity 3102 of the work memory 22 is 10 MB or

Oct. 23, 2003

less and the CPU format of CPU 29 is CPU-A. A partial
network configuration related to the managed terminal 20 is
displayed in an inclusive tree in which symbol images, each
of which includes a symbol name, are connected. The
symbol information of each symbol includes the identifier
902 and the symbol name 903 in the relocated hierarchical
information table 901. In the managed terminal 20, when the
configuration information display section 135 receives the
hierarchical information table 901 from the configuration
information filtering program 133 of the network manage-
ment system 10, the configuration information display sec-
tion 135 stores the received hierarchical information table
901 in the work memory 22 and informs the configuration
information filtering program 133 of a request for transfer-
ring configuration information together with the identifier
902 of a symbol in a high order of the symbol of the
managed terminal 20 in the hierarchical information table
901 as in the first embodiment (step 3206).

[0171] In the network management system 10, when the
configuration information filtering program 133 receives the
request for transferring configuration information and the
identifier 902 of the symbol from the managed terminal 20,
the hierarchical symbol acquiring section 138 of the con-
figuration information filtering program generates a display
information table 110 storing the symbol information of all
symbols included in a map pulled down from the symbol
shown by the received identifier 902. Thus, the display
includes all symbols included in a map including the symbol
of the managed terminal 20 as in the first embodiment.
However, in the fourth embodiment, the hierarchical symbol
acquiring section 138 further informs the configuration
information display program 136 of the managed terminal
20 of a relocated (modified) display information table 1101
after relocating the generated display information table 1101
according to contents determined in the step 3204 (step
3207).

[0172] For example, in a managed terminal 20 the
memory capacity 3102 of the work memory 22 is 10 MB or
less and the CPU format of CPU 29 is CPU-A. Partial
network configuration related to the managed terminal 20 is
displayed in an inclusive tree in which symbol images, each
of which includes only a symbol name, are connected. The
symbol information of each symbol includes the identifier
1102 and the symbol name 1103 as shown in FIG. 33 in the
relocated display information table 1101.

[0173] In the managed terminal 20, the configuration
information display section 135 of the configuration infor-
mation display program 136 receives the display informa-
tion table 1101 from the configuration information filtering
program 133 of the network management system 10. The
configuration information display section 135 displays par-
tial network configuration related to the managed terminal
20 based upon the display information table 1101 and the
hierarchical information table 901 stored in the work
memory 22 in step 3206. The partial network configuration
is displayed in an containment tree as in the first embodi-
ment (step 3208).

[0174] Instep 3208, the configuration information display
section 135 of the configuration information display pro-
gram 136 executes the operation shown in the flowchart in
FIG. 12. However, in the fourth embodiment, the contents
of the configuration information internal table 1301 gener-
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ated in the step 1201 are different according to the hierar-
chical information table 901 and the display information
table 110 respectively received from the configuration infor-
mation filtering program 133 of the network management
system 10. The symbol image created in the step 1204 is also
different according to the configuration information internal
table 1301.

[0175] For example, in a managed terminal 20 the
memory capacity 3102 of the work memory 22 is 10 MB or
less and the CPU format of CPU 29 is CPU-A. As the
symbol information of each symbol respectively includes
the identifier 902, 1102 and the symbol name 903, 1103 in
the received hierarchical information table 901 and display
information table 1101, the configuration information dis-
play section 135 generates a configuration information inter-
nal table 1301 including items of the identifier 1302, the
symbol name 1305, the hierarchy 1306 and the higher order
symbol 1308. Also, as the configuration information display
section 135 generates and locates a symbol image including
the symbol name 1305, if such a configuration information
internal table 1301 is generated, an containment tree screen
1601 in which symbol images 3401, each of which includes
the symbol name 1305 connected as shown in FIG. 34, is
displayed on the display 25 of the managed terminal 20.

[0176] As described above, according to the fourth
embodiment, partial network configuration related to a man-
aged terminal 20 can be preferentially displayed in an
containment tree as in the first embodiment. When network
management is executed from the managed terminal 20 a
user using the managed terminal 20 is not required to
retrieve the symbol of the managed terminal 20 and can
immediately execute network management.

[0177] Further, according to the fourth embodiment, con-
tents to be displayed can be changed according to the
performance of the managed terminal 20. For example, a
part of display information can be deleted when partial
network configuration related to the managed terminal 20 is
displayed in an inclusive tree. Thus, the load of the managed
terminal 20 can be reduced.

[0178] In the fourth embodiment, the performance of a
managed terminal is defined by the memory capacity 3102
of its work memory 22 and the CPU format 3103 of CPU 29.
However, the fourth embodiment is not limited to a situation
where only information defining the performance of a man-
aged terminal 20 effects the processing of the configuration
information display program 136. Any other information can
be collected by the terminal information gathering section
134 and used to effect processing of the configuration
information display program 136.

[0179] As described above, the fourth embodiment is
based upon the application of the first embodiment. The
second and third embodiments are respectively independent
of the first embodiment. However, it should be well under-
stood by those of ordinary skill in the art that two or more
of the first (or the fourth) to the third embodiments may be
combined.
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[0180] As described above, the present invention provides
for partial information related to a managed terminal of
information required for network management to be prefer-
entially displayed on the managed terminal when network
management is executed from the managed terminal. The
present invention permits a user to easily manage the
network by use of the network management system at any
location in the network.

[0181] The present invention further provides for partial
network configuration related to a managed terminal to be
preferentially displayed in the form of an containment tree
when the configuration of a network displayed in the form
of a hierarchical map by a network management system is
displayed on the managed terminal. The present invention
permits a user to easily grasp the layout of the partial
network configuration related to the managed terminal on
one screen.

[0182] While the present invention has been described in
detail and pictorially in the accompanying drawings it is not
limited to such details since many changes and modifica-
tions recognizable to those of ordinary skill in the art may be
made to the invention without departing from the spirit and
the scope thereof.

We claim:

1. A network management tool on a storage medium for
execution by a network management system which collects
management information from each of a plurality of network
equipment connected to a network, and stores the collected
management information, said network management tool
comprising:

a display program which is activated when transferred to
a network equipment requesting network management,
said display program causes the display of information
required for network management on said network
equipment;

a transfer program for transferring said display program to
said network equipment; and

an information program for informing said display pro-
gram transferred to said network equipment of infor-
mation required for network management to be dis-
played on said network equipment,

wherein said information program executes processing
for informing said display program of a partial map
related to said network equipment, and

wherein said display program executes processing for
specifying said network equipment by collecting iden-
tification information for identifying said network
equipment, informing said information program of the
collected identification information and causing the
display of said partial map informed by said informa-
tion program on said network equipment.
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