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CONTENT-BASED POLICY COMPLIANCE SYSTEMS AND METHODS

BACKGROUND AND SUMMARY

This docpment relates generally to systems and methods for processing

communications and more particularly to systems and methods for filtering
communications,

In the electronic mail filtering industry, most existing systems are atmed at
filtering incoming messages. Content policy compliance (e.g., corpliance with
corporate or governmental policy) can be an important constderation for companies in
view of the increasingly electronis character of imporant communications and
availability of a variety of electronic commnumication techniques.

In aceordance with the teachings disclosed herein, methods and systems are
provided for opsration upon one or more dats processers o filter communications in
socordance with content based policy compliance. For example, a method and system
can includes defining a classification dssociated with the content of a class of files;
receiving a.set of characteristics distinctive to the classification; wherein the set.of
characteristios has been derived based upon the set of files; receiving a rule defining
fhe treatment of content sybstantially similar to the set of characteristics; and, wherein
the rale defines whether to forward a commumnication to a recipient based upon the

classification of the confent and gt least one of the reeipient or the sender.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is n block diagram depicting a system for handling fransmissions being

sentt over R network,
FIG. 2 is a block diagram depicting a compliance system that has been
configured for classifying files and spplying policies.
‘ FIG. 3 is a'block diagram depicting a compliance system opersting on a local
computer, '
FIG, 435 a block diagram depicting a complance system that hias been
configured for classifying files based upoti.a combination of analysis tsehniques,
FIG. § is a block diagram depicting a compliznce systein that has beep

configured to use existing conterit o develop chavacteristios associated with a class.
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FIG. 65 a block diagram depicting s compliance system that has been
configared to -decept one of more content based policies from an administrator:

FIG. 7 is a flowchart depicting an operational scenario for sllowing content
based poliey(ies).

FIG. 8 is a flowchart depicting an operational scenario for allowing content
based policy(ies) whereby the characteristics of the content are auntomalically
penerated based upon a set of related Hles assoviated with a classification.

FIG. 9 is & flowchart depiciing an operational séenario for geherating content
based policy compliance psing access control rights to generate policy.

FIG. 10 is 8 flowcharl depicting sn operational scenario for filtering messages
based upon:content based policy(ies),

FIG. 11 i5 a flowehart depicting an operational scenario for converting
communications from mudtiple forimats and/or languages into a commoeg format,
and/or language and distilling the communication into metadata describing the
cominunication priot to parsing the message for' any content matcl.

FIG. 12 is a block diagram depicting a server access architecture.

FIG, 13 is a block disgram depicting another server access architecture.

RETALLED DESCRIPTION

FIG., 1 depicts at 100 a system for handling transmissions received over a

network 110, The transmissions can be many different types of communications,
such as electronic mail (e-mail) messages sent frofm one.6r more messaging entities
120. Thesystem 100 uses a messaging policy compliance system 130 to help process
the communications from an originating system 120, The messaging policy
compliance system 130 examines characteristics associated with the cormmurnications
from the originating system 120, and based upon the examination, an action is taken
with respect 1o the communications. For example, a communication may be
determined to be legitimate and thus the commtinication should not be filtered by the
messaging policy compliance system 130 and instead provided to a receiving system
149 for delivery to the infended recipient.

This disciosore relates 1o filtering the content of packets comininicatéd over

the netwaork based upon a classification assoctated with the communication. If shonld

™)
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therefore be-undersiood that such contmunications cam include esmail, voice over
internet protocol {VoIP) packets, instant messaging (IM), file transfer protocol {FTP)
packets, hypertext transfer protocol (HTTP) packets, Gopher packets, and any other
method whereby protected or sensitive content (8.g., trade secrets, privileged
information, ete.) can be fransferred over 2 nebwork 1o gnother user.

It should be further understood that an organization often Includes several
departments which operate, to soine degres, independently of one another. However,
an organization may wish to prevent theft or disclosure of information based upon the
person gocessing the information, or based upon the person to whom the information
is befng sent. For example, an organdzation may not want engineering confent
disclosed to persons outside of the organization. Thus, the organization desires to
tinit the recipients of messages thet inchude content related to engineering. However,
traditional filtering systems do ot provide an dosurate classification of content being
sent to/frour users within an organizatioi.

To intrease the acouracy of classifying content associated with messages
‘properly (e.g., engineering files, marketing files, fegal fles, sto., inchading text
documenis, voice recordings, images, drawings, among ofhers), a messaging policy”
compliance system 200 can be configured with a message content classification
program 210 as shown in FIG, 2. A message content classification program 210 can
use one or more message classification techmiques or filters to classify message
content.

The message content classification program 210 analyzes the content of a
communication (intenided to iravel across the hetwork 1o a recipient) in order to
classify the content of the communication. However, i#t should be understood that the
messaging policy complidnce system can alse inspect inconting communications
before distributing the communications to a recetving system. ‘The messaging policy
compliance system 200 compares at 220 the classification produced by the messhge
content classification program 218 to-a set of one or miore rules to determine whether
the message is.in compliance with policy.

If the communication is in contpliance with the organization's policies, the
comnmumication is forwarded to a recipient via the netwerk 230, However, ifithe

communication is not in compliabee with the organization’s policies, the

s
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communicstion is quarantined, dropped, notify an administrator or a senderfrecipisnt,
ar take someother activn, as illustrated by block 240, Other setions can inchude, for
gxample; stripping content-and/or an attachment of the message before forwarding,
automatically encrypting the message befors forwarding, délay delivery of the
message, or other appropriate getions in response to a compliance vielation. ftshould
be understood that automatic encryption can include regnesting a user of
administrator”s approval to excrypt. Moreover, antomatic engryption can further
include completely antotiating the decision o encrypt content at the server ar client
level, inaccordance with policy and without user or administrator approval.

If only a pordion of the communication is not in compliance wilh the
organization’s policies (8.g., 8 message contains two attachments where one.complies
with the polioy(ies) and the other does not), the comumupioation may be blocked {e.8.,
dropped, quarantined, etc.). Alternatively, such a communication could be
automatically redacted by the messaging policy compliance systent 200, such that it
complies with the organization’s policy(ies). Moreover, in the event that a message

-eanmot be transferred to & recipient because of a policy viclalion, a notification can be
delivered to the originating systern. It should be noted that the originating system can
notify a system administratot, Alternatively, a system administrator can be notified
directly by the messaging policy complance system. It should be understood that
there are numerons ways to manage a response to polivy violations, sach of which is
intended to be included within the scope of this disclosure.

Another example of a messaging policy compliance syster is shovmn in FIG.
3. For example, the messaging policy compliance agent 260 is located on 4 user's
computer 268, In addition to the messaging policy compliance agent 260, the logal
computer 268 can include an commuiication client. 270, 1 should be undersiood that
the communigation client 270 could be inteprated with the messaging palicy
eompliance agent 260, in some examples.

Upon receiving 8 message from the conununication olient 270, the messaging
policy compliance agent 260 would use the message content classification program
275 to determine a classification associated with the content of the communication.
The niessagifig policy complance agent 260 af 220 compares the classification

associated with the content of the connunication with a content-Based messaging
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policy which could be set by the uses; or by a system administraor, Where the
commounication does not conply with a content-based messaging policy, thé.agent can
drop the comniupication, quaranting the communication, ete. as siiown by block 283,
It showld be understood that such funttionality conld be integrated with the
communication client. However, it shovld.also be noted that the functionality of
block 285 could be provided by the agent-itself.

It the communication complies with the content-based polity(ies), the
messaging policy compliance agent forwards the meéssage to the originating system
290, 1t should be-understood that the functionality of the originating system 290
could bé included on the local vomputer 265 itself. The originating system 290 then
sends the message to 8 rc‘cip'ien't. system via hebwork€s) 295,

I should be poted that the messaging policy compliance agent can berused in
‘conjunction with a messaging policy corapliance server, Using such an architeciure
could provide multiple levels of content compliance checks. The agent/server
architecture could slfow the messaging policy complance agent to record the user's
activity andfor various events that occur on the computer (e.g., policy violations), and
periodically provide updates of the user's activity 10 a méssaging policy compliance
server. The agent/server architecture could furthet allow the messaging policy server
to periodically communicate updated conteni-based policylies) to the agent. It should
be further noted that a messaging policy compliance sgent 260, where practicable, can
include any of the functionality of a messaging policy complisnce system as desexibed
in the present disclosure. As such, any ¢f the functionality described with respeet (6 a
messaging policy compliance systemn ¢ant be used on a nmisssaging policy compliance
agent in accordance with the present disclosure.

The messaging policy compliance agent could further allow a user to Tequest
the addition of content-based politv(ies) at the local or server level. Where the
réquested contént-based policy(ies) do not conflict with administrator content-based
policyfics), the loeal and/or server-conld apply the user requested content-based
policy. Further, the messaging policy compliance agent could allow the user to
request eperyplion on a communication via the communication client ingerface.

Where the encryption request. comples with content-based policy(ies) at flic agent
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and/or server level, the requested eheryption pan be peiformed by either the server or

the-agent.

By way of example, a message contont classification program 310; us shown

i FIG. 4, can include a number of classification techniques 360, 370, 380. Example

message content classification techniques or filters 360, 370, 380 that.a message

content classification program 316 can use include;

L4

Contextual Anelysis — a classification technique thal performs a Markovian.

analysis of files to identify phrases and words which are unique fo a

classification of file, which can be done by analyeing the rarity of a word or

‘phrase to 8 particuiar type of file, and tregting such words or phrases gs

indicative offa group of files with some percentage of certainmy.

Tugerprint Analysis ~ atechnigue to identify copying between twa glectionic

testts at multiple levels (e.g. whole file, parageaph, sentenice, or unstructured
aiphanumeric components) by, for example: 1) Applying a normalization layer
{o remiove whitespace and other noise; and, 2) utilizing & winnowing algorithm
{0 generate 3 minimized, yet optimal number of hashes for each file, adding an
ambiguity fadtor to' identity fileswith very minimal, but significant

duplications of data.

Clusier dnalysis ~ a chassification techuique that partitions the data into

velated subsets sharing & common trait that can be defined as a function of°a

defined distance measure {e.g., Fuclidian distance) that marks apoint as g part

of at feast one cluster.,

Adaptive Lexical Annfysis - a Classification technique which can be performed.

on.clecironic text or data which adaptively learns structures of sparse and
nonsparse patterns by, for example: 1) Instantiating a series of Markov chains
wsing componaents of the presented classification medivm as members; and, 2}
Applying a seriss of weights based on the complexity of the chain, factored.
with the learned appearance vectors of each chain to deduce a probability,
This process allows for the learning and identification of sparse patterns, exact

phrases, words, or binary patterus which have a probatvility of one disposition

&
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based on their historical vcewrrence across a continually butlding corpus, using

the originad mediom 2% 2 process of continuihg seHicalibration,

Tt should be undefstood that these analysis technigques can be modified (sometimes
siguificantly) based upon the desired resilts, and that all implementations of these
analysis techniqhes ace intended to be included within the present disclosure. For
example, the cluster analysis filter 380 can use a nunmber of difforent algorithms to
identify clusters, such available techniques can include, for-example, butnot lmited
to: A-means clustering, quality threshold (QT) clustering, fuzry comeans clustering,
and spectral clustering, smong others,

Thus, # should bé recognized that nsing a combination of classification.
algorithms on the-content passing through the messaging policy compliance system
300 can provide a classification 390 associated with the content, and make a
determination, as shown by decision block 320, whether the contenit-of the message
complies with content polisy, Where the content complies with content policy the
‘message is forwarded 1w g recipient systetn via a network 330, Where the content
does not comply with content policy, the content can be drapped, gquarantined, etc. as
shown by block 340, Where the message is not forwarded 6 the recipient system, the
messaging policy compliance system 300 can.notify a sender, an originating System
356 and/or an administrator (ot shown).

As an example, 4 policy could Himit engineering-type information from befog
fransmitied by human resowrces staff or to individudls outside of the company. The
message content classification could identify engincering-type information, for
example, by the incluston of equations or wiords or phrases that are most commonty
assoeiated with engineering documents, presentations or drawings ~ and/or by ong of’
the classification techiniques previovsly lsted in this application. Communications
identified as including characteristics in common with engineering documents,
presentations of dravwings would bé tested by examining a message header fo
determine whether the sender was a human resources smployes, or whether the
recipient domain was not associated with the company.

It should be understood that using this method, an administrator could identify
an individual suspected of legking tnformation. This individual could be monitored

for compliance with sompany policy. Moreover, the megsage cantent classification
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program 310 can detect situstions where the user is sending subsets of files, or where

the individual is summarizing or rewording docurients to aveid detection.

As shown in FIG. 5, a message compliance systemn 400 could be configored to
examine an existing set of related files 492, as specified by an administrator 494, to
create identification characteristics gssociated with the set of related files 492, The
files 492 could be supplied to the message content classification program 419, The
message content elassification progrant 410 could use each of the téchniguies 469,
470, 480 on the sef of related files fo determine what features or characterizations,
mark their relationship. For example, legal dochments might often include Latin
phrases such as i re, fpso facto, or prisma.facie. Such an inclusion could be
dizcoveratde by a message content classification program 410,

A message content classifivation program 410 can penerate a set of
identifying characteristics for-a ¢lass of content. The samé techniques 460, 470, 486
are-then wsed on communications entering the messaging polisy complignce system |
400, The characteristics of the compunication may then be compared to the.
identifving characteristics for a class of content o determine inn which class (if any)
the content-of the commmunication belongs, thereby producing a conlent classification
490 for the communication. The messaging policy compliance system 4060 then
applies any policies related to-the content classification, as showa by decision bleck
420, to determine whether the communication will be delivered via network 436, or
dropped, quarantined, ste. as shown by block 440, In the event that a cormmusiication
does not satisfy policy, theorigitating system 450 can be alerted to'the polcy failure.
The messaging content complisnce system conld also notify a system administrator
and/or sender of the policy faihure.

It should be recognized that content policy can be créated in a myriad of ways.
For example, as shown in FIG, 6, the messaging policy compliance system can aceept
content based policies 586 from a:sysiem administrator 894, The administrator 594
can supply.a content policy by supplying both the related content 592 for the message
content classification program 519, and supplying a set of palicy rules 596 configured
{0 be parsed by 8 poliey compliance decision block 520,

1t should also be recoghized that o essaging policy corplisnce system can be.

setup todnspect access control rights of users authorized to access a set of rolated
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files: These aceess control rights can be psed to sutomatically analyze content-based,
policy, where the users {who areauthorized) view and/or modify the set of related
files also havi the ability to send and/or receive such similar content as they are
allowed to. access.

Furthermore, 1t should berecognized that a messaging polivy complisnce
system can be trained for recognizing conteni-based anomalous behavior associated
with the users of the systent. For example, a messaging policy compliance system cian
observe all commbnications yent thtough the system over a péxiod of time. Then,
upon detecting that a user is sending communications that include content that is
abnormal with respect to the historical usage patterns of that user, the messaging
policy-compliance system can be configured to drop/quarantine-the: comununication
andfor notify a system administrater, In an adaptive mannes, a messaging policy”
complianios systein can gonerate content-based policyi{ies) based upon historical usage
of content.

FiG. 7 depicts a flowchart illustrating an operational scenario 660 fora
messaging policy conmpliance system, whereby a system administrator con defing
conteit-hased policy. At step 610, g systein sdminisitator oroates a classification of
gontent. For example, classifications counld include, engineering content, medical
records content, Buman resourees content, legal content, marketing content,
accounting confent, forecasting content, ete,

A messaging policy compliance system could then receive a set of
characteristics associated with the credted ¢lassification, as shown at step 620, It
should be noted that these characteristics vould be internally generated, or received
from another system. At step 630, the operation scenario zdllows an admimstrator to
Jefine a rute ot policy for communnications that include content that matches the
characteristics associated with the created classification, whereby a messsge Qltering
system could be configured to block messages that do not comply with the defined
rulefpolicy:

FIG. 8 depicts a Bowchart llusteating an operational scenario 764 for a
‘messaging policy complisnce systen, whereby g system sdrinistrator can define
coitent-based policy for communications by supplying a set of related files. Atstep

710, the messaging policy coinpliance system receives a new classification from the
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administrator, At step 720, the system administrator provides a set of related files
which exemplify the new classification. The messaging policy comaplisnee system
generates a set of characteristics associated with the set of related files; as showsn by
step 730. At step 740, the messaging policy compliance system: receives a rule for
communications identified as belonging to the new classification:

Another example of an operational scenario 800 for a messaging policy
compliance gystem is shown in FIG. 9. At step 810, an administiator provides a new
classification to the messaging policy complisnce system. At step 820, the
adminisirator provides a set of related files which corréspond o the new classification
provided atstép 810, The messaging policy compliance systemn then generates a set
of characteristics that distinguish the set of related files from other types/classes of
files, as shown by step 830. The messaging policy compliance system then examines
the access control rights of each of the related files in order to develop content-based
policy, thereby allowing users with aceess to the set of related files to send content
which shares distingtishing charactetistics with the related files.

A messaging policy conipliance systern can Hiter messages, for example, as
shown by the operational scehario 909 in FIG. 10, Atstep 910, a communication is
received. At step 210, the content of the commumication is compared to existing
vlassifications. This is doie, for example, by using one or more techuiques that
attempt to match clements of the content to sefs of characteristics associated with the
existing classifications. At decision block 30, the messaging policy compliance
system determines whether a threshiold match has been made 10 identify the
communication content as being related to the existing classifications.

Where the messaging policy compliance system is tneble to discover a.
threshold match between. the content and the existing classifications, (he
cotiumucation is determined to contain no protected content as shown by step 944,
Communications which contain no protected content can be forwarded to the
recipient(s), as shown by step 950,

However, where the messaging poloy compliance system determines there is
a threshold match between the content of the communication and the existing
classifications, the communication is examined to deterinine if content-baséd policy i

satisfied, as shown by devision block 860, "Where the content-based policy is not

10
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satisfied, the communication is quarantined, dropped, or otherwise blocked By the
systern, ds shown in step 970, Where the colteni-based policy is satisfied, the
comrhumication is forwardéd fo the one or more systems associated with the Intended
recipient(s).

FIG. 11 depicts an alternative operdtional scenario 986 nsed to parse
cormnunications priorto forwarding the message to a recipient. Atstep 982, a
comminnication is received. At step 984, the communication is normalized.
Normalization in varions examples, ¢an nclude converting the communication to' a
commumon prolocol, For example, where the system receives a VoiP packet, the
communication could be converted to another format (e.g., a text based format) for
examination. It should be understood that communications in any format can be
converted to any other format for parsing, and that the present disclosure {3 not
limited to converting all varied protocols to any particular protocol, but that the choice
of a common comparison protocol is merdly a design choice to be.made in light ofthe
chicumstances of a particular solution {e.g., where the primary communication
mechanism is VoIP, the common comparison protocol may be chosen to be VoIP 1o
reduce the resources used for protocol transiation).

In various cxamples, normalization can also include translating a
communication from a variety of langeages into a common comparnison language.
‘For example, where a communication is in German, comparison techniques would not
detect g classification mateh where the classification has been defined by English
language docwments. Thus, foramore complete analysis of all communications,
communications can be translated to 5 comimon comparison langaage. it should be
understood that this disclosure is:not limited 1o a particilar cohmon compigison
language. Moreover, it should be uiderstood that the common.comparison languiage
iy not even be a practiced language, but may merely be a language that is created
by a user which has special-characteristios that aid in classification of the
communication. Further, the common comparison language in varions examples may
include a combination. of several different languages, such as where discrete coticepts
used in different languages. are not adequately described by-a single language.

In step Y86, the operational scenario 980 generates metadata related to the

communication. The metadata can distill the files futo identifying characteristics and.

i1
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reduce superfluous langpage which may 1ot be helpfid in nssociaiing the
commmmivation with any of the classifications. For sxsmple, definite and indefinite
articles, protiouns, and various othet Hinguistic devives are often irrelevant to
classification of a file, Atstep 988, the metadata associated with the communication
is compared o existing metadata triggers to determine a clasyfication assoctated with
the communication. At decision bleck 99, the messaging policy complianice system
datertnines whether a threshold meateh has been nuadets identify the communication
metacata as being related to the existing classification metadata.

Wherte the messaging policy compliznce system is unablé to discover a,
threshold match befween the content and the existing classifications, the
communication s determined o contgin no profected content as shown by step 992,
Communications which contadn no protected content can be forwarded to the
recipient(s), as shown by step 994,

However, where the messaging policy compliance system determines there is
a threshold match between the content of the communication and the existing
classifications, the communication is-examined to determine if content-based policy is.
salisfied, as showa by décision block 996, Where the conterit-baged policy is not
satisfied, the communicatioft is quarantined, dropped, or otherwise blocked or delayed
by the system, as shown instep 998, Where the conteni-based policy is satisfied, the
comumpnication is forwarded to the one or more systems assoviated with the intended.
recipient(s).

The systems and methods disclosed herein are presented only by way of
example and are not meant to Hmit the scope of the mvention. Other variations of the-
systems and methods deseribed above will be apparent to those skifled in theart and

&s such are considéred to be within the scope of the invention. For example, 2 system

and method can be contigured fo handle mary different typés of communications,

such as legitimate messages or unwanted communications oy commmunications
vielative of a pre-sélected policy. As an illustration, a communication could include a
type of content as recognized by the system, and-a policy could include g corporate
communication policy, a messaging pelicy, a legislation or regulatery policy, oran

internationsl commynication poliey.
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As an example of an architectire the could be used in aceordance with.
systems and methods disclosed hevein, an origlnating system 1080, a réceiving system
1014, and a messaging policy compliance system 1020 oan each be vonnected via one
or more networks, as-shown by FIG. 12, The originating system 1800 can send a
commumication 1o the receiving system 1010 via the messaging policy compliance
system and networl(s) 1038. The messaging policy complisnce system 1038 would
then be operable to forward the message to the receiving system 101¢ vianetwork(s)..
1t should be understood that network(s) 1036 can ivclude many subnets including but
not lmited to wireless networks, local area networks, wide arsa networks,
metropolitan area networks, corporate intranets, and corbinations thereof.

It should also be noted that originating systém 1006 and/or receiving system
1014 can include an electronic mail server and/or client; an instant messaging server
and/or client, & voiee over internet profocol {VoIP) server andfor client, a gopher
server and/or client, a file transfer protocol {FTP) server andfor chient, a hypertext
transter protocol (HTTP) server-and/or client, and combinations thereof, smong many
other existing network comumunications protocols.

As another example of the wide scope and variations of systems and methods
disclosed Herein, the systenis and methods may be implementéd en various types of
computer architectures, such as for example on different types of networked
environments. As an illustration, FIG, 13 depicts a server access architecture within
which thedisclosed systems and methods may be used (e.g., as shown at 1100 in FIG,
8}. The architecture in this example includes a corporation’s local network 1194 ‘an‘d
1 variety of computer systems residing within the local network 1199. These s&&téms
can include application servers 1120 such as Web servers and e-mail servers, user
workstations running local clishts 1130 sueh as e-mail readersand Web browsers, and
dati storage devices 1116 stich as databases and network connected disks. These
systerns communicate with each other via a loval communication network such as
Ethernet 1150, Firewall system 1140 resides between the Iocal communication
notwork and Internet 1360, Connected to the Internet 1160 are a host of external
servers 1170 and external clents 1180, It should be understood that the present

disclosure can any variety of network, including, but not lmited to an intranet,
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wirsless network, wide area nefworks, local area networks, and combinations thereot,
in prder to facilitate conumunicgtion between componeits.

Lowcal clients 1136 can access application Servers 1120 and shaved data storage
1110 viz the local communication network, Extemal clients 1180 can acoess external

application servers 1170 via the Internet 1168, In instances where alocal server 1120

-or a local client 1130 requires access to an external server 1178 or where an external

client 1180 or gu external server 1170 roquires access to a local server 1128,

slectronic communications in the appropriate protocol for i giver application server

Tlow through “always open” ports of firewall system 1149,
hERY S 3

A systém 1100 as disclosed hetein may be located in a herdware device or on

one oF more servers connected fo the local commumication netwoik sach as Bthemet

‘1181 and logically interposed between the firewall system 1140 and the Jocal servers

1120 and dlients 1130. Applivetion-telated glectronic communications attempling to
enter or leave the focal communicafions network through the firewall system 1140 are
routed to the system 1100,

System 1100 could be used to handle many different types of e-mail and its
vartety of protocols that are used for e-imail transmdssion, delivery and processing
nckuding SMTP and POP3. These protocols refer, respectively, to standards for
communicating s-mail messages between servers and for setver-client.communication
related to e-mail messages. These protocols are defined respectively in particular
RFCs (Request for Comments) promulgated by the TETF (Internet Bagineering Task
Foroe). The SMTP protocol is defined in RPC 1221, and the POP3 protocol is defined
in RFC 1939,

Sinee the inception of these standards, various needs have evolved in the field
of e-mail leading to the development of fusther standards inclnding enhancements or’
additional protocols. For instance, various enhancements have evolved to the SMTP
stahdards leading to the evolution of exténdeit SMTP. Examples of extensions may be
seen in'(1) RFC 1869 that defines a framework for extending the SMTP service by
defining a means whereby a server SMIP can inform a.client SMTP as to the service
extensions it supporis andin (2} RFC 1891 that detines an extension to the SMTP
service, which allows an SMTP client to specify (a) that delivery status notifications

{DEN5s) should be generated under certain conditions, (b} whether sueh notifications

14
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should retuen the contents of themesspge, and () additional infortnation, to be
returned with @ DSN, that allows the sender to-identify both the recipient(s) for which
the DSN was issued, and the transaction’in-which the original message was sent,

I addition, the IMAP protocel has evolved as an slternative to POP3 that
supports more advanced interactions between e-mail servers and clients. This protosol
1% descxrtbed in RFC.2060.

Ofher commungeation mechanisnis ate alse widely used over networks. These

[

communication mechanisns include, butare mt Himited o, Voice Over IF (VolP) and,
Instant Messaging, VoIP is used in IP telephony to provide a set of facilities for.
managing the delivery of voice information using the Tntemet Protocol (IP). Instant
Messaging is a ty;m of communication involving & client which hooks up to an instant
messaging service thet defivers communications (e.g., conversations) in realtime,

It is finther noted that the systems and msthods disclosed hefein may use data
signals conveyed via networks {e.g., local area nepwork, wide area network, Infernet,
eit.), fiber optic medium, carrder waves, wireless nétworks, ete. for commmdeation
with one or more data provessing devices. The data signals can carry any or all of the
data disclosed herein that is provided to or from a device.

Additionally, methods and systems described herein may be-implemented an
many different types of processing devices by program code comprising program
instructions that are executable by one or more processors, The software program
instructions may inclade source code, object code, machine code, or any other stored
data that is operable (o canse a processing System to petrform methods described
herein,

The systems’ and methods® dafa (e.g., associations, mappings, ete.) may he
stored and implémented in ohe or miore different types of computer-implemented
ways, such as different types of storage devices and programming constructs {e.g.,
data stores, RAM, ROM, Flashmemory, {lat files, dajabases, programming dats
structures, programming variables, IF-THEN (or siznilar type) statement constructs,
ete.). Itisnoted that data structures describe formats for use in organizing and storing
datain databases, programs, memory, or othet computer-readable media for useby a

COMpPULeT programn.

15
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Thesystems and methods may be provided on many different types of
computer-readable'media inchuding computer sidrage mechanisms (.8, CD-ROM,
diskette, RAM, flash miemory, computer’s hard drive, ete.) that contain instructions

for use in exscution by 4 processor to perform themethods” operations and implement

the systems described herein.

The computer components, software modules, functions and data structures

destribed herein may be connected directly or indivectly fo each other in order to

allow the flow of data heeded for their operations. It s also noted that software

instructions or 3 module.can be implemented for éxample as a subroutine vnitof code,

or a3 a software function unitof code, oras ai obiject (as in an abject-oriented
paradigm), ot as an applet,or in g computer script language, or as another type of
computer code or firmware, The software components gnd/or functionality may be

jocated on 4 single device or distributed across multiple devices depending upon the

situation at hand.

1t shiould be understood that as used in the description herein and throughout
the claims that follow, the meaning of “a,” “an,” und “the” includes plural teference
unless the context clearly dictates otherwise, Also, a8 used in the desoription herein
and throughount the claims that follow, the meaning of “in™ includes “in” and “on™
unjess the context clearly dictates otherwise. Finally, as nsed in the description herein
and throughout the claims that follow, the meanings of “spd”™ and “or” include both
the conjunctive and digfunctive and may be nsed mterchangeably unless the context
clearly dictates otherwise; the phrase “exclusive o may be used to indicate situation

where only the disfunctive incaning may apply.

18
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Whati is clatined is:

1. A method for operation upon one or more data processors to filter
communications based upon content based policy compliance, comprising;

dofining a classification to be associated with a set of files; the classification
generally classifying content of the set of documents as belng assoctated with one ofa
pluradity of business activities;

receiving a set of known identifying charvacteristics with respect to the
classification;

wherein the set of known identifying characteristics has been derived based
upon the set of filey;

receiving a rule specifying treatment of content identified as associated with
the set of known ientitving characteristics;

wherein the rule defines whether to forward & compmication including
content 16 a revipient based npon the classification of the content and at feast one of

the recipient and the sender.

2. The method of claim 1, wherein the received set.of known identifidng
chiaracteristis associated with the get of files are generated by examiniag the content

ofthe set of files for triggering chargeteristics included in the files,

3. The method of claim 2, wheréin the examination of the files includes af least
one of a fingerprinting dnalysis, a cluster analysis, a contextual analysis, and s
adaptive lexical analysis.

4, Themethod of claim 1, wherein the rule is generated according to access
coritrol rights associated with af least one of the sender or the secipient, wherein the
aceess control rights are derived from gocess control rights sssociated with the set-of

files.

[
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3. The imethed of claim 1, wherein the rule is generated based upon access
control -r‘;gh’ts assoctated with at least one of the sender or the recipient, content
contained in 2 communication, usage of the content contgined in a.communication, or

combinations thexeof

6. The method of claim 5, whereln access control rights are provided to groups of

asers, wherein the sender and the recipient are included in at least.one group of users,

~3

The method of claim I, furfher comprising the steps of

receiving & communication from an originating systeni;

extracting identifying characteristics associated with the conmmunication;
comparing the communieation’s identifving characteristivs with the set of
known identifying characteristic to identify a determined classification to be
associated with the communication;

applving a rule associated with the determined classification, the rule

specifying whether the comumunication should be forwarded to its intended recipient,

8. “The method of elalm 7, further comprising the step of forwarding the

gornranpication based upon application of the rule.

9. The methed of elaim 7, further comprising the step of forwarding the
communication responsive to the communicationfiot being associated with any

known identifying chavacteristics,

10.  The method of claim 7, further comprising the step of automatically
generating a rale responsive to Tearning communications patterns associated with,
groups of users and based on types of content being distributed dmong the groups of

Users.

13
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11.  Themethod of claim 7, furthet coraprising delaying delivery of the

communication based vupon application of the rule.

12, The method of claim 11, further comprising notifying an originater of the

conununication responsive to delivery of the conumunication being delaved.

13, Themethod of claim 12, whersin the delay is af Jeast one of storing the
communication in a quarantine folder, dropping the communication, temporarily
rejecting the commmunication, storing the communication until dpproval is received
from an administrator to forward the communication, sutomatically encrypting the
communication, notifving an administrator, netifying a recipicnt, or combinations

thereof.

14, Themethod of claim 7, furthier compfising convetting & commmunication from
one of'a plurality of mismatched fortnats to a domparison formal prior to exiracting

identifying characteristics from the commumication.

15, The method of claim 7, further comprising wanslating 2 file ar communication
into a common language of format prior 1o exiracting identifying charaeteristics or

generating the known identifying characteristics.

16.  Themethed of claim 15, whersin the translating step oreates metadata fo be:

vsed in exiracting identitying characieristios,

17.  Themethod of clatm 7, further comprising the steps oft
observing communication traffic;
identifying one or znore patterns exhibiied by observed commurication traffic;

generating 2 rule based upon the identified one or more patterns,

19
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18, The mothod of claiim 17, wherein & comununication falling outside of one or
wnore identified traffic patierns:is sent to g quarantine folder, dropped, lemporarily
rejected, stored until approval is received from an administrator to forward the
communication, automatically encrypted, a reviplent ts notified, a sender is notified,

or combinations thereof.

19,  Themethod of claim 1, wherein the defined classifications ure ot least one-of
management files, lepat files, techbical files, marketing Sles, financial files,
information technology files, propraetary files; sirategy files, sensitive files, or

government classified files,

20,  Themethod of claim 1, wherein a system adiinistrator specifies therule by
selecting s classification of files for application of the rule, selecting a clags of usexs
wha ate permitted fo send the selected classification of files, and seleeting a class of

‘weers who are permitied to receive the selected classification of fes.

21, Themethod of claim 1, wherein the steps of selecting g class of users
comprises selecting individual users who have permisston to send or receive the

seleoted plassification of files.

22, A contént-based policy complance:systers configured to filter messages based
upon content and at least one of senders or recipients Associated with the messages,
the system comprising:

& messaging content classifier confignred to réceive amessage and classify {he
Tnessage as associated with at least one of a plurality of content classifications based
upon the content of the message and upon konown identifying characteristics of the
plurality of content classifications;

2 messaging filter configured to recetve the at least one content classification

from the messaging content classiffer and to-apply & rule to the message based vpon

20
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the at least one content classification and Ypon at least one of d.sender or recipient of
the message; and
forwarding logic configured to transmit the message responsive to cufput from

the messaging filter.

23. The system of claim 22, wherein the messaging content slassifier is further
configured te recsive a plorality of files assosiated with g specified class, and extract
any identifying characteristics from the messages to generate the known identilying
characteristics and associate the known identifying characteristics with the specitied.

class of the plurality of content classifications.

34, Thesystem of claim 23, further comprising a vser fiterface configured fo
receive the plurality of files and the specified class from a user and provide the

plusality of files and the spécified clags to the messaging cotitent Slassifier.

‘25, Thesystem of claim 24, wherein the usor interface s futther configured to

allow a user-to specify rules for the messaging filter.

26, The system of claim 23, wherein the rales specify which classes of individuals

are permiitsd to send and receive a specified content clasy associated with the rule.

27.  The system of claim 26, wherein the messaging content classifier iv configored
to, use one or mere of the following identification techniques to identify
commonulities between the plurality of files as well as to classify mesdages with one
of the plarafity of classes; a fingerprinting analysis, 4 cluster analysis, o contextual

analysis, and an adaptive lexical analysis.

28, The system of claim 22, wherein the forwarding logic iv operable to forward
the message {0 a recipient, quatanting the message, drop the message, ot encrypt the

message befiore forwarding the inessage to a recipient.
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29, The system of claim 22, wherein the systein is a messaging client, wherein the
roessaping client periodically receives updates from a messaging server comiprising at’
feast one of update rudes, updated content clagsifications, or updated identifying

characteristios for the content classifications.

3Q. The system of claim 22, wherein thefnessage comprises an e-mail
communication, an instant messaging communicstion, an HTTP cotumunication, an
FTP communication, a WAIS communication, a telnet communication, a Gopher

comrmunication, or a voice over internet protocol communication,

31. Yomputer readable siorage media storing fnstructions that upon exceation by a
system processor cause thegystem processor to filter communications transmitied
. overa communication network based opon the content of a commundcation and upoen
the sendér and recipicni(s) of the comwnnication, the media having stored fnstruction
that canse the svstem processor to perform the steps corprising:

receiving sels of known identifving characteristics with respect to g plarality
of content classifications from a message content classifier;

wherein the set of known identifying characteristies for the plurality of content
lassifications bas been derived based upon sets of files provided {0 the message
content classifier;

receiving & set of rules specifying treatment of content identified as assotiated
with the sets of kaowh identifying charactetistics from a system administrator;

wherein the tules define whethet to forward a communication to a recipient
based upon-the classification of the communication content and at.least one of the
vecipient and the seader;

receiving 8 cormmunication from a user, the communication containing an
otiginating address, a recetving address or plarality of receiving addresses and

content;
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determiining whether the content of the comumunication substantially matchés
any of the plurality of content classifications based upon the sets of known identitying
characteristics associated with the content clagsifications, respectively;

forwarding the communication responsive to the rale associaied with the
substantially matched content clagsification, whergin the rule spectfies an action to
perform on the coinmuinication based upon the content classification of the
communication and wpon the originating address and the receiving address of the

conmunication.

23
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