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SYSTEMAND METHOD FOR USING 
FLEXBLE CIRCUITRY IN PAYMENT 

ACCESSORIES 

FIELD OF DISCLOSURE 

0001. The present disclosure generally relates to payment 
devices, and more specifically, to wearable RFID enabled 
payment devices. 

BACKGROUND OF THE DISCLOSURE 

0002 The proliferation of transaction accounts, which 
allow the cardholder to pay with credit rather than cash, 
started in the United States in the early 1950s. Initial trans 
action cards were typically restricted to select restaurants and 
hotels and were often limited to an exclusive class of indi 
viduals. Since the introduction of plastic credit cards, the use 
of transaction cards have rapidly proliferated from the United 
States, to Europe, and then to the rest of the world. Transac 
tion cards are not only information carriers, but also typically 
allow a consumer to pay for goods and services without the 
need to constantly possess cash, or if a consumer needs cash, 
transaction cards allow access to funds through an automatic 
teller machine (ATM). Transaction cards also reduce the 
exposure to the risk of cash loss through theft and reduce the 
need for currency exchanges when traveling to various for 
eign countries. Due to the advantages of transaction cards, 
hundreds of millions of cards are now produced and issued 
annually, thereby resulting in need for companies to differ 
entiate their cards from competitor's cards. 
0003. Initially, the transaction cards often included the 
issuer's name, the cardholder's name, the card number, and 
the expiration date embossed onto the card. The cards also 
usually included a signature field on the back of the card for 
the cardholder to provide a signature to protect against forg 
ery and tempering. Thus, the initial cards merely served as 
devices to provide data to merchants and the only security 
associated with the card was the comparison of the cardhold 
er's signature on the card to the cardholder's signature on a 
receipt along with the embossed cardholder name on the card. 
However, many merchants often forget to verify the signature 
on the receipt with the signature on the card. 
0004. Due to the popularity of transaction cards, numer 
ous companies, banks, airlines, trade groups, sporting teams, 
clubs and other organizations have developed their own trans 
action cards. As such, many companies continually attempt to 
differentiate their transaction cards and increase market 
share, not only by offering more attractive financing rates and 
low initiation fees, but also by offering unique, aesthetically 
pleasing features on the transaction cards. 
0005 Administrative and security issues (e.g., charges, 
credits, merchant settlement, fraud, reimbursements, etc.) 
have increased due to the increasing use of transaction cards. 
Thus, the transaction card industry started to develop more 
Sophisticated transaction cards which allowed the electronic 
reading, transmission, and authorization of transaction card 
data for a variety of industries. For example, magnetic stripe 
cards, optical cards, Smart cards, calling cards, and Super 
smart cards have been developed to meet the market demand 
for expanded features, functionality, and security. In addition 
to the visual data, the incorporation of a magnetic stripe on the 
back of a transaction card allows digitized data to be stored in 
machine readable form. As such, magnetic stripe readers are 
used in conjunction with magnetic stripe cards to communi 
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cate purchase data received from a cash register device on 
line to a host computer along with the transmission of data 
stored in the magnetic stripe. Such as account information and 
expiration date. 
0006 Due to the susceptibility of the magnetic stripe to 
tampering, the lack of confidentiality of the information 
within the magnetic stripe and the problems associated with 
the transmission of data to a host computer, integrated circuits 
were developed which could be incorporated into transaction 
cards. These integrated circuit (IC) cards, known as Smart 
cards, proved to be very reliable in a variety of industries due 
to their advanced security and flexibility for future applica 
tions. 
0007. The incorporation of machine-readable components 
onto transactions cards encouraged the proliferation of 
devices to simplify transactions by automatically reading 
from and/or writing onto transaction cards. Such devices 
include, for example, barcode scanners, magnetic stripe read 
ers, point of sale terminals (POS), automated teller machines 
(ATM) and card-key devices. 
0008 Like barcode and voice data entry, radio-frequency 
identification (RFID) is a contactless information acquisition 
technology. RFID systems are wireless, and are usually 
extremely effective in hostile environments where conven 
tional acquisition methods fail. RFID has established itself in 
a wide range of markets, such as, for example, the high-speed 
reading of railway containers, tracking moving objects Such 
as livestock or automobiles, and retail inventory applications. 
0009. These transaction cards, while useful for complet 
ing financial transactions and highly portable, are often unde 
sirable due to the requirement for a carrier, generally a wallet 
or purse. Also, these transaction cards are traditionally issued 
to a single user which limits the functionality of permitting 
authorized agents to make transactions on behalf of the 
account holder or with the approval of a reimbursement pro 
vider. 
0010. Therefore, a need exists for a system and method for 
to address the above recited needs and for increasing port 
ability and distribution of control of a transaction instrument. 

SUMMARY OF THE DISCLOSURE 

0011. These above disclosed needs are successfully met 
via the disclosed system and method. In various embodi 
ments, a wearable radio-frequency identification transaction 
device comprising a radio-frequency identification fob, a 
microprocessor, and a biometric sensor is disclosed. The 
wearable radio-frequency identification transaction device 
may be configured to interact with a RFID reader. The bio 
metric sensor may be a fingerprint reader. The radio-fre 
quency identification fob may be configured to interact with 
an RFID reader coupled to a point of sale system. The radio 
frequency identification transaction device may be config 
ured to be inserted and removed from an object intended to be 
worn by a user. 
0012. In various embodiments, the radio-frequency iden 
tification transaction device may be configured to be housed 
within at least one of a bracelet, ring, wrist band, key ringfob, 
retractable id, necklace, jewelry charm, lanyard, watch, band, 
and/or pin. The user may configure the radio-frequency iden 
tification transaction device. For instance, the user may con 
figure the radio-frequency identification transaction device to 
be available for use for a limited duration, a reoccurring 
period, limited geographic use, for limited transaction types, 
a capped transaction amount, use at specified merchants, and 
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capped to a specified balance. The radio-frequency identifi 
cation transaction device may include a flexible display. 
Inputted fingerprint data may be used to identify a transaction 
account of a plurality of transaction accounts. Wireless trans 
mission capabilities of the radio-frequency identification 
transaction device may be activated in response to inputted 
biometric data matching previously stored biometric data. 
0013. In various embodiments, the radio-frequency iden 

tification transaction device is configured to interact with 
social media applications. The RFID device may be config 
ured to geotag the radio-frequency identification transaction 
device and use thereof. The radio-frequency identification 
transaction device is configured to be used in credit transac 
tions, charge account transactions, loyalty point transactions, 
pre-paid transactions and debit transactions. The radio-fre 
quency identification transaction device is configured to grant 
physical access to a restricted location based upon at least one 
of visual inspection and wireless communication technology. 
For instance, the color of the device may grant special privi 
leges or be an indicator. Also, data communicated wirelessly 
may grant privileges. 
0014. In various embodiments, the radio-frequency iden 

tification transaction device is configured to grant access to 
transportation and/or secure locations. The radio-frequency 
identification transaction device may include lighted indica 
tors to provide user feedback. The radio-frequency identifi 
cation transaction device may be a passive device. The radio 
frequency identification transaction device may be coupled to 
a battery. The radio-frequency identification fob may be con 
figured to interact with an RFID reader to transfer personal 
information. 

0015. In various embodiments, a system includes a pro 
cessor configured to provide information via a wearable 
radio-frequency identification transaction device, a tangible, 
non-transitory memory configured to communicate with the 
processor, the tangible, non-transitory memory having 
instructions stored thereon that, in response to execution by 
the processor, cause the processor to perform operations com 
prising: storing, by the processor, encrypted biometric data 
associated with a user transaction account to a storage 
memory of a wearable radio-frequency identification trans 
action device. The system may include inputting biometric 
data, via a biometric housed on the wearable radio-frequency 
identification transaction device. Additionally, the system 
may include encrypting the inputted biometric data. The sys 
tem may include comparing the inputted encrypted biometric 
data to the stored encrypted biometric data. Furthermore, the 
system may include accessing the stored user transaction 
account data of a plurality of stored user transaction account 
data, in response to the inputted encrypted biometric data 
matching the stored encrypted biometric data associated with 
the user transaction account. The system may include 
enabling the wireless transmitting capabilities of the wear 
able radio-frequency identification transaction device, in 
response to the inputted encrypted biometric data matching 
the stored encrypted biometric data. Additionally, the system 
may include transmitting user transaction account informa 
tion 
0016. In various embodiments, a computer-implemented 
method may comprise storing encrypted biometric data asso 
ciated with a user transaction account to a wearable radio 
frequency identification transaction device. Also, this com 
puter-implemented method may comprise inputting 
biometric data, via a biometric sensor housed on a wearable 
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radio-frequency identification transaction device. This com 
puter-implemented method may comprise encrypting the 
inputted biometric data. Additionally, this computer-imple 
mented method may comprise comparing the inputted 
encrypted biometric data to the stored encrypted biometric 
data. In various embodiments, this computer-implemented 
method may comprise accessing the stored user transaction 
account data of a plurality of stored user transaction account 
data in response to the inputted encrypted biometric data 
matching the stored encrypted biometric data associated with 
the user transaction account. Also, this computer-imple 
mented method may comprise enabling the wireless transmit 
ting capabilities of the wearable radio-frequency identifica 
tion transaction device in response to the inputted encrypted 
biometric data matching the stored encrypted biometric data. 
This computer-implemented method may comprise transmit 
ting user transaction account information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017. The accompanying drawings, wherein like numer 
als depict like elements, illustrate exemplary embodiments of 
the invention, and together with the description, serve to 
explain the principles of the invention. In the drawings: 
0018 FIG. 1 illustrates an exemplary RF transaction 
device in accordance with various embodiments of the 
present disclosure; 
0019 FIG. 2 illustrates a flowchart in accordance with 
various embodiments of the present disclosure; 
0020 FIG. 3 illustrates a flowchart of an exemplary 
authentication process in accordance with various embodi 
ments of the present disclosure; 
0021 FIG. 4 illustrates an exemplary technical architec 
ture in accordance with various embodiments of the present 
disclosure; 
0022 FIG. 5 illustrates a flowchart of user interaction in 
accordance with various embodiments of the present disclo 
Sure; and 
0023 FIG. 6 illustrates an exemplary functionality in 
accordance with various embodiments of the present disclo 
SUC. 

DETAILED DESCRIPTION 

0024. The detailed description of various embodiments 
herein makes reference to the accompanying drawings and 
pictures, which show exemplary embodiments by way of 
illustration. While these exemplary embodiments are 
described in sufficient detail to enable those skilled in the art 
to practice the disclosure, it should be understood that other 
embodiments may be realized and that logical and mechani 
cal changes may be made without departing from the spirit 
and scope of the disclosure. Thus, the detailed description 
herein is presented for purposes of illustration only and not of 
limitation. For example, the steps recited in any of the method 
or process descriptions may be executed in any order and are 
not limited to the order presented. Moreover, any of the func 
tions or steps may be outsourced to or performed by one or 
more third parties. Furthermore, any reference to singular 
includes plural embodiments, and any reference to more than 
one component may include a singular embodiment. 
0025 Systems, methods and computer program products 
are provided. In the detailed description herein, references to 
“various embodiments”, “one embodiment”, “an embodi 
ment”, “an example embodiment, etc., indicate that the 
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embodiment described may include a particular feature, 
structure, or characteristic, but every embodiment may not 
necessarily include the particular feature, structure, or char 
acteristic. Moreover, Such phrases are not necessarily refer 
ring to the same embodiment. Further, when a particular 
feature, structure, or characteristic is described in connection 
with an embodiment, it is submitted that it is within the 
knowledge of one skilled in the art to effect such feature, 
structure, or characteristic in connection with other embodi 
ments whether or not explicitly described. After reading the 
description, it will be apparent to one skilled in the relevant 
art(s) how to implement the disclosure in alternative embodi 
mentS. 

0026. In various embodiments, the methods described 
herein are implemented using the various particular machines 
described herein. The methods described herein may be 
implemented using the below particular machines, and those 
hereinafter developed, in any Suitable combination, as would 
be appreciated immediately by one skilled in the art. Further, 
as is unambiguous from this disclosure, the methods 
described herein may result in various transformations of 
certain articles. 

0027. In various embodiments, the methods and systems 
described herein are implemented using RFID and near field 
communication technology; however, those skilled in the art 
will appreciate that in various embodiments in place of RFID 
communication other wireless communication techniques 
and hardware/software is envisioned. For instance, in various 
embodiments the systems described herein may comprise a 
transmitter, transponder and/or receiver. These transmitter, 
transponder and/or receiver may communicate over any wire 
less communication mode. Such as radio frequency commu 
nication, microwave communication or infrared (IR) short 
range communication, and/or the like. In various 
embodiments the systems described herein may communi 
cate over a network and/or using UPS, Bluetooth, satellite, 
wireless USB, and/or the like using existing or future tech 
niques. 
0028. In various embodiments, and with reference to FIG. 
1, the present system 100 may comprise RFID data acquisi 
tion technology which may be embedded in a fob 105 or tag 
for use in completing financial transactions and transfer data. 
This fob 105 may be a self-contained device which includes a 
transponder. Fob 105 may be contained on any portable form 
factor. In various embodiments, system 100 and/or the fob 
105 may comprise flexible circuitry. For instance, the fob 105 
may be housed in a wearable transaction instrument. Such as 
a bracelet, ring, wrist band, retractable id, necklace, jewelry 
charm, lanyard, watch, band, pin, and/or the like. The fob 105 
is configured to be used in wireless communication with an 
RFID reader device. System 100 may further comprise a 
microprocessor 110. This microprocessor may be integral to 
fob 105 or coupled to fob 105. 
0029. In various embodiments, though it may be made 
from any suitable material, the wearable RF transaction 
device 101 housing/bracelet is made from silicone. It may be 
Substantially water resistant and/or waterproof. In various 
embodiments, RF transaction device 101 is fashioned to be 
inserted in, or integral to, jewelry, such as a Troll, Pandora, 
Biagi sized charm/bead. This charm may be made from pre 
cious and semiprecious jewels and/or rare metals. 
0030. In various embodiments, a battery may be included 
with and/or coupled to fob 105 to power the transponder. In 
which case, the internal circuitry of fob 105 (including the 
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transponder) may draw its operating power from the battery 
power source. Alternatively, fob 105 may exist independent 
of an internal power source. In this instance, the internal 
circuitry of fob 105 (including the transponder) may gain its 
operating power directly from an RF interrogation signal 
and/or a combination of battery and RF interrogation signal 
power. In conventional fob powering technologies used, fob 
105 is typically activated upon presenting fob 105 to/ire the 
field of an interrogation signal. In this regard, fob 105 may be 
activated irrespective of whether the user desires such activa 
tion. Historically, inadvertent presentation of the fob resulted 
in initiation and completion of an unwanted transaction. The 
present system allows fob 105user to control activation offob 
105 to limit transactions being undesirably completed. Sec 
ondary information such as authorization data and/or a PIN 
(personal identification number) may be used with RF trans 
action device 101 for identification and authentication. 

0031 in various embodiments, consumer payment infor 
mation is transmitted using RF technology, where informa 
tion can be accessed without physical procession of the pay 
ment device (e.g., card or fob). The data transmitted may be 
secured by encryption. For a basic introduction to cryptogra 
phy, please review a text written by Bruce Schneider which is 
entitled “Applied Cryptography: Protocols, Algorithms, and 
Source Code In C. published by John Wiley & Sons (second 
edition, 1996), which is hereby incorporated by reference. 
0032. In the scenario where RF transaction device 101 
comprises multiple transaction accounts, instead of relying 
on a counter and an algorithm to determine which should be 
used or other selection protocol, a PIN and/or authorization 
data provided by the accountholder may be used. The terms 
account holder or cardmembershall mean any person, entity, 
government organization, business, machine associated with 
a transaction account, regardless of whether a physical card is 
associated with the account. For example, the cardmember 
may include a transaction account owner, an transaction 
account user, an account affiliate, a child account user, a 
Subsidiary account user, a beneficiary of an account, a custo 
dian of an account, or any other person or entity affiliated or 
associated with a transaction account. 

0033. When RF transaction device 101 is presented to a 
RF reader, the accountholder may be prompted to enter a PIN 
and/or authorization data (e.g., biometric data). The PIN and/ 
or authorization data may authenticate the user to use the 
account. In the scenario of multiple accounts, the entered PIN 
and/or authorization data may be used to identify which 
account should be used to process the transaction request. 
This allows RF transaction device 101 to store different 
account codes for different types of accounts, such as, for 
example, credit, charge, debit, pre-paid, and loyalty accounts. 
As an example, data related to two accounts may exist on the 
RF device representing a charge and credit account, each 
associated with a unique PIN and/or unique authorization 
data. When the RF device is presented, the accountholder 
may decide which account should be used for the payment 
through the PIN entered and/or authorization data provided. 
The entered PIN would be returned to RF transaction device 
101 and used to identify which device and/or account will be 
used. If the PIN for the charge account is used, that account is 
used in the transaction request that is provided to the RF 
reader. This approach includes a RF transaction device 101 
with greater processing capabilities and extends the security 
of the account codes stored in RF transaction device 101 by 
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requesting an explicit authentication of the account by the 
accountholder before the payment is consummated. 
0034. In various embodiments, system 100 may comprise 
use biometric data as authentication data. The biometric data 
may comprise, a user's voice, fingerprint, facial, ear, signa 
ture, vascular patterns, DNA sampling, hand geometry, 
Sound, olfactory, keystroke/typing, iris, retinal data and/or 
any other biometric relating to recognition based upon any 
body part, function, System, attribute and/or other character 
istic, or any portion thereof. 
0035. With renewed reference to FIG. 1, system 100 may 
comprise a biometric reader 120. Such as a finger print scan 
ner, microphone/voice recognition capture device, camera, 
and/or a retinal scanner, Biometric reader 120 may be coupled 
to and/or integral to the fob. Moreover, biometric reader 120 
may be coupled to and/or integral to RF transaction device 
101. 

0036. In various embodiments, a method for facilitating 
access to at least one data set that is stored on RF transaction 
device 101 is practiced. The data set may correspond to a 
transaction account. The RF transaction device 101 in accor 
dance with this disclosure may be used to pay for acquisi 
tions, obtain access or transportation, provide identification, 
pay an amount, receive payment, redeem reward points and/ 
or the like. See, for example, Sony’s “Near Field Communi 
cation” (“NFC) standard which is touted as operating on 
13.56 MHz and allowing the transfer of any kind of data 
between NFC enabled devices and across a distance of up to 
twenty centimeters. See also, Bluetooth chaotic network con 
figurations; which is incorporated herein by reference. Fur 
thermore, data on a first RF transaction device 101 may be 
transmitted directly or indirectly to another RF device to 
create a copy of all or part of the original device. For more 
information on radio frequency enabled transaction devices, 
see U.S. patent application Ser. No. 10/340,352, entitled 
SYSTEMAND METHOD FORINCENTING PAYMENT 
USING RADIO FREQUENCY IDENTIFICATION IN 
CONTACT AND CONTACTLESS TRANSACTIONS 
filed Jan. 10, 2003, incorporated herein by reference. 
0037. As used herein, the terms “account information” or 
“data set may include any set of information and/or the like 
which may be used, for example, in completing a transaction. 
For example, data sets may include information related to 
credit transaction accounts, debit transaction accounts, mem 
bership club accounts, loyalty program accounts, speed pass 
accounts, rental car memberships, frequent flyer programs, to 
coupons, tickets and/or the like. This information may 
include membership identifiers, account code(s), personal 
information, balances, past transaction details, account issuer 
routing code(s), cookies, identifiers, security codes, and/or 
any other information. The data set may additionally include 
an issuer defined management process for determining which 
Subsets of data are to be provided to an issuer or merchant. In 
Some instances, a data set may be associated with one or more 
account codes corresponding to accounts maintained by the 
account issuer. The various data sets associated with RF trans 
action device 101 may either be stored on RF device 101 or 
they may be stored remotely and accessed via a stored indi 
cator linked with matching biometric data. 
0038 RF transaction device 101 may be configured to 
communicate via a radio frequency transponder to a merchant 
system or account system (by a RFID reader). In yet another 
embodiment, transaction device 101 may be configured to 
comprise one or more antennae that are configured to send 
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and receive information and the transaction device may be 
responsive to different RF frequencies. In one exemplary 
embodiment, each antenna may be configured to send and/or 
receive and/or communicate using a particular protocol and/ 
or frequency. Thus, RF transaction device 101 may be con 
figured to communicate with two or more reader devices that 
each communicate with the transaction device using different 
transmission frequencies. 
0039 RF transaction device 110 may include an antenna 
102 for receiving an interrogation signal from an RFID reader 
via an antenna 202. RF transaction device 101 antenna 102 
may be in communication with a transponder. In one exem 
plary embodiment, the transponder may be a 13.56 MHz 
transponder compliant with the ISO/IEC 14443 standard, and 
antenna 102 may be of the 13 MHZ variety. The transponder 
may be in communication with a transponder compatible 
modulator/demodulator 106 configured to receive the signal 
from the transponder and configured to modulate the signal 
into a format readable by any later connected circuitry. Fur 
ther, modulator/demodulator 106 may be configured to for 
mat (e.g., demodulate) a signal received from the later con 
nected circuitry in a format compatible with the transponder 
for transmitting to an RFID reader via antenna 102. For 
example, where transponder is of the 13.56 MHZ variety, 
modulator/demodulator 106 may be ISO/IEC 14443-2 com 
pliant. In various embodiments, global positioning system 
Software and hardware to effect GPS and/or geotagging func 
tionality may be included in the device. 
0040 Modulator/demodulator 106 may be coupled to a 
protocol/sequence controller 108 for facilitating control of 
the authentication of the signal provided by the RFID reader, 
and for facilitating control of the sending of a transaction 
device account code, in this regard, protocol/sequence con 
troller 108 may be any suitable digital or logic driven circuitry 
capable of facilitating determination of the sequence of 
operation for the transaction device inner-circuitry. For 
example, protocol/sequence controller 108 may be config 
ured to determine whether the signal provided by the RFID 
reader is authenticated, and thereby providing to the RIM 
reader the account code stored on RF transaction device 101. 
0041) Protocol/sequence controller 108 may be further in 
communication with authentication circuitry 110 for facili 
tating authentication of the signal provided by the RFID 
reader, Authentication circuitry 110 may be further in com 
munication with a non-volatile secure memory database 112. 
Secure memory database 112 may be any suitable elementary 
file system such as that defined by ISO/IEC 7816-4 or any 
other elementary file system allowing a lookup of data to be 
interpreted by the application on the fob. 
0042. The present system 100 may comprise flexible elec 
tronics to facilitate users “wearing the transaction device 
101. Flexible electronics, and/or flexible circuits, also known 
as flex circuits, is a technology for assembling electronic 
circuits by mounting electronic devices on flexible plastic 
Substrates. Such as polyimide, PEEK or transparent conduc 
tive polyester film. Additionally, flex circuits can be screen 
printed silver circuits on polyester. Flexible electronic assem 
blies may be manufactured using identical components used 
for rigid printed circuit boards, allowing the board to conform 
to a desired shape, or to flex during its use. These flexible 
printed circuits (FPC) are made with a photolithographic 
technology. An alternative way of making flexible foil circuits 
and/or flexible flat cables (FFCs) is laminating very thin 
copper strips in between two layers of PET. These PET layers, 
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typically approximately 0.05 mm thick, are coated with an 
adhesive which is thermosetting, and will be activated during 
the lamination process. The Substrate may comprise thin flex 
ible plastic or metal foil. Thus, the entire system may be 
flexible, as the film deposited on top of the substrate is usually 
verythin, on the order of a few micrometres. In the case of an 
embedded display, organic light-emitting diodes (OLEDs) 
may be used instead of a back-light for flexible displays, 
making a flexible organic light-emitting diode display. 
0043. For the sake of brevity, conventional data network 
ing, application development and other functional aspects of 
the systems (and components of the individual operating 
components of the systems) may not be described in detail 
herein. Furthermore, the connecting lines shown in the Vari 
ous figures contained herein are intended to represent exem 
plary functional relationships and/or physical couplings 
between the various elements. It should be noted that many 
alternative or additional functional relationships or physical 
connections may be present in a practical system. 
0044) The system 100 may also comprise feedback. For 
example, the optional feedback may be in the form of an LED, 
LED screen and/or other visual display which is configured to 
light up or display a static, scrolling, flashing and/or other 
message and/or signal to inform RF transaction device's 101 
user or any other third party that the transaction is initiated 
(e.g., RE transaction device 101 is being interrogated), RF 
transaction device 101 is valid (e.g., RF transaction device 
101 is authenticated), transaction is being processed, (e.g., RF 
transaction device 101 account code is being read by RFID 
reader), the transaction is accepted ordenied (e.g., transaction 
approved or disapproved, that RF transaction device 101 is 
receiving power, RE transaction device 101 is reading bio 
metric data, RF transaction device 101 is ready to read bio 
metric data, RF transaction device 101 has read biometric 
data, and/or RF transaction device 101 is transmitting infor 
mation. Various colors for different activities and/or patterns 
of indicators, such as visual indicators and/or blinking lights 
may be practiced. Such optional feedback may or may not be 
accompanied by an audible indicator for informing RF trans 
action device 101 user of the transaction status. The audible 
feedback may be a simple tone, multiple tones, musical indi 
cator, and/or voice indicator configured to signify when RF 
transaction device 101 is being interrogated, the transaction 
status, or the like. Thus, RF transaction device 101 may 
comprise a speaker. 
0045 Authentication circuitry in the RFID reader may be 
configured to authenticate the signal provided by RF transac 
tion device 101 in a similar manner that authentication cir 
cuitry may be configured to authenticate the signal provided 
by the RFID reader. In one exemplary embodiment, RF trans 
action device 101 and the RFID reader engage in mutual 
authentication. In this context, "mutual authentication' may 
mean that operation of the system 100 may not take place 
until RF transaction device 101 authenticates the signal from 
the RFID reader, and the RFID reader authenticates the signal 
from RF transaction device 101. For a detailed explanation of 
a suitable transaction processing method and mutual authen 
tication process for use with the invention, see, for example, 
U.S. patent application Ser. No. 10/192.488, titled “SYSTEM 
AND METHOD FOR PAYMENT USING RADIO FRE 
QUENCY IDENTIFICATION IN CONTACT AND CON 
TACTLESS TRANSACTIONS filed Jul. 9, 2002, and U.S. 
patent application Ser. No. 10/340,352, titled “SYSTEM 
AND METHOD FOR INCENTING PAYMENT USING 
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RADIO FREQUENCY IDENTIFICATION IN CONTACT 
AND CONTACTLESS TRANSACTIONS filed Jan. 10, 
2003, both incorporated herein by reference. 
0046) With reference to FIG. 2, en exemplary flow chart 
depicts the process of using RF transaction device 101 is 
presented. For instance, a user may present RF transaction 
device 101 to an RF interrogation signal. This RF interroga 
tion signal may provide power to RF transaction device 101. 
The interrogation signal may be verified for security pur 
poses. In response to the interrogation signal being verified, 
the user is ready to transmit data set information, in various 
embodiments, a user may present their finger to a fingerprint 
reader 120 located on RF transaction device 101. The finger 
print reader 120 scans the fingerprint of the user. A compari 
Son of the scanned finger print is made against a previously 
stored trusted fingerprint Scan. In various embodiments, vari 
ous data sets may be linked to different previously stored 
fingerprint data. For example, a first transaction account may 
be linked to a first user's right index finger, while a second 
transaction account may be linked to a first user's rightthumb. 
In another example, a first transaction account may be linked 
to a first user's right index finger, while a second transaction 
account may be linked to a second user's right index finger. 
Thus, a single device may be shared by multiple users, or two 
identical devices may be allocated to two shared transaction 
accounts or accounts having more than one authorized user. 
0047. In response to a match, RF transaction device 101 is 
“unlocked' and ready for transmitting information. In some 
embodiments, an indicator is presented to the user that RF 
transaction device 101 is ready for transmitting information 
to a RFID transaction reader/contactless reader. For instance, 
a light may be illuminated on RF transaction device 101. The 
user may then present RF transaction device 101 to the RFID 
reader/contactless reader. This RFID reader/contactless 
reader will generally be working in concert with or be coupled 
to a point of sale system (PUS). The POS is configured for 
transmitting information related to the transaction. 
0048. In response to the user presenting unlocked RF 
transaction device 101, the RFID reader/contactless reader 
may read data set information transmitted from RF transac 
tion device 101. The RFID reader/contactless reader may 
then transmit a transaction request to a payment processor. 
0049. It should be noted, that one or more RF transaction 
device 101 may be issued with or without one or more data 
sets stored thereon. RF transaction device 101 may be issued 
using various techniques and practices now known or here 
inafter developed wherein an instrument is prepared (e.g., 
loaded with data) and made available to a user for effecting 
transactions. Although the invention may contemplate man 
aging data sets before issuing RF transaction device 101, in 
various embodiments, by way of illustration, the data sets are 
described herein as being managed after issuance. 
0050. The payment processor may use preprogrammed 
logic to authorize the transaction. This pre-programmed logic 
may include identification of the customer, identification of 
account type (e.g. credit, debit, loyalty, pre-paid, charge, etc.) 
a verification that the account is in good Standing (e.g. does 
not exceed credit limit, the account is not in arrears, there is 
enough balance in the prepaid account to cover the transac 
tion, etc.) 
0051. If one or more of these criteria are not met the 
transaction may be declined. If one or more of these criteria 
are met, the transaction may be confirmed and the payment 
processor may send an approval message to the POS system. 
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The transaction may then be consummated. In various 
embodiments, the UPS location of the POS system and/or the 
UPS location of RF transaction device 101 may be stored to a 
storage memory by the payment processor/transaction 
account issuer or RF transaction device 101. 

0052. In some instances, the account issuer that provides 
the transaction account code to the user may request the user 
to provide a PIN or other secondary identifier prior to permit 
ting use of the transaction account code for transaction 
completion. In this case, a POS device may be configured to 
prompt user to provide the appropriate PIN for verification by 
RFID payment processor, merchant system, or issuer system. 
The user may provide the PIN and the PIN may be verified 
under merchant system or issuer system defined verification 
protocol. If the PIN is not verified, then the merchant system 
may terminate the transaction request. 
0053. With reference to FIG. 3, an exemplary biometric 
identification verification process is depicted. Contrary to 
other systems, in various embodiments, this (encrypted) bio 
metric data is verified locally at RF transaction device 101 
and the transfer of transaction information is not initiated 
until a match of pre-stored biometric data is made. As shown 
in FIG. 3, digitized fingerprint data may be inputted to a 
fingerprint compare module. This inputted digitized finger 
print data may be encrypted (after being input). Either the 
digitized fingerprint data or encrypted digitized fingerprint 
data may be compared with pre-stored (trusted) respective 
digitized fingerprint data or encrypted digitized fingerprint 
data. If a match is made, the near field communication and/or 
RFID technology is activated and data may be sent for a 
predetermined period of time. If no match is made an error 
signal may be communicated. In response to the error signal, 
a user may be requested to/elect try again. Though not 
depicted, the device may match the inputted digitized finger 
print to a selection of pre-stored fingerprints and associate the 
inputted digitized fingerprint to a particular user and a par 
ticular user's transaction account. In this way, the digitized 
fingerprint data may act as an account selection identifier. 
0054 With reference to FIG. 4, the physical interaction 
between RF transaction device 101 and a RFID reader/POS 
system is depicted. This RFID reader/POS system is elec 
tronically coupled to an issuer system/payment processor 
system. Additionally, the issuer system/payment processor 
systems interaction with external partners is depicted in FIG. 
3. For instance, the issuer system may compile historical use 
of RF transaction device 101. This historical use may be used 
to develop trends and user preferences. This historical use 
compared with other users historical use to develop recom 
mendations. These recommendations may be presented to the 
user via a transaction issuer portal, direct mail offers, email 
offers, and/or social media messages. Additionally, this data 
and/or portions of this data may be shared with third party 
applications, in general, a user would authorize the dissemi 
nation of this RF transaction device 101 data prior to distri 
bution. 

0055 For instance, a user may consummate a transaction 
for a beverage at a concert using RF transaction device 101. 
The issuer system may record this historical data to an estab 
lished digital persona for the transaction account. This data 
may be pushed to a Social media application, such as Four 
squareTM. FoursquareTM may automatically record and/or 
broadcast the user's location via the location of the POS 
device or the location of RF transaction device 101. This data 
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may be pushed to a social media application, such as twitter, 
facebook, google+, linkedin, and freindster. 
0056. In various embodiments, the user's Facebook 
“friends' that have also consummated a transaction at the 
concert may be identified from the user's Facebook account 
and a message may be automatically pushed to a device. Such 
as mobile device of the user indicating that a “friend' is in 
attendance. Additionally, RF transaction device 101 may be 
used to access and gain entry to a VIP area at the concert using 
its NFC/RFID functionality saving time and increasing secu 
rity for the user and the venue. 
0057. In various embodiments, and with reference to FIG. 
5, exemplary user interaction with an issuer system is 
depicted. In this manner, authorized users of RF transaction 
device 101 may control the preferences and access to RF 
transaction device 101. For instance, a user may log into an 
online management tool using a secure logon and password. 
The transaction account issuer/online management system 
operator may verify and authenticate the logon information. 
A particular RF transaction device 101 may be selected by the 
user to be enabled in response to user selections for limited 
duration, a reoccurring period, limited geographic use, for 
limited transaction types, transaction amounts, use at speci 
fied merchants, and/or capped at a specified balance. The user 
may also authorize other users and select previously stored 
biometric information or configure a particular RF transac 
tion device 101 to store and encrypt newly inputted biometric 
information. The issuer system may record these preferences. 
In this way, a nanny may be authorized to make debit pur 
chases using RF transaction device 101 up to $20.00, on 
Tuesdays, within a given geographic proximity to a commu 
nity park using the transaction account issued to a parent. 
Alternatively, resort goers may be issued RF transaction 
device 101 for securely purchasing items on the property. In 
another embodiment, a business may issue sales employees 
RF transaction device 101 capped at a daily per diem amount 
to negate the need for after-the-fact reimbursement payment 
processing. 
0058. In various embodiments, rather than consummating 
a transaction, RF transaction device 101 may be used to 
transfer personal information in lieu of exchanging a business 
card. For instance, in certain scenarios, such as at a conven 
tion, a user may wish to exchange their contact information, 
but may not be carrying a business card. In other scenarios 
business cards lack functionality. Using the present system, a 
user may preset their RF transaction device 101 to an RFID 
reader at a presenter's booth and after authorization transmit 
their personal information to a storage device of the booth 
holder. In this manner, a business card is not needed. 
0059. Furthermore, a transaction device as described 
herein may be associated with various applications which 
allow the transaction devices to participate in various pro 
grams, such as, for example, loyalty programs. A loyalty 
program may include one or more loyalty accounts. Exem 
plary loyalty programs include frequent flyer miles, on-line 
points earned from viewing or purchasing products or web 
sites on-line and programs associated with diner's cards, 
credit cards, debit cards, hotel cards, calling cards, and/or the 
like. Generally, the user is both the owner of the transaction 
account and the participant in the loyalty program; however, 
this association is not necessary. For example, a participant in 
a loyalty program may gift loyalty points to a user who pays 
for a purchase with his own transaction account, but uses the 
gifted loyalty points instead of paying the monetary value. 
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The transaction device may furthermore be associated with 
coupon information or the like. 
0060 A data set may contain any type of information 
stored in digital format. For example, a data set may include 
account numbers, programs/applications, Scripts, codes, 
cookies, instruments for accessing other data sets, and/or any 
other information. 

0061. As used herein, the term “network” includes any 
cloud, cloud computing system or electronic communica 
tions system or method which incorporates hardware and/or 
Software components. Communication among the parties 
may be accomplished through any Suitable communication 
channels, such as, for example, a telephone network, an extra 
net, an intranet, Internet, point of interaction device (point of 
sale device, personal digital assistant iPhone(R), Palm Pilot(R), 
Blackberry(R), cellular phone, kiosk, etc.), online communi 
cations, satellite communications, off-line communications, 
wireless communications, transponder communications, 
local area network (LAN), wide area network (WAN), virtual 
private network (VPN), networked or linked devices, key 
board, mouse and/or any Suitable communication or data 
input modality. Moreover, although the system is frequently 
described herein as being implemented with TCP/IP commu 
nications protocols, the system may also be implemented 
using IPX, Appletalk, IP-6, NetBIOS, OSI, any tunneling 
protocol (e.g. IPsec, SSH), or any number of existing or future 
protocols. If the network is in the nature of a public network, 
Such as the Internet, it may be advantageous to presume the 
network to be insecure and open to eavesdroppers. Specific 
information related to the protocols, standards, and applica 
tion Software utilized in connection with the Internet is gen 
erally known to those skilled in the art and, as such, need not 
be detailed herein. See, for example, DILIP NAIK, INTERNET 
STANDARDS AND PROTOCOLS (1998); JAVA 2 COMPLETE, various 
authors, (Sybex 1999); DEBORAHRAY ANDERIC RAY, MASTERING 
HTML 4.0 (1997); and LOSHIN, TCP/IP CLEARLY EXPLAINED 
(1997) and DAVID GOURLEY AND BRIAN TOTTY, HTTP. THE 
DEFINITIVE GUIDE (2002), the contents of which are hereby 
incorporated by reference. 
0062. The various system components may be indepen 
dently, separately or collectively suitably coupled to the net 
work via data links which includes, for example, a connection 
to an Internet Service Provider (ISP) over the local loop as is 
typically used in connection with standard modem commu 
nication, cable modem, Dish networks, ISDN, Digital Sub 
scriber Line (DSL), or various wireless communication meth 
ods, see, e.g., GILBERT HELD, UNDERSTANDING DATA 
COMMUNICATIONS (1996), which is hereby incorporated by ref 
erence. It is noted that the network may be implemented as 
other types of networks, such as an interactive television 
(ITV) network. Moreover, the system contemplates the use, 
sale or distribution of any goods, services or information over 
any network having similar functionality described herein. 
0063 “Cloud' or “Cloud computing includes a model for 
enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rap 
idly provisioned and released with minimal management 
effort or service provider interaction. Cloud computing may 
include location-independent computing, whereby shared 
servers provide resources, software, and data to computers 
and other devices on demand. For more information regard 
ing cloud computing, see the NIST's (National Institute of 
Standards and Technology) definition of cloud computing at 
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http://csrc.nist.gov/groupS/SNS/cloud-computing/cloud 
def-v15.doc (last visited Feb. 4, 2011), which is hereby incor 
porated by reference in its entirety. 
0064. As used herein, “transmit” may include sending 
electronic data from one system component to another over a 
network connection. Additionally, as used herein, "data” may 
include encompassing information Such as commands, que 
ries, files, data for storage, and the like in digital or any other 
form. 
0065. Although all data sets associated with a particular 
RF transaction device 101 may be owned by the same owner, 
it is contemplated that in general, Some of the data sets stored 
on the transaction device have different owners. Furthermore, 
the storage of data sets is configured to facilitate independent 
storage and management of the data sets on RF transaction 
device 101. Further still, the data sets may be stored in distinct 
differing formats provided by the distinct issuer or data set 
owner (also called “issuer herein). The owners of data sets 
may include different individuals, entities, businesses, corpo 
rations, software, hardware, and/or the like. However, one 
skilled in the art will appreciate that the owners may also 
include different divisions or affiliates of the same corpora 
tion or entity. 
0066. The system contemplates uses in association with 
web services, utility computing, pervasive and individualized 
computing, security and identity Solutions, autonomic com 
puting, cloud computing, commodity computing, mobility 
and wireless solutions, open Source, biometrics, grid comput 
ing and/or mesh computing. 
0067. The data sets may be annotated. This annotation 
may be used fin types of status information as well as various 
other purposes. For example, the data set annotation may 
include security information establishing access levels. The 
access levels may, for example, be configured to permit only 
certain individuals, levels of employees, companies, or other 
entities to access data sets, or to permit access to specific data 
sets based on the transaction, merchant, issuer, user or the 
like. Furthermore, the security information may restrict/per 
mit only certain actions such as accessing, modifying, and/or 
deleting data sets. In one example, the data set annotation 
indicates that only the data set owner or the user are permitted 
to delete a data set, various identified users may be permitted 
to access the data set for reading, and others are altogether 
excluded from accessing the data set. However, other access 
restriction parameters may also be used allowing various 
entities to access a data set with various permission levels as 
appropriate. 
0068. One skilled in the art will also appreciate that, for 
security reasons, any databases, systems, devices, servers or 
other components of the system may consist of any combi 
nation thereof at a single location or at multiple locations, 
wherein each database or system includes any of various 
Suitable security features, such as firewalls, access codes, 
encryption, decryption, compression, decompression, and/or 
the like. 
0069. Encryption may be performed by way of any of the 
techniques now available in the art or which may become 
available—e.g., Twofish, RSA, El Gamal, Schorr signature, 
DSA, PGP, PKI, and symmetric and asymmetric cryptosys 
tems. The computing unit of the web client may be further 
equipped with an Internet browser connected to the Internet 
oran intranet using standard dial-up, cable, DSL or any other 
Internet protocol known in the art. Transactions originating at 
a web client may pass through a firewall in order to prevent 
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unauthorized access from users of other networks. Further, 
additional firewalls may be deployed between the varying 
components of CMS to further enhance security. 
0070 The computers discussed herein may provide a suit 
able website or other Internet-based graphical user interface 
which is accessible by users. In one embodiment, the 
Microsoft Internet Information Server(IIS), Microsoft Trans 
action Server (MTS), and Microsoft SQL Server, are used in 
conjunction with the Microsoft operating system, Microsoft 
NT web server software, a Microsoft SQL Server database 
system, and a Microsoft Commerce Server. Additionally, 
components such as Access or Microsoft SQL Server, Oracle, 
Sybase, Informix My SQL, Interbase, etc., may be used to 
provide an Active Data Object (ADO) compliant database 
management system, in one embodiment, the Apache web 
server is used in conjunction with a Linux operating system, 
a My SQL database, and the Perk, PHP, and/or Python pro 
gramming languages. 
0071 Any of the communications, inputs, storage, data 
bases or displays discussed herein may be facilitated through 
a website having webpages. The term “web page' as it is used 
herein is not meant to limit the type of documents and appli 
cations that might be used to interact with the user. For 
example, a typical website might include, in addition to stan 
dard HTML documents, various forms, Java applets, JavaS 
cript, active server pages (ASP), common gateway interface 
Scripts (CGI), extensible markup language (XML), dynamic 
HTML, cascading style sheets (CSS), AJAX (Asynchronous 
JavaScript And XML), helper applications, plug-ins, and the 
like. A server may include a web service that receives a 
request from a web server, the request including a URL 
(http://yahoo.com/stockquotes/ge) and an IP address (123. 
560789.234). The web server retrieves the appropriate web 
pages and sends the data or applications for the web pages to 
the IP address, Web services are applications that are capable 
of interacting with other applications over a communications 
means, such as the internet. Web services are typically based 
on standards or protocols such as XML, SOAP. AJAX, WSDL 
and UDDI, Web services methods are well known in the art, 
and are covered in many standard texts. See, e.g., ALEX 
NGHIEM, IT WEB SERVICES: A ROADMAP FOR THE ENTERPRISE 
(2003), hereby incorporated by reference. 
0072 Middleware may include any hardware and/or soft 
ware Suitably configured to facilitate communications and/or 
process transactions between disparate computing systems. 
Middleware components are commercially available and 
known in the art, Middleware may be implemented through 
commercially available hardware and/or software, through 
custom hardware and/or Software components, or through a 
combination thereof. Middleware may reside in a variety of 
configurations and may exist as a standalone system or may 
be a software component residing on the Internet server, 
Middleware may be configured to process transactions 
between the various components of an application server and 
any number of internal or external systems for any of the 
purposes disclosed herein, WebSphere MQTM (formerly 
MQSeries) by IBM, Inc. (Armonk, N.Y.) is an example of a 
commercially available middleware product. An Enterprise 
Service Bus (“ESB) application is another example of 
middleware. 

0073 Practitioners will also appreciate that there are a 
number of methods for displaying data within a browser 
based document, Data may be represented as standard text or 
within a fixed list, scrollable list, drop-down list, editable text 
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field, fixed text field, pop-up window, and the like. Likewise, 
there, are a number of methods available for modifying data 
in a web page such as, for example, free text entry using a 
keyboard, selection of menu items, check boxes, option 
boxes, and the like. 
0074 The system and method may be described herein in 
terms of functional block components, screen shots, optional 
selections and various processing steps. It should be appreci 
ated that such functional blocks may be realized by any num 
ber of hardware and/or software components configured to 
perform the specified functions. For example, the system may 
employ various integrated circuit components, e.g., memory 
elements, processing elements, logic elements, look-up 
tables, and the like, which may carry out a variety of functions 
under the control of one or more microprocessors or other 
control devices. Similarly, the software elements of the sys 
tem may be implemented with any programming or scripting 
language such as C, C++, C#, Java, JavaScript, VBScript, 
Macromedia ColdFusion, COBOL, Microsoft Active Server 
Pages, assembly, PERL, awk, Python, Visual Basic, SQL 
Stored Procedures, PL/SQL, any UNIX shell script, and 
extensible markup language (XML) with the various algo 
rithms being implemented with any combination of data 
structures, objects, processes, routines or other programming 
elements. Further, it should be noted that the system may 
employ any number of conventional techniques for data trans 
mission, signaling, data processing, network control, and the 
like. Still further, the system could be used to detector prevent 
security issues with a client-side scripting language, such as 
JavaScript, VBScript or the like. For a basic introduction of 
cryptography and network security, see any of the following 
references: (1) “Java Cryptography’ by Jonathan Knudson, 
published by O'Reilly & Associates (1998); (2) “Cryptogra 
phy & Network Security: Principles & Practice” by William 
Stallings, published by Prentice Hall; all of which are hereby 
incorporated by reference. 
0075. As used herein, the term “end user”, “consumer, 
“customer”, “cardmember”, “business” or “merchant’ may 
be used interchangeably with each other, and each shall mean 
any person, entity, machine, hardware, Software or business. 
Abank may be part of the system, but the bank may represent 
other types of card issuing institutions, such as credit card 
companies, card sponsoring companies, or third party issuers 
under contract with financial institutions. It is further noted 
that other participants may be involved in some phases of the 
transaction, such as an intermediary settlement institution, 
but these participants are not shown. 
0076 Each participant is equipped with a computing 
device in order to interact with the system and facilitate online 
commerce transactions. The customer has a computing unit in 
the form of a personal computer, although other types of 
computing units may be used including laptops, notebooks, 
hand held computers, set-top boxes, cellular telephones, 
touch-tone telephones and the like. The merchant has a com 
puting unit implemented in the form of a computer-server, 
although other implementations are contemplated by the sys 
tem. The bank has a computing center shown as a main frame 
computer. However, the bank computing center may be 
implemented in other forms. Such as a mini-computer, a PC 
server, a network of computers located in the same of differ 
ent geographic locations, or the like. Moreover, the system 
contemplates the use, sale or distribution of any goods, Ser 
vices or information over any network having similar func 
tionality described herein. 
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0077. The merchant computer and the bank computer may 
be interconnected via a second network, referred to as a 
payment network. The payment network which may be part 
of certain transactions represents existing proprietary net 
works that presently accommodate transactions for credit 
cards, debit cards, and other types of financial/banking cards. 
The payment network is a closed network that is assumed to 
be secure from eavesdroppers. Exemplary transaction net 
works may include the American Express(R), VisaNetR) and 
the Veriphone(R) networks. 
0078. The electronic commerce system may be imple 
mented at the customer and issuing bank. In an exemplary 
implementation, the electronic commerce system is imple 
mented as computer software modules loaded onto the cus 
tomer computer and the banking computing center. The mer 
chant computer does not require any additional software to 
participate in the online commerce transactions Supported by 
the online commerce system. 
0079. As will be appreciated by one of ordinary skill in the 

art, the system may be embodied as a customization of an 
existing system, an add-on product, a processing apparatus 
executing upgraded software, a stand alone system, a distrib 
uted system, a method, a data processing system, a device for 
data processing, and/or a computer program product. Accord 
ingly, any portion of the system or a module may take the 
form of a processing apparatus executing code, an interact 
based embodiment, an entirely hardware embodiment, or an 
embodiment combining aspects of the internet, Software and 
hardware. Furthermore, the system may take the form of a 
computer program product on a computer-readable storage 
medium haying computer-readable program code means 
embodied in the storage medium, Any Suitable computer 
readable storage medium may be utilized, including hard 
disks, CD-ROM, optical storage devices, magnetic storage 
devices, and/or the like. 
0080. The system and method is described herein with 
reference to screen shots, block diagrams and flowchart illus 
trations of methods, apparatus (e.g., systems), and computer 
program products according to various embodiments. It will 
be understood that each functional block of the block dia 
grams and the flowchart illustrations, and combinations of 
functional blocks in the block diagrams and flowchart illus 
trations, respectively, can be implemented by computer pro 
gram instructions. 
0081 Referring now to FIGS. 2-6 the process flows and 
screenshots depicted are merely embodiments and are not 
intended to limit the scope of the disclosure. For example, the 
steps recited in any of the method or process descriptions may 
be executed in any order and are not limited to the order 
presented. It will be appreciated that the following descrip 
tion makes appropriate references not only to the steps and 
user interface elements depicted in FIGS. 2-6, but also to the 
various system components as described above with refer 
ence to FIG. 1. 

0082. These computer program instructions may be 
loaded onto a general purpose computer, special purpose 
computer, or other programmable data processing apparatus 
to produce a machine. Such that the instructions that execute 
on the computer or other programmable data processing 
apparatus create means for implementing the functions speci 
fied in the flowchart block or blocks. These computer pro 
gram instructions may also be stored in a computer-readable 
memory that can direct a computer or other programmable 
data processing apparatus to function in a particular manner, 
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such that the instructions stored in the computer-readable 
memory produce an article of manufacture including instruc 
tion means which implement the function specified in the 
flowchart block or blocks. The computer program instruc 
tions may also be loaded onto a computer or other program 
mable data processing apparatus to cause a series of opera 
tional steps to be performed on the computer or other 
programmable apparatus to produce a computer-imple 
mented process such that the instructions which execute on 
the computer or other programmable apparatus provide steps 
for implementing the functions specified in the flowchart 
block or blocks. 

I0083. Accordingly, functional blocks of the block dia 
grams and flowchart illustrations Support combinations of 
means for performing the specified functions, combinations 
of steps for performing the specified functions, and program 
instruction means for performing the specified functions. It 
will also be understood that each functional block of the block 
diagrams and flowchart illustrations, and combinations of 
functional blocks in the block diagrams and flowchart illus 
trations, can be implemented by either special purpose hard 
ware-based computer systems which perform the specified 
functions or steps, or Suitable combinations of special pur 
pose hardware and computer instructions. Further, illustra 
tions of the process flows and the descriptions thereof may 
make reference to user windows, webpages, websites, web 
forms, prompts, etc. Practitioners will appreciate that the 
illustrated steps described herein may comprise in any num 
ber of configurations including the use of windows, 
webpages, web forms, popup windows, prompts and the like. 
It should be further appreciated that the multiple steps as 
illustrated and described may be combined into single 
webpages and/or windows but have been expanded for the 
sake of simplicity. In other cases, steps illustrated and 
described as single process steps may be separated into mul 
tiple webpages and/or windows but have been combined for 
simplicity. 
I0084. The term “non-transitory” is to be understood to 
remove only propagating transitory signals perse from the 
claim Scope and does not relinquish rights to all standard 
computer-readable media that are not only propagating tran 
sitory signals perse, Stated another way, the meaning of the 
term “non-transitory computer-readable medium’ should be 
construed to exclude only those types of transitory computer 
readable media which were found in In Re Nuiten to fall 
outside the scope of patentable subject matter under 35 U.S. 
C. S101. 
I0085 Benefits, other advantages, and solutions to prob 
lems have been described herein with regard to specific 
embodiments. However, the benefits, advantages, solutions to 
problems, and any elements that may cause any benefit, 
advantage, or solution to occur or become more pronounced 
are not to be construed as critical, required, or essential fea 
tures or elements of the disclosure. The scope of the disclo 
Sure is accordingly to be limited by nothing other than the 
appended claims, in which reference to an element in the 
singular is not intended to mean "one and only one' unless 
explicitly so stated, but rather "one or more.” Moreover, 
where a phrase similar to at least one of A, B, and C or at 
least one of A, B, or C is used in the claims or specification, 
it is intended that the phrase be interpreted to mean that A 
alone may be present in an embodiment, B alone may be 
present in an embodiment, C alone may be present in an 
embodiment, or that any combination of the elements A, B 
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and C may be present in a single embodiment; for example, A 
and B, A and C, B and C, or A and B and C. Although the 
disclosure includes a method, it is contemplated that it may be 
embodied as computer program instructions on a tangible 
computer-readable carrier. Such as a magnetic or optical 
memory or a magnetic or optical disk. All structural, chemi 
cal, and functional equivalents to the elements of the above 
described exemplary embodiments that are known to those of 
ordinary skill in the art are expressly incorporated herein by 
reference and are intended to be encompassed by the present 
claims. Moreover, it is not necessary for a device or method to 
address each and every problem sought to be solved by the 
present disclosure, for it to be encompassed by the present 
claims. Furthermore, no element, component, or method step 
in the present disclosure is intended to be dedicated to the 
public regardless of whether the element, component, or 
method step is explicitly recited in the claims. No claim 
element herein is to be construed under the provisions of 35 
U.S.C. 112, sixth paragraph, unless the element is expressly 
recited using the phrase “means for. As used herein, the 
terms "comprises”, “comprising, or any other variation 
thereof, are intended to cover a non-exclusive inclusion, Such 
that a process, method, article, or apparatus that comprises a 
list of elements does not include only those elements but may 
include other elements not expressly listed or inherent to such 
process, method, article, or apparatus. 
I0086 Phrases and terms similar to an “entity” may include 
any individual, consumer, customer, group, business, organi 
zation, government entity, transaction account issuer or pro 
cessor (e.g., credit, charge, etc), merchant, consortium of 
merchants, account holder, charitable organization, Software, 
hardware, and/or any other type of entity. The terms “user.” 
“consumer,” “purchaser,” and/or the plural form of these 
terms are used interchangeably throughout herein to refer to 
those persons or entities that are alleged to be authorized to 
use a transaction account. 

0087 As used herein, an RFID reader may be any reader 
device configured to communicate using a RFID internal 
antenna and/or an external RFID antenna, where the external 
antenna may be made remote to the RFID reader using a 
suitable cable and/or data link. The MID reader may be fur 
ther in communication with a merchant system via one or 
more data links. 

0088. Phrases and terms similar to “account”, “account 
number”, “account code' or “consumer account’ as used 
herein, may include any device, code (e.g., one or more of an 
authorization/access code, personal identification number 
(“PIN), Internet code, other identification code, and/or the 
like), number, letter, symbol, digital certificate, Smart chip, 
digital signal, analog signal, biometric or other identifier/ 
indicia Suitably configured to allow the consumer to access, 
interact with or communicate with the system. The account 
number may optionally be located on or associated with a 
rewards account, charge account, credit account, debit 
account, prepaid account, telephone card, embossed card, 
Smart card, magnetic stripe card, bar code card, transponder, 
radio frequency card or an associated account. 
0089. The system may include or interface with any of the 
foregoing accounts, devices, and/or a transponder and reader 
(e.g. RFID reader) in RF communication with the transpon 
der (which may include a fob), or communications between 
an initiator and a target enabled by near field communications 
(NFC). Typical devices may include, for example, a key ring, 
tag, card, cell phone, wristwatch or any Such form capable of 
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being presented for interrogation. Moreover, the system, 
computing unit or device discussed herein may include a 
"pervasive computing device.” which may include a tradi 
tionally non-computerized device that is embedded with a 
computing unit. Examples may include watches. Internet 
enabled kitchen appliances, restaurant tables embedded with 
RF readers, wallets or purses with imbedded transponders, 
etc. Furthermore, a device or financial transaction instrument 
may have electronic and communications functionality 
enabled, for example, by: a network of electronic circuitry 
that is printed or otherwise incorporated onto or within the 
transaction instrument (and typically referred to as a “Smart 
card’); a fob having a transponder and an RFID reader; and/or 
near field communication (NFC) technologies. For more 
information regarding NEC, refer to the following specifica 
tions all of which are incorporated by reference herein: ISO/ 
IEC 18092/ECMA-340, Near Field Communication Inter 
face and Protocol-1 (NFCIP-1): ISO/IEC 21481/ECMA-352, 
Near Field Communication Interface and Protocol-2 
(NFCIP-2); and EMV 4.2 available at http://www.emvco. 
com/default.aspx. 
0090 The account number may be distributed and stored 
in any form of plastic, electronic, magnetic, radio frequency, 
wireless, audio and/or optical device capable of transmitting 
or downloading data from itself to a second device. A con 
Sumer account number may be, for example, a sixteen-digit 
account number, although each credit provider has its own 
numbering system, Such as the fifteen-digit numbering sys 
tem used by American Express. Each company’s account 
numbers comply with that company's standardized format 
Such that the company using a fifteen-digit format will gen 
erally use three-spaced sets of numbers, as represented by the 
number "0000 000000 00000. The first five to seven digits 
are reserved for processing purposes and identify the issuing, 
bank, account type, etc. In this example, the last (fifteenth) 
digit is used as a sum check for the fifteen digit number. The 
intermediary eight-to-eleven digits are used to uniquely iden 
tify the consumer. A merchant account number may be, for 
example, any number or alpha-numeric characters that iden 
tify a particular merchant for purposes of account acceptance, 
account reconciliation, reporting, or the like. 
0091 Phrases and terms similar to “transaction account” 
may include any account that may be used to facilitate a 
financial transaction. Phrases and terms similar to “financial 
institution' or “transaction account issuer may include any 
entity that offers transaction account services. Although often 
referred to as a “financial institution, the financial institution 
may represent any type of bank, lender or other type of 
account issuing institution, Such as credit card companies, 
card sponsoring companies, or third party issuers under con 
tract with financial institutions. It is further noted that other 
participants may be involved in some phases of the transac 
tion, such as an intermediary settlement institution. Phrases 
and terms similar to “business’ or “merchant may be used 
interchangeably with each other and shall mean any person, 
entity, distributor system, software and/or hardware that is a 
provider, broker and/or any other entity in the distribution 
chain of goods or services. For example, a merchant may be 
a grocery store, a retail store, a travel agency, a service pro 
vider, an on-line merchant or the like. The terms “payment 
vehicle.” “financial transaction instrument,” “transaction 
instrument” and/or the plural form of these terms may be used 
interchangeably throughout to refer to a financial instrument. 
Phrases and terms similar to “merchant,” “supplier' or 
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“seller may include any entity that receives payment or other 
consideration. For example, a Supplier may request payment 
for goods sold to a buyer who holds an account with a trans 
action account issuer. Phrases and terms similar to a “buyer' 
may include any entity that receives goods or services in 
exchange for consideration (e.g. financial payment). For 
example, a buyer may purchase, lease, rent, barter or other 
wise obtain goods from a Supplier and pay the Supplier using 
a transaction account. Phrases and terms similar to “internal 
data” may include any data a credit issuer possesses or 
acquires pertaining to a particular consumer. Internal data 
may be gathered before, during, or after a relationship 
between the credit issuer and the transaction account holder 
(e.g., the consumer or buyer). Such data may include con 
Sumer demographic data. Consumer demographic data 
includes any data pertaining to a consumer. Consumer demo 
graphic data may include consumer name, address, telephone 
number, email address, employer and social security number. 
Consumer transactional data is any data pertaining to the 
particular transactions in which a consumer engages during 
any given time period. Consumer transactional data may 
include, for example, transaction amount, transaction time, 
transaction vendor/merchant, and transaction vendor/mer 
chant location, Transaction vendor/merchant location may 
contain a high degree of specificity to a vendor/merchant. For 
example, transaction vendor/merchant location may include a 
particular gasoline filing station in a particular postal code 
located at a particular cross section or address. Also, for 
example, transaction vendor/merchant location may include a 
particular web address. Such as a Uniform Resource Locator 
(“URL), an email address and/or an Internet Protocol (“IP) 
address for a vendor/merchant. Transaction vendor/mer 
chant, and transaction vendor/merchant location may be asso 
ciated with a particular consumer and further associated with 
sets of consumers. Consumer payment data includes any data 
pertaining to a consumer's history of paying debt obligations, 
Consumer payment data may include consumer payment 
dates, payment amounts, balance amount, and credit limit. 
Internal data may further comprise records of consumer Ser 
Vice calls, complaints, requests for credit line increases, ques 
tions, and comments. A record of a consumer service call 
includes, for example, date of call, reason for call, and any 
transcript or Summary of the actual call. 
0092. Phrases similar to a “payment processor may 
include a company (e.g., a third party) appointed (e.g., by a 
merchant) to handle transactions for merchant banks. Pay 
ment processors may be broken down into two types: front 
end and back-end. Front-end payment processors have con 
nections to various transaction accounts and Supply 
authorization and settlement services to the merchant banks 
merchants. Back-end payment processors accept settlements 
from front-end payment processors and, via The Federal 
Reserve Bank, move money from an issuing bank to the 
merchant bank. In an operation that will usually take a few 
seconds, the payment processor will both check the details 
received by forwarding the details to the respective accounts 
issuing bank or card association for verification, and may 
carry out a series of anti-fraud measures against the transac 
tion. Additional parameters, including the account’s country 
of issue and its previous payment history, may be used to 
gauge the probability of the transaction being approved. In 
response to the payment processor receiving confirmation 
that the transaction account details have been verified, the 
information may be relayed back to the merchant, who will 
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then complete the payment transaction. In response to the 
Verification being denied, the payment processor relays the 
information to the merchant, Who may then decline the trans 
action. Phrases similar to a “payment gateway' orgateway’ 
may include an application service provider service that 
authorizes payments fore-businesses, online retailers, and/or 
traditional brick and mortar merchants. The gateway may be 
the equivalent of a physical point of sale terminal located in 
most retail outlets. A payment gateway may protect transac 
tion account details by encrypting sensitive information, Such 
as transaction account numbers, to ensure that information 
passes securely between the customer and the merchant and 
also between merchant and payment processor. 

1. A wearable radio-frequency identification transaction 
device comprising: 

a radio-frequency identification fob; 
a microprocessor, and 
a biometric sensor, wherein the wearable radio-frequency 

identification transaction device is configured to interact 
with a RFID reader. 

2. The wearable radio-frequency identification transaction 
device of claim 1, wherein the biometric sensor is a finger 
print reader. 

3. The wearable radio-frequency identification transaction 
device of claim 1, wherein the radio-frequency identification 
fob is configured to interact with an RFID reader coupled to a 
point of sale system. 

4. The wearable radio-frequency identification transaction 
device of claim 1, wherein the radio-frequency identification 
transaction device is configured to be inserted and removable 
from an object intended to be worn by a user. 

5. The wearable radio-frequency identification transaction 
device of claim 4, wherein the radio-frequency identification 
transaction device is configured to be housed within at least 
one of a bracelet, ring, wrist band, key ringfob, retractable id, 
necklace, jewelry charm, lanyard, watch, band, and pin. 

6. The wearable radio-frequency identification transaction 
device of claim 1, wherein the user may configure the radio 
frequency identification transaction device to be available for 
use for a limited duration, a reoccurring period, limited geo 
graphic use, for limited transaction types, a capped transac 
tion amount, use at specified merchants, and capped to a 
specified balance. 

7. The wearable radio-frequency identification transaction 
device of claim 1, wherein the radio-frequency identification 
transaction device further comprises a flexible display. 

8. The wearable radio-frequency identification transaction 
device of claim 1, wherein inputted fingerprint data is used to 
identify a transaction account of a plurality of transaction 
acCOunts. 

9. The wearable radio-frequency identification transaction 
device of claim 1, wherein wireless transmission capabilities 
of the radio-frequency identification transaction device are 
activated in response to inputted biometric data matching 
previously stored biometric data. 

10. The wearable radio-frequency identification transac 
tion device of claim 1, wherein the radio-frequency identifi 
cation transaction device is configured to interact with Social 
media applications. 

11. The wearable radio-frequency identification transac 
tion device of claim 1, further comprising location identifi 
cation configured to geotag the radio-frequency identification 
transaction device use. 
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12. The wearable radio-frequency identification transac 
tion device of claim 1, wherein the radio-frequency identifi 
cation transaction device is configured to be used in credit 
transactions, charge account transactions, loyalty point trans 
actions, pre-paid transactions and debit transactions. 

13. The wearable radio-frequency identification transac 
tion device of claim 1, wherein the wherein the radio-fre 
quency identification transaction device is configured to grant 
physical access to a restricted location based upon at least one 
of visual inspection and using wireless communication tech 
nology. 

14. The wearable radio-frequency identification transac 
tion device of claim 1, wherein the radio-frequency identifi 
cation transaction device is configured to grant access to at 
least one of transportation and secure locations. 

15. The wearable radio-frequency identification transac 
tion device of claim 1, further comprising lighted indicators 
to provide user feedback. 

16. The wearable radio-frequency identification transac 
tion device of claim 1, wherein the radio-frequency identifi 
cation transaction device is a passive device. 

17. The wearable radio-frequency identification transac 
tion device of claim 1, further comprising a battery. 

18. The wearable radio-frequency identification transac 
tion device of claim 1, wherein the radio-frequency identifi 
cation fob is configured to interact with an RFID reader to 
transfer personal information. 

19. A system comprising: 
a processor configured to provide information via a wear 

able radio-frequency identification transaction device, 
a tangible, non-transitory memory configured to commu 

nicate with the processor, 
the tangible, non-transitory memory having instructions 

stored thereon that, in response to execution by the pro 
cessor, cause the processor to perform operations com 
prising: 
storing, by the processor, encrypted biometric data asso 

ciated with a user transaction account to a storage 
memory of the wearable radio-frequency identifica 
tion transaction device to create stored user transac 
tion account data; 

inputting, by the processor, biometric data, via a biomet 
ric housed on the wearable radio-frequency identifi 
cation transaction device; 
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encrypting, by the processor, the inputted biometric 
data; 

comparing, by the processor, the inputted encrypted bio 
metric data to the stored encrypted biometric data; 

accessing, by the processor, the stored user transaction 
account data of a plurality of stored user transaction 
account data, in response to the inputted encrypted 
biometric data matching the stored encrypted biomet 
ric data associated with the user transaction account; 

enabling, by the processor, the wireless transmitting 
capabilities of the wearable radio-frequency identifi 
cation transaction device, in response to the inputted 
encrypted biometric data matching the stored 
encrypted biometric data; and 

transmitting, by the processor, the stored user transac 
tion account data. 

20. A computer-implemented method comprising, 
storing, by a processor for performing a transaction, 

encrypted biometric data associated with a user transac 
tion account to a wearable radio-frequency identifica 
tion transaction device to create stored user transaction 
account data; 

inputting, by the processor, biometric data, via a biometric 
sensor housed on the wearable radio-frequency identi 
fication transaction device; 

encrypting, by the processor, the inputted biometric data; 
comparing, by the processor, the inputted encrypted bio 

metric data to the stored encrypted biometric data; 
accessing, by the processor, the stored user transaction 

account data of a plurality of stored user transaction 
account data, in response to the inputted encrypted bio 
metric data matching the stored encrypted biometric 
data associated with the user transaction account; 

enabling, by the processor, the wireless transmitting capa 
bilities of the wearable radio-frequency identification 
transaction device in response to the inputted encrypted 
biometric data matching the stored encrypted biometric 
data; and 

transmitting, by the processor, the stored user transaction 
account data. 


