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DIGITAL CREDENTIAL SYSTEM FOR 
EVALUATING SKILLS - BASED PROFILES 

CROSS - REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application claims priority to U . S . Provisional 
Patent Application No . 62 / 559 , 433 filed on Sep . 15 , 2017 
and entitled “ DIGITAL CREDENTIAL PLATFORM . ” 

BACKGROUND 
[ 0002 ] Changes in computing technologies have provided 
individuals with additional options for obtaining and vali 
dating technical skills and proficiencies . Rather than attend 
ing traditional educational institutions and professional 
training courses , many individuals may now obtain their 
technical skills and proficiencies from alternative sources , 
such as structured or unstructured and asynchronous eLearn 
ing programs using distance learning technology , self - study 
research without any direct supervision , or various alterna 
tive technical learning , training , and testing entities . 
Although such advances in technologies and increasing 
globalization trends provide many more options for indi 
viduals to obtain technical skills and proficiencies , they also 
present challenges in publishing , verifying , and tracking the 
sets of technical skills and proficiencies that these individu 
als have obtained . Many individuals and institutions no 
longer rely on physical certificates such as diplomas , tran 
scripts , certification statements , and physical licenses , to 
verify the authenticity of an individual ' s proficiencies or 
qualifications . Instead , certain institutions may issue digital 
credentials ( or digital badges ) to qualifying individuals , and 
these digital credential earners may use the digital creden 
tials to certify the skills or qualifications that the earner 
obtained vis - à - vis the institution . 

[ 0011 ] FIG . 9A is a diagram illustrating a computer ter 
minal - based system for sensor - based monitoring , and gen 
eration of digital credentials , according to one or more 
embodiments of the disclosure . 
[ 0012 ] FIG . 9B is a diagram illustrating a physical envi 
ronment - based system for sensor - based monitoring , and 
generation of digital credentials , according to one or more 
embodiments of the disclosure . 
[ 0013 ] FIG . 10 is a flow diagram illustrating an example 
process of generating and issuing digital credentials in a 
sensor - monitored environment , according to one or more 
embodiments of the disclosure . 
[ 0014 ] FIG . 11 is a diagram illustrating an example com 
puting environment for analyzing sensor - based activity 
monitoring within a digital credential system , according to 
one or more embodiments of the disclosure . 
[ 0015 ] FIG . 12 is a flow diagram illustrating an example 
process of generating digital credentials and tracking the 
corresponding activities in a sensor - monitored environment , 
according to one or more embodiments of the disclosure . 
[ 0016 ] FIG . 13 is a flow diagram illustrating an example 
process of analyzing activities in a sensor - monitored envi 
ronment to determine digital credential expiration and / or 
recertification times , according to one or more embodiments 
of the disclosure . 
[ 0017 ] FIG . 14 is a diagram illustrating an example com 
puting environment for generating and analyzing digital 
credentials using received sensor monitoring data , according 
to one or more embodiments of the disclosure . 
[ 0018 ] FIG . 15 is a diagram illustrating an example com 
puting environment for generating and analyzing digital 
credentials using received data . 
[ 0019 ] FIG . 16 is a flow diagram illustrating a process for 
collecting and preserving evidence data related to a user and 
a badge . 
[ 0020 ] FIGS . 17A and 17B are flow diagrams illustrating 
example processes by which evidence data may be retrieved 
and / or accessed from a platform server or other data reposi 
tory . 
[ 0021 ] FIGS . 18A and 18B depict example facial recog 
nition and analysis functionality that may be performed in 
connection with a user testing / credentialing process . 
[ 0022 ] FIG . 19 is a flow diagram depicting a process of 
collecting physical cue data and / or biometric data for a user 
during a user testing , credentialing , or monitoring processes . 
[ 0023 ] FIG . 20 is a diagram illustrating an example com 
puting environment including a digital credential platform 
server in communication with a personality badge issuer . 
[ 0024 ] FIG . 21 is a flow diagram illustrating an example 
process by which a badge issuer may receive personality 
data relating to a user and may issue personality - based 
digital credentials or badges to the user . 
[ 0025 ] FIG . 22 is a flow diagram illustrating an example 
process by which a badge platform server may receive and 
serve requests for personality - badge data for specified users . 
[ 0026 ] FIG . 23 is a diagram illustrating an example com 
puting environment including a digital credential platform 
server in communication with a DNA - based or health - based 
badge issuer . 
[ 0027 ] FIG . 24 is a diagram illustrating an example com 
puting environment including a digital credential platform 
server , a badge certification service , and multiple badge 
issuers . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0003 ] FIG . 1 is a block diagram showing illustrating an 
example of a content distribution network . 
[ 0004 ] FIG . 2 is a block diagram illustrating a computer 
server and computing environment within a content distri 
bution network . 
[ 0005 ) FIG . 3 is a block diagram illustrating an embodi 
ment of one or more data store servers within a content 
distribution network . 
[ 0006 ] FIG . 4 is a block diagram illustrating an embodi 
ment of one or more content management servers within a 
content distribution network . 
[ 0007 ] FIG . 5 is a block diagram illustrating the physical 
and logical components of a special - purpose computer 
device within a content distribution network . 
[ 0008 ] FIG . 6 is a block diagram illustrating an example 
computing environment for generating , managing , and 
tracking digital credential templates and digital credentials , 
according to one or more embodiments of the disclosure . 
[ 0009 ] FIG . 7 is a diagram illustrating an example com 
puting environment for executing and monitoring physical 
simulations within a digital credential system , according to 
one or more embodiments of the disclosure . 
[ 0010 ] FIG . 8 is a flow diagram illustrating an example 
process of executing and monitoring physical simulations 
for generation of digital credentials , according to one or 
more embodiments of the disclosure . 
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[ 0046 ] FIG . 43 is a flow diagram illustrating an example 
process of determining and providing a top performer profile 
for a particular job , occupation , or employer . 
[ 0047 ] FIG . 44 is a flow diagram illustrating an example 
process of valuing a badge offering for a particular user 
within a badge platform system . 
[ 0048 ] FIG . 45 depicts an example user interface screen 
displaying the results of a prospective badge search for a 
particular user ( “ User ABC ” ) . 
[ 0049 ] FIG . 46 depicts an example user interface screen 
depicting an occupation listing web document . 
[ 0050 ] In the appended figures , similar components and / or 
features may have the same reference label . Further , various 
components of the same type may be distinguished by 
following the reference label by a dash and a second label 
that distinguishes among the similar components . If only the 
first reference label is used in the specification , the descrip 
tion is applicable to any one of the similar components 
having the same first reference label irrespective of the 
second reference label . 

DETAILED DESCRIPTION 

[ 0028 ] FIG . 25 is a flow diagram illustrating a process for 
certifying and registering badges within a badging platform , 
and verifying the associated skills of a badge . 
[ 0029 ] FIG . 26 is a diagram illustrating an example com 
puting environment implemented to create and manage a 
blockchain record of issued badges . 
[ 0030 ] FIG . 27 is a flow diagram illustrating a process for 
adding new badges to a blockchain database and reconciling 
the updated blockchain to other network nodes . 
[ 0031 ] FIGS . 28A - 28F depict example charts representing 
different degradation functions for a badge . 
[ 0032 ] FIG . 29 is a flow diagram illustrating a process for 
computing and outputting a badge ' s current status / strength 
level . 
0033 ] FIGS . 30A and 30B are screenshots depicting 
example of different user interface views for displaying a 
user ' s badge resume . 
[ 0034 ] FIG . 31 is a flow diagram depicting a process for 
receiving and serving requests for a user ' s badge resume 
data . 
[ 0035 ] FIG . 32 is a diagram illustrating an example com 
puting environment including an example of badge storage 
and management system supporting a number of different 
types of badge - related functionality and requests from vari 
ous client types . 
[ 0036 ] FIG . 33 is a flow diagram depicting a general 
process for client interaction with a badging / credentialing 
system . 
[ 0037 ] FIG . 34 depicts an example user interface illustrat 
ing a badge earner view that illustrates various features that 
may be available to authorized badge earners via a badge 
platform server . 
[ 0038 ] FIG . 35 depicts an example user interface illustrat 
ing an employer view that illustrates various features that 
may be available to authorized employers that have logged 
into a badge platform server . 
[ 0039 ] FIG . 36 depicts an example user interface illustrat 
ing a recruiter view that illustrates various features that may 
be available to authorized recruiters that have logged into 
the badge platform server . 
[ 0040 ] FIG . 37 depicts an example user interface illustrat 
ing a badge issuer view that illustrates various features that 
may be available to badge owners and / or issuers via the 
badge platform server . 
[ 0041 ] FIG . 38 is a diagram illustrating an example com 
puting environment including a badge platform server in 
communication with employer client devices , badge issuer 
devices , and / or bade earner devices . 
[ 0042 ] FIG . 39 is a flow diagram illustrating an example 
process of analyzing worker / employee data , and job / com 
pany data , in order to determine potential matches that may 
be suggested to one or both parties . 
[ 0043 ] FIG . 40 is a diagram illustrating an example com 
puting environment including a badge platform server con 
figured to retrieve and generate skills view data and analyses 
using a skills view analyzer . 
[ 0044 ] FIG . 41 is a diagram illustrating a user interface 
screen or multiple related screens showing a visual com 
parison between a user ' s skills profile and other related 
profiles . 
[ 0045 ] FIG . 42 is a diagram illustrating an example com 
puting environment including a badge platform server in 
communication with one or more employer performance 
systems and employer administrator client devices . 

[ 0051 ] The ensuing description provides illustrative 
embodiment ( s ) only and is not intended to limit the scope , 
applicability or configuration of the disclosure . Rather , the 
ensuing description of the illustrative embodiment ( s ) will 
provide those skilled in the art with an enabling description 
for implementing a preferred exemplary embodiment . It is 
understood that various changes can be made in the function 
and arrangement of elements without departing from the 
spirit and scope as set forth in the appended claims . 
[ 0052 ] With reference now to FIG . 1 , a block diagram is 
shown illustrating various components of a content distri 
bution network ( CDN ) 100 which implements and supports 
certain embodiments and features described herein . Content 
distribution network 100 may include one or more content 
management servers 102 . As discussed below in more detail , 
content management servers 102 may be any desired type of 
server including , for example , a rack server , a tower server , 
a miniature server , a blade server , a mini rack server , a 
mobile server , an ultra - dense server , a super server , or the 
like , and may include various hardware components , for 
example , a motherboard , a processing units , memory sys 
tems , hard drives , network interfaces , power supplies , etc . 
Content management server 102 may include one or more 
server farms , clusters , or any other appropriate arrangement 
and / or combination or computer servers . Content manage 
ment server 102 may act according to stored instructions 
located in a memory subsystem of the server 102 , and may 
run an operating system , including any commercially avail 
able server operating system and / or any other operating 
systems discussed herein . 
10053 ] . The content distribution network 100 may include 
one or more data store servers 104 , such as database servers 
and file - based storage systems . Data stores 104 may com 
prise stored data relevant to the functions of the content 
distribution network 100 . Illustrative examples of data stores 
104 that may be maintained in certain embodiments of the 
content distribution network 100 are described below in 
reference to FIG . 3 . In some embodiments , multiple data 
stores may reside on a single server 104 , either using the 
same storage components of server 104 or using different 
physical storage components to assure data security and 
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integrity between data stores . In other embodiments , each 
data store may have a separate dedicated data store server 
104 . 

[ 0054 ] Content distribution network 100 also may include 
one or more user devices 106 and / or supervisor devices 110 . 
User devices 106 and supervisor devices 110 may display 
content received via the content distribution network 100 , 
and may support various types of user interactions with the 
content . User devices 106 and supervisor devices 110 may 
include mobile devices such as smartphones , tablet comput 
ers , personal digital assistants , and wearable computing 
devices . Such mobile devices may run a variety of mobile 
operating systems , and may be enabled for Internet , e - mail , 
short message service ( SMS ) , Bluetooth® , mobile radio 
frequency identification ( M - RFID ) , and / or other communi 
cation protocols . Other user devices 106 and supervisor 
devices 110 may be general purpose personal computers or 
special - purpose computing devices including , by way of 
example , personal computers , laptop computers , worksta 
tion computers , projection devices , and interactive room 
display systems . Additionally , user devices 106 and super 
visor devices 110 may be any other electronic devices , such 
as thin - client computers , Internet - enabled gaming systems , 
business or home appliances , and / or personal messaging 
devices , capable of communicating over network ( s ) 120 . 
[ 0055 ] In different contexts of content distribution net 
works 100 , user devices 106 and supervisor devices 110 may 
correspond to different types of specialized devices , for 
example , student devices and teacher devices in an educa 
tional network , employee devices and presentation devices 
in a company network , different gaming devices in a gaming 
network , etc . In some embodiments , user devices 106 and 
supervisor devices 110 may operate in the same physical 
location 107 , such as a classroom or conference room . In 
such cases , the devices may contain components that sup 
port direct communications with other nearby devices , such 
as a wireless transceivers and wireless communications 
interfaces , Ethernet sockets or other Local Area Network 
( LAN ) interfaces , etc . In other implementations , the user 
devices 106 and supervisor devices 110 need not be used at 
the same location 107 , but may be used in remote geo 
graphic locations in which each user device 106 and super 
visor device 110 may use security features and / or special 
ized hardware ( e . g . , hardware - accelerated SSL and HTTPS , 
WS - Security , firewalls , etc . ) to communicate with the con 
tent management server 102 and / or other remotely located 
user devices 106 . Additionally , different user devices 106 
and supervisor devices 110 may be assigned different des 
ignated roles , such as presenter devices , teacher devices , 
administrator devices , or the like , and in such cases the 
different devices may be provided with additional hardware 
and / or software components to provide content and support 
user capabilities not available to the other devices . 
[ 0056 ] The content distribution network 100 also may 
include a privacy server 108 that maintains private user 
information at the privacy server 108 while using applica 
tions or services hosted on other servers . For example , the 
privacy server 108 may be used to maintain private data of 
a user within one jurisdiction even though the user is 
accessing an application hosted on a server ( e . g . , the content 
management server 102 ) located outside the jurisdiction . In 
such cases , the privacy server 108 may intercept communi 
cations between a user device 106 or supervisor device 110 
and other devices that include private user information . The 

privacy server 108 may create a token or identifier that does 
not disclose the private information and may use the token 
or identifier when communicating with the other servers and 
systems , instead of using the user ' s private information . 
[ 0057 ] As illustrated in FIG . 1 , the content management 
server 102 may be in communication with one or more 
additional servers , such as a content server 112 , a user data 
server 112 , and / or an administrator server 116 . Each of these 
servers may include some or all of the same physical and 
logical components as the content management server ( s ) 
102 , and in some cases , the hardware and software compo 
nents of these servers 112 - 116 may be incorporated into the 
content management server ( s ) 102 , rather than being imple 
mented as separate computer servers . 
[ 0058 ] Content server 112 may include hardware and 
software components to generate , store , and maintain the 
content resources for distribution to user devices 106 and 
other devices in the network 100 . For example , in content 
distribution networks 100 used for professional training and 
educational purposes , content server 112 may include data 
stores of training materials , presentations , interactive pro 
grams and simulations , course models , course outlines , and 
various training interfaces that correspond to different mate 
rials and / or different types of user devices 106 . In content 
distribution networks 100 used for media distribution , inter 
active gaming , and the like , a content server 112 may include 
media content files such as music , movies , television pro 
gramming , games , and advertisements . 
[ 0059 ] User data server 114 may include hardware and 
software components that store and process data for multiple 
users relating to each user ' s activities and usage of the 
content distribution network 100 . For example , the content 
management server 102 may record and track each user ' s 
system usage , including their user device 106 , content 
resources accessed , and interactions with other user devices 
106 . This data may be stored and processed by the user data 
server 114 , to support user tracking and analysis features . 
For instance , in the professional training and educational 
contexts , the user data server 114 may store and analyze 
each user ' s training materials viewed , presentations 
attended , courses completed , interactions , evaluation results , 
and the like . The user data server 114 may also include a 
repository for user - generated material , such as evaluations 
and tests completed by users , and documents and assign 
ments prepared by users . In the context of media distribution 
and interactive gaming , the user data server 114 may store 
and process resource access data for multiple users ( e . g . , 
content titles accessed , access times , data usage amounts , 
gaming histories , user devices and device types , etc . ) . 

[ 0060 ] Administrator server 116 may include hardware 
and software components to initiate various administrative 
functions at the content management server 102 and other 
components within the content distribution network 100 . For 
example , the administrator server 116 may monitor device 
status and performance for the various servers , data stores , 
and / or user devices 106 in the content distribution network 
100 . When necessary , the administrator server 116 may add 
or remove devices from the network 100 , and perform 
device maintenance such as providing software updates to 
the devices in the network 100 . Various administrative tools 
on the administrator server 116 may allow authorized users 
to set user access permissions to various content resources , 
monitor resource usage by users and devices 106 , and 
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perform analyses and generate reports on specific network 
users and / or devices ( e . g . , resource usage tracking reports , 
training evaluations , etc . ) . 
[ 0061 ] The content distribution network 100 may include 
one or more communication networks 120 . Although only a 
single network 120 is identified in FIG . 1 , the content 
distribution network 100 may include any number of dif 
ferent communication networks between any of the com 
puter servers and devices shown in FIG . 1 and / or other 
devices described herein . Communication networks 120 
may enable communication between the various computing 
devices , servers , and other components of the content dis 
tribution network 100 . As discussed below , various imple 
mentations of content distribution networks 100 may 
employ different types of networks 120 , for example , com 
puter networks , telecommunications networks , wireless net 
works , and / or any combination of these and / or other net 
works . 
[ 0062 ] With reference to FIG . 2 , an illustrative distributed 
computing environment 200 is shown including a computer 
server 202 , four client computing devices 206 , and other 
components that may implement certain embodiments and 
features described herein . In some embodiments , the server 
202 may correspond to the content management server 102 
discussed above in FIG . 1 , and the client computing devices 
206 may correspond to the user devices 106 . However , the 
computing environment 200 illustrated in FIG . 2 may cor 
respond to any other combination of devices and servers 
configured to implement a client - server model or other 
distributed computing architecture . 
[ 0063 ] Client devices 206 may be configured to receive 
and execute client applications over one or more networks 
220 . Such client applications may be web browser based 
applications and / or standalone software applications , such 
as mobile device applications . Server 202 may be commu 
nicatively coupled with the client devices 206 via one or 
more communication networks 220 . Client devices 206 may 
receive client applications from server 202 or from other 
application providers ( e . g . , public or private application 
stores ) . Server 202 may be configured to run one or more 
server software applications or services , for example , web 
based or cloud - based services , to support content distribu 
tion and interaction with client devices 206 . Users operating 
client devices 206 may in turn utilize one or more client 
applications ( e . g . , virtual client applications ) to interact with 
server 202 to utilize the services provided by these compo 
nents . 

[ 0064 ] Various different subsystems and / or components 
204 may be implemented on server 202 . Users operating the 
client devices 206 may initiate one or more client applica 
tions to use services provided by these subsystems and 
components . The subsystems and components within the 
server 202 and client devices 206 may be implemented in 
hardware , firmware , software , or combinations thereof . Vari 
ous different system configurations are possible in different 
distributed computing systems 200 and content distribution 
networks 100 . The embodiment shown in FIG . 2 is thus one 
example of a distributed computing system and is not 
intended to be limiting . 
[ 0065 ] Although exemplary computing environment 200 
is shown with four client computing devices 206 , any 
number of client computing devices may be supported . 
Other devices , such as specialized sensor devices , etc . , may 
interact with client devices 206 and / or server 202 . 

[ 0066 ] As shown in FIG . 2 , various security and integra 
tion components 208 may be used to transmit , receive , and 
manage communications between the server 202 and user 
devices 206 over one or more communication networks 220 . 
The security and integration components 208 may include 
separate servers , such as web servers and / or authentication 
servers , and / or specialized networking components , such as 
firewalls , routers , gateways , load balancers , and the like . In 
some cases , the security and integration components 208 
may correspond to a set of dedicated hardware and / or 
software operating at the same physical location and under 
the control of same entities as server 202 . For example , 
components 208 may include one or more dedicated web 
servers and network hardware in a datacenter or a cloud 
infrastructure . In other examples , the security and integra 
tion components 208 may correspond to separate hardware 
and software components which may be operated at a 
separate physical location and / or by a separate entity . 
[ 0067 ] Security and integration components 208 may 
implement various security features for data transmission 
and storage , such as authenticating users and restricting 
access to unknown or unauthorized users . In various imple 
mentations , security and integration components 208 may 
provide , for example , a file - based integration scheme or a 
service - based integration scheme for transmitting data 
between the various devices in the content distribution 
network 100 . Security and integration components 208 also 
may use secure data transmission protocols and / or encryp 
tion for data transfers , for example , File Transfer Protocol 
( FTP ) , Secure File Transfer Protocol ( SFTP ) , and / or Pretty 
Good Privacy ( PGP ) encryption . 
[ 0068 ] In some embodiments , one or more web services 
may be implemented within the security and integration 
components 208 and / or elsewhere within the content distri 
bution network 100 . Such web services , including cross 
domain and / or cross - platform web services , may be devel 
oped for enterprise use in accordance with various web 
service standards , such as RESTful web services ( i . e . , ser 
vices based on the Representation State Transfer ( REST ) 
architectural style and constraints ) , and / or web services 
designed in accordance with the Web Service Interoperabil 
ity ( WS - I ) guidelines . Some web services may use the 
Secure Sockets Layer ( SSL ) or Transport Layer Security 
( TLS ) protocol to provide secure connections between the 
server 202 and user devices 206 . SSL or TLS may use HTTP 
or HTTPS to provide authentication and confidentiality . In 
other examples , web services may be implemented using 
REST over HTTPS with the OAuth open standard for 
authentication , or using the WS - Security standard which 
provides for secure SOAP messages using XML encryption . 
In other examples , the security and integration components 
208 may include specialized hardware for providing secure 
web services . For example , security and integration compo 
nents 208 may include secure network appliances having 
built - in features such as hardware - accelerated SSL and 
HTTPS , WS - Security , and firewalls . Such specialized hard 
ware may be installed and configured in front of any web 
servers , so that any external devices may communicate 
directly with the specialized hardware . 
[ 0069 ] Communication network ( s ) 220 may be any type of 
network familiar to those skilled in the art that can support 
data communications using any of a variety of commer 
cially - available protocols , including without limitation , 
TCP / IP ( transmission control protocol / Internet protocol ) , 
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SNA ( systems network architecture ) , IPX ( Internet packet 
exchange ) , Secure Sockets Layer ( SSL ) or Transport Layer 
Security ( TLS ) protocols , Hyper Text Transfer Protocol 
( HTTP ) and Secure Hyper Text Transfer Protocol ( HTTPS ) , 
Bluetooth® , Near Field Communication ( NFC ) , and the 
like . Merely by way of example , network ( s ) 220 may be 
local area networks ( LAN ) , such as one based on Ethernet , 
Token - Ring and / or the like . Network ( s ) 220 also may be 
wide - area networks , such as the Internet . Networks 220 may 
include telecommunication networks such as a public 
switched telephone networks ( PSTNs ) , or virtual networks 
such as an intranet or an extranet . Infrared and wireless 
networks ( e . g . , using the Institute of Electrical and Elec 
tronics ( IEEE ) 802 . 11 protocol suite or other wireless pro 
tocols ) also may be included in networks 220 . 
0070 ] Computing environment 200 also may include one 
or more data stores 210 and / or back - end servers 212 . In 
certain examples , the data stores 210 may correspond to data 
store server ( s ) 104 discussed above in FIG . 1 , and back - end 
servers 212 may correspond to the various back - end servers 
112 - 116 . Data stores 210 and servers 212 may reside in the 
same datacenter or may operate at a remote location from 
server 202 . In some cases , one or more data stores 210 may 
reside on a non - transitory storage medium within the server 
202 . Other data stores 210 and back - end servers 212 may be 
remote from server 202 and configured to communicate with 
server 202 via one or more networks 220 . In certain embodi 
ments , data stores 210 and back - end servers 212 may reside 
in a storage - area network ( SAN ) , or may use storage - as - a 
service ( STaaS ) architectural model . 
[ 0071 ] With reference to FIG . 3 , an illustrative set of data 
stores and / or data store servers is shown , corresponding to 
the data store servers 104 of the content distribution network 
100 discussed above in FIG . 1 . One or more individual data 
stores 301 - 309 may reside in storage on a single computer 
server 104 ( or a single server farm or cluster ) under the 
control of a single entity , or may reside on separate servers 
operated by different entities and / or at remote locations . In 
some embodiments , data stores 301 - 309 may be accessed by 
the content management server 102 and / or other devices and 
servers within the network 100 ( e . g . , user devices 106 , 
supervisor devices 110 , administrator servers 116 , etc . ) . 
Access to one or more of the data stores 301 - 309 may be 
limited or denied based on the processes , user credentials , 
and / or devices attempting to interact with the data store . 
[ 0072 ] The paragraphs below describe examples of spe 
cific data stores that may be implemented within some 
embodiments of a content distribution network 100 . It 
should be understood that the below descriptions of data 
stores 301 - 309 , including their functionality and types of 
data stored therein , are illustrative and non - limiting . Data 
stores server architecture , design , and the execution of 
specific data stores 301 - 309 may depend on the context , 
size , and functional requirements of a content distribution 
network 100 . For example , in content distribution systems 
100 used for professional training and educational purposes , 
separate databases or file - based storage systems may be 
implemented in data store server ( s ) 104 to store trainee 
and / or student data , trainer and / or professor data , training 
module data and content descriptions , training results , evalu 
ation data , and the like . In contrast , in content distribution 
systems 100 used for media distribution from content pro 
viders to subscribers , separate data stores may be imple 
mented in data stores server ( s ) 104 to store listings of 

available content titles and descriptions , content title usage 
statistics , subscriber profiles , account data , payment data , 
network usage statistics , etc . 
[ 0073 ] A user profile data store 301 may include informa 
tion relating to the end users within the content distribution 
network 100 . This information may include user character 
istics such as the user names , access credentials ( e . g . , logins 
and passwords ) , user preferences , and information relating 
to any previous user interactions within the content distri 
bution network 100 ( e . g . , requested content , posted content , 
content modules completed , training scores or evaluations , 
other associated users , etc . ) . 
100741 An accounts data store 302 may generate and store 
account data for different users in various roles within the 
content distribution network 100 . For example , accounts 
may be created in an accounts data store 302 for individual 
end users , supervisors , administrator users , and entities such 
as companies or educational institutions . Account data may 
include account types , current account status , account char 
acteristics , and any parameters , limits , restrictions associ 
ated with the accounts . 
[ 0075 ] A content library data store 303 may include infor 
mation describing the individual content items ( or content 
resources ) available via the content distribution network 
100 . In some embodiments , the library data store 303 may 
include metadata , properties , and other characteristics asso 
ciated with the content resources stored in the content server 
112 . Such data may identify one or more aspects or content 
attributes of the associated content resources , for example , 
subject matter , access level , or skill level of the content 
resources , license attributes of the content resources ( e . g . , 
any limitations and / or restrictions on the licensable use 
and / or distribution of the content resource ) , price attributes 
of the content resources ( e . g . , a price and / or price structure 
for determining a payment amount for use or distribution of 
the content resource ) , rating attributes for the content 
resources ( e . g . , data indicating the evaluation or effective 
ness of the content resource ) , and the like . In some embodi 
ments , the library data store 303 may be configured to allow 
updating of content metadata or properties , and to allow the 
addition and / or removal of information relating to the con 
tent resources . For example , content relationships may be 
implemented as graph structures , which may be stored in the 
library data store 303 or in an additional store for use by 
selection algorithms along with the other metadata . 
[ 0076 ] A pricing data store 304 may include pricing infor 
mation and / or pricing structures for determining payment 
amounts for providing access to the content distribution 
network 100 and / or the individual content resources within 
the network 100 . In some cases , pricing may be determined 
based on a user ' s access to the content distribution network 
100 , for example , a time - based subscription fee , or pricing 
based on network usage and . In other cases , pricing may be 
tied to specific content resources . Certain content resources 
may have associated pricing information , whereas other 
pricing determinations may be based on the resources 
accessed , the profiles and / or accounts of the user , and the 
desired level of access ( e . g . , duration of access , network 
speed , etc . ) . Additionally , the pricing data store 304 may 
include information relating to compilation pricing for 
groups of content resources , such as group prices and / or 
price structures for groupings of resources . 
10077 ] A license data store 305 may include information 
relating to licenses and / or licensing of the content resources 
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management network 100 . External data aggregators 309 
may include any electronic information source relating to 
the users , content resources , or applications of the content 
distribution network 100 . For example , external data aggre 
gators 309 may be third - party data stores containing demo 
graphic data , education related data , consumer sales data , 
health related data , and the like . Illustrative external data 
aggregators 309 may include , for example , social network 
ing web servers , public records data stores , learning man 
agement systems , educational institution servers , business 
servers , consumer sales data stores , medical record data 
stores , etc . Data retrieved from various external data aggre 
gators 309 may be used to verify and update user account 
information , suggest user content , and perform user and 
content evaluations . 
[ 0082 ] With reference now to FIG . 4 , a block diagram is 
shown illustrating an embodiment of one or more content 
management servers 102 within a content distribution net 
work 100 . As discussed above , content management server 
( s ) 102 may include various server hardware and software 
components that manage the content resources within the 
content distribution network 100 and provide interactive and 
adaptive content to users on various user devices 106 . For 
example , content management server ( s ) 102 may provide 
instructions to and receive information from the other 
devices within the content distribution network 100 , in order 
to manage and transmit content resources , user data , and 
server or client applications executing within the network 
100 . 

within the content distribution network 100 . For example , 
the license data store 305 may identify licenses and licensing 
terms for individual content resources and / or compilations 
of content resources in the content server 112 , the rights 
holders for the content resources , and / or common or large 
scale right holder information such as contact information 
for rights holders of content not included in the content 
server 112 
[ 0078 ] A content access data store 306 may include access 
rights and security information for the content distribution 
network 100 and specific content resources . For example , 
the content access data store 306 may include login infor 
mation ( e . g . , user identifiers , logins , passwords , etc . ) that 
can be verified during user login attempts to the network 
100 . The content access data store 306 also may be used to 
store assigned user roles and / or user levels of access . For 
example , a user ' s access level may correspond to the sets of 
content resources and / or the client or server applications that 
the user is permitted to access . Certain users may be 
permitted or denied access to certain applications and 
resources based on their subscription level , training pro 
gram , course / grade level , etc . Certain users may have super 
visory access over one or more end users , allowing the 
supervisor to access all or portions of the end user ' s content , 
activities , evaluations , etc . Additionally , certain users may 
have administrative access over some users and / or some 
applications in the content management network 100 , allow 
ing such users to add and remove user accounts , modify user 
access permissions , perform maintenance updates on soft 
ware and servers , etc . 
[ 0079 ] A source data store 307 may include information 
relating to the source of the content resources available via 
the content distribution network . For example , a source data 
store 307 may identify the authors and originating devices of 
content resources , previous pieces of data and / or groups of 
data originating from the same authors or originating 
devices , and the like . 
[ 0080 ] An evaluation data store 308 may include infor 
mation used to direct the evaluation of users and content 
resources in the content management network 100 . In some 
embodiments , the evaluation data store 308 may contain , for 
example , the analysis criteria and the analysis guidelines for 
evaluating users ( e . g . , trainees / students , gaming users , 
media content consumers , etc . ) and / or for evaluating the 
content resources in the network 100 . The evaluation data 
store 308 also may include information relating to evalua 
tion processing tasks , for example , the identification of users 
and user devices 106 that have received certain content 
resources or accessed certain applications , the status of 
evaluations or evaluation histories for content resources , 
users , or applications , and the like . Evaluation criteria may 
be stored in the evaluation data store 308 including data 
and / or instructions in the form of one or several electronic 
rubrics or scoring guides for use in the evaluation of the 
content , users , or applications . The evaluation data store 308 
also may include past evaluations and / or evaluation analyses 
for users , content , and applications , including relative rank 
ings , characterizations , explanations , and the like . 
[ 0081 ] In addition to the illustrative data stores described 
above , data store server ( s ) 104 ( e . g . , database servers , file 
based storage servers , etc . ) may include one or more exter 
nal data aggregators 309 . External data aggregators 309 may 
include third - party data sources accessible to the content 
management network 100 , but not maintained by the content 

[ 0083 ] A content management server 102 may include a 
content customization system 402 . The content customiza 
tion system 402 may be implemented using dedicated hard 
ware within the content distribution network 100 ( e . g . , a 
content customization server 402 ) , or using designated hard 
ware and software resources within a shared content man 
agement server 102 . In some embodiments , the content 
customization system 402 may adjust the selection and 
adaptive capabilities of content resources to match the needs 
and desires of the users receiving the content . For example , 
the content customization system 402 may query various 
data stores and servers 104 to retrieve user information , such 
as user preferences and characteristics ( e . g . , from a user 
profile data store 301 ) , user access restrictions to content 
recourses ( e . g . , from a content access data store 306 ) , 
previous user results and content evaluations ( e . g . , from an 
evaluation data store 308 ) , and the like . Based on the 
retrieved information from data stores 104 and other data 
sources , the content customization system 402 may modify 
content resources for individual users . 
[ 0084 ] A content management server 102 also may include 
a user management system 404 . The user management 
system 404 may be implemented using dedicated hardware 
within the content distribution network 100 ( e . g . , a user 
management server 404 ) , or using designated hardware and 
software resources within a shared content management 
server 102 . In some embodiments , the user management 
system 404 may monitor the progress of users through 
various types of content resources and groups , such as media 
compilations , courses or curriculums in training or educa 
tional contexts , interactive gaming environments , and the 
like . For example , the user management system 404 may 
query one or more databases and / or data store servers 104 to 



US 2019 / 0087558 A1 Mar . 21 , 2019 

retrieve user data such as associated content compilations or 
programs , content completion status , user goals , results , and 
the like . 
10085 ] A content management server 102 also may include 
an evaluation system 406 . The evaluation system 406 may 
be implemented using dedicated hardware within the content 
distribution network 100 ( e . g . , an evaluation server 406 ) , or 
using designated hardware and software resources within a 
shared content management server 102 . The evaluation 
system 406 may be configured to receive and analyze 
information from user devices 106 . For example , various 
ratings of content resources submitted by users may be 
compiled and analyzed , and then stored in a data store ( e . g . , 
a content library data store 303 and / or evaluation data store 
308 ) associated with the content . In some embodiments , the 
evaluation server 406 may analyze the information to deter 
mine the effectiveness or appropriateness of content 
resources with , for example , a subject matter , an age group , 
a skill level , or the like . In some embodiments , the evalu 
ation system 406 may provide updates to the content cus 
tomization system 402 or the user management system 404 , 
with the attributes of one or more content resources or 
groups of resources within the network 100 . The evaluation 
system 406 also may receive and analyze user evaluation 
data from user devices 106 , supervisor devices 110 , and 
administrator servers 116 , etc . For instance , evaluation sys 
tem 406 may receive , aggregate , and analyze user evaluation 
data for different types of users ( e . g . , end users , supervisors , 
administrators , etc . ) in different contexts ( e . g . , media con 
sumer ratings , trainee or student comprehension levels , 
teacher effectiveness levels , gamer skill levels , etc . ) . 
[ 0086 ] A content management server 102 also may include 
a content delivery system 408 . The content delivery system 
408 may be implemented using dedicated hardware within 
the content distribution network 100 ( e . g . , a content delivery 
server 408 ) , or using designated hardware and software 
resources within a shared content management server 102 . 
The content delivery system 408 may receive content 
resources from the content customization system 402 and / or 
from the user management system 404 , and provide the 
resources to user devices 106 . The content delivery system 
408 may determine the appropriate presentation format for 
the content resources based on the user characteristics and 
preferences , and / or the device capabilities of user devices 
106 . If needed , the content delivery system 408 may convert 
the content resources to the appropriate presentation format 
and / or compress the content before transmission . In some 
embodiments , the content delivery system 408 may also 
determine the appropriate transmission media and commu 
nication protocols for transmission of the content resources . 
[ 0087 ] In some embodiments , the content delivery system 
408 may include specialized security and integration hard 
ware 410 , along with corresponding software components to 
implement the appropriate security features content trans 
mission and storage , to provide the supported network and 
client access models , and to support the performance and 
scalability requirements of the network 100 . The security 
and integration layer 410 may include some or all of the 
security and integration components 208 discussed above in 
FIG . 2 , and may control the transmission of content 
resources and other data , as well as the receipt of requests 
and content interactions , to and from the user devices 106 , 
supervisor devices 110 , administrative servers 116 , and other 
devices in the network 100 . 

[ 0088 ] With reference now to FIG . 5 , a block diagram of 
an illustrative computer system is shown . The system 500 
may correspond to any of the computing devices or servers 
of the content distribution network 100 described above , or 
any other computing devices described herein . In this 
example , computer system 500 includes processing units 
504 that communicate with a number of peripheral subsys 
tems via a bus subsystem 502 . These peripheral subsystems 
include , for example , a storage subsystem 510 , an I / O 
subsystem 526 , and a communications subsystem 532 . 
[ 0089 ] Bus subsystem 502 provides a mechanism for 
letting the various components and subsystems of computer 
system 500 communicate with each other as intended . 
Although bus subsystem 502 is shown schematically as a 
single bus , alternative embodiments of the bus subsystem 
may utilize multiple buses . Bus subsystem 502 may be any 
of several types of bus structures including a memory bus or 
memory controller , a peripheral bus , and a local bus using 
any of a variety of bus architectures . Such architectures may 
include , for example , an Industry Standard Architecture 
( ISA ) bus , Micro Channel Architecture ( MCA ) bus , 
Enhanced ISA ( EISA ) bus , Video Electronics Standards 
Association ( VESA ) local bus , and Peripheral Component 
Interconnect ( PCI ) bus , which can be implemented as a 
Mezzanine bus manufactured to the IEEE P1386 . 1 standard . 
[ 0090 ] Processing unit 504 , which may be implemented as 
one or more integrated circuits ( e . g . , a conventional micro 
processor or microcontroller ) , controls the operation of 
computer system 500 . One or more processors , including 
single core and / or multicore processors , may be included in 
processing unit 504 . As shown in the figure , processing unit 
504 may be implemented as one or more independent 
processing units 506 and / or 508 with single or multicore 
processors and processor caches included in each processing 
unit . In other embodiments , processing unit 504 may also be 
implemented as a quad - core processing unit or larger mul 
ticore designs ( e . g . , hexa - core processors , octo - core proces 
sors , ten - core processors , or greater . 
[ 0091 ] Processing unit 504 may execute a variety of 
software processes embodied in program code , and may 
maintain multiple concurrently executing programs or pro 
cesses . At any given time , some or all of the program code 
to be executed can be resident in processor ( s ) 504 and / or in 
storage subsystem 510 . In some embodiments , computer 
system 500 may include one or more specialized processors , 
such as digital signal processors ( DSPs ) , outboard proces 
sors , graphics processors , application - specific processors , 
and / or the like . 
[ 0092 ] I / O subsystem 526 may include device controllers 
528 for one or more user interface input devices and / or user 
interface output devices 530 . User interface input and output 
devices 530 may be integral with the computer system 500 
( e . g . , integrated audio / video systems , and / or touchscreen 
displays ) , or may be separate peripheral devices which are 
attachable / detachable from the computer system 500 . 
10093 ] . Input devices 530 may include a keyboard , point 
ing devices such as a mouse or trackball , a touchpad or touch 
screen incorporated into a display , a scroll wheel , a click 
wheel , a dial , a button , a switch , a keypad , audio input 
devices with voice command recognition systems , micro 
phones , and other types of input devices . Input devices 530 
may also include three dimensional ( 3D ) mice , joysticks or 
pointing sticks , gamepads and graphic tablets , and audio / 
visual devices such as speakers , digital cameras , digital 
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camcorders , portable media players , webcams , image scan 
ners , fingerprint scanners , barcode reader 3D scanners , 3D 
printers , laser rangefinders , and eye gaze tracking devices . 
Additional input devices 530 may include , for example , 
motion sensing and / or gesture recognition devices that 
enable users to control and interact with an input device 
through a natural user interface using gestures and spoken 
commands , eye gesture recognition devices that detect eye 
activity from users and transform the eye gestures as input 
into an input device , voice recognition sensing devices that 
enable users to interact with voice recognition systems 
through voice commands , medical imaging input devices , 
MIDI keyboards , digital musical instruments , and the like . 
[ 0094 ] Output devices 530 may include one or more 
display subsystems , indicator lights , or non - visual displays 
such as audio output devices , etc . Display subsystems may 
include , for example , cathode ray tube ( CRT ) displays , 
flat - panel devices , such as those using a liquid crystal 
display ( LCD ) or plasma display , light - emitting diode 
( LED ) displays , projection devices , touch screens , and the 
like . In general , use of the term “ output device ” is intended 
to include all possible types of devices and mechanisms for 
outputting information from computer system 500 to a user 
or other computer . For example , output devices 530 may 
include , without limitation , a variety of display devices that 
visually convey text , graphics and audio / video information 
such as monitors , printers , speakers , headphones , automo 
tive navigation systems , plotters , voice output devices , and 
modems . 
10095 ) Computer system 500 may comprise one or more 
storage subsystems 510 , comprising hardware and software 
components used for storing data and program instructions , 
such as system memory 518 and computer - readable storage 
media 516 . The system memory 518 and / or computer 
readable storage media 516 may store program instructions 
that are loadable and executable on processing units 504 , as 
well as data generated during the execution of these pro 
grams . 
10096 ] Depending on the configuration and type of com 
puter system 500 , system memory 318 may be stored in 
volatile memory ( such as random access memory ( RAM ) 
512 ) and / or in non - volatile storage drives 514 ( such as 
read - only memory ( ROM ) , flash memory , etc . ) The RAM 
512 may contain data and / or program modules that are 
immediately accessible to and / or presently being operated 
and executed by processing units 504 . In some implemen 
tations , system memory 518 may include multiple different 
types of memory , such as static random access memory 
( SRAM ) or dynamic random access memory ( DRAM ) . In 
some implementations , a basic input / output system ( BIOS ) , 
containing the basic routines that help to transfer informa 
tion between elements within computer system 500 , such as 
during start - up , may typically be stored in the non - volatile 
storage drives 514 . By way of example , and not limitation , 
system memory 518 may include application programs 520 , 
such as client applications , Web browsers , mid - tier applica 
tions , server applications , etc . , program data 522 , and an 
operating system 524 . 
[ 0097 ] Storage subsystem 510 also may provide one or 
more tangible computer - readable storage media 516 for 
storing the basic programming and data constructs that 
provide the functionality of some embodiments . Software 
( programs , code modules , instructions ) that when executed 
by a processor provide the functionality described herein 

may be stored in storage subsystem 510 . These software 
modules or instructions may be executed by processing units 
504 . Storage subsystem 510 may also provide a repository 
for storing data used in accordance with the present inven 
tion . 
[ 0098 ] Storage subsystem 300 may also include a com 
puter - readable storage media reader that can further be 
connected to computer - readable storage media 516 . 
Together and , optionally , in combination with system 
memory 518 , computer - readable storage media 516 may 
comprehensively represent remote , local , fixed , and / or 
removable storage devices plus storage media for temporar 
ily and / or more permanently containing , storing , transmit 
ting , and retrieving computer - readable information . 
[ 0099 ] Computer - readable storage media 516 containing 
program code , or portions of program code , may include any 
appropriate media known or used in the art , including 
storage media and communication media , such as but not 
limited to , volatile and non - volatile , removable and non 
removable media implemented in any method or technology 
for storage and / or transmission of information . This can 
include tangible computer - readable storage media such as 
RAM , ROM , electronically erasable programmable ROM 
( EEPROM ) , flash memory or other memory technology , 
CD - ROM , digital versatile disk ( DVD ) , or other optical 
storage , magnetic cassettes , magnetic tape , magnetic disk 
storage or other magnetic storage devices , or other tangible 
computer readable media . This can also include nontangible 
computer - readable media , such as data signals , data trans 
missions , or any other medium which can be used to 
transmit the desired information and which can be accessed 
by computer system 500 . 
0100 By way of example , computer - readable storage 
media 516 may include a hard disk drive that reads from or 
writes to non - removable , nonvolatile magnetic media , a 
magnetic disk drive that reads from or writes to a removable , 
nonvolatile magnetic disk , and an optical disk drive that 
reads from or writes to a removable , nonvolatile optical disk 
such as a CD ROM , DVD , and Blu - Ray® disk , or other 
optical media . Computer - readable storage media 516 may 
include , but is not limited to , Zip® drives , flash memory 
cards , universal serial bus ( USB ) flash drives , secure digital 
( SD ) cards , DVD disks , digital video tape , and the like . 
Computer - readable storage media 516 may also include , 
solid - state drives ( SSD ) based on non - volatile memory such 
as flash - memory based SSDs , enterprise flash drives , solid 
state ROM , and the like , SSDs based on volatile memory 
such as solid state RAM , dynamic RAM , static RAM , 
DRAM - based SSDs , magnetoresistive RAM ( MRAM ) 
SSDs , and hybrid SSDs that use a combination of DRAM 
and flash memory based SSDs . The disk drives and their 
associated computer - readable media may provide non - vola 
tile storage of computer - readable instructions , data struc 
tures , program modules , and other data for computer system 
500 . 
10101 ] Communications subsystem 532 may provide a 
communication interface from computer system 500 and 
external computing devices via one or more communication 
networks , including local area networks ( LANs ) , wide area 
networks ( WANs ) ( e . g . , the Internet ) , and various wireless 
telecommunications networks . As illustrated in FIG . 5 , the 
communications subsystem 532 may include , for example , 
one or more network interface controllers ( NICs ) 534 , such 
as Ethernet cards , Asynchronous Transfer Mode NICs , 



US 2019 / 0087558 A1 Mar . 21 , 2019 

Token Ring NICs , and the like , as well as one or more 
wireless communications interfaces 536 , such as wireless 
network interface controllers ( WNICs ) , wireless network 
adapters , and the like . Additionally and / or alternatively , the 
communications subsystem 532 may include one or more 
modems ( telephone , satellite , cable , ISDN ) , synchronous or 
asynchronous digital subscriber line ( DSL ) units , FireWire® 
interfaces , USB interfaces , and the like . Communications 
subsystem 536 also may include radio frequency ( RF ) 
transceiver components for accessing wireless voice and / or 
data networks ( e . g . , using cellular telephone technology , 
advanced data network technology , such as 3G , 4G or EDGE 
( enhanced data rates for global evolution ) , WiFi ( IEEE 
802 . 11 family standards , or other mobile communication 
technologies , or any combination thereof ) , global position 
ing system ( GPS ) receiver components , and / or other com 
ponents . 
[ 0102 ] The various physical components of the commu 
nications subsystem 532 may be detachable components 
coupled to the computer system 500 via a computer network , 
a FireWire® bus , or the like , and / or may be physically 
integrated onto a motherboard of the computer system 500 . 
Communications subsystem 532 also may be implemented 
in whole or in part by software . 
[ 0103 ] In some embodiments , communications subsystem 
532 may also receive input communication in the form of 
structured and / or unstructured data feeds , event streams , 
event updates , and the like , on behalf of one or more users 
who may use or access computer system 500 . For example , 
communications subsystem 532 may be configured to 
receive data feeds in real - time from users of social networks 
and / or other communication services , web feeds such as 
Rich Site Summary ( RSS ) feeds , and / or real - time updates 
from one or more third party information sources ( e . g . , data 
aggregators 309 ) . Additionally , communications subsystem 
532 may be configured to receive data in the form of 
continuous data streams , which may include event streams 
of real - time events and / or event updates ( e . g . , sensor data 
applications , financial tickers , network performance mea 
suring tools , clickstream analysis tools , automobile traffic 
monitoring , etc . ) . Communications subsystem 532 may out 
put such structured and / or unstructured data feeds , event 
streams , event updates , and the like to one or more data 
stores 104 that may be in communication with one or more 
streaming data source computers coupled to computer sys 
tem 500 . 
[ 0104 ] Due to the ever - changing nature of computers and 
networks , the description of computer system 500 depicted 
in the figure is intended only as a specific example . Many 
other configurations having more or fewer components than 
the system depicted in the figure are possible . For example , 
customized hardware might also be used and / or particular 
elements might be implemented in hardware , firmware , 
software , or a combination . Further , connection to other 
computing devices , such as network input / output devices , 
may be employed . Based on the disclosure and teachings 
provided herein , a person of ordinary skill in the art will 
appreciate other ways and / or methods to implement the 
various embodiments . 
[ 0105 ] With reference now to FIG . 6 , a block diagram is 
shown illustrating an example of a digital credential man - 
agement system 600 for generating , managing , and tracking 
digital credential templates and digital credentials . As shown 
in this example , a digital credential management system 600 

may include a digital credential platform server 610 config 
u red to communicate with various other digital credential 
systems 620 - 680 . As discussed below , the digital credential 
platform server 610 may receive and store digital credential 
templates from various digital credential template owner 
systems 620 . Systems 620 may correspond to the computer 
servers and / or devices of educational institutions or profes 
sional training organizations , which may have the primary 
responsibility for defining a digital credential template and 
controlling the content and requirements for users to receive 
a digital credential from the organization . The digital cre 
dential management system 600 may include one or more 
digital credential issuer systems 630 . As discussed below , 
each issuer system 630 may communicate with the platform 
server to request and receive access to issue digital creden 
tials based on specific digital credential templates . The 
platform server 610 may process template access requests 
from the credential issuer systems 630 , permitting or deny 
ing a specific system 630 to generate ( or issue ) a digital 
credential based on a specific digital credential template . 
[ 0106 ] As used herein , a digital credential template ( or 
digital badge template ) may refer to an electronic document 
or data structure storing a general ( e . g . , non - user specific ) 
template or description of a specific type of digital credential 
that may be issued to an individual . Digital credential 
templates may include , for example , a description of the 
skills , proficiencies , and / or achievements that the digital 
credential represents . This description may take the form of 
diploma data , certification data , and / or license data , includ 
ing the parent organization ( i . e . , the digital credential tem 
plate owner ) responsible for creating and defining the digital 
credential template . Examples of digital credential templates 
may include templates for various technology certifications , 
licensure exams , professional tests , training course comple 
tion certificates , and the like . In contrast to a digital creden 
tial template , a digital credential ( or digital badge ) may refer 
to an instance of an electronic document or data structure , 
generated for a specific individual ( i . e . , the credential 
receiver ) , and based on a digital credential template . Thus , 
a digital credential document or data structure may be based 
on a corresponding digital credential template , but may be 
customized and populated with user - specific information 
such as individual identification data ( e . g . , name , email 
address , and other user identifiers ) , credential issuance data 
( e . g . , issue date , geographic location of issuance , authorized 
issuer of the credential , etc . ) , and links or embedded data 
that contain the specific user ' s supporting documentation or 
evidence relating to the credential . 
[ 0107 ] As shown in this example , the system 600 also may 
include a digital credential receiver system 640 and a digital 
credential endorser system 650 . The digital credential 
receiver system 640 may be a computing device associated 
with a credential receiver ( or credential earner ) , for example , 
an individual user of an electronic learning system , profes 
sional training system , online certification course , etc . In 
some embodiments , credential receivers may access the 
platform server 610 via systems 640 to accept or reject 
newly issued digital credentials , review and update their 
own set of previously earned digital credentials , as well as 
to publish ( or share ) their digital credentials via communi 
cation applications or publishing platforms such as social 
media systems . Digital credential endorser system 650 may 
be a computing system associated with an endorsing entity , 
such as an educational institution , business , or technical 
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organization that has chosen to review and endorse a specific 
digital credential template . The platform server 610 may 
receive and track the endorsements received from systems 
650 , and may associate the endorsements with the user 
specific digital credentials issued based on the endorsed 
templates . 

[ 0108 ] Additionally , the digital credential management 
system 600 in this example includes a number of external 
client devices 660 and external digital credential publishers 
670 . External client devices 660 may correspond to com 
puting systems of third - party users that may interact with the 
platform server 610 to initiate various functionality or 
retrieve data relating to templates and digital credentials 
managed by the platform 610 . For example , a client device 
660 may query the platform server 610 for data metrics 
and / or analyses relating to a subset of digital credentials 
stored in the digital credential data store 615 . The third - party 
systems 660 also may provide data to the platform server 
610 that may initiate updates to the templates and digital 
credentials stored in the data store 615 . External digital 
credential publishers 670 may correspond to third - party 
systems configured to receive digital credential data from 
the platform 610 and publish ( or present ) the digital creden 
tial data to users . Examples of publishers 670 may include 
social media website and systems , digital badge wallets , 
and / or other specialized servers or applications configured to 
store and present views of digital badges to users . 
[ 0109 ] In various embodiments described herein , the gen 
eration and management of digital credentials , as well as the 
tracking and reporting of digital credential data , may be 
performed within CDNs 100 , such as eLearning , profes 
sional training , and certification systems 100 . For example , 
within the context of an eLearning CDN 100 , a content 
management server 102 or other CDN server ( e . g . , 104 , 112 , 
114 , or 116 ) may create and store digital credential templates 
to describe and define various proficiencies , achievements , 
or certifications supported by the eLearning CDN 100 . 
Additionally or alternatively , the content management server 
102 or other servers of an eLearning CDN 100 may issue 
digital credentials to users , based on its own digital certifi 
cate templates and / or templates received from other systems 
or CDNs . Further , in some implementations , an eLearning 
CDN 100 may be configured to include a digital credential 
platform server 610 to store and manage templates and 
digital credentials between separate systems within the CDN 
100 . Thus , in various different implementations , the content 
management server ( s ) 102 of a CDN 100 may incorporate 
one or more digital certificate template owner system ( s ) 620 , 
digital certificate issuer system ( s ) 630 , and / or digital certifi 
cate platform server ( s ) 610 . In such embodiments , the 
various components and functionalities described herein for 
the platform server 610 , owner system 620 , and / or issuer 
system 630 all may be implemented within one or more 
content management servers 102 ( and / or other servers ) of an 
eLearning or professional training CDN 100 . In other 
examples , a digital credential platform server 610 may be 
implemented using one or more computer servers , and other 
specialized hardware and software components , separately 
from any other CDN components such as content servers 
112 , content management servers 102 , data store servers 
104 , and the like . In these examples , the digital credential 
platform server 610 may be configured to communicate 
directly with related systems 620 - 670 , or indirectly through 

content management servers 102 and / or other components 
and communications networks of the CDN 100 . 
[ 0110 ] In order to perform these features and other func 
tionality described herein , each of the components and 
sub - components discussed in the example digital credential 
management system 600 may correspond to a single com 
puter server or a complex computing system including a 
combination of computing devices , storage devices , network 
components , etc . Each of these components and their respec 
tive subcomponents may be implemented in hardware , soft 
ware , or a combination thereof . Certain systems 620 - 670 
may communicate directly with the platform server 610 , 
while other systems 620 - 670 may communicate with the 
platform server 610 indirectly via one or more intermediary 
network components ( e . g . , routers , gateways , firewalls , etc . ) 
or other devices ( e . g . , content management servers 102 , 
content servers 112 , etc . ) . Although the different communi 
cation networks and physical network components have not 
been shown in this example so as not to obscure the other 
elements depicted in the figure , it should be understood that 
any of the network hardware components and network 
architecture designs may be implemented in various 
embodiments to support communication between the sys 
tems , servers , and devices in the digital credential manage 
ment system 600 . Additionally , different systems 620 - 670 
may use different networks and networks types to commu 
nicate with the platform server 610 , including one or more 
telecommunications networks , cable networks , satellite net 
works , cellular networks and other wireless networks , and 
computer - based IP networks , and the like . Further , certain 
components within the digital credential management sys 
tem 600 may include special purpose hardware devices 
and / or special purpose software , such as those included in 
1 / 0 subsystem 611 and memory 614 of the platform server 
610 , as well as those within the memory of the other systems 
620 - 670 , and the digital credential data store 615 maintained 
by the platform server 610 , discussed below . 
[ 0111 ] Although the various interactions between the plat 
form server 610 and other systems 620 - 670 may be 
described below in terms of a client - server model , it should 
be understood that other computing environments and vari 
ous combinations of servers and devices may be used to 
perform the functionality described herein in other embodi 
ments . For instance , although the requests / responses to 
determine the authorized issuers 630 for specific digital 
credential templates , the generation of digital credentials , 
and the retrieval and presentation of digital credential track 
ing and reporting data , may be performed by a centralized 
web - based platform server 610 in collaboration with various 
client applications at the other systems 620 - 670 ( e . g . , web 
browser applications or standalone client software ) , in other 
cases these techniques may be performed entirely by a 
specialized digital credential platform server 610 , or entirely 
by one or more digital credential tools ( e . g . , software 
services ) executing on any one of the systems 620 - 670 . In 
other examples , a client - server model may be used as shown 
in system 600 , but different functional components and 
processing tasks may be allocated to the client - side or the 
sever - side in different embodiments . Additionally , the digital 
credential data store 615 may be implemented as separate 
servers or storage systems in some cases , and may use 
independent hardware and software service components . 
However , in other implementations , some or all of the digital 
credential data store 615 may be incorporated into the 



US 2019 / 0087558 A1 Mar . 21 , 2019 

platform server 610 ( as shown in this example ) and / or may 
be incorporated into various other systems 620 - 670 . 
[ 0112 ] In some embodiments , each of the systems 620 - 670 
that collaborate and communicate with the platform server 
610 may be implemented as client computing systems , such 
desktop or laptop computers , smartphones , tablet computers , 
and other various types of computing devices , each of which 
may include some or all of the hardware , software , and 
networking components discussed above . Specifically , any 
of client systems 620 - 670 may be implemented using any 
computing device with sufficient processing components , 
memory and software components , and I / O system compo 
nents for interacting with users and supporting the desired 
set of communications with the platform server 610 , as 
described herein . Accordingly , client systems 620 - 670 may 
include the necessary hardware and software components to 
establish the network interfaces , security and authentication 
capabilities , and capabilities for transmitting / receiving digi 
tal credential templates and digital credentials , digital cre 
dential data requests / responses to the platform server 610 , 
etc . Each client system 620 - 670 may include an I / O sub 
system , network interface controller , a processing unit , and 
memory configured to operate client software applications . 
The digital credential platform server 610 may be configured 
to receive and execute various programmatic and graphical 
interfaces for generating , managing , and tracking issued 
digital credentials , in collaboration with the various client 
systems 620 - 670 . Accordingly , each client system 620 - 670 
may include an I / O subsystem 611 having hardware and 
software components to support a specific set of output 
capabilities ( e . g . , LCD display screen characteristics , screen 
size , color display , video driver , speakers , audio driver , 
graphics processor and drivers , etc . ) , and a specific set of 
input capabilities ( e . g . , keyboard , mouse , touchscreen , voice 
control , cameras , facial recognition , gesture recognition , 
etc . ) . Different client systems 620 - 670 may support different 
input and output capabilities within their I / O subsystems , 
and thus different types of user interactions , and platform 
server 610 functionality may be compatible or incompatible 
with certain client systems 620 - 670 . For example , certain 
types of digital credential generation and search function 
ality may require specific types of processors , graphics 
components , network components , or I / O components in 
order to be optimally designed and constructed using a client 
system 620 - 670 . 
[ 0113 ] In some embodiments , the digital credential plat 
form server 610 may generate and provide software inter 
faces ( e . g . , via a web - based application , or using other 
programmatic or graphical interface techniques ) used by the 
various client systems 620 - 670 to perform the various digital 
credential management functionality described herein . In 
response to receiving inputs from a client system 620 - 670 
corresponding to digital credentials , templates , credential 
search requests and criteria , etc . , the platform server 610 
may access the underlying digital credential data store 615 
perform the various functionality described herein . In other 
to perform the tasks described herein , platform server 610 
may include components such as network interface control 
lers 612 , processing units 613 , and memory 614 configured 
to store server software , handle authentication and security , 
and to store , analyze , and manage the digital credentials , 
templates , and credential tracking data stored within the 
digital credential data store 615 . As shown in this example , 
the digital credential data store 615 may be implemented as 

separate dedicated data stores ( e . g . , databases , file - based 
storage , etc . ) used for storing digital credential template 
objects , issued digital credentials , credential tracking data , 
and authorized user / role data . The platform server 610 and 
data store 615 may be implemented as separate software 
( and / or storage ) components within a single computer server 
610 in some examples , while in other examples may be 
implemented as separate computer servers / systems having 
separate dedicated processing units , storage devices , and / or 
network components . 
[ 0114 ] Certain aspects described herein related to the 
testing and certification processes used to verify the skills or 
qualifications that a user ( or earner ) has obtained in order to 
be awarded with a digital credential ( or badge ) or any other 
skill certification from an institution or credentialing body . 
In some embodiments , physical testing environments 
including " simulation laboratories ” may use implemented to 
allow users to perform physical tasks ( including mental 
and / or computer - based tasks ) in a monitored environment . 
Such physical testing environments may use virtual reality 
and / or augmented reality in various cases . The simulation 
lab and / or the user may be monitored by various sensors 
during testing or certification processes , and the results may 
be analyzed to determine ( at least in part ) whether or not the 
user should be awarded a particular badge or skills certifi 
cation . As discussed below in more detail , simulation labs 
may be implemented as testing environments for manual 
tasks , computer - based tasks , scenario training , etc . , and 
various monitoring of the simulation lab environment during 
test may provide data metrics relating to successful comple 
tion of tasks , efficiency of task completion , user response 
times , user decision making behaviors , user biometrics and 
risk factors , etc . Further , as discussed below , certain simu 
lation labs may provide the ability to change testing sce 
narios as well as environmental conditions ( lighting , noise , 
temperature , etc . ) during testing . 
[ 0115 ] Referring now to FIG . 7 , an example is shown of a 
physical testing environment that may be used for badge 
testing , skills certification , and other behaviors monitoring 
and credential in accordance with certain aspects described 
herein . In this example , a basic testing environment 700 is 
shown to illustrate certain features and concepts that may be 
included in various embodiments . Depending on the par 
ticular credential , badge , or skill or ability to be verified , 
different devices and components may be included in the 
testing environments 700 . For example , testing environ 
ments 700 for standardized testing and completion of com 
puter - based tasks may be setup to simulate an office envi 
ronment , for instance , with a computer , keyboard , monitor , 
desk and chair , etc . Other testing environments 700 designed 
for other badges and / or skills certifications may be config 
ured differently . For instance , testing environments 700 may 
be configured as a driving simulator ( e . g . , having front and 
side display screens , an installed automobile seat with 
steering wheel , pedals , vehicle controls and gauges , simu 
lated mirror displays , etc . ) , or a flight simulator ( e . g . , having 
front and side display screens , up and down fields of vision , 
a pilot seat with a center stick and / or other airplane controls 
and gauges , etc . ) . Other testing environments 700 might not 
require or have any display screens , for example testing 
environments 700 for CPR certification may include one or 
more CPR manikins and other accessories to test CPR 
scenarios . Additional testing environments 700 may be 
implemented for law enforcement use of force or defensive 
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tactics scenarios ( with or with display screens , with or 
without live firearms capabilities , etc . ) . Still other testing 
environments 700 may be implemented for skills testing and 
verification on machine assembly tasks , and / or on machine 
use tasks . The machines in testing environments 700 in such 
scenarios may range from simple to complex , to allow users 
to any testable task on any machine , from bicycle assembly , 
to automobile maintenance , to semiconductor design , to 
electrical work , to laser fabrication , to welding . Other testing 
environments 700 may be implemented for skills testing and 
verification in performance of medical or dental procedures , 
and the like , and thus may resemble a hospital operating 
room or dentist office with a full complement of medical 
tools and devices necessary to perform the tasks to be 
verified . Still other testing environments 700 may be con 
figured to test / verify skills with respect to sports or other 
physical activities , and thus the testing environments 700 
may comprise a dance studio , gymnastics apparatus , golf 
driving range , or other sports equipment . For each of these 
examples , and many others , it should be understood that the 
different configuration of testing environments 700 may 
require different sets of testing equipment , as well as dif 
ferent monitoring and environmental control features . Fur 
ther , although many examples and implementations 
described herein refer to human users as the subjects of 
testing and simulation scenarios , in some cases the test 
subjects may include mechanical devices ( e . g . , machines 
configured to assemble parts ) , artificial intelligences and / or 
other software programs configured to perform certain tasks , 
etc . 
[ 0116 ] In addition to the testing equipment and appara 
tuses in the physical testing environment 700 , the environ 
ment may have cameras 705 and sensors configured to 
monitor the performance and behavior of the user during the 
testing . As shown in this example , a number of cameras 705 
may be installed throughout the testing environment 700 to 
capture image / video data of the user from different angles 
during the testing / skills verification process . In addition to 
cameras , in various embodiments ( depending on the type of 
test or skill being evaluated ) , additional sensors may be 
deployed within the testing environment 700 , including 
microphones , light sensors , heat sensors , vibration sensors , 
and any other sensor type , depending on the type of testing / 
evaluation being performed . For instance , for testing of 
computer - based tasks , additional sensors such as mouse 
movement trackers , keystroke loggers , and user eye - track 
ing software may be used . For machine usage tasks , scenario 
training , and the like , movement sensors may be placed on 
the user and / or on any objects with which the user may 
interact during the testing scenario . Additionally , for any 
testing or skills evaluation scenario , certain embodiments 
may include biometric sensors and devices 710 configured 
to detect and track the user ' s biometric data during the 
testing process . Such biometric sensors and devices may 
measure the user ' s temperature , heartrate , blood pressure , 
respiration , skin conductivity , body movements , brainwave 
activities , etc . 
[ 0117 ] In some embodiments , the physical testing envi 
ronment 700 also may include various environmental con 
trols that allow a test administrator to control the physical 
environmental conditions during a test or skills evaluation . 
Such environmental controls may include lights 715 that 
allow the test administrator to control the light levels , 
angles , and / or colors during a test . By way of example , 

lighting control within the environment 700 may allow the 
test administrator to evaluate the user ' s ability to perform a 
driving maneuver or roadside maintenance task at night , etc . 
Additional environmental controls may include may include 
temperature controls , weather simulation ( e . g . , wind , rain , 
snow , sunshine , fog , etc . ) , speakers to provide background 
noise or distraction , olfactory control that provides scents / 
odors to simulate the smells that be present during a com 
parable real - life scenario , vibration control to simulate the 
activity , and so on . 
[ 0118 ] Referring now to FIG . 8 , a flow diagram is shown 
illustrating an example process of executing tests or simu 
lations , as well as monitoring and analyzing the results of the 
tests or simulations . As described below , the steps in this 
process may be performed using various components of a 
simulation lab and / or other physical testing environment 
700 , described above . For example , each of steps 801 - 810 
may be performed by a computer server of a test adminis 
trator associated with a physical testing environment 700 . In 
other examples , physical testing environments 700 might be 
configured to receive test content and configuration param 
eters , to execute the tests and monitor the execution , and 
then to transmit the test results and related observation data 
to a separate server ( e . g . , a digital credential platform server 
610 ) for scoring and analysis . 
[ 0119 ] In step 801 , a computer server controlling the 
physical testing environment 700 may receive input relating 
to the test or skills evaluation scenario to be executed within 
the physical testing environment 700 . In step 802 , the server 
may receive data identifying the particular user designated 
to complete the test or skills evaluation scenario . 
[ 0120 ] In step 803 , the server may retrieve the test or 
scenario to be loaded / executed within the physical testing 
environment 700 . As noted above , the test or scenario may 
include interactive user software ( e . g . , driving or flight 
simulator programs , law enforcement scenarios , etc . ) and / or 
may include testing software or other software programs 
loaded onto a desktop , laptop , or tablet computer . For 
instance , the test or scenario may require the user to work 
with computer - aided design software , spreadsheet software , 
database development software , etc . In other cases , the test 
or scenario may include audio and / or video files to be played 
via speakers and / or display screens within the physical 
testing environment 700 , such as instructional videos or 
audio / visual test questions . 
10121 ] The test or scenario retrieved in step 803 also may 
be retrieved based on the identity of the particular user who 
will be completing the test or skills evaluation scenario . In 
some embodiments , the server of the physical testing envi 
ronment 700 may be configured to select the appropriate test 
or scenario ( e . g . , particular software scenario , skill level , 
etc . ) based on the user ' s current set of badges or digital 
credentials , the user ' s skill level , and / or the user ' s perfor 
mance history on previous tests or scenarios within the 
testing environment 700 . Additionally , in some cases , the 
server may vary scenarios / test questions so that a particular 
user doesn ' t receive the same test questions , scenarios , or 
other testing content that they have already completed ( or 
completed within a particular recent time window ) . 
[ 0122 ] In step 804 , the server may determine and apply a 
set of environmental conditions within the physical testing 
environment 700 for the execution of the test or scenario . As 
noted above , the physical testing environment 700 in some 
embodiments may be capable of setting various environment 
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conditions such as lighting ( e . g . , to simulate different day or 
night , and / or different real - world working environments ) , 
temperature and weather conditions ( e . g . , to simulate out 
door scenarios , different seasons and locations ) , noise ( e . g . , 
to provide background noise , traffic noise , distractions , etc . ) 
and other various environment conditions . The server may 
select and apply environmental conditions as part of the test 
or scenario selected in step 803 , or as a separate determi 
nation which is performed based on random chance or 
selected by a test administrator , etc . For instance , for certain 
types of badges and other certifications , separate day and 
night testing of certain tasks may be required . In other cases , 
the environmental conditions may be selected randomly and 
changed for each testing session . In still other cases , user 
may select and / or save their preferred environmental con 
ditions for different types of testing . Further , in some 
embodiments , the physical testing environment 700 may 
track and analyze the user ' s various testing or scenario 
performance metrics ( e . g . , accuracy , efficiency , safety , com 
pliance , biometrics , etc . ) under different environmental con 
ditions , in order to determine the optimal environmental 
conditions for the particular user . In such cases , user ' s may 
receive different badges or certifications ( or may have 
different badge assigned characteristics or endorsements ) 
based on their test or scenario performance in different 
environmental conditions . 
[ 0123 ] In step 805 , the computer server ( s ) associated with 
the physical testing environment 700 may execute the test or 
simulation scenario , during which the user ' s performance 
and any / all user reactions or responses may be monitored . 
As noted above , even for certain tests that are entirely 
manual in nature , the physical testing environment 700 may 
use cameras and any other sensors to monitor the user ' s 
actions . Such monitoring may include various aspects of the 
user ' s performance , such as answers to test questions 
selected via a testing computer terminal , or the user ' s 
interactions with physical objects ( and / or other people ) 
within the physical testing environment 700 . The user ' s 
answers and actions may be recorded by cameras and 
computer input devices , and additional user data may be 
collected using various other sensors such as microphones , 
biometric sensors , etc . 
[ 0124 ] In step 806 , the results for the test and / or simula 
tion scenario completed by the user may be analyzed . In 
some embodiments , such analyses may be performed based 
not only on the user ' s responses to particular test questions 
or scenarios . Additionally or alternatively , the analysis in 
step 806 may include an evaluation of the user ' s other 
reactions or responses , such as speed and confidence of 
action ( e . g . , as determined by user comments , speed of 
response , facial expression analysis , body movement analy 
sis , biometric data , etc . ) , efficiency , safety , decision making , 
and user biometrics . One or more of these separate analyses 
may be performed in steps 807 - 810 , and each may be 
performed independently of the others , or may be combined 
into a single analysis . For instance , in some cases the goal 
of the simulation might be only to measure the user ' s 
biometric data , and the user ' s actual responses to the ques - 
tions / scenarios may be irrelevant and need not be evaluated 
in step 807 . In other tests or simulation scenarios , the 
opposite analysis may be applied , where only the accuracy 
of the user ' s responses or behaviors are measured and 
analyzed in step 807 , and the user ' s biometric data is 
irrelevant and thus the analysis in step 810 is not performed . 

As another example , in a certain simulation of driving , 
machine operation , use of force training , etc . , the only 
relevant analysis to be performed may be a safety / decision 
making analysis in step 809 , while the efficiency analysis in 
step 808 need not be performed . In other similar tests / 
situations , the server may apply both a safety / decision 
making analysis in step 809 and an efficiency analysis in step 
808 ( e . g . , to confirm that a driving maneuver or route was 
completed both safely and efficiently , to confirm that a 
suspect was subdued safely and quickly , to assure that a 
manufacturing assembly task was performed safely and 
efficiently , etc . ) 
[ 0125 ] In accordance with certain aspects described 
herein , the processes used for testing / evaluating a user and 
determining that a user has qualified for a particular badge 
( or digital credential ) need not include a specific test , 
designated evaluation , or scored scenario training . Rather , 
the testing and badging determinations may be performed 
automatically during the user ' s normal course of on - the - job 
performance of tasks . In such embodiments , the testing and 
credentialing of users may be based on observation of 
workers during their normal work activities . Cameras and 
other sensors may be installed and used to detect the 
completion of tasks and / or certain competencies of the 
users , and the data from these sensors may be evaluated to 
automatically determine when the user has qualified for a 
badge . Thus , on the job testing and badging may be per 
formed entirely transparently to the worker performance of 
their job duties , and need not require any delay or distraction 
from job performance , or any designated time or location 
needed to perform formal testing . 
[ 0126 ] In order to perform automatic and on - the - job test 
ing and credentialing of workers or other users ( e . g . , stu 
dents , athletes , etc . ) , the " work ” environment of the user 
may be monitored with cameras and / or sensors capable of 
tracking the user ' s activities and performance . As discussed 
above with respect to the implementation of physical testing 
environments ( e . g . , 700 ) , different types of badges relate to 
different activities that may be performed in a variety of 
different work environments . Referring briefly to FIG . 9A , 
an example work environment 900a is shown for a user 
completing computer - based tasks . In this example , the work 
environment 900a may include a basic workstation , server , 
modem , printer , monitor , keyboard , etc . , as well as desk and 
chair to allow the user to complete normal computer - based 
work activities . In this example , the user may be data entry 
specialist , computer programmer or design engineer , call 
center customer support operator , or may be performing any 
other computer - based job . In such examples , sensors 905 
and 910 may include cameras , network monitoring devices , 
keystroke loggers , mouse movement monitors , biometric 
devices and sensors , etc . Additional monitoring devices may 
be built into specific software programs with which the user 
is interacting , and may be able to determine the correctness , 
quality , and efficiency of the user ' s interaction with the 
particular software . For example , if a user is interacting with 
a spreadsheet software application or computer - aided design 
application to perform a work task , then monitoring features 
within the software application may be used to determine 
how quickly the user performed the task , how many attempts 
it took the user , how correct / accurate was the finished 
product , etc . In other examples , the monitoring of the user ' s 
interaction with a particular software program need not 
involve any monitoring features within the software itself , 
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but instead may include monitoring at the operating system 
or hardware layers , or monitoring that is entirely external to 
the workstation . For example , external cameras 905 and 
other sensors may capture and analyze the user ' s interac 
tions with the software application , and thus need not affect 
the operation of the software at all . 
10127 ] . Another example work environment is shown in 
FIG . 9B . In this example work environment 9006 , the entire 
layout of workplace floor is shown and monitored by a series 
of cameras 905 and / or other sensors . The monitoring in this 
example may apply to works who do not perform only 
computer - based tasks , but whose work requires them to 
interact with physical objects within their workspace , and / or 
to move around the work environment 900b to other work 
spaces . For instance , maintenance works , office mail deliv 
ery works , construction workers , electricians , plumbers , 
machine assembly or manufacturing works , etc . , may be 
monitored with such systems . When monitoring a larger area 
for the performance of non - computer - based work tasks , in 
addition to cameras 905 , the work environment 900b may 
include motion sensors , microphones and noise sensors , as 
wells as movement sensors and / or tracking devices that may 
be placed on specific physical objects within the environ 
ment . By way of example , work environment 900b may 
correspond to a shop floor , mechanic ' s garage , or manufac 
turing assembly plant , and the cameras 905 and other 
sensors may be used to confirm that workers are complying 
with safety requirements and / or health codes with respect 
with their work with machinery or hazardous materials , etc . 
As another example , work environment 900b may be an 
office environment , and the cameras 905 and other sensors 
may be used to confirm that individual workers are working 
efficiently , in their assigned areas , etc . , and that workers 
without assigned areas ( e . g . , cleaning , mail delivery , main 
tenance workers , etc . ) are working efficiently and not skip 
ping any portion of the floor 900b . 
0128 ] Referring now to FIG . 10 , a flow diagram is shown 
illustrating an example process of automatically monitoring 
work activities and issuing badges via “ on - the - job ” testing . 
As described below , the steps in this process may be 
performed by monitoring and credentialing computing 
devices operating within various types of work environ 
ments 900 , such as those described above . For example , 
each of steps 1001 - 1006 may be performed by a computer 
server operating automatically and unassisted ( or at the 
direction of an administrator ) within a work environment 
900 . In other examples , work environments 900 might be 
configured only to monitor work activities and performance , 
and then to transmit the results and related observation data 
regarding various worker to a separate server ( e . g . , a digital 
credential platform server 610 ) for scoring , analysis , and the 
issuance of badges . 
[ 0129 ] In step 1001 , a computer server controlling the 
on - the - job badging system may activate the cameras , sen 
sors , monitoring software , etc . , within the workstation and / 
or work environment . As discussed above , this activation 
may include specific monitoring software to detect com 
puter - based tasks , and / or location monitoring devices such 
as cameras , sensors , biometrics , etc . , depending on the type 
of workers and work environments 900 being monitored . In 
some cases , an on - the - job testing and credentialing system 
may be implemented as an “ always on ” system , in which the 
workstation / workplace monitoring is constantly recording 
and analyzing worker activities . Thus , step 1001 may be 

optional in such embodiments . However , in other cases , 
workstation / workplace monitoring might only be activated 
at certain times and not others , for example , only during 
normal work hours , only on certain specific work days 
designated for work evaluation , etc . In some embodiments , 
a system administrator and / or individual workers may acti 
vate or de - activate the workstation / workplace monitoring 
systems within their work environment at any time . Thus , 
such systems need not be an invasion of privacy for any 
worker that does not choose for their work to be monitored 
and evaluated , but workers may choose to turn the moni 
toring systems on in order to be eligible for evaluation and 
earning of additional work related badges and credentials . 
[ 0130 ] In step 1002 , the workstation / workplace monitor 
ing systems may capture the user ' s work - related activities 
and behaviors , including performing various computer 
based tasks and non - computer - based tasks as discussed 
above . In step 1003 , the user ' s working data as collected by 
the workstation / workplace monitoring systems and sensors 
may be analyzed by the server , in order to determine in step 
1004 whether or not the user is eligible for one or more 
badges or other credentials ( e . g . , professional certifications , 
etc . ) based on their on - the job work activities . Certain 
badges or credentials may be made available to users in 
response to detecting that the user has successful completed 
one or more specialized work tasks , thus demonstrating that 
the user has obtained the particular skill associated with the 
badge . In some cases , the server and / or the monitoring 
systems and sensors may also be configured to detect a 
certain level of efficiency by the user in performing the tasks , 
and / or may require that the user perform a certain task N 
number of times before the user is eligible for the badge or 
credential . 
[ 0131 ] In step 1004 , if the system determines that the user 
is eligible for one or more particular badges ( 1004 : Yes ) , 
then in step 1005 the system may either issue the badge 
directly ( e . g . , if the workplace server is permitted to be 
badge issuer ) , and / or may initiate a communication session 
with a badging platform 610 and / or badge issuer 630 to 
request that a new badge is issued for the worker . In such 
examples , the workplace server may provide the information 
identifying the worker ( e . g . , name , employee ID , badge 
system profile ID , etc . ) to a badge platform 610 or issuer 
630 , along with verification that the worker has completed 
the requirements to earn a particular badge . In some embodi 
ments , the servers operating at the workplace may be 
configured to capture evidence ( e . g . , video evidence , screen 
captures , facial / identity verification , etc . ) and transmit the 
evidence to the badge - issuing authority , before the badge 
may be issued . 
[ 0132 ] In step 1006 , the worker may be notified that they 
have received a badge based on their normal on - the - job 
activities . In some embodiments , the worker may indicate 
interest in obtaining one or more particular badges , and the 
workstation / workplace monitoring system may be config 
ured to evaluate the worker with respect to the particular 
badges or credentials that the worker has expressed interest 
in . However , in other examples , it may be possible for a 
worker to receive an issued digital badge without expressing 
any interest in the badge ( or even being aware of such a 
badge ) , but solely based on the determination that the 
worker has achieved the level of skills mastery required for 
the badge / credential , based on the automated monitoring of 
the worker within the workplace . In certain cases , a user may 
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be informed that they are eligible for receiving a badge prior 
to the issuance of the badge in step 1005 , and the user may 
be allowed to accept or reject the badge . Additionally , in 
some cases , the user may receive status reports ( e . g . , daily , 
weekly , etc . ) identifying which badges the user is being 
monitored for , and the user ' s progress with respect to 
earning those badges . This data may include indications to 
the worker that he / she may earn a particular badge after 
performing a task another N times , or performing the task N 
amount faster , or performing the task without making any 
errors or backtracking , etc . 
10133 ] Additional aspects related to the automated track 
ing of user or worker activities , after the user / worker has 
been issued a badge or credential , in order to determine how 
often the user / worker is “ using ” their badge . Depending on 
type of badge or credential , post - credentialing monitoring of 
the user may involve analysis of user ' s physical work 
product ( e . g . , documents produced , parts / items created , 
etc . ) , or may be involve observations of the user ( e . g . , via a 
workstation / workplace monitoring system ) . In order to 
evaluate how often a user is using a particular badge , a data 
store of badges may be linked to particular skills , work 
related , or activities . The user / worker may then be tracked to 
determine the number of such tasks performed , and / or the 
quality , efficiency , and / or competence of the user ' s perform 
ing those tasks , in order to determine to what extend the 
user / worker is using the badge . 

[ 0134 ] Referring now to FIG . 11 , an example computing 
environment 1100 is shown , including a digital credential 
platform server 1110 , one or more workstation / workplace 
monitoring systems 1120 , and a credential - to - skill mapping 
data store 1130 . In some examples , the digital credential 
platform server 1110 may be a badging server similar or 
identical to the server 610 discussed above . Thus , server 
1110 may be configured as a badge repository and creden 
tialing system , acting as a clearinghouse for badge owners , 
issuers , earners , endorsers , etc . Server 1110 may include a 
digital credential ( or badge ) data store configured to store 
badging information such as the details of the particular 
badges earned by particular users . As noted above , such 
details may include the date on which a badge was issued to 
a user , and for certain badges , an expiration date associated 
with the badge . 
[ 0135 ] In this example , system 1100 also includes a cre 
dential - to - skill mapping data store 1120 , which may be 
implemented as a separate external data store and / or may be 
integrated into the digital credential data store of server 
1100 . The credential - to - skill mapping data store 1130 may 
include mappings of one or more tasks or skills associated 
with each badge type that a user may potentially earn . For 
example , a badge relating to automotive maintenance for a 
particular make of car may have associated skills and tasks 
that include particular maintenance tasks ( e . g . , tune - ups , part 
replacements , etc . ) for different model cars having the make . 
As another example , an operating system administrator 
related badge may list , within data store 1130 , various 
system administrator tasks and that a user may perform on 
the particular operating system . In some cases , the skills or 
tasks associated with a particular badge may correspond to 
the same set of skills or tasks that a user is required to 
perform to earn the particular badge , and as discussed below , 
these skills or tasks may serve as a metric to evaluate how 
much the user is “ using ” the badge . 

[ 0136 ] One or more workstation and / or workplace moni 
toring systems 1120 may provide user monitoring data to the 
server 1110 , to allow the sever 1110 to analyze the user ' s 
activities and determine to what extent the user is using the 
skills and abilities associated with their badges . In some 
embodiments , the workstation and / or workplace monitoring 
systems 1120 may be similar or identical to any of the 
workstation / workplace monitoring systems and sensors dis 
cussed above . For example , workplace monitoring systems 
1120 may collect records detailing the user ' s physical work 
product ( e . g . , documents produced , modified or accessed by 
the user , inventory or work order records indicating tasks 
performed by the user , etc . ) . Additionally , workplace moni 
toring systems 1120 may include observation systems ( e . g . , 
workplace monitoring systems ) including cameras and other 
sensors to track the user ' s activities and determine which 
specific tasks have been performed by the user . 
[ 0137 ] In some embodiments , the monitoring and tracking 
of post - credentialing activities by the user may be used to 
analyze and provide badge or credential feedback data to 
various entities . For example , referring now to FIG . 12 , a 
flow diagram is shown illustrating an example process that 
may be used to determine whether a user has or has not used 
the skills associated with a particular badge that they have 
obtained , and then to aggregate and report that badge usage 
data to the relevant parties . In step 1201 , a particular badge 
is issued to a user based on the user ' s successful completion 
of the badging requirements . As in the various examples 
discussed above , the badge may be associated with a com 
puter - based skill , non - computer - based skill , or any other set 
of badging requirements determined by a badge owner or 
issuer . Additionally , the badge issuance in step 1201 may be 
the result of formal testing and / or certification processes , or 
may be based on on - the - job or other observational data 
collected for the user . 
[ 0138 ] In step 1202 , the digital credential server 1110 
and / or monitoring systems 1120 may monitor and track the 
activities of the credentialed user , including , for example , 
the workplace tasks performed by the user based on analyses 
of the various monitoring systems / sensor data installed at 
the user ' s workstation and / or workplace environment . As 
described above , determining what activities and tasks the 
credentialed user has performed , and when , may be per 
formed using a variety of techniques . In some cases , deter 
mining what work - related tasks a user has performed , and 
what other activities they have been engaged in , may be 
done by analyses of written and electronic documents asso 
ciated with the user or workplace . For instance , documents 
such as maintenance requests , work orders , customer tickets , 
purchase receipts , and the like may be analyzed to determine 
what skills or tasks the user has completed and when . For 
instance , a maintenance record listing the user as the 
assigned technician may be used in determination that the 
user has performed the specified task / skill at the time listed 
on the record . In other examples , the user ' s electronic mail 
and other electronic documents may be searched and ana 
lyzed ( e . g . , using a keyword analysis and / or trained artificial 
intelligence ) to determine what tasks the user has performed 
and / or what skills the user has demonstrated during the 
relevant time periods . In some embodiments , there may be 
particular advantages in implementing a post - credentialing 
usage analysis and / or badge valuation process for certain 
badges / tasks that are more discrete and detectable , for 
instance , a number of transmissions changed after earning a 
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vehicle transmission certification , a number of particular 
medical procedures done following a badge credential for 
the procedure , a number of IT tickets resolved successfully 
following receiving an advanced IT computer services and 
computer repair badge , etc . In contrast , for other tasks and 
skills for which a user may receive a badge , such as 
leadership , communication skills , advanced C software pro 
gramming , jujitsu skill levels , and the like , it may be more 
difficult to quantify if , when , and how often a user is using 
the particular skill or task associated with the badge . 
[ 0139 ] In step 1203 , a set of tasks and / or skills associated 
with the badges obtained by the specific user may be 
retrieved using the credential - skill mapping data store 1130 , 
and in step 1204 the retrieved tasks and / or skills may be 
compared to the tasks and skills that have been performed by 
the user subsequent to the badges being earned ( as deter 
mined in step 1202 ) . As an example , the comparison in step 
1204 may determine that in the six month since the user was 
issued a professional certification to perform a particular 
technical task , the user has performed that task on a weekly 
basis . Alternatively , for a different badge issued to the user 
directed to expertise in a particular software program , the 
comparison in step 1204 may determine that the user has 
used that software program only once since receiving the 
badge two years ago . In this case , the system may conclude 
that the professional certification issued six months ago to 
the user has been of greater usefulness than the software 
badge issued two years ago ( allowing for the possibility of 
career changes , prestige - driven badges rather than func 
tional badges , etc . ) . 
[ 014 ] In step 1205 , data from the comparison of step 
1204 , i . e . , data indicating the post - credentialing usage by the 
user of the badge - associated skills or tasks , may be aggre 
gated and analyzed , and then transmitted to one or more of 
the relevant system components . In various embodiments , 
any of several different components and roles associated 
with the credentialing platform 1110 may request and 
receive this information for their associated badges and / or 
associated users . For instance , badge owners and / or badge 
issuers may request and receive from the platform server 
1110 data regarding the post - issuance usage of the badges 
they own or have issued . In other cases , badge endorsers 
may request and receive from the platform server 1110 data 
regarding the post - issuance usage of the badges they have 
endorsed . Badge earners , the users themselves also may 
request reports from the platform server 1110 quantifying 
the post - credentialing usage ( which may be expressed in 
terms of time , value , and / or dollar amounts ) associated with 
their previously earned badges . Employers and other orga 
nizations also may request such reports for their employees 
or organization members , in order to determine which 
badges have been the most used and most useful to the 
organization . 
[ 0141 ] Referring now to FIG . 13 , another flow diagram is 
shown illustrating an related process involving determine 
whether a user has or has not used the skills associated with 
a particular badge that they have obtained , and then adjust 
ing an expiration or re - certification date associated with the 
badge based on the user ' s usage of the badge skills . The 
steps in this example may be similar or identical to the 
corresponding steps in FIG . 12 , and in some embodiments , 
the analyses and transmission of the post - credentialing 
usage described in step 1205 may be performed in conjunc 

tion with the setting of an expiration or re - certification date 
for the badge as discussed below . 
[ 0142 ] Steps 1301 - 1304 may correspond to steps 1201 
1204 in some cases , and may be performed using similar or 
identical techniques to those discussed above . For example , 
in step 1301 a platform server 1110 and / or badge issuer may 
issue a badge associated with one or more skills or tasks to 
a particular user , recording the badge issuance data within 
the digital credential data store . In step 1302 , the post 
issuance activities of the particular user may be monitored , 
including monitoring of the user ' s work - related activities 
and tasks performed / completed , in order to determine the 
particular tasks and activities with which the user has been 
engaged following issuance of the badge . In step 1303 , the 
skills , activities , and tasks associated with the user ' s badge 
( s ) are retrieved , and in step 1304 are compared to the 
post - issuance user tasks and activities determined for the 
user in step 1302 . Finally , in step 1305 , based on the 
comparison in step 1304 , the platform server 1110 may 
determine that an expiration date and / or recertification date 
associated with the user ' s badge should be adjusted based on 
the user ' s post - issuance activities . As an example , if the 
system determines in step 1305 that a user who received a 
badge corresponding to a forklift operator ' s license or 
commercial truck driving license three years ago , but has 
infrequently ( or not at all ) driven a forklift or a commercial 
truck since receiving their badge , then the system may 
determine that the user ' s license should expire at the earliest 
possible time ( e . g . , the expiration time as of when the badge 
was first issued ) . In contrast , if the system determines in step 
1305 that the same user has frequently and consistently 
driven a forklift or a commercial truck ever since receiving 
their badge , and also that the user has a high - safety rating 
and / or high safety compliance scores , then the system may 
determine that the user ' s license may be extended . In such 
cases , the platform server 1110 may determine a new 
extended expiration or recertification time for the badge , 
update the user ' s badge record within the digital credential 
data store , and transmit notifications to the affected entities 
( e . g . , the user , employer , badge issuer , badge owner , etc . ) 
providing the new expiration date . In other examples , rather 
than changing the expiration date or recertification date of a 
badge ( or eliminating the expiration altogether ) , the plat 
form server 1110 may in other examples determine a new 
recertification course or procedure for the user , such as 
simple refresher course to allow the user to recertify quick 
than the longer complete recertification course used by other 
users with less post - credentialing badge usage . 
0143 ] In accordance with some aspects described herein , 
software systems including analytics and / or artificial intel 
ligence may be used to assess various different badging , 
certification , and skills verification systems . For example , in 
some embodiments , specialized software may be imple 
mented to evaluate the performance of a variety of physical 
testing environments ( e . g . , 700 ) that certify user skills 
and / or issue badges . Similar software may be used to 
evaluate automated on - the - job testing and credentialing sys 
tems , such as those discussed above in reference to FIGS . 
9A - 9B and 10 , including workstation / workplace monitoring 
systems and sensors that may be used for on - the - job badg 
ing , real - world testing and credentialing scenarios , as well 
post - credential usage monitoring systems . 
0144 ] Referring now to FIG . 14 , an example computing 
environment 1400 is shown , including a digital credential 
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platform server 1410 , in communication with one or more 
testing / credentialing systems 1421 - 1423 , and one or more 
external data sources 1431 - 1433 . In some examples , the 
digital credential platform server 1410 may be a badging 
server similar or identical to the server 610 discussed above . 
Thus , server 1410 may be configured as a badge repository 
and credentialing system , acting as a clearinghouse for 
badge owners , issuers , earners , endorsers , etc . Server 1410 
may include a digital credential ( or badge ) data store con 
figured to store badging information such as the details of 
the particular badges earned by particular users . As noted 
above , such details may identify the badge issuer and / or 
other testing / credential authorities responsible for adminis 
tering testing or simulation scenarios as part of the badging 
process , and / or for pre - badge or post - badge monitoring of 
workstations / workplaces to detect and analyze user tasks 
performance and user skills / abilities . 
[ 0145 ] In this example , the platform server 1410 may 
receive data from three testing / credentialing systems 1421 
1423 . The simulation lab system 1421 may correspond to a 
simulation lab or other physical testing environment . As 
discussed above , simulation labs , as an alternative to or in 
conjunction with formal testing systems , may provide the 
testing infrastructure for verifying compliance with require 
ments for any number of badges and certifications . Addi 
tionally , platform server 1410 may receive data from one or 
more on the job testing and credentialing systems . As 
discussed above , in some embodiments , on - the - job moni 
toring of user tasks and activities may be used instead of any 
formal testing procedure or simulation lab . On - the - job cre 
dentialing systems 1422 may include workstation / workplace 
monitoring systems and sensors to record and analyze the 
user ' s on - the - job performance , and may issue badges in 
some cases without the need for any separate formal testing 
procedure . Additionally , post - credential systems 1423 may 
be configured to monitor users following the issuance of a 
badge , including tracking task performance data , skills 
usage , and the like , and comparing the data to the skills / tasks 
associated with the user ' s badges . The data received from 
systems 1421 - 1423 may include data identified the user ' s 
that were tested , credentialed , and / or monitored by the 
respective systems , the testing / monitoring processes and 
equipment used , and the particular test / simulation / monitor 
ing conditions or any other associated variables . 
[ 0146 ] Within the platform server 1410 , an analytics 
engine and / or artificial intelligence components may be used 
to analyze the data from systems 1421 - 1423 , retrieve addi 
tional data from external data sources 1431 - 1433 , and evalu 
ate the testing / credentialing systems 1421 - 1423 based on the 
data . In some cases , the evaluation engine may rely on 
analytics data from multiple systems , such as training an 
artificial intelligence or analytic system using badging data 
and subsequent user behavior . For example , the evaluation 
engine may retrieve external user performance data from 
data source 1231 , including data such as the user ' s subse 
quent test scores , other badges obtained , improvements ( or 
declines ) in user performance of certain badge - related tasks 
or abilities , before and after the issuance of a badge from one 
of the systems 1421 - 1423 . Additionally , the engine may 
retrieve external job data and / or career data for particular 
users who have received badges from one of the testing / 
credentialing systems 1421 - 1423 . Such job / career data may 
include current occupation and details ( company , salary , 
etc . ) , previous positions held , and the like . Further , the 

engine may retrieve direct or indirect user feedback regard 
ing the testing / credentialing systems 1421 - 1423 . Such data 
may include , for example , explicit user feedback such as 
survey responses , or number / percentage of returning cus 
tomer to a particular testing / credentialing system 1421 
1423 . Additional user feedback data may include user 
behavioral cues during or after the particular tests , monitor 
ing , or simulations given to the user at the testing / creden 
tialing system 1421 - 1423 . 
[ 0147 ] Based on the above data , the analytics engine 
and / or artificial intelligence components within the platform 
server 1410 may be configured to analyze and evaluate each 
of the testing / credentialing system 1421 - 1423 , both on their 
own and in comparison to one another . For example , the 
evaluation engine may determine that credentialed users 
who were issued badges based on a particular training 
virtual reality or augmented reality training program at a 
simulation lab 1421 , may be underperforming or may lose 
their badge - related skills more quickly than users who were 
issued badged at a second simulation lab 1421 using differ 
ent virtual reality or augmented reality training programs . In 
this case , certain techniques used by the second simulation 
lab 1421 ( e . g . , the equipment , the testing procedures , the 
number of repetitions , etc . ) which are different from those 
used at the first simulation lab , may be determined to be the 
cause of the improved performance of the second simulation 
lab 1421 . The evaluation engine may perform similar analy 
ses to compare the effectiveness of multiple on - the - job 
testing and credentialing systems 1422 , and multiple post 
credentialing badge usage monitoring systems 1423 , includ 
ing comparing different types of testing and credentialing 
systems ( e . g . , comparing user success rates following virtual 
reality testing to standard written testing to on - the - job 
testing , etc . ) . In these embodiments , the successful / unsuc 
cessful output rates used in the analytics and / or artificial 
intelligence may be based on subsequent user performance 
data , job / career data , user feedback data , or any combination 
of user post - badge observation data . 
[ 0148 ] Following the analysis , the platform server 1410 
may revise testing / credentialing procedures , for example , by 
requiring certain best practices to be implemented by certain 
testing / credentialing systems 1421 - 1423 . Additionally , in 
some cases , the platform server 1410 may revise previously 
issued digital credentials that are stored in the data store to 
indicate a relative strength or weakness of a credentials 
based on the analysis , change the expiration date or recer 
tification date of the badge , etc . 
[ 0149 ] Additional aspects described herein relate to cap 
turing and using “ evidence ” data in connection with user 
testing and credentialing systems , on - the - job evaluation and 
badging systems , and / or post - credential monitoring systems . 
For example , within any automated badging / certification / 
verification system , evidence of the user ' s performance may 
be extracted and saved , for example , in a badge server along 
with an associated issued badge , or as part of a separate user 
portfolio of evidence . Evidence data may include , for 
example , audio and video of the user during a live simula 
tion , or during a virtual reality or augment reality simulation , 
audio and keystroke data from the user during the testing 
processing , the user ' s reaction time and / or decision - making 
data during a split - second simulated scenario or relevant 
real - life event ( e . g . , a workplace accident , etc . ) , and / or any 
other sensor or biometric data collected during testing , 
credentialing , and / or monitoring . As discussed below , evi 
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dence data associated with a user may be saved with the 
user ' s badge and / or into a separate portfolio of evidence , 
which may be available to the user for review , and also may 
be provided upon request to potential employers for review 
during a review or hiring process . Such evidence data also 
may be applied to updated badge credentialing require 
ments , so that in some cases a user may simply resubmit 
their evidence portfolio instead of being required to recertify 
their badge when the test or credentialing standards are 
updated . 
[ 0150 ] Referring now to FIG . 15 , an example computing 
environment is shown including a digital credential platform 
server 1510 in communication with a plurality of testing , 
credentialing , and / or monitoring systems 1521 - 1523 , and 
one or more external client devices 1560 . In some examples , 
the digital credential platform server 1510 may be a badging 
server similar or identical to the server 610 discussed above . 
Thus , server 1510 may be configured as a badge repository 
and credentialing system , acting as a clearinghouse for 
badge owners , issuers , earners , endorsers , etc . Server 1510 
may include a digital credential ( or badge ) data store con 
figured to store badging information such as the details of 
the particular badges earned by particular users . As noted 
above , such details may identify the badge issuer and / or 
other testing / credential authorities responsible for adminis 
tering testing or simulation scenarios as part of the badging 
process , and / or for pre - badge or post - badge monitoring of 
workstations / workplaces to detect and analyze user tasks 
performance and user skills / abilities 
[ 0151 ] In this example , the platform server 1510 may 
receive data from three testing / credentialing systems 1521 
1523 . Similar to the above examples , the simulation lab 
system 1521 may correspond to a simulation lab or other 
physical testing environment , an on - the - job credentialing 
systems 1522 may include workstation / workplace monitor 
ing systems and sensors to record and analyze the user ' s 
on - the - job performance , and may issue badges in some 
cases without the need for any separate formal testing 
procedure ; and post - credential monitoring systems 1523 
may be configured to monitor users following the issuance 
of a badge , including tracking task performance data , skills 
usage , and the like , and comparing the data to the skills / tasks 
associated with the user ' s badges . 
[ 0152 ] In some embodiments , one or more systems 1421 
1423 which perform user testing , credentialing , and / or 
monitoring , such as those systems discussed above , may 
capture and transmit " evidence data ” of the user during a 
test , simulation , or during an on - the - job monitoring process . 
Evidence data may include , for example , video and / or audio 
of the user during a test , simulation ( e . g . , live , VR , or AR ) , 
collected by the sensors of a physical testing environment 
700 . Additional evidence data may include user reaction 
time data , decision - making data , facial expression and body 
language data , keystroke and mouse movement data , and / or 
user biometric data . The evidence data may correspond to a 
time period just before , during , and just after a test , simu 
lation , or a task or activity performed during on - the - job 
monitoring . 
10153 ] As shown in this example , the various evidence 
data collected by systems 1521 - 1523 may be transmitted to 
the platform server 1510 and stored in an evidence portfolio 
data store . The evidence data collected by the testing , 
credentialing , and / or user monitoring systems may be asso 
ciated with a particular user ( or users ) and with a particular 

badge ( or badges ) that the user is in the process of earning 
or using ( e . g . , for post - credentialing monitoring ) . Thus , the 
evidence data may provide documented proof that the user 
actually completed the badging requirements , along with 
additional contextual evidence showing how the user per 
formed during the testing , simulation , or monitoring . 
[ 0154 ] Referring now to FIG . 16 , a flow diagram is shown 
illustrating an example process by which a testing system , 
simulator , credentialing systems , workstation / workplace 
monitoring system , and the like , may collect and preserve 
evidence data related to a user and a badge . In step 1601 , a 
testing , credentialing , and / or monitoring system such as 
those described above may execute a test , simulation , or user 
monitoring process for a particular user in connection with 
a badge that the user is seeking or has already obtained . The 
particular types of tests may include , for example , live 
simulations and / or virtual or augmented reality simulations 
executed within a physical testing environment 700 . In other 
examples , the testing in step 1601 may correspond to an 
on - the - job credentialing system that monitors and evaluates 
a user ' s workplace tasks and activities , or to a post - creden 
tialing user monitoring system configured to determine 
whether the user is using their previously issued badges . In 
step 1602 , during any of these testing , simulation , or moni 
toring processes , the system 1521 - 1523 may capture evi 
dence data relating to the user . As noted above , evidence 
data may include audio or video of the user , user reaction 
time data , decision - making data , facial expression data , 
body language data , the user ' s keystrokes and mouse move 
ment data , particular software interaction data , and / or the 
user ' s biometric data . In step 1603 , the evidence data may be 
encapsulated and transmitted to the platform server 1510 for 
storage within the user ' s evidence portfolio , and in step 1604 
the platform server 1510 may store the evidence data files 
with data records associated with the user and the particular 
badge ( s ) to which the evidence applies . In other embodi 
ments , certain systems 1521 - 1523 may retain and store user 
evidence data locally , rather than the evidence data being 
stored in a central repository . Additionally , when the evi 
dence data is transmitted , it may be compressed and edited 
as needed , and / or encrypted in order to assure data security 
and user privacy . 
[ 0155 ] Referring now to FIGS . 17A and 17B , two addi 
tional flow diagrams are shown illustrating example pro 
cesses by which evidence data may be retrieved and / or 
accessed from a platform server 1510 or other data reposi 
tory . As noted above , individual evidence data files stored by 
the platform server 1510 may be associated with a particular 
user and / or with a particular badge or credential earned ( or 
in process of earning ) by the user . Thus , in some embodi 
ments , evidence data may be stored and made available to 
certain authorized entities . For instance , in step 1701 of FIG . 
17A , the platform server 1510 may receive a request for 
some or all of the user ' s evidence portfolio . In step 1702 , the 
platform server 1510 may perform authorization / authenti 
cation on the request to determine ( 1 ) whether the requestor 
is authorized to access the user ' s evidence data , and / or ( 2 ) 
whether the requested evidence is current and valid . One or 
both of these determinations may require explicit authori 
zation from the user himself or herself , in order to ( 1 ) 
prevent any unwanted parties from accessing the user ' s 
evidence data , and ( 2 ) to prevent any old and obsolete from 
being accessed , even by authorized parties . Thus , step 1702 
may include verifying the requestor ' s identity or role and 
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comparing to an access control list or other permissions data 
associated with the evidence . In some cases , step 1702 may 
include a real - time request sent by the platform server 1510 
to a client device associated with the user , to allow the user 
the option to allow or reject the request . Additionally , the 
request in step 1701 may specify one or more particular 
users and / or one or more particular badges for which the 
associated evidence is to be retrieved , and thus authorization 
in step 1702 may be granted or denied for evidence relating 
to each possible combination of users and badges . In step 
1703 , assuming that the requestor has been granted access to 
the requested evidence data , the corresponding evidence 
data files may be retrieved and forwarded to the requestor . 
[ 0156 ] In some examples , the request in step 1701 may be 
from the user himself / herself , who wants to review and 
study the evidence from his / her previous tests , simulations , 
and monitoring data . In other examples , the request in step 
1701 may be from a current or potential employer , who has 
been authorized by the user to retrieve and view the user ' s 
evidence data associated with all work - relevant badges , as 
part of a hiring process or review process . The user ' s 
evidence data may verify to the employer or potential 
employer that the user actually completed the badge require 
ments , and also may allow the employer or potential 
employer to observe the user ' s behaviors , responses , reac 
tions first - hand , thus allowing them to evaluate the user ' s 
reaction time , efficiency , mental state , decision - making , etc . , 
and other difficult to quantify characteristics . In still other 
examples , the user may authorize a badge issuer or badge 
owner to view the user ' s evidence files related to the badges 
issued and owned by those entities . Finally , users may make 
some or all of their evidence data publicly available ( e . g . , on 
a file - by - file basis ) and / or may actively post their evidence 
data as a multimedia file or data records within a digital 
credential profile page of the user that is maintained and 
published by the platform server 1510 . 
[ 0157 ] In some embodiments , in addition to ( or instead of ) 
providing evidence data in response to requests , the platform 
server 1510 may provide the functionality to receive updated 
tests , badging requirement , credentialing data , etc . , and to 
apply a user ' s previously stored evidence to the new testing 
or credentialing requirements . For instance , in step 1704 of 
FIG . 17B , the platform server 1510 may receive a request to 
apply previously stored evidence data within a user ' s port 
folio to an updated testing / credentialing process . For 
example , testing or credentialing authorities ( e . g . , a badge 
owners or issuers , employers , etc . ) may periodically update 
badging requirements in order to improve the quality of the 
badge testing , to comply with new best industry practices , to 
make a badge more restrictive by increasing the required 
scores or efficiency , etc . Additionally , certain testing or 
credentialing authorities may implement multiple different 
levels of the same badge , in which users are subjected to the 
same test , same simulation , same monitoring processes , etc . , 
but different scoring ranges may equate to different levels of 
the badge that may be earned by the user . In these scenarios , 
whenever badge requirements are updated , or if a new badge 
level is made available , it may be possible to apply the user ' s 
previously collected evidence data to the new badge require 
ments or badge level , rather than requiring the user to retake 
the test , simulation , or monitoring process . As an example , 
a set of new requirements for particular badge may be 
similar to the previous set of requirement , with the addition 
of a newly imposed time limit by which the test or simulated 

scenario must be completed . In other example , new badge 
requirements or badge levels may raise the minimum per 
formance level during a test or simulation to a higher level , 
and / or may require additional steps or procedures during the 
test or simulation that were not required in the previous 
version of the badge requirements . In these cases , rather than 
require the user to retest / recertify to earn the updated badge , 
the platform server 1510 may provide the service of receiv 
ing the updated badge requirements or new badge levels , and 
automatically evaluating the new badge requirements / levels 
using the user ' s evidence data that was collected with 
earning the previous version of the badge . Thus , in step 
1705 , the requestor may be authenticated and the requested 
data may be validated , and in step 1705 the user ' s evidence 
data may be applied the updated testing / credentialing pro 
cess . Referring to these same badge requirements changes 
discussed above , the evaluation in step 1706 may include 
automated analysis of the user ' s evidence data to determine 
whether the user complied with the newly imposed time 
limit , the new minimum performance level , and / or per 
formed the additional new steps or procedures during the 
user ' s previous badge testing . If so , the badging authority 
may allow the user to upgrade their badge automatically 
without having to retake the test or simulation , etc . If not , the 
user may be informed that they are required to retake the test 
or simulation ( or in some cases they may receive a lower 
badge level ) . Either way , in step 1707 , the results of the 
evidence analysis and application to the new credentialing 
requirements may be output to the requestor . Another poten 
tial advantage in certain embodiments may include the 
protection of the user ' s evidence data itself . For instance , in 
the above example , the platform server 1510 might perform 
the analysis and application of the user ' s previously stored 
evidence data to the new testing requirement , without ever 
allowing any other entity access to the evidence data . In 
other examples , the platform server 1510 may perform the 
analysis and / or may provide the actual evidence data files to 
the requestor device , with the sufficient authorization from 
the user . 
10158 ] Additional aspects described herein relate to cap 
turing and using user biometric data , physical user cues , and 
the like , in connection with user testing and credentialing 
systems , on - the - job evaluation and badging systems , and / or 
post - credential monitoring systems . For example , within 
any automated badging / certification / verification system , 
data identifying particular physical user cues and / or user 
biometric data may be collected during testing simulation 
monitoring processes and saved , for example , in a badge 
server along with an associated issued badge and / or the 
associated user . Physical user cues may include , for 
example , facial expressions , user reactions and / or noises 
made by the user during testing simulations , user body 
language , eye movement , and any other user behavior or 
reaction detectable via cameras and external sensors . Addi 
tionally or alternatively , various types of user biometric data 
also may be collected during the testing , simulation , and / or 
monitoring processes performed on the user . Such biometric 
data may include , for instance , the user ' s temperature , 
heartrate , blood pressure , respiration , skin conductivity , and 
brainwave activity , and / or any known types of biometric 
data that may collected during testing , credentialing , and / or 
monitoring processes . 
[ 0159 ] As discussed in more detail below , the user ' s 
physical cues and / or biometric data may be collected and 
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saved within a badge server , and associated with the user , 
one or more particular badges , and / or with the particular 
testing / simulation / monitoring processes during which the 
data was originally detected . Once collected , the data may 
be used to authenticate the testing , simulation , and / or moni 
toring processes , to confirm the user ' s identity and to 
prevent errors or fraudulent activities by users . The data may 
be saved with the user ' s badge and / or into a separate 
portfolio of evidence , which may be available to the user for 
review , and also may be provided upon request to potential 
employers for review during a review or hiring process . 
Such evidence data also may be applied to updated badge 
credentialing requirements , so that in some cases a user may 
simply resubmit their evidence portfolio instead of being 
required to recertify their badge when the test or credential 
ing standards are updated . In certain embodiments , the 
user ' s physical cues and / or biometric data also may be 
analyzed to determine the user ' s emotional states and reac 
tions during the testing , simulation , and / or monitoring . 
Additionally or alternatively , the physical cues and biomet 
ric data may be detected for several users and analyzed 
collectively to provide feedback regarding the badge testing 
processes , simulations , monitoring , physical testing envi 
ronments , etc . 
[ 0160 ] Referring now to FIGS . 18A - 18B , examples are 
shown illustrating facial recognition and analysis function 
ality that may be performed in connection with a user 
testing / credentialing process ( live or simulation ) , or with 
user on - the - job credentialing or monitoring processes . In 
this example , one or more cameras may be configured to 
capture the user ' s facial features and expressions at different 
points during the testing / credentialing / monitoring pro 
cesses . For tests performed within a simulation lab - type 
physical testing environment , a number of designated cam 
eras may capture not only the user ' s face but also the user ' s 
body from several different angles . Thus , certain physical 
testing environments may be capable not only of capturing 
facial images of the user , but also detecting detailed facial 
expressions at different times during the test / simulation , and 
potentially eye movement patterns , body language , and the 

sensors configured to detect biometric data of the user at 
different times during the test / simulation . As noted above , 
such biometric data may include the user ' s temperature , 
heartrate , blood pressure , respiration , skin conductivity , and 
brainwave activity , and / or any known types of biometric 
data . Thus , the biometric metric may be detected and cap 
tured via a combination of external sensors , wearable sen 
sors , and / or implanted sensors in some cases . For on - the - job 
credentialing and monitoring , mobile wearable sensors such 
as heartrate monitors , step trackers , and the like , may be 
used when more advanced wearable sensors ( e . g . , blood 
pressure , respiration , skin conductivity , brainwave activity , 
etc . ) are not practical . 
[ 0163 ] Referring now to FIG . 19 , a flow diagram is shown 
illustrating an express process of collecting physical cue 
data and / or biometric data for a user during a user testing , 
credentialing , or monitoring processes , and using the physi 
cal cue and biometrics to authenticate the user ' s identity and 
the associated data . The process shown in this example may 
be implemented within any of the testing / credentialing sys 
tems , simulators , workstation or workplace monitoring sys 
tems , and the like described herein . In step 1901 , a testing , 
credentialing , and / or monitoring system such as those 
described above may execute a test , simulation , or user 
monitoring process for a particular user in connection with 
a badge that the user is seeking or has already obtained . The 
particular types of tests may include , for example , live 
simulations and / or virtual or augmented reality simulations 
executed within a physical testing environment 700 . In other 
examples , the testing in step 1901 may correspond to an 
on - the - job credentialing system that monitors and evaluates 
a user ' s workplace tasks and activities , or to a post - creden 
tialing user monitoring system configured to determine 
whether the user is using their previously issued badges . In 
step 1902 , during any of these testing , simulation , or moni 
toring processes , one or more of the user monitoring devices 
described above , including cameras , microphones , motion 
sensors , tracking devices , and / or user biometrics sensors , 
may capture physical cues from the user and / or biometric 
data of the user during the testing , simulation , or monitoring 
processes . Such physical cues may include particular facial 
expressions , user reactions and / or noises made by the user 
during testing / simulations / monitoring , as well as user body 
language and eye movements . In step 1903 , the physical cue 
and user biometric data may be encapsulated and transmitted 
to the transmitted to the platform server 1510 . In other 
embodiments , certain systems ( e . g . , 1521 - 1523 ) may retain 
and store user ' s physical cues and biometrics data locally , 
rather than the evidence data being stored in a central 
repository . Regardless of storage location , the physical cues 
and biometrics data of the user may be associated with 
particular test questions and / or particular time stamps during 
a testing or simulation . Additionally , when the data is 
transmitted , it may be compressed and edited as needed , 
and / or encrypted in order to assure data security and user 
privacy . 
[ 0164 ] In some embodiments , the platform server 1510 
may use the physical cues and / or biometrics data collected 
for the user as part of an authentication process in step 1904 . 
For example , during any testing / credentialing process ( e . g . , 
written testing , computer - based testing , simulation lab test 
ing , etc . ) the user ' s facial images , physical cues , and / or 
biometrics may be compared against previously stored cor 
responding data ( e . g . , user images , physical cue patterns , 

like . 
[ 0161 ] In other embodiments , such as for certain on - the 
job credentialing or monitoring systems , or for formal 
testing / credentialing when sophisticated high - tech physical 
testing environments are not used , the physical cue data 
and / or biometrics data collected may be limited by the 
cameras and sensors available . In some cases , a laptop 
camera or webcam installed at the user ' s workstation may be 
use to capture facial images and / or to recognize facial 
expressions at different times during the testing / monitoring . 
However , such cameras may or may not have the resolution 
and image capture capabilities to perform advanced facial 
expression monitoring , eye movement , and / or body lan 
guage detection . In other examples , such as on - the - job 
credentialing and monitoring scenarios , facial images might 
only be detectable using lower - quality security cameras or 
the like that are configured to monitor an entire floor or 
workspace . In such examples , the facial images may be still 
be useful for certain purposes ( e . g . , confirmation of user 
identification ) , but potential may be unsuitable for facial 
expression analysis , eye movement analysis , and the like . 
[ 0162 ] Additionally or alternatively , physical testing envi 
ronments ( e . g . , simulation labs ) and / or workstation or work 
place monitoring systems may include various biometric 
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biometrics , etc . ) in order to verify that the correct user is 
taking the test / simulation . Additionally , the user ' s physical 
cues and biometrics may provide an additional level of 
authentication , by comparing the observed physical cues and 
biometrics at particular times during the test or simulation to 
expected physical cues and biometrics , based on what is 
happening during the test or simulation at that particular 
time . For instance , a simulation may be designed to present 
a challenging and stressful situation to the user at a particular 
timestamp or within a sequence of tasks the user is per 
formed . In step 1904 , the server may compare the user ' s 
observed physical cues and biometrics to the physical cues 
and biometrics that would be expected for the challenging 
and stressful situation , in order to confirm that the data is 
valid and / or that the user did not expect this situation in 
advance ( e . g . , indicating cheating ) . In step 1905 , the plat 
form serving 1510 having validated the user ' s identity and 
the authenticity of the user ' s physical cues and biometrics , 
may store the testing , credentialing , monitoring data in the 
digital credential data store as valid data . In some embodi 
ments , the image data , facial cues , and / or biometrics data 
also may be retained and stored by the platform server for 
future analysis . 
[ 0165 ] In some embodiments , the data relating to the 
user ' s physical cues and biometrics collected during a test , 
simulation , or during on - the - job monitoring , may be further 
evaluated to identify the user ' s emotional states at different 
times . For instance , certain simulations may be specifically 
designed to invoke certain emotional states ( e . g . , anger , 
boredom , frustration , surprise , etc . ) , and the user ' s level of 
performance while experiencing those emotional states may 
be particularly important for certain testing / credentialing 
processes . Thus , the data collected during the test , simula 
tion , or monitoring in step 1901 may be used not only for 
user identification / authentication , but also may be analyzed 
to ( 1 ) determine the user ' s emotional state at different times 
during the test , simulation , or monitoring , ( 2 ) compare that 
emotional state to an expected emotional state based on what 
the user is experiencing , and ( 3 ) evaluate the user ' s reac 
tions , levels of skills performance during different emotional 
states . 
[ 0166 ] Additionally , in some embodiments , the physical 
cues , biometrics data , and / or emotional states detected for 
multiple users may be aggregated for the same tests , simu 
lations , monitoring environments , etc . The aggregated data 
for tests may be used to revise current tests and simulations , 
design new tests and simulations , and for training users how 
to respond to particular scenarios and situations ( e . g . , work 
place accidents ) . 
[ 0167 ] As described above , badging and / or credentialing 
systems may be used for the creation , validation , tracking 
and usage of badges earned by users . Badges may corre 
spond to professional certifications , verification of skills and 
abilities , and the like . Additionally , certain aspects of the 
disclosure relate to badges / credentials that may be earned by 
and issued to users based on the detection of specific 
personality traits within the users , and / or for combinations 
of personality traits , etc . In some embodiments , in order to 
determine personality traits and award badges , credentialing 
systems may analyze the user ' s existing data ( e . g . , social 
graph , profile , language used in emails , etc . ) . In other 
embodiments , specific personality tests may be administered 
( e . g . , using a written testing environment , simulation lab or 
other physical environment , and / or on - the - job monitoring 

processes ) . For example , users may take a test / simulation 
within a specially - designed virtual reality or augmented 
reality simulation environment , in order to identify specific 
personality traits of the user . Such personality traits may 
include , for example , self - consciousness , curiosity , modesty , 
achievement - oriented , optimistic , etc . , each of which may be 
tested separately and quantified based on the user ' s test 
scores / simulation performance . In various embodiments , 
potential uses may include optimal team - building by 
employers , by matching and complementing personality 
traits of different team members with each other and with 
supervisors . 
F0168 ] Referring now to FIG . 20 , an example computing 
environment 2000 is shown , including a digital credential 
platform server 2010 , in communication with a personality 
badge issuer 2030 . In some examples , the digital credential 
platform server 2010 may be a badging server similar or 
identical to the server 610 discussed above . Thus , server 
2010 may be configured as a badge repository and creden 
tialing system , acting as a clearinghouse for badge owners , 
issuers , earners , endorsers , etc . Server 2010 may include a 
digital credential ( or badge ) data store configured to store 
badging information such as the details of the particular 
badges earned by particular users . As noted above , such 
details may identify the badge issuer and / or other testing 
credential authorities responsible for administering testing 
or simulation scenarios as part of the badging process , 
and / or for pre - badge or post - badge monitoring of worksta 
tions / workplaces to detect and analyze user tasks perfor 
mance and user skills / abilities . 
[ 0169 ] In this example , the badge server 2010 may be 
configured to support personality - based badges using the 
same or similar infrastructure as regular education - based 
badges , skills - based badges , and professional credentials , 
etc . Thus , one or more personality badges issuers 2030 , 
along with personality badge owners which may be the same 
as badges issuers 2030 or may be separate entities , may be 
configured to determine user eligibility for personality 
badges and to issue personality badges . In some cases , a user 
may interact directly with a personality badge owner and / or 
badge issuer 2030 , via a client device 2060 , to request ( or 
apply for a particular personality badge . In other cases , the 
process of issuing a personality - based badge to a user may 
be initiated by a different entity , such as an authorized 
individual at the user ' s school ( e . g . , a teacher or counselor ) , 
a medical professional ( e . g . , the user ' s doctor or therapist , 
etc . ) , or the user ' s employer , etc . In various embodiments , 
personality - based badges may be " earned ” by users that 
qualify for the badge , based on the results of personality 
tests and / or analysis of other personality data . Examples of 
potential types of personality - based badges that may be 
supported by the system 2000 include , for instance , consci 
entiousness , curiosity , modesty , achievement - oriented , opti 
mism , integrity , honesty , loyalty , responsibility , humility , 
compassion , fairness , courageousness , self - awareness , gen 
erosity , perseverance , politeness , kindness , lovingness , reli 
ability , and self - disciplined , among others . Further , for each 
different personality trait , badges may be earned for the 
personality trait or its opposite ( e . g . , honesty or deceitful 
ness , etc . ) , for any combination of traits , and badges also 
may be earned for different levels of these personality traits 
( e . g . , classified into low / medium / high levels , or quantified 
onto a scale 1 - 10 or 1 - 100 , or as a percentile of the general 
population , etc . ) . 
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[ 0170 ] As shown in this example , in order to determine 
when a user is eligible for or has earned a personality - based 
badge , the badge issuer 2030 may receive personality 
related data for a user from a variety of data sources , 
including a formal testing data sources 2021 , on - the - job 
monitoring and / or credentialing systems 2022 , external 
clinical data sources 2023 , and other external data sources 
2024 that may store personality - related information . Formal 
testing data sources 2021 may include , for instance , educa 
tional facilities , testing centers and / or secure websites con 
figured to administer personality tests to users . In some 
embodiments , formal testing location 2021 may include a 
simulation lab physical environment with live and / or simu 
lated tests ( e . g . , virtual reality , augmented reality , etc . ) 
designed to measure particular personality traits of the user . 
In some cases , a user may interact directly with a formal 
testing data source 2021 via a client device 2060 . On - the - job 
monitoring and / or credentialing systems 2022 may include 
similar or identical systems to those described above , which 
may monitor and evaluate the user ' s actions while working , 
studying , and / or during normal daily interactions . External 
clinical data sources 2023 may include doctor ' s offices , 
therapists , etc . , which may provide ( when authorized , and 
transmitted securely ) previous clinical diagnoses of the user . 
Finally , the additional data sources 2024 may include any 
other data source with relevant personality - related data may 
be retrieved and analyzed to identify personality traits of the 
user with a sufficiently high degree of confidence . For 
instance , additional data sources 2024 may include email 
servers and documents stores from which the user ' s docu 
ments and emails may be retrieved and analyzed to deter 
mined communication styles and personality traits . Data 
sources 2024 also may include financial servers ( e . g . , to 
obtain the user ' s bank statements ) , educational record serv 
ers ( e . g . , to obtain the user ' s grades , transcripts , disciplinary 
issues ) , governmental servers ( e . g . , to obtain the user ' s 
criminal record , etc . ) , all of which may be analyzed in 
conjunction with the other data sources 2021 - 2024 to iden 
tify personality traits of the user . 
[ 0171 ] Personality - based badges issued by the issuer 2030 
may be stored within the badge platform server 2010 , where 
they may be stored with and / or associated with the particular 
user and the user ' s portfolio of other badges . The server 
2010 also may be configured to track the valid time and / or 
expiration date of personality - based badges , which may be 
performed different than skills - based badges and the like . 
For instance , in some embodiments , an education - based 
badge for the completion of a class , or a skills - based badge 
for demonstration of the skill may be assigned expiration 
dates after which the user may be required to retest or 
recertify to prove that the user ' s knowledge or skill is 
current . In contrast , while certain personality - based badges 
might expire in a similar manner after a time threshold , other 
types of personality - based badges may be maintained indefi 
nitely until some affirmatively proofs that the personality 
based badge is no longer applicable to the user . For instance , 
a user who has earned ” a negative personality - based badge 
cannot simply wait for the negative badge to expire , but may 
have to affirmatively retest to prove that the negative badge 
should be removed . Finally , platform server 2010 may be 
configured to receive and process requests from different 
entities for a user ' s personality - based badges , and thus may 
authenticate such requests to protect the security and con 
fidentiality of personality - based badges . 

[ 0172 ] Referring now to FIG . 21 , an example flow dia 
gram is shown illustrating an example process by which a 
badge issuer 2030 may receive personality data relating to a 
user and may issue personality - based based to the user . In 
step 2101 , in response to a request from a particular user or 
a related entity ( e . g . , teacher , employer , doctor , etc . ) , a badge 
issuer system 2030 may retrieve personality data from one 
or more available data sources 2021 - 2024 . As noted above , 
the personality - related data retrieved in step 2101 may 
include clinical assessments of the user transmitted securely 
from a doctor , counselor , therapist , etc . , as well as formal 
personality test document , personality simulation ( e . g . , live , 
VR , or AR ) , on - the - job or live user tracking and monitoring 
data , and / or data from other data sources such as the user ' s 
emails , documents , social media and / or web activities , etc . 
In step 2102 , the badge issuer may analyze the received 
personality and evaluate the user with respect to a plurality 
of different personality traits and / or combination of traits to 
determine if the user is eligible for one or more personality 
based badges . In various embodiments , step 2102 may 
include a variety of algorithms to analyze and score person 
ality data , and comparisons of the personality scores to 
different thresholds . In step 2103 , if the user ' s personality 
data meets the criteria for one or more personality - related 
badges ( 2103 : Yes ) , then in step 2104 the badge issuer may 
issue the badges to the user and ( upon acceptance from the 
user ) transmit the badge data to the platform server 2010 for 
storage in the user ' s badge portfolio . 

[ 0173 ] Referring now to FIG . 22 , another flow diagram is 
shown illustrating an example process by which a badge 
platform server 2010 may receive and serve requests for 
personality - badge data for specified users . For instance , in 
step 2201 , the platform server 2010 may receive a request 
for some or all of the user ' s badge portfolio , or specifically 
for the user ' s personality badges . In step 2202 , the platform 
server 2010 may perform authorization / authentication tech 
niques on the request to determine whether the requestor is 
authorized to access the user ' s personality - based badges . In 
some embodiments , authorization to retrieve / view the user ' s 
personality badges may require explicit authorization from 
the user himself or herself , in order to prevent any unwanted 
parties from accessing the user ' s confidential personality 
data . Thus , step 2202 may include verifying the requestor ' s 
identity or role and comparing to an access control list or 
other permissions data associated with the user ' s personality 
badges . In some cases , step 2202 may include a real - time 
request sent by the platform server 2010 to a client device 
2060 associated with the user , to allow the user the option to 
allow or reject the request . Additionally , the request in step 
2201 may specify one or more particular users and / or one or 
more particular badges to be retrieved , and thus authoriza 
tion in step 2202 may be granted or denied separately for 
each particular users and / or badges . In step 2203 , if the 
requestor has been granted access to the requested person 
ality badge data of the user ( 2203 : Yes ) , the platform server 
2010 may retrieve and output the requested personality 
badge data to the requestor . In other cases , if the request is 
step 2201 is not authorized ( 2203 : No ) , then the platform 
server 2010 may deny the request and no provide any 
request personality badge data to the requestor . 
[ 0174 ] In some examples , the request in step 2201 may be 
from the user himself / herself , who wants to review his / her 
current personality - based badges , personality test results , 
and / or other personality - related data ( e . g . , document - based 
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data , simulations , monitoring data , etc . ) . In other examples , 
the request in step 2201 may be from a current or potential 
employer , who has been authorized by the user to retrieve 
and view the user ' s personality - based badges as part of a 
hiring process or review process . The user ' s personality 
based badge data may verify to the employer or potential 
employer particular personality traits that the user has or 
does not have , and also may allow the employer or potential 
employer to review the user ' s behaviors , responses , reac 
tions , etc . , during personality simulations , monitoring , etc . 
In still other examples , the user may authorize a badge issuer 
or badge owner to review the user ' s personality - based 
badges , for badges issued and owned by those entities . 
Finally , users may make some or all of their personality 
based badge data publicly available ( e . g . , on a file - by - file 
basis ) and / or may actively post their personality badges 
within a social media page and / or a digital credential profile 
page of the user that is maintained and published by the 
platform server 2010 . 
[ 0175 ] In accordance with certain aspects described 
herein , badges / credentials may be earned by and issued to 
users for specific DNA traits and / or health - based traits , or 
combinations of traits . In such embodiments , DNA - based 
and health - based badges may be determined , issued , and 
stored using the same or similar infrastructure as education 
based badges , skills - based badges , professional credential 
badges , and / or personality - based badges , described above . 
Examples of health - based badges may include , for instance , 
a badge for low blood pressure , low resting heart rate , low 
BMI , a threshold number of steps - per - day , a high level of 
general fitness , nutrition and diet - based badges , and / or a 
variety of different exercise achievements or milestones , etc . 
Examples of DNA - based badges may include , for example , 
a badges corresponding to a high likelihood of longevity , 
low risk of certain diseases , carrier ( or not a carrier ) of 
certain inherited conditions , etc . 
[ 0176 ] In some embodiments , Applicants to certain jobs or 
workers in certain careers may be required to have certain 
health - based and / or DNA - based badges , or may choose to 
earn these badges voluntarily to add them to their badge 
portfolio . Although such data might not be relevant for many 
jobs , it may be used for certain specialized or critical 
positions ( e . g . , a company CEO , president or high - ranking 
military , sperm / egg donor , etc . ) , where data such as an 
unlikelihood of longevity , or the probability of developing 
Alzheimer ' s or Parkinson ' s Disease , carriers of certain 
inherited conditions , and like , may be relevant . Additionally , 
many users may wish to obtain and / or display these badges 
voluntarily . 
[ 0177 ] Referring now to FIG . 23 , an example computing 
environment 2300 is shown , including a digital credential 
platform server 2310 , in communication with a DNA - based 
or health - based badge issuer 2330 . In some examples , 
badging digital credential platform server 2310 may be a 
badging server similar or identical to the server 610 dis 
cussed above . Thus , server 2310 may be configured as a 
badge repository and credentialing system , acting as a 
clearinghouse for badge owners , issuers , earners , endorsers , 
etc . Server 2310 may include a digital credential ( or badge ) 
data store configured to store badging information such as 
the details of the particular badges earned by particular 
users . As noted above , such details may identify the badge 
issuer and / or other testing / credential authorities responsible 
for administering testing or simulation scenarios as part of 

the badging process , and / or for pre - badge or post - badge 
monitoring of workstations / workplaces to detect and ana 
lyze user tasks performance and user skills / abilities . 
[ 0178 ] In this example , the badge server 2310 may be 
configured to support DNA - based badges and / or health 
based and fitness - based badges using the same or similar 
infrastructure as regular education - based badges , skills 
based badges , and professional credentials , personality 
badges etc . Thus , one or more DNA / Health badges issuers 
2330 , along with DNA / health badge owners which may be 
the same as badges issuers 2330 or may be separate entities , 
may be configured to determine user eligibility for DNA 
based and health or fitness - based badges , and to issue these 
badges . In some cases , a user may interact directly with a 
health or DNA - based badge owner and / or badge issuer 
2330 , via a client device 2360 , to request ( or apply for ) a 
particular DNA badge or health / fitness badge . In other cases , 
the process of issuing a DNA or health / fitness badge to a 
user may be initiated by a different entity , such as an 
authorized individual at the user ' s school ( e . g . , a teacher or 
counselor ) , a medical professional ( e . g . , the user ' s doctor or 
therapist , etc . ) , or the user ' s employer , etc . In various 
embodiments , DNA - based badges and health or fitness 
based badges may be “ earned ” by users that qualify for the 
badge , based on the results of medical exams , DNA tests / 
analyses , health and fitness data ( e . g . , surveys , test results , 
simulations , monitoring / tracking , etc . ) . Examples of poten 
tial types of DNA - based badges that may be supported by 
the system 2300 include , for instance , badges for a high 
likelihood of longevity , low risk of certain diseases , carrier 
( or not a carrier ) of certain inherited conditions , presence or 
absences of certain genes . Examples of potential types of 
health - based or fitness based badges , that may be supported 
by the system 2300 include , for instance , badges for low 
blood pressure low cholesterol , low resting heart rate , low 
BMI , walking / running a threshold number of steps - per - day , 
consuming over or under a threshold number of calories per 
day , different milestones for general levels of fitness , dif 
ferent exercise - based achievements , and / or any nutrition 
based or diet - based badges . For each different type of 
DNA - based characteristic and / or health or fitness character 
istic , badges may be earned for the characteristic or ( e . g . , 
carrier or not a carrier , etc . ) , for any combination of char 
acteristics , and badges also may be earned for different 
levels of these characteristics ( e . g . , classified into low / 
medium / high levels , or quantified onto a scale 1 - 10 or 
1 - 100 , or as a percentile of the general population , etc . ) . 
[ 01791 . As shown in this example , in order to determine 
when a user is eligible for or has earned a DNA - based or 
health or fitness - based badge , the badge issuer 2330 may 
receive DNA data and / or health or fitness data for a user 
from a variety of data sources , including testing data sources 
2321 , on - the - job monitoring and / or credentialing systems 
2322 , and / or medical data sources 2323 . Formal testing data 
sources 2321 may include , for instance , educational facili 
ties , doctor ' s offices , testing centers , and the like , that are 
configured to administer DNA tests or health / fitness tests to 
users . In some embodiments , a testing location 2321 may 
include a simulation lab physical environment with live 
and / or simulated tests health and fitness tests ( e . g . , virtual 
reality , augmented reality , etc . ) . On - the - job monitoring and / 
or credentialing systems 2322 may include similar or iden 
tical systems to those described above , which may monitor 
and evaluate the user ' s actions while working , studying , 
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and / or during normal daily interactions . Such sources 2322 
may provide movement data , step tracking data , etc . Medi 
cal data sources 2323 may include doctor ' s offices , DNA test 
labs , etc . , which may provide ( when authorized , and trans 
mitted securely ) DNA results and / or medical diagnoses of 
the user . 
[ 0180 ] DNA - based badges , as well as health - based , fit 
ness - based , diet - based badges , etc . , issued by the issuer 
2330 may be stored within the badge platform server 2310 , 
where they may be stored with and / or associated with the 
particular user and the user ' s portfolio of other badges . The 
server 2310 also may be configured to track the valid time 
and / or expiration date of these badges , using similar or 
identical techniques to those described above . Finally , plat 
form server 2310 may be configured to receive and process 
requests from different entities for a user ' s CNA - based 
badges and / or health or fitness - based badges , and thus may 
authenticate such requests to protect the security and con 
fidentiality of these badges . Thus , computing environment 
2300 may support various processes by which the badge 
issuer 2330 may receive user DNA data , user health and 
fitness data , etc . , and may issue DNA badges and / or health / 
fitness badges to the user , using similar or identical tech 
niques to those described above for issuing personality 
badges in FIG . 21 . Additionally , computing environment 
2300 may support various processes by which the badge 
platform server 2310 may receive and serve requests for 
DNA badges and / or health - fitness badges for specified users , 
using similar or identical techniques to those described 
above for issuing personality badges in FIG . 22 . 
[ 0181 ] Additional aspects described herein relate to certi 
fication , verification , and security pf badges issued by dif 
ferent badge issuers . In order to address the problem of too 
many badges which are from anonymous / unverified badge 
owners and issuers , a central certification platform or service 
may be created to register badges , and to analyze and verify 
skills associated with different badges . Thus , an unknown 
and anonymous badge issuer could not simply be able to 
issue new badges claiming to be quality certification of skills 
A , B , C . Rather , the certification platform / service may verify 
non - subjectively that badges correspond to the skills that 
they purport to test . 
[ 0182 ] Referring now to FIG . 24 , an example computing 
environment is shown including a digital credential platform 
server 2410 , a badge certification service 2450 , and multiple 
badge issuers 2430a - x . In this example , the badge certifica 
tion service 2450 may receive and analyze badge - related 
data , such as the badge qualifications , from each badge 
issuer 2430 , in order to certify the badge before allowing 
each badge to be stored in the platform server 2410 . In some 
cases , the badge certification service 2450 may use a uni 
versal taxonomy of skills 2460 and corresponding skills 
tests , achievements , and levels 2465 , in order to evaluate the 
qualifications of each badge . These badge qualifications may 
be mapped to different nodes of the skills taxonomy 2460 , 
and may be compared to the baseline tests , achievements , 
and levels for that skill in database 2465 . Thus , database 
2460 and / or 2465 may include an objective set of testable 
skills or other metrics that may be used to evaluate badges , 
rather than just trusting the badge issuer 2430 that a par 
ticular badge is a good indicator of the skills listed within the 
badge . 
10183 ] Referring now to FIG . 25 , a flow diagram is shown 
illustrating a process for certifying and registering badges 

within a badging platform , and verifying the associated 
skills of a badge . In step 2501 , the badge certification service 
2450 may receive new badge type data from a badge issuer . 
The badge type data may include the description and skills 
of the new badge type that the badge issuer 2430 plans to be 
begin issuing to users . In some embodiments , the badge type 
data may include the specific qualifications and tests that 
will be required for users to obtain the badge , include written 
tests , simulation descriptions and / or software , on - the - job 
monitoring software and criteria , and any other qualifica 
tions of the new badge . In step 2502 , the badge certification 
service 2450 may analyze the new badge type data , descrip 
tion , purported skills , qualifications , etc . , in order to deter 
mine whether or not the badge type will be supported by the 
platform server 2410 . In some cases , the service 2450 may 
use software , one or more artificial intelligence ( AI ) sys 
tems , and / or human testing of the badging qualifications 
and / or processes of a new badge from a badge issuer 2430 , 
so that badge issuers cannot list skills associated with a new 
badge type unless each of those skills has been verified . 
Additionally , in some cases , the analysis in step 2502 may 
depend on endorsement data , user feedback data , and / or 
statistical data associated with badge earners ( e . g . , hiring 
rates for badge earners , income change based on badge 
earning , etc . ) . In step 2503 , if badge certification service 
2450 determines that the badge qualifications / processes 
from the badge issuer to not meet minimum basic skills 
thresholds for the purported skills ( 2503 : No ) , then the 
service 2450 may not permit the new badge type from the 
issuer 2430 . However , if the analysis of the badge qualifi 
cations and processes determines that the new badge type 
does meet the necessary skills thresholds for the purported 
skills ( 2503 : Yes ) , then the service 2450 may import the new 
badge type into the platform server 2410 , and allow new 
badges of the type to be issued to users in step 2504 . 
Additionally , data from these analyses in step 2502 - 2503 
also may be used to produce a mapping of badges to skills 
( and vice versa ) , badge issuers to skills ( and vice versa ) , and 
to rank the quality of badges , badge owners , and badge 
issuers . Thus , in step 2505 , based on the analysis of the 
badge processes and qualifications , the badge certification 
service 2450 may add the newly certified / registered badge to 
published lists of badge ranking and badge - to - skill map 
pings , that may be searchable to potential badge earners and 
others interested in verifying the legitimacy and qualify of 
particular badges . 
[ 0184 ] In certain embodiments , the various badging and / or 
digital credentialing systems described herein may be imple 
mented using blockchain technology rather than using a 
central data store to store badges / digital credentials . For 
example , a distributed network of badge owners , badge 
issuers , badge earners , and others may collaborate via a 
badging network to verify and maintain a badge blockchain , 
in which each earned / issued badge is represented as a single 
block in the block in the blockchain . 
[ 0185 ] For example , referring now to FIG . 26 , an example 
computer network 2600 is shown implemented to create and 
manage a blockchain record of issued badges . As shown in 
this example , the network 2600 may include a plurality of 
badge issuers 2630 and a plurality of badge receivers 2640 . 
In other cases , additional participating entities within the 
network 2600 may include badge owners and badge endors 
ers , as well as other client devices and related entities such 
as individual user clients , systems associates with schools or 
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educational institutions ( who may access the blockchain to 
add and track the badges of their associated students ) , and 
systems associated associates with employers or other orga 
nizations ( who may access the blockchain to add and track 
the badges of their associated employees / members ) , and the 
like . 
101861 . As shown in this example , the issued badge data 
within the blockchain may be distributed across the network 
nodes 2630 and 2640 , without having any central data store 
storing the badge issuance data and without having multiple 
copies of the data . The issued badge data stored within the 
blockchain 2660 may exist as a shared and continually 
reconciled database distributed across the network nodes 
2630 and 2640 . Thus , the blockchain 2660 storing issued 
badges need not be stored in any single location , and the 
badge records it keeps are publically available to all , and 
easily verifiable . Further , because no centralized version of 
the issued badge data exists , there is no location to for hacker 
to compromise or corrupt . That is , the blockchain 2660 of 
issued badges is not controlled by any single entity ( e . g . , 
there is no digital credential platform server 610 necessary ) 
and has no single point of failure . 
[ 0187 ] Although only a few badge issuer computers 2630 
and badge earner computers are shown in this example , it 
should be understood that that thousands or even millions of 
badge issuers 2630 and / or badge earner 2640 may be 
included as network nodes in some embodiments . The 
network 2600 may reconcile in N minute intervals , so that 
each network node will effectively check - in with the others 
and record the latest transactions ( e . g . , issued badges ) peri 
odically . Each node computer 2630 and / or 2640 connected 
to the blockchain network 2600 may use a client that 
performs the task of validating and relaying badge issuance 
transactions , and retrieves periodic updates of the block 
chain 2660 , which may be automatically downloaded ini 
tially whenever a new node computer 2630 and / or 2640 
joins the blockchain network 2600 . 
[ 0188 ] The security of the blockchain 2660 may use 
encryption technology , including public and private keys 
based on the addresses of the node computer 2630 and / or 
2640 within the blockchain network 2600 . A particular node 
may use its private key to store an issued / earned badge onto 
the blockchain 2660 , and it will be recorded as belonging to 
that particular node . 
[ 0189 ] Referring now to FIG . 27 , a flow diagram is shown 
illustrating a process for adding new badges to a blockchain 
database 2660 and reconciling the updated blockchain to 
other network nodes . In step 2701 , an individual node 
computer within the blockchain network 2600 , such as 
badge issuer 2630 or badge earner 2640 , may record the 
existence of a new badge issued by a particular issuer to a 
particular earner . In step 2702 , the blockchain network 2600 
may verify the transaction request , not through a central 
authority , but on a decentralized user - to - user basis , based on 
the private key of the requesting node . In step 2703 , the 
requesting node may create the new issued badge instance 
and add the new badge issuance data onto the distributed 
ledge of the blockchain database 2660 . Then , in step 2704 , 
in accordance with the blockchain reconciliation schedule , 
the updates to the blockchain database 2660 may be pro 
vided to each of the blockchain nodes 2630 and / or 2640 , so 
that these nodes may update their individual ledger . 
[ 0190 ) Certain aspects of the disclosure include imple - 
menting a gradual badge degradation process , rather than a 

simple binary badge status ( i . e . , expired or not expired ) . For 
instance , after Badge ABC is issued to a user ( e . g . , badge 
certifying the user ' s level of achievement or mastery in the 
corresponding ABC skills ) , the user ' s skills in this area may 
begin to degrade if they are not used regularly . As discussed 
above , badges may have expiration dates for this reason , so 
that a user must periodically retest / recertify to update their 
badge , or must demonstrate in some other way that the 
user ' s badge skills remain current ( e . g . , on the job monitor 
ing / credentialing system ) . However , in some embodiments , 
rather than implementing a simple expiration date to repre 
sent the current status of a badge , a badge - specific " half 
live ” corresponding to a badge skill degradation function 
may be used to determine a current badge status level or 
strength . As discussed below , such half - lives may be differ 
ent for different types of badges , as different degradation 
functions may be used , and thus some badges may degrade 
slower than others or in a different degradation pattern than 
others . Additionally , some badges might never degrade or 
might degrade only very slowly . 
[ 0191 ] Referring now to FIGS . 28A - F , six example charts 
are shown representing different degradation functions for a 
badge . As shown in these examples , a user ' s skills associ 
ated with a earning a badge may be assumed to degrade in 
a linear fashion , and thus the badge strength ( or badge level , 
etc . ) may be calculated as a linear function until its expira 
tion date ( FIG . 28A ) , or may degrade at a slower linear rate 
until the badge is deemed to be expired even though the user 
has retained some skills ( FIG . 28B ) . The other examples 
( FIGS . 28C - 28F ) , illustrate different examples of degrada 
tion functions that may be applied to different types of 
badges . 
[ 0192 ] By using a badge degradation function / chart rather 
than a simple expiration date , a badging computing envi 
ronment ( e . g . , infrastructure and systems 600 ) , various com 
ponents of the badging infrastructure may support additional 
searching / matching features and more robust customization 
of the system for badge earner , employers , badge issuers , 
and other users . For example , rather than jobs / occupations 
have different badge requirements ( or preferred badges ) , 
they may have badge strength ( or badge level requirements ) . 
For instance , a particular job may require that applicants 
have earned Badge ABC , and also that this badge has a 
current status level or strength of at least 80 % . Thus , Badge 
ABC may be deemed to be important to the particular job , 
and any applicants who have not earned this badge recently 
( or have not refreshed or practiced the badge skills recently ) 
may need to do so before applying for the job . The job may 
require a second badge , Badge DEF , but might only require 
that Badge to have a current status level or strength greater 
than 0 % ( i . e . , not expired ) , meaning that although some 
familiarity with the Badge DEF skills is required for the job , 
even older and less practiced experience in those skills is 
sufficient . 
[ 0193 ] . Additionally , in some embodiments , the current 
status or strength of a badge may be used to determine what 
testing is required for the user to update or recertify their 
badge back to a newly issued ( i . e . , 100 % strength ) badge . 
Thus , the badge platform server may select a re - certification 
course or process ( e . g . , formal testing , simulations , written 
tests , etc . ) that depend on current status of the badge ' s 
degradation . If a user ' s badge is still at 65 % , a quicker and 
customized refresher course may be used to boost the user 
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back to 100 % , whereas if the user ' s badge is down to 5 % 
then the user may be required to re - take the entire certifi 
cation process again . 
[ 0194 ] Referring now to FIG . 29 , a flow diagram is shown 
illustrating a process for computing and outputting a badge ' s 
current status / strength level . In some embodiments , this 
process may be performed by a digital credential platform 
server ( e . g . , 610 , etc . ) in response to requests from various 
clients within the badging network ( e . g . , badge earners , 
issuers , employers or educational institutions , etc . ) . In step 
2901 , the platform server 610 responsible for storing / main 
taining the digital credential data store may receive a request 
for badge details of a user . In some examples , the request in 
step 2901 may be from the user himself / herself , who wants 
to review his / her current badges and badge strengths / sta 
tuses , etc . In other examples , the request in step 2901 may 
be from a current or potential employer , who has been 
authorized by the user to retrieve and view the user ' s current 
badges and badge status as part of a hiring process or review 
process . In other examples , a badge issuer or badge owner 
may be authorized to access and review the user ' s current 
badge statuses , for badges issued and owned by those 
entities , in order to recommend recertification or refresher 
courses , etc . Finally , users may make some or all of their 
badge status data publicly available ( e . g . , on a badge by 
badge basis , or for their entire badge portfolio ) and / or may 
actively post their badge strength / status data within a social 
media page and / or a digital credential profile page of the 
user that is maintained and published by the platform server 
610 . 
[ 0195 ] In step 2902 , the platform server 610 may retrieve 
the user ' s requested badges and may calculate a current 
badge status or strength value associated with each badge . 
As discussed above , while certain badges may simply have 
a status of expired or active , other badges may have an 
associated status / strength value that can be calculated using 
a degradation function . Different degradation functions may 
apply to different badges types and / or to different users . 
Thus , the same badge issued to different users may have 
different half - lives and may degrade at different rates and in 
different patterns based on a variety of factors . Thus , in step 
2902 , the platform server 610 may retrieve the degradation 
function associated with the particular instance of the issued 
badge to the user , and may calculate the current badge 
strength / status using the degradation function and the cur 
rent time / issued time / expiration time . 
[ 0196 ] Additionally , in some embodiments , the half - life of 
a badge and / or the particular badge strength / status may be 
affected by the user ' s other badges and other factors . For 
example , if the user has earned other complementary 
badges , badges having overlapping skill sets , related badges 
from the same issuer , etc . , then the platform server may 
modify the degradation function so that the user ' s badge 
degrades more slowly , and / or may apply a badge strength 
addition factor or multiplier factor . Additionally , the badge 
degradation rate also be affected by the user ' s current 
job / skills , observational data collected from an on - the - job 
monitoring / credentialing system , an analysis of the user ' s 
other related documents ( e . g . , emails , social media posts , 
documents , company records , web history , etc . ) . In step 
2903 , if the platform server 610 determines that any of these 
factors applies , then in step 2904 it may modify the current 
badge status / strength accordingly ( e . g . , by adding to the 
status / strength value or multiplying by a determine multi 

plier factor ) . Otherwise , if no additional related badges are 
found in the user ' s portfolio , and / or if no skills usage data 
is found relevant to the badge is found by the platform server 
610 , then the status or strength values determined for each 
badge are not modified . 
[ 0197 ] In step 2905 , the user ' s requested badge data , 
including the status or strength values that have determined 
or computed for each of the requested badges , may be 
provided in response to the request . As noted above , this 
more specific and granular badge data that includes a current 
badge strength / status level may be used to improve the 
matching of a user ' s current skill set to associated jobs / 
occupations , to demonstrate up to date skills during a job 
hiring or job review process , to suggest a refresher / recerti 
fication course for certain users with certain skills , and as a 
selling point for marketing of related / overlapping badges to 
reinforce skill sets , etc . 
[ 0198 ] Certain aspects of the invention provide support for 
storing , maintaining , and serving requests for “ resumes ” of 
badge earners / badge receivers . A user ' s resume may include 
the collection of badges that user has earned , and which still 
have an active status , including any or all of the various 
badge types and examples discussed above . Thus , a user ' s 
resume and badge portfolio may include education - based 
and skills - based badges , professional credentials , personal 
ity badges , DNA - based badges , health - based or fitness 
based badges , etc . In addition to storing a listing of badges 
that the user has earned , in some embodiments a user ' s 
resume also may include data ( or links to data ) including the 
badge details ( e . g . , badge description , skills , owner , etc . ) and 
issuance details ( e . g . , issue date , issuer , test center and type 
of testing process ( e . g . , written testing , live simulation , 
augmented reality or virtual reality simulation , etc . ) , issue 
location , etc . ) . Certain user badge resumes also may include 
current status of the user ' s badge portfolio , along with 
evidence data files and / or user authentication data identify 
ing the user authentication techniques / processes associated 
with the earned badge . 
10199 ] In various embodiments , a user ' s badge resume 
may include the user ' s badge portfolio , associated badge 
data , and / or various user interview views by which the 
user ' s resume data may be presented . For example , referring 
now to FIGS . 30A and 30B , two examples are shown of 
different user interface views for displaying a user ' s badge 
resume . In FIG . 30A , a badge list view 3000a is shown , in 
which the user interface may present the following data for 
each currently active badge issued to the user : ( 1 ) the badge 
data ( e . g . , badge title , description , endorsements , badge 
owner , etc . ) , ( 2 ) the associated skills listing for each badge , 
( 3 ) the current status of each badge , which may simply 
include a status listing of expired or active or a badge 
status / strength value calculated using a badge - specific and 
user - specific degradation function , ( 4 ) the badge issuer or 
issuing authority , ( 5 ) ( optional ) links to badge evidence data 
files providing documented proof that the user actually 
completed the badging requirements , and ( 6 ) data ( and / or 
links ) identifying the authentication techniques and pro 
cesses used by the user when testing / earning the badge ( e . g . , 
remote web - based login credentials , biometric authentica 
tion during in - person testing ( e . g . , formal written testing , 
live simulation or VR / AR simulation , etc . ) , photo identifi 
cation and / or signature provided during in - person testing , 
DNA provided during in - person testing , facial recognition 
during in - person testing , retinal scan during in - person test 
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ing , etc . ) . With support for all of these various authentication 
techniques during the badging / testing processes , it may be 
possible for individuals from different countries and conti 
nents , learning skills from unknown schools or data sources , 
and / or without any government identification documents or 
formal proof of identity , to nonetheless prove to a potential 
employer or other resume recipient that the user legitimately 
and authentically earned the badges on their resume ( e . g . , 
based on evidence files and using authentication methods 
such as facial recognition , biometric data , DNA data , etc . ) . 
[ 0200 ] In step FIG . 30B , a corresponding skills view 
3000b is shown , in which each skill associated with one or 
more of the badges listed in view 3000a may be aggregated / 
summed and quantified into a bar graph or other output 
display . For example , if the user has earned multiple badges 
and / or profession certifications that are each associated with 
the skill of “ forensic accounting , " then a “ forensic account 
ing ” skill value may be determined for each badges / certifi 
cations ( e . g . , based on the intensity of badging course / 
certification , the course level ( e . g . , intro , intermediate , 
advance , etc . ) , the length of the course , how much the course 
on the skill of the forensic accounting versus other related 
skills , etc . ) . Then , the forensic accounting ” skill value for 
each of the badges may be summed and presented in the 
skills view 3000b . 
[ 0201 ] Badge resume data and views may be designed and 
customized in a number of ways . For example , users may 
design or select their preferred badge resume views in order 
to highlight their strengths and achievements for potential 
employers . The underlying badge resume data , as well as the 
badge view user interfaces , may be stored in a central server 
location ( e . g . , a digital credential platform server 610 ) , 
which may receive and respond to requests for badge 
resumes of various users . In other cases , badge resume data , 
resume user interface views , underlying evidence and 
authentication data , etc . , may be exported and stored by the 
individual user . For instance , users may have the function 
ality to download their badge resume data and user interface 
views onto a local client computer and / or portable storage 
( e . g . , CD , flash drive , etc . ) to allow their resume to be 
carried to a job interview or shared with others at a net 
working event , etc . 
[ 0202 ] Additionally , each badge listed within a user ' s 
badge resume may have associated permissions that govern 
which users may request and receive the particular badge . 
For instance , a user may authorize certain other users / groups 
to retrieve and view the user ' s badges relating to a particular 
technical field but not other fields , or may authorize certain 
users / roles to view the user ' s education - based and profes 
sional skills - based badges but not the user ' s personality 
badges or DNA badges , or vice versa . In additional to access 
permissions on individual badges , separate sets of access 
permission may be set and enforced for the data associated 
with the badge ( e . g . , evidence files , user authentication 
methods , etc . ) and for particular user interface views ( e . g . , 
allowing potential employers or other users / roles to see 
certain views but not others ) . Thus , referring now to FIG . 31 , 
a flow diagram is shown for receiving and serving requests 
for a user ' s badge resume data . In step 3101 , a platform 
server 610 may receive a request for some or all of a 
particular user ' s badge resume . In step 3102 , the platform 
server 610 may perform authorization / authentication on the 
request to determine which badges of the user , as well as 
related data associated those badges , and / or which resume 

views the requestor is authorized to access and view for the 
requested user . In some cases , such determinations may 
require explicit authorization from the user himself or her 
self for the requestor to retrieve and view the user ' s badge 
resume , in order to prevent any unwanted parties from 
accessing the user ' s badge resume . Thus , step 3102 may 
include verifying the requestor ' s identity or role and com 
paring to an access control list or other permissions data 
associated with individual badges , associated badge evi 
dence or authentication data , and / or specific badge resume 
views . In some cases , step 3102 may include a real - time 
request sent by the platform server 610 to a client device 
associated with the user , to allow the user the option to allow 
or reject the request for their badge resume . In step 3103 , 
assuming that the requestor has been granted access to some 
or all of the user ' s bade resume data , the authorized badge 
resume view ( s ) , including the user ' s badge portfolio listing 
and / or associated badge data may be retrieved and for 
warded to the requestor . If the requestor is authorized to 
access only some of the user ' s badges , or some of the user ' s 
resume views , then the badge data / user interface views 
retrieved and output in step 3103 may correspond to the 
subset of the user ' s full badge resume that the requestor is 
authorized to view . 
[ 0203 ] In some examples , the request in step 3101 may be 
from the user himself / herself , who wants to review their 
badge resume . In other examples , the request in step 3101 
may be from a current or potential employer , who has been 
authorized by the user to retrieve and view the user ' s badge 
resume and all work - relevant badges , as part of a hiring 
process or review process . The user ' s badge resume may 
allow the employer or potential employer to quickly view 
the user ' s badge portfolio and skills metrics , along with the 
current status and recent usage data for their badge skills . 
Additionally , the employer or potential employer may be 
permitted to view evidence data and / or the user ' s authenti 
cation process data , to verify that the user actually com 
pleted the badge requirements , and also may allow the 
employer or potential employer to observe the user ' s behav 
iors , responses , reactions first - hand , thus allowing them to 
evaluate the user ' s reaction time , efficiency , mental state , 
decision - making , etc . , and other difficult to quantify char 
acteristics . In still other examples , users may make some or 
all of their badge resume publicly available ( e . g . , on a 
badge - by - badge basis ) and / or may actively post their badge 
resumes as multimedia files or data records within a digital 
credential profile page of the user that is maintained and 
published by the platform server 610 . 
[ 0204 ] As discussed above , in various embodiments the 
systems used to govern the creation of new badge types , the 
issuance of new badges , storing of badges and associated 
badge data , managing badge endorsements , and the like , 
may be implemented via a centralized badge platform com 
prising one or more computer servers . In some cases , the 
badge platform may be implemented using web servers 
and / or via web services solutions ( e . g . , SOAP , REST , etc . ) , 
and such systems may be cloud - based , distributed , etc . 
Access to the data and functionality of the badge platform 
servers may be enabled via network interfaces and various 
network communication techniques , including secure pro 
tocols , data encryption , and the like . 
[ 0205 ] Referring now to FIG . 32 , a block diagram is 
shown illustrating an example of a badge storage and 
management system 3200 supporting a number of different 
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types of badge - related functionality and requests from vari 
ous client types . The badge platform server 3210 may 
include one or more badging servers similar or identical to 
the server 610 discussed above . Thus , server 3210 may be 
configured as a badge repository and credentialing system , 
supporting interfaces for badge owners , issuers , earners , 
endorsers , and various other external client devices . As 
shown , server 3210 may include a badge data store config 
ured to store badging data , such as the details of the 
particular badges earned by / issued to particular users , as 
well as other badge - related information ( e . g . , relationships 
between badges , badges and skills , badge evidence , job 
listing data , etc . ) . In some embodiments , badge platform 
server 3210 may be implemented by one or more web - based 
servers and accessible via web - based communication pro 
tocols . 
[ 0206 ] As shown in this example , the badge platform 
server 3210 may support separate access portals and / or 
provide separate functionality to several different types ( or 
roles ) of client devices . For example , badge platform server 
3210 may provide functionality to support interactions from 
badge owners 3220 ( e . g . , to define and create new types of 
badges , etc . ) , badge issuers 3230 ( e . g . , to issue new badges 
of a particular type to users who have completed the 
necessary courses , tests , or other badge requirements , etc . ) , 
badge earners / receivers 3240 ( e . g . , to review and accept 
badges that have been issued to the earner , and to review and 
customer the user ' s badge portfolio , etc . ) , and badge endors 
ers 3250 ( e . g . , to review and provide endorsements to 
different badge types and / or instances of issued badges to 
users , etc . ) . Additionally , badge platform server 3210 may 
support additional functionality associated with various dif 
ferent types of users seeking different types and / or views of 
information from the badging system . For instance , the 
badge platform server 3210 may support separate access 
portals and / or client functionality directed to social media 
clients 3260a ( e . g . , providing badge portfolio views , sharing 
badges , endorsement functionality , badge - related notifica 
tions , etc . ) , job poster clients 3260b ( e . g . , creating and 
importing job listing data into the system , associating job 
listings or occupations with badges , skills , and / or other 
badge - related data , etc . ) , recruiter clients 3260c ( e . g . , cre 
ating and importing job data and / or candidate data into the 
system , associating candidates with job listings or occupa 
tions , and vice versa , etc . ) , and employer clients 3260d ( e . g . , 
viewing organizational badge - related statistics , skills , per 
forming industry analysis and competitive research , etc . ) . 
[ 0207 ] As shown in this example , a badge platform 3210 
may serve different types of clients / requires via different 
portals . In various embodiments , portals may represent 
different points of client access to the system 3210 , such as 
different domains , URLs , web services and / or API func 
tions . In some cases , the system 3210 may have a single 
central point of access ( e . g . , web - based , service - based , or 
client application ) , that may provide access to the different 
types of client functionality offered after the user is authen 
ticated and / or logged - in . For example , referring now to FIG . 
33 , a flow diagram is shown providing a general outline for 
a client interaction with a badging / credentialing system . 
Thus , in some embodiments , this process may be performed 
by badge platform server 3210 , in response to requests any 
of the various client types within the badging network 
described above ( e . g . , badge earners , issuers , employers , 
recruiters , etc . ) . In step 3301 , the badge server 3210 respon 

sible for storing / maintaining the badge data store and pro 
viding the associated badge - related functionality may 
receive a request from one of user devices 3220 to 3260 . In 
some examples , the request in step 3301 may be from the a 
badge earner himself / herself , who wants to review his / her 
current portfolio of badges , and badge statuses , and other 
associated badge data , etc . In other examples , the request in 
step 3301 may be from a badge issuer 3230 , badge owner 
3220 , a current or potential employer of a badge earner 
3260 , a recruiter 3260 , or other third - party . 
[ 0208 ] In step 3302 , the badge platform 3210 may authen 
ticate the request received in step 3301 including determin 
ing the user type ( or role ) and access permissions associated 
with the requesting user ( and / or requesting device or access 
network ) . In some cases , the request data may indicate the 
user ' s role ( e . g . , based on the URL or access point to which 
the request was directed , or based on a selection from the 
user of a particular view to retrieve ) . For authentication , the 
badge platform 3210 may validate the requestor ' s username 
and password or other credentials provided with the request , 
to determine whether or not the requestor is an authorized 
user within the badge network . In some cases , the charac 
teristics of the user ' s device 3220 - 3260 and / or characteris 
tics of the access network from which the requestor is 
communicating also may be used to determine the request 
or ' s level of access . In addition , to determining whether or 
not the requestor may access the badge platform 3210 at all , 
step 3302 may further include determining which particular 
badge data ( e . g . , user data , badge portfolios , other associated 
badge data ) that the requestor has access to . For instance , an 
individual entity such as a badge earner or badge issuer may 
be granted permissions to access their own earned / issued 
badges , but not badges earned or issued by other private 
entities . Other entities such as employers , schools , recruit 
ers , etc . , may be granted access to the badges and badge 
portfolios of a specific set of badge owners , issuers , earners 
that are associated with the entity ( e . g . , employees , students , 
or members of the organization ) or which have expressly 
granted permissions to the requestor . Finally , in step 3302 , 
the badge platform 3210 may determine which system 
features that the requestor is permitted to access . Such 
features may include a subset of the available user interview 
views , data analysis features and tools , etc . 
[ 0209 ] In step 3303 , the based on the authentication and 
the requestor ' s access permissions determined in step 3302 , 
and based on the data / views requested by the requestor , the 
badge platform 3210 may retrieve and populate one or more 
views and / or other badge - related features , and in step 3304 
may transmit the requested views back to the requestor ' s 
device . Several example views and badge - related features 
are described in the following sections . 
[ 0210 ] As noted above , in some embodiments a badge 
storage / management network 3200 and / or badge platform 
server 3210 may be configured to provide features , func 
tionality , and user interface views specific to badge earners . 
Badge earners ( or receivers ) 3240 may generally interact 
with the badge platform server 3210 to accept badges , view 
and edit their badge portfolio , share badges , etc . Additional 
badge features may be provided for badge earners looking 
for new jobs , new careers , and / or new badges to acquire . In 
some embodiments , badge earners may input or upload their 
current badges , along with additional qualifications ( e . g . , 
educational , skill sets , etc . ) , and the badge platform server 
3210 may determine and provide a list of current job listings 
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( and / or occupations in general ) for which the badge earner 
is qualified . Badge earners also may interact with the badge 
platform server 3210 , to input a job or list of jobs that they 
have interest in , and may receive from the server 3210 a list 
of badges , qualifications , and / or skill sets that the badge 
earner may need to obtain to be qualified for the selected 
jobs / occupations . As another example , a badge earner may 
input a particular badge that they are considering earning , 
and the badge platform server 3210 may output a set of new 
job options / listings that may potentially become available to 
the badge earner after earning the selected badge , along with 
related data such as expected changes in salary , career arc , 
etc . , if the badge earner obtains the badge . These features 
may be based on artificial intelligence and / or analytics 
processes performed by the badge platform server 3210 , 
based on source data including job listing databases , job 
skills requirements data , and data from other badge earners / 
job seekers , etc . 
[ 0211 ] Referring now to FIG . 34 , an example user inter 
face screen ( e . g . , a web page or application display screen ) 
is shown representing a badge earner view 3400 that illus 
trates various features that may be available to authorized 
badge earners via the badge platform server 3210 . As shown 
in this example , after logging - in to the badge earner user 
interface 3400 , the badge earner may be provided several 
possible data screens and features related to the user ' s badge 
portfolio . Initially , the user may view their badge portfolio 
( e . g . , via the “ Badge View ” tab ) , which may include a badge 
listing of the user ' s active badge and links to badge - related 
data such as evidence files and authentication data ( e . g . , 
signature files collected during testing , biometric data , etc . ) . 
While viewing their badge portfolio , the user interface 3400 
may provide badge earner with buttons / links to add or 
approve a new badge to the portfolio , share badges , remove 
badges , and / or to download or export a portion or all of the 
user ' s badge portfolio to a local computer 3240 or portable 
storage device . 
[ 0212 ] In various embodiments , other features provided 
via the badge issuer view 3400 user interface may include an 
aggregated skills profile for the badge earner ( e . g . , via the 
“ Skills View ” tab ) based on the user ' s earned badges , the 
badge - skills associations , and other user data acquired by 
the system related to the badge earner ( e . g . , badge strength 
data , on - the - job monitoring data , educational data and other 
credentials , etc . ) . Additionally , a job listing tool may be 
provided in some embodiments , providing the badge earner 
a set of recommended current job listings ( e . g . , via the “ Job 
Listings ” tab ) based on the badge earner ' s current badge 
portfolio , skills , and other profile data ( e . g . , geographic 
location , career data , current salary , and / or customized 
parameters provided by the user ) . The badge platform server 
3210 also may provide a set of suggested badges ( e . g . , via 
the “ Suggested Badges ” tab ) based on the user ' s current 
badge portfolio , current skill sets , employer and current job 
position , etc . For example , badge suggestions may be based 
on peer - recommendations of badges in the user ' s technical 
field , such as a continuation on to a more advanced badge in 
an area where the user has already earned a beginner level 
badge . Additional suggestions may be based on analyses of 
other badge earner ' s portfolios having similar or overlap 
ping badges / skills , or badges preferred by the badge earner ' s 
current or prospective employers , job market data , etc . In 
some embodiments , a badge analyzer or badge planner tool 
may be provided to badge earners ( e . g . , via the “ Badge 

Planner ” tab ) that allow the badge earner to particular badge 
that is not in their portfolio , and the badge platform server 
3210 may analyze the effects that additional badge will have 
the earner ' s portfolio if the earner were to obtain the badge . 
The effects may include an updated skills view , additional 
job listings for which the earner would be eligible , expected 
changes in salary , job promotion rate , lifetime earnings , etc . 
Additionally , in some embodiments , the badge platform 
server 3210 may provide a career planning / mapping tool 
( e . g . , via the “ Career Mapping ” tab ) that allows the user to 
chart the results of the user ' s different possible badging 
scenarios ( e . g . , letting badges expired , maintaining badges , 
earning new badges , etc . ) , and to view the results in terms 
of short - term and long - term career options . Thus , a career 
planning / mapping tool may provide a badge curriculum and 
time table that the badge earner may follow over the next 
year , five years , ten years , etc . , to allow the badge earner to 
be qualified for their dream job . The career planning 
mapping tool may also allow the earner to explore alterna 
tive scenarios where they earn different badges at different 
times , to see the career effect of those decisions . Finally , the 
career planning / mapping tool may optimize certain career 
paths for the user by selecting the optimal route in terms of 
badge cost , time commitment , overall time , and by distin 
guishing critical badges versus superfluous badges with 
respect to the user ' s career aspirations . 
[ 0213 ] As noted above , in some embodiments a badge 
storage / management network 3200 and / or badge platform 
server 3210 may be configured to provide features , func 
tionality , and user interface views specific to employers . 
Employers may have associations with multiple badge earn 
ers , including current employees and / or prospective employ 
ees such as interview candidates that have granted the 
employer access to some or all of the their badge portfolio 
data . Employers may generally interact with the badge 
platform server 3210 to review the badge portfolios and / or 
aggregated badge / skill statistics for their employees , review 
badge portfolios and skills of potential employees , review 
industry data , perform competitive analyses against badge 
related data of other employers , create job postings , discover 
badges to help better train their workforce , and the like . 
[ 0214 ] Referring now to FIG . 35 , another example user 
interface screen ( e . g . , a web page or application display 
screen ) is shown representing an employer view 3500 that 
illustrates various features that may be available to autho 
rized employers that have logged into the badge platform 
server 3210 . As shown in this example , employers may 
interact with the user interface of the employer view 3500 to 
review several possible data screens and access badge 
related features and tools applicable to the employer ' s 
current workforce or business as a whole . In some cases , the 
employer view 3500 may include a customizable display of 
the aggregated badge statistics for the employer ' s workforce 
( e . g . , via the “ Badge Stats ” tab ) , which may include an 
aggregated listing of the badges of the employer ' s 
employee , along with related data such as the percentage of 
employees having each badge , the percentage of employees 
who have positions that require the badge ( rather those who 
have chosen to earn the badge voluntarily ) , the salary 
difference ( versus median salary ) of badge earners , the 
average employee level of badge earners , the average review 
score of badge earners , and the average age of the badge 
amount badge earners . Although in this example the user has 
selected to review the badge listing for the entire workforce 
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of the employer , in other examples the user may analyze the 
badge portfolios of individual employees , departments , divi 
sions , product units , office locations , employee levels , and 
or any combination of these variables in order to analyze the 
badge data of a particular subset of the employer ' s work 
force . 
[ 0215 ] In various embodiments , other features provided 
via the employer view 3500 user interface may include an 
aggregated skills profile for the employer ' s workforce ( e . g . , 
via the “ Skills Stats ” tab ) based on the earned badges of the 
employer ' s workforce , the badge - skills associations , and 
other workforce data acquired by the system . The employer 
view 3500 also may provide competitive analysis tools ( e . g . , 
via the “ Industry Comparison ” tab ) that allows the employer 
to compare badge statistics and / or skill statistics of their 
workforce to other employers in the same industry , and also 
to compare employment - related metrics such as salaries , 
benefits , employee satisfaction data , employee retention 
data , growth data , profitability data , current job listings , and 
other employer data . Using such data , correlations may be 
established between particular companies , skills , badges , 
and company metrics . Additionally , the employer view 3500 
may allow the user to create new job postings that will be 
stored by the badge platform server 3210 ( e . g . , via the “ Job 
Postings ” tab ) , and / or to review and edit the employer ' s 
current job postings . In some embodiments , a customizable 
candidate search tool also may be provided ( e . g . , via the 
“ Candidate Search ” tab ) to allow the employer to proactive 
identify potential candidates to fill current or upcoming job 
postings . A candidate search tool may allow the employer to 
input job descriptions , qualifications , badges / skills , and / or 
other job - related data ( e . g . , salary range , geographic loca 
tion , other skills or traits , etc . ) , and the badge platform server 
3210 may execute a search for corresponding candidates . 
Additionally , the employer view 3500 in some embodiments 
may provide a team analyzer and / or team builder tool ( e . g . , 
via the “ Team Builder ” tab ) that analyzes a small to medium 
size work group based on overall skill sets , complementary 
skills and other abilities / traits ( e . g . , using personality , emo 
tion , temperament , DNA - based , and / or health - based badge 
data , etc . ) , and uses the analysis to evaluate existing teams 
and to design new teams of collaborative workers based on 
the data . 
( 0216 ) As noted above , in some embodiments a badge 
storage / management network 3200 and / or badge platform 
server 3210 may be configured to provide features , func 
tionality , and user interface views specific to recruiters . 
Recruiters may receive authorization to access badge earner 
portfolios and job listing data from the badge platform 
server 3210 , and may use the data to perform candidate 
searches based on job listings , job searches based on can 
didate profiles , and other related recruiter tasks . In some 
cases , individual recruiter users may first receive authoriza 
tion to access the badge data store , job listing database , etc . , 
from individual badge earners , employers on behalf of their 
companies or employees , educational institutions , badge 
owners or issuers , etc . Various recruiter features may be 
supported by the badge platform server 3210 to allow a 
recruiter to input job listing data and find candidates based 
on the listings , or to search on behalf of a candidate and look 
for suitable job for the candidate . 
[ 0217 ] Referring now to FIG . 36 , another example user 
interface screen ( e . g . , a web page or application display 
screen ) is shown representing a recruiter view 3600 that 

illustrates various features that may be available to autho 
rized recruiters that have logged into the badge platform 
server 3210 . As shown in this example , recruiter analyze job 
listing data and badge earner portfolio data to attempt to find 
candidates that match job listings and vice versa . As shown 
in example user interface 3600 , a recruiter view may include 
a candidate search tool ( e . g . , accessible via the “ Candidate 
Search ” tab ) that allows the recruiter to input a job listing 
identifier and / or a set of job - related criteria , and then to 
execute a search within the badge data store for qualified 
candidates with badges / skills that match the position 
description and skills of the job listing . A related job search 
tools ( e . g . , accessible via the “ Position Search ” tab ) may 
perform a similar analysis that allows the recruiter to input 
a badge earner identifier , badge portfolio and / or other can 
didate information , and then to execute a search within an 
internal or external job listing database for jobs having 
descriptions , associated badges and / or skills that match the 
candidate ( badge earner ) input . For both a candidate search 
tool and a job search tool , various additional matching 
analyses and criteria may be includes , for example , geo 
graphic regions / locations of the job posting and / or the 
candidate , expected salary ranges for the job posting and / or 
the candidate , candidate seniority , career arc , etc . Further , in 
some embodiments , both job postings and / or candidates 
may input a customizable list of priorities which can com 
pared to statistics / metrics stored by the badging network 
3200 when determining a matching job or matching candi 
date . For instance , job seekers may provide preferences to 
recruiters relating to employee satisfaction stability , and / or 
growth of the hiring companies . Similarly , job posters may 
provide candidate preferences to recruiters relating to per 
sonality types , stress management , personal interaction 
skills , career arc / career goals of potential candidates , and the 
like . 
[ 0218 ] . As noted above , in some embodiments a badge 
storage / management network 3200 and / or badge platform 
server 3210 may be configured to provide features , func 
tionality , and user interface views specific to badge owners 
and / or badge issuers . Badge owners and / or issuers may 
interact with the badge platform server 3210 to design , 
create , and manage different badge types , may issue ( and / or 
revoke ) badges of particular types to users , etc . Additionally , 
in certain badging systems , the platform server 3210 may 
support functionality to allow badge owners and issuers to 
evaluate their current badge offerings , review badging sta 
tistic , change their badge offerings , discontinue badges , and 
the like . For example , owners and / or issuers may analyze 
their owned / issued badges based on demand data for badges 
and / or skills that the platform server 3210 may compile 
based on job listings , badge earner portfolio analyses , and 
market data . In some embodiments , badge owner and / or 
issuers may be allowed to tailor and group the skills sets of 
their different badge offerings to modify , customize , and 
market their badges more effectively to employers and 
individual badge consumers . Badge owners / issues also may 
be provided the functionality to examine trends for particu 
lar badges and / or particular skills , and also to bundle badges 
into packages , or to separate out individual badges , based on 
various analyses of badge data , skills data , job candidate 
data , job listing data , market data , etc . 
[ 0219 ] Referring now to FIG . 37 , an example user inter 
face screen ( e . g . , a web page or application display screen ) 
is shown representing a badge issuer view 3700 that illus 
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trates various features that may be available to badge owners 
and / or issuers via the badge platform server 3210 . As shown 
in this example , after logging - in to the badge issuer view 
3700 , the badge issuer may be provided several possible data 
screens and features related to the badges owned by and / or 
issued by that issuer . Initially , the user may view their issued 
badge statistics ( e . g . , via the “ Issued Badges ” tab ) , which 
may include a badge listing of each badge type that the 
issuer issues , as well as various statistics and issuance 
metrics such as the number of issued badges of the based 
type , the percentage of those badges that are still active , the 
recent trend is badge issuances for that type , the skills 
associated with the badge type , the issuer ' s rank among 
other issuers of the same badge type , etc . While viewing 
their badge issuance metrics , the user interface 3700 may 
provide badge issuer with buttons / links to initiate a new 
issuance of the badge type and / or to revoke a previously 
issued badge . 
[ 0220 ] In various embodiments , other features provided 
via the badge issuer view 3700 may include a full descrip 
tion of the issuer ' s badge - related offerings ( e . g . , via the 
“ Badge Offerings ” tab ) , which may include all badge types 
offered , descriptions , skills , offered bundle , packages , asso 
ciated prices , offering locations for courses , testing , etc . 
Additionally , skills - based analysis of the issuer ' s badges and 
other offerings may be provided ( e . g . , via the “ Badge - Skills 
Mapping ” tab ) to allow issuer view aggregated lists of skills 
associated with its issued badges , and also to design badges 
and / or badge bundles that focus on particular skills or 
include multiple complimentary skills within the same 
bundle . In some embodiments , the badge issuer view 3700 
also may include a tool allowing the badge issuer to find job 
data , both for current jobs and / or job listings , associated 
with the badge types and bundles the issuer issues ( e . g . , via 
the “ Badge - Jobs Mapping ” tab ) . A job mapping tool may 
provide data indicating which of the issuers badges are most 
highly in demand based on the current job postings in a jobs 
database . 
[ 0221 ] Certain aspects described herein relate to an auto 
matic recruiting engine and corresponding functionality that 
may analyze available data within a badging platform and 
determine matches between individuals ( e . g . , badge earners ) 
and potential employers . For example , in some embodi 
ments , an automatic recruiting engine may perform some or 
all of the tasks of a professional recruiter , and may take the 
place of a recruiter role or a job seeker role by proactively 
performing matching analyses between available / potential 
job listings and potential candidates for those jobs . The 
automatic recruiting engine and / or associated badging plat 
form may provide notifications to users ( e . g . , badge earners ) 
of job listings for which the user is qualified , and / or noti 
fications to employers that may be looking candidates hav 
ing a specific skill set and / or matching a specific profile . In 
certain embodiments , automatic recruiting engine may also 
include functionality to provide badge earners with sugges 
tions of particular badges that may expand their job pros 
pects , based on analyses of the current job market / job 
listings and the user ' s badge portfolio and other qualifica 
tions . An advanced skills - based or badge - based matching 
analysis may be performed , but in certain examples the 
analysis may include additional factors such as age , senior 
ity , worker career arc , personal candidate data , location , 
salary expectations , etc . 

[ 0222 ] Referring now to FIG . 38 , an example computing 
environment 3800 is shown , including a badge platform 
server 3810 , in communication with employer client devices 
3860 , badge issuer devices 3830 , and / or bade earner devices 
3840 . In some examples , the badge platform server 3810 
may be a badging server similar or identical to the digital 
credential server 610 discussed above . Thus , server 3810 
may be configured as a badge repository and credentialing 
system , acting as a clearinghouse for badge owners , issuers , 
earners , endorsers , etc . As shown in this example , server 
3810 may include an automated recruiting engine 3815 
configured to perform , among other tasks , an automated 
matching analysis between potential employees and jobs / 
employers . In some embodiments , the recruiting engine 
3815 may retrieve and analyze worker - related and / or job 
related data from various data stores , which are shown as 
internal data stores or database in this example but may be 
implemented as external data sources in other cases . For 
instance , badge data stores may be configured to store 
badging information such as the details of the particular 
badges earned by particular users ( e . g . , badge portfolios ) , 
including any combination of the badge data and associated 
data discussed above . Additionally , a user data store may 
store various user data for users who have earned badges 
stored within the badge data store . Such user data may 
include demographic data , employment and educational 
data , other qualifications , current employment details , cur 
rent salary and salary preferences , current hours / lifestyle 
and hours / lifestyle preferences , current work satisfaction , 
current work location and work location preferences , etc . 
Additionally , a job listing database may include recent / 
current jobs postings from various employers . Jobs postings 
in this database may include a variety of job description 
data , qualification requirements , and other factors , include 
data such as job title , job description , required badges , 
required skills , required educational qualifications , required 
abilities / traits , job location , job hours / days commitment , job 
salary or range , company information , and the like . Addi 
tionally , in some embodiments data from an employment 
database also may be used in the matching analyses per 
formed , including data relating to the jobs / positions cur 
rently held by workers at different companies . Such employ 
ment data may include , for a company ' s current workforce , 
current positions held , salaries , locations , job descriptions , 
skills , requirements , qualifications , technologies used , cur 
rent job satisfaction level , etc . 
[ 0223 ] In this example , the badge platform server 3810 
may receive such data from various external data sources , 
including employer devices 3860 , badge issuer devices 
3830 , and badge earner devices 3840 , as well as other 
external data sources including job data , employment mar 
ket data , technical / skills data , etc . As discussed below in 
more detail , the automated recruiting engine 3815 within 
server 3810 may use various matching algorithms , analytics 
engines , and / or artificial intelligence components to analyze 
the data and identify potential matches between workers and 
jobs / companies . 

[ 0224 ] Referring now to FIG . 39 , a flow diagram shown 
illustrating an example process of analyzing worker / em 
ployee data , and job / company data , in order to determine 
potential matches that may be suggested to one or both 
parties . Thus , in some embodiments , this process may be 
performed by badge platform server 3810 , using an auto 
mated recruiting engine 3815 to retrieve and analyze data in 
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order to determine possible matches . In step 3901 , the 
recruiting engine 3815 may retrieve badge data , user data , 
employment data , and / or job listing data relating to one or 
more employers and users within the badging network 3800 . 
The data retrieved in step 3901 may include any or all of the 
data from the various data sources discussed above . In step 
3902 , the recruiting engine 3815 may analyze the data 
retrieved in step 3901 to determine one or more potential 
matches between workers and jobs . As noted above , the 
analysis in step 3902 may use data matching algorithms , 
analytics engines , and / or artificial intelligence components 
to analyze the data and identify potential matches between 
workers and jobs . In some cases , the analysis in step 3902 
may be limited to only job seekers , while in other cases the 
analysis may include currently employed workers ( e . g . , so 
the recruiting engine may potentially suggest a new job or 
career change ) . Additionally , in some cases , the analysis in 
step 3902 may be limited to only existing job postings from 
employers , while in other cases the analysis may match a 
worker to an employer even if that employer has is not 
currently hiring . The matching in step 3902 may be based on 
any combination of the user data , badge / skills data , job data , 
and employment data discussed above . For instance , the 
recruiting engine 3815 may even include data points such as 
the satisfaction level of a current employee which may be 
determined based on employee surveys or other direct 
feedback , or inferred based on job seeking / web - browsing 
behavior , a decline in performance , and / or recently acquir 
ing new badges or other qualifications which may indicate 
an intention to change jobs or careers . Additional factors 
such as salary matching , location matching , career arc 
projections , lifestyle matching ( e . g . , hours , stress , dress 
code , corporate culture ) , also may be used along with badge 
and skills matching , to determine candidates for jobs / com 
panies and vice versa . In step 3903 , the automated recruiting 
engine 3815 may determine whether or not to transmit 
notifications based on the worker - to - job / company matches 
identified in step 3902 . In some cases , the determination of 
whether to transmit a notification may be based on the 
strength of the match ( e . g . , a high correlation between the 
worker characteristics and job listing characteristics greater 
than a similarly threshold would trigger notifications ) . The 
determination also may be based on whether or not the 
individual user and / or employer has requested or subscribed 
for such notifications , including any specific criteria pro 
vided by the worker ( e . g . , only notify me of my top 3 
matches per week , only notify me of jobs in California , only 
notify me of jobs with a 15 % salary increase , only notify me 
of jobs that use my most recent acquired badge skills , etc . ) 
and / or specific criteria provided by the employer ( e . g . , only 
notify us for matches of current employees of a competitor 
company , only notify us for matches who have badge ABC , 
etc . ) . In step 3904 , the notifications determined in step 3903 
( if any ) may be generated by the automated recruiting 
engine 3815 and transmitted from the badge platform server 
3910 to the appropriate party . In some cases , such notifica 
tions may inform the worker or employee of the potential 
match , but might not reveal the identity of the matching 
counterparty until a later time ( e . g . , until both parties except 
the match or until the party has paid their subscription fee , 
etc . ) . 

[ 0225 ] Certain aspects described herein relate to determin 
ing and analyzing the skills profiles of users based on the 
badges those users have earned ( and / or additional factors ) , 

and then providing feedback and additional functionality to 
the badge earners based on their skills profile . For instance , 
different badge offerings may have overlapping skills , or 
may have complementary skills or substitute skills with 
respect to certain technical fields or occupations . That is , 
different badges and / or skills in certain fields may be 
complementary to one another , in that they may be accept 
able substitutes in the eyes of potential employers . Also , 
different occupations ( and / or different technical fields or 
employers ) may require different amounts of training , dif 
ferent sets of badges , different levels of various skills , etc . , 
to be competitive in the job market . For instance , in certain 
occupations , candidates are often hired for quality entry 
level positions after obtained only a bachelor ' s degree , while 
in other occupations the candidates generally need a more 
advanced degree ( e . g . , a masters or PhD ) to be competitive 
in the job market . Still other occupations require no college 
degrees . Thus , depending on the candidate and the job / field / 
occupation they are seeking , it may hinder the candidate ' s 
opportunities and job prospects to acquire either too little or 
too much education ( e . g . , badges / skills ) , and will always 
hinder the candidate to acquire educational degrees , badges , 
and / or skills that are duplicative of what they already have 
or are a mismatch for the job or occupation they seek . Thus , 
certain embodiments herein including determining skills 
profiles for users and the analyzing / evaluating the skills 
profiles to suggest badges , map skills profiles to occupations 
or technical fields , etc . 
[ 0226 ] Referring now to FIG . 40 , an example computing 
environment 4000 is shown , including a badge platform 
server 4010 configured to retrieve and generate skills view 
data and analyses using a skills view analyzer 4015 . In some 
examples , the badge platform server 4010 may be a badging 
server similar or identical to the digital credential server 610 
discussed above . Thus , server 4010 may be configured as a 
badge repository and credentialing system , acting as a 
clearinghouse for badge owners , issuers , earners , endorsers , 
etc . As shown in this example , the skills view analyzer 4015 
may be configured to receive and respond to requests from 
user devices 4060 generate skills views based on the user ' s 
badge portfolio ( and / or other user data ) , and to analyze the 
user ' s skills views with respect to the user ' s current occu 
pation and / or other occupations and technical fields . In order 
to establish a skills view for a particular user , the skills view 
analyzer 4015 may retrieve and analyzer user data from 
various data stores . For example , a badge data store may be 
configured to store badging information such as the details 
of the particular badges earned by particular users ( e . g . , 
badge portfolios ) , including any combination of the badge 
data and associated data discussed above . Additionally , user 
data stores may store various additional user data for badge 
earners , such as demographic data , employment and educa 
tional data , other qualifications , current employment details , 
other attributes / traits , etc . A user ' s skills profile may be 
generated by retrieving and aggregating the skills associated 
with each of the user ' s badges , factoring in any possible 
degradation in the skills based on the length of time since 
each badge was earned , and then further factoring in the 
additional user data ( e . g . , educational data , employment 
data , on - the - job monitoring data , etc . ) , to determine the 
user ' s current skill level for a plurality of different skills . 
[ 0227 ] As discussed below , the user ' s skills profile may be 
compared to a plurality of profiles stored within a skills 
profile library , and each profile in the library may correspond 
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to a particular occupation , job , technical field , or employer , 
etc . The profiles within the library may be predetermined 
and pre - stored based on various types of analyses . For 
instance , skills profiles within the library for certain occu 
pations , jobs , technical fields , and / or employers may be 
input by an administrative user ( e . g . , a user associated with 
a job posting , an employer , etc . ) . In other cases , skills 
profiles within the library for occupations , jobs , technical 
fields , and / or employers may be determined by analyzing 
current employment data , job listing , etc . , and averaging 
skills ( or using other techniques such as vector space analy 
sis ) to generate the skill profiles within the library . 
[ 0228 ] Referring now to FIG . 41 , an example diagram is 
shown representing a user interface screen ( or multiple 
related screens ) showing a visual comparison between a 
user ' s skills profile and other related profiles . In this 
example , a user has logged in to the skills view analyzer 
4015 via a client device 4060 to request a skills profile . The 
user ' s skills profile may be displayed graphically , as in this 
case , with different bars representing the amount ( e . g . , 
current level ) of different skills groups . In other cases , the 
user ' s skills profile may be output numerically via a chart of 
numbers or a spreadsheet describing the user ' s current skill 
level at a variety of different skills . As noted above , the 
user ' s current skill level for each skill ( or group of related 
skills ) may be determined by analyzing the badges earned by 
the user , the age of the badges , on - the - job monitoring , other 
tests and simulations , as well as other user data such as 
educational data , employment data , other professional cer 
tifications or verified traits / abilities of the user . 
[ 0229 ] As shown in this figure , the example user interface 
may provide the user with options to compare the user ' s 
current skills profile against various skills profiles retrieved 
from the library or from other sources . For instance , the 
skills view analyzer 4015 may compare the user ' s skills 
profile to a minimum skills profile , average skills profile , or 
preferred / exceptional skills profile for the user ' s current 
occupation . Additionally , the skills view analyzer 4015 may 
search and analyze the library to find one or more different 
occupations having the closest matching skills profile to the 
user ' s current skills profile . In some cases , other criteria may 
be taken into account during the matching , such as salary , 
lifestyle , educational qualifications , etc . In still other 
examples , the skills view analyzer 4015 may permit the user 
to select one or more occupations for comparison against the 
user ' s current skills profile . In addition to these examples , in 
some embodiments , the user may be permitted to compare 
their skills profile against the skills profile of another user 
( e . g . , a friend , coworker , etc . ) , or against their own earlier 
skills profile ( e . g . , from the previous year , five years ago , 
etc . ) . For all of these examples , the skills view analyzer 4015 
may provide additional functionality such as searching for 
an optimal set of badges that the user could earn to bring the 
user ' s current skills profile up to the skill levels of the 
compared profiles . Additional functionality may include 
taking into account the anticipated degradation of the user ' s 
skills over time , based on time since a badge was earned , 
current job description / skills , on - the - job monitoring , etc . , as 
well as identifications of badges ( currently held by the user 
or prospective ) that may be unnecessary or redundant to 
achieving the desired skills profile . 
[ 0230 ] Certain aspects described herein relate to systems 
and methods of employer - specific badging , including dif - 
ferent badge types that may be earned by and issued to 

employers rather than workers , and stored / maintained in a 
similar or identical badge data store . In some embodiments , 
badge issuers may tailor offerings to employers , not employ 
ees , and evaluate workplaces based on different metrics so 
employers could earn badges based on their own character 
istics , including services and / or benefits provided to the 
employees . Additionally , employer badge portfolios and 
other employer data may be used to rank employers , and / or 
may be used to weight or filter searches of job listings or 
employment opportunities by recruiters or candidates . 
[ 0231 ] Accordingly , in some embodiments , badge earners 
may include employer entities that are eligible to earn and be 
issued particular types of badges specific to employers . 
There may be some overlap or no overlap between the badge 
types that can be earned by employers and those that can be 
earned by individual workers . For instance , since employers 
are corporate or organizational entities , they generally can 
not be evaluated in the same way as an individual ( e . g . , 
formal written testing , live action simulations , etc . ) , but 
various other evaluation techniques are possible . For 
example , evaluations of employers may be performed by 
receiving and analyzing responses to employee surveys , 
workplace monitoring systems , aggregating individual 
employee test results , and / or by collecting and evaluating 
data from various external data sources ( e . g . , job listing data , 
governmental data , etc . ) . 
[ 0232 ] In some cases , employers may be required to 
expressly apply for specific badges in order to earn these 
badges , while in other cases employers may be evaluated 
automatically and may be award badges without needing to 
expressly apply . Examples of badges that may be earned by 
employers may include , for example : employee satisfaction 
badges ( e . g . , based on determining a minimum threshold of 
employee satisfaction based on survey responses , turnover 
ratio / rate of change of employees leaving the company , 
third - party employee satisfaction studies , etc . ) , workplace 
safety badges ( e . g . , based on number of workplace injuries 
and accidents as reported by the employer , insurance claims , 
OSHA , etc . ) , employer badges for offering specific types of 
benefits ( e . g . , parental leave , paid sick days , retirement plan 
matching , performance bonuses , etc . ) , employer badges for 
offering specific a work environment and / or lifestyle options 
( e . g . , part - time work options , job sharing , community 
involvement options , location flexibility , telecommuting , 
subsidized employee fitness programs , employee discounts , 
mentoring and counseling services , paid sabbaticals , tuition 
assistance , etc . ) , employer stability badges ( e . g . , based on 
reporting of layoffs and downsizing , workforce retainment 
statistics , job market / hiring data , etc . ) , employer competi 
tive salary badges ( e . g . , based on market research data and 
awarded to employers exceeding a threshold salary within 
the industry for particular positions ) . Other possible 
employer badges may relate to the competence level of the 
employer ' s workforce ( e . g . , based on badges and / or evalu 
ations of individual employees through formal testing , simu 
lations , on - the - job monitoring systems , etc . ) and badges 
awarded to employers that enable and / or encourage their 
employees to continue developing their skills ( e . g . , based on 
rates of new badges earned by existing employees , new 
skills acquired in different fields , rates of recertification of 
existing badges and professional certifications , etc . ) . 
[ 0233 ] Thus , in these embodiments , employers may earn 
and retain badge portfolios in much the same way as 
individuals , and within the same infrastructure of badging 
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networks and badge platform server ( s ) described in various 
examples above . Employer badges may be stored in the 
same or similar badge data stores , and employer badge 
portfolios may be managed and shared in the same way as 
individual badge portfolios . Employer badges also may 
degrade over time , like a skills - based badge of an individual 
badge earner , and requiring the employer to “ recertify ” the 
badge periodically ( e . g . , based on updated employee surveys 
or statistics , job market data , workplace monitoring data , 
etc . ) . 
[ 0234 ] Further , employer badge portfolios stored within 
badge platform servers may be accessible via portals , APIs , 
web services , and other techniques , so that employer badge 
may be accessed and used by a variety of internal and 
external clients and tools . For instance , recruiter tools , job 
matching tools , candidate finder tools , and individual 
recruiters and candidates for job listings may use various 
employer badges to weight and / or filter job listings results in 
order to favor employers having certain specified badges . 
For instance , a job candidate or recruiter using a recruiting 
or job - matching tool may choose to exclude or just to 
de - prioritize ) any job listings from the result set from 
employers that do not have a recent employee high - satis 
faction badge . Of course , many other such examples of 
different user types using search criteria based on employer 
badges or combinations of badges are possible . 
[ 0235 ] Additional aspects described herein relate to iden 
tifying top performers for a particular job , occupation , or 
employer , and determining top performer profiles for the 
particular job , occupation , or employer based on the badge 
portfolios of the identified top performers as well as any 
other skills , attributes , or traits of the top performers . For 
instance , the top performers in a particular job may be 
identified , and the skills profiles of these top performers may 
be analyzed to determine a Top Performer Blueprint for the 
particular job . Thus , if an employer wanted to hire N new 
employees for a particular position , that employer may use 
the top performer blueprint empirically determined from the 
existing workforce , including the skills / traits of those top 
performers , to make hiring decisions for the new positions . 
The identification of top performers may be done by direct 
on - the - job observation ( e . g . , on - the - job monitoring systems 
with cameras and / or sensors ) , or by performance output 
from the employer ' s systems to measure productivity ( e . g . , 
number of products sold , number of maintenance tickets 
closed , efficiency rate , etc . ) , or by subjective evaluations 
( e . g . , reviews from supervisors and / or peers ) , and the like . 
Then , once the top performers are identified , a top performer 
blueprint tool within a badge platform system ( or other 
external tools ) can analyze the skills and / or traits of the top 
performers , including badges ( e . g . , both skills - based , per 
sonality / temperament trait badges , health / DNA based 
badges , etc . ) , to create the blueprint of top performers . Since 
the characteristics of top performers may be different from 
job to job , occupation to occupation , and employer to 
employer , the top performing blueprint may be difficult to 
predict in advance , and may be the result of unique sets of 
factors in different cases . For example , aside from the 
particular job skills and personality traits required to be top 
performer , additional factors such as company culture , loca - 
tion / region , etc . , may affect which workers are the top 
performers and which badges / traits are identified within a 
top performer blueprint . 

[ 0236 ] Referring now to FIG . 42 , an example computing 
environment 4200 is shown , including a badge platform 
server 4210 , in communication with one or more employer 
performance systems 4265 and employer administrator cli 
ent devices 4260 . In some examples , the badge platform 
server 4210 may be a badging server similar or identical to 
the digital credential server 610 discussed above . Thus , 
server 4210 may be configured as a badge repository and 
credentialing system , acting as a clearinghouse for badge 
owners , issuers , earners , endorsers , etc . As shown in this 
example , server 4210 may include a top performance blue 
print tool , implemented via specialized hardware and / or 
software configured to retrieve and analyze employee per 
formance data from systems 4265 , and to determine top 
performer blueprints ( e . g . , a top performer badge portfolio ) 
associated with a particular job , occupation , and / or 
employer . Employer performance system 4265 may include 
systems from one employer or several , and may include 
many different types of performance systems ( e . g . , formal 
skills testing systems , simulation testing systems , on - the - job 
monitoring systems , employee review / evaluation systems , 
and employee output or productivity systems ) . Additionally , 
performance systems 4265 may include systems from other 
entities , such as supplier systems , customer systems , gov 
ernmental systems , and the like , from which particular 
employee performance ( e . g . , outputs or quality of the 
employee ' s work output ) can be determined . In contrast , an 
employer administrator client 4260 may be operated by an 
individual representative of the employer ( e . g . , an owner , 
supervisor , internal recruiter , etc . ) used to access the top 
performer blueprint tool in order to retrieve a top performer 
blueprint for a particular job opening , position , or for the 
employer ' s workforce as a whole . 
[ 0237 ] Referring now to FIG . 43 , a flow diagram is shown 
illustrating an example process of determining and provid 
ing a top performer profile ( e . g . , top performer blueprint ) for 
a particular job , occupation , or employer . Thus , in some 
embodiments , this process may be performed by badge 
platform server 4210 , using a top performer blueprint tool 
4215 to retrieve and analyze employee performance data , 
and correlate that data with the badge portfolios of top 
performers . In step 4301 , the top performer blueprint tool 
4215 may retrieve employee performance data from one or 
more employer performance systems 4265 . As noted above , 
such data may include employee evaluation data ( e . g . , 
performance scores , raises , promotions , etc . ) employee 
scores on various work - related testing ( e . g . , professional 
certification scores , simulation scores , etc . ) , employee out 
put ( e . g . , data metrics regarding employee efficiency , 
amount of work completed , quality of work completed , etc . ) , 
and / or on - the - job monitoring data . In step 4302 , based on 
any combination of the received employee performance 
data , the top performer blueprint tool 4215 may identify a 
number of the top performing employees within the com 
pany ' s current ( and / or past workforce ) . In some cases , the 
top performing employees may be selected from within a 
particular role at the company ( e . g . , performing a particular 
job , at a particular seniority level , at a particular location / 
region / office , having a salary less than a salary threshold , 
etc . ) , in order to match the criteria of new employees being 
sought by the employer . In different embodiments , different 
numbers of top performing employees may be selected in 
step 4302 , such as the top 100 performing employees , the 
top 10 % of performing employees , the top 10 most profit 
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able employees from the past N years , etc . In step 4303 , for 
each of the employees identified in step 4302 , the top 
performer blueprint tool 4215 may retrieve the badge port 
folio and / or any other available user data . The badge port 
folio ( or other user data ) retrieved in step 4303 may include 
an aggregated skills profile for the user ( e . g . , based on the 
skills associated with each of the user ' s badges ) , including 
personality - based badges ( e . g . , emotion - related badges , 
temperament - based badges , etc . ) , badges for abilities / traits , 
DNA - based or health - related badges , and / or any other user 
characteristics determinable from the user ' s badge portfolio 
or other user data . Finally , in step 4304 , the top performer 
blueprint tool 4215 may determine a top performers profile 
for the particular job , occupation , or employer , based on the 
badge portfolios and other user data retrieved in step 4304 . 
In some examples , the top performer blueprint tool 4215 
may identify a set of the most - commonly earned badges 
among the identified top performing users . Additionally or 
alternatively , the top performer blueprint tool 4215 may 
identify the most - common skills among the top performing 
users , the most common personality traits , and / or any other 
common abilities , traits , and / or characteristics shared by 
some or all of the top performing users , and / or which are 
particularly strong among the top performing users . Thus , 
the top performer profile for the particular job , occupation , 
or employer may then be provided to an employer admin 
istrator 4260 and / or other client device ( e . g . , candidate 
seeking a job , recruiter seeking to fill an open position , etc . ) . 
[ 0238 ] Certain aspects described herein relate to determin 
ing current and expected market values for particular badge 
offerings ( e . g . , individual badges or groups of badges ) for 
particular badge earners . For example , within a badging 
platform and network , different badge owners and issuers 
may charge various amounts for their different badges . Costs 
may include course / training costs , testing and simulation 
costs , administrative costs and recertification costs . Badge 
earners , especially those who may be new to the badging 
system and / or new the job market , may want to know the 
objective value of a badge offering to decide whether or not 
it ' s worth the user ' s effort ( in both time and money ) to 
obtain that badge . Accurate and current calculation of badge 
values may be difficult because the value may be driven by 
market factors ( e . g . , current employment data , current job 
listing data , etc . ) , and also may be different for different 
badge earners ( e . g . , based on the earner ' s other similar or 
complementary badges , based on the earner ' s current skills 
profile and other qualifications , etc . ) . Accordingly , a badge 
valuation tool may be implemented as a user - facing tool that 
provides current valuations of each badge for a particular 
earner ( e . g . , including both the earner ' s current badges and 
potential badges that the earner might decide to obtain ) . 
Such tools also may recommend badges to the particular 
badge earner , based on the current value of the badge , or 
may recommend substitute badge offering to a potential 
badge ( e . g . , a suggestion to get these two badges which are 
quicker and cheaper , rather than one longer and more 
expensive badge ) . Such data also could be provided to badge 
owners / issuers , to allow them to change the price or avail 
ability of their badge offerings , etc . 
[ 0239 ] Referring now to FIG . 44 , a flow diagram is shown 
illustrating an example process of valuating a badge offering 
for a particular user within a badge platform system . In some 
embodiments , this process may be performed by a badge 
platform server ( e . g . , 610 ) using a specialize badge offering 

valuation tool configured to retrieve and analyze both badge 
portfolio / skills data , and job market data , as described in 
various examples above . In step 4401 , the badge platform 
server may receive a request from a user via a client device 
to determine a value for a particular badge or badge offering 
( e . g . , badge grouping or package ) that the user is consider 
ing . The badges or badge offerings identified in the request 
may correspond to new badges that the user is considering 
obtaining , or to the user ' s existing badges that the user is 
considering recertifying ( or not recertifying ) . Additionally , 
as described below . the request in the step 4401 may be 
associated with a particular badge earner having an existing 
badge portfolio and / or user profile data within the system , 
and thus , the valuation of the badge may be determined with 
respect to the particular badge user based on his / her badge 
portfolio and other user data . However , in other examples , it 
may be possible to determine a value for a badge or badge 
offering that is not tied to any particular user . 
[ 0240 ] In step 4402 , the badge platform server may 
retrieve the badge portfolio and / or any other available user 
data ( e . g . , current employment data , educational qualifica 
tions , location data , other skills / abilities data , etc . ) for the 
user that initiated the request in step 4401 . Based on the 
retrieved data , the badge platform server may determine a 
current skills profile for the user by aggregating the level of 
the user ' s skills in different skill areas based on the badges 
the user has earned and / or other available user data . In step 
4403 , the badge platform server may determine a current 
market value associated with the user ' s current skills profile . 
The current market value may be based on an analysis of 
data from multiple different data sources , including data 
from multiple employer systems within the same technical 
field ( e . g . , average skills profiles / skills levels of current 
employees in different positions , salaries of employees in 
those positions ) , current job posting data ( e . g . , number of 
type of jobs / positions being advertised by employers , and 
the number of current candidates with compatible skill sets 
for those jobs , etc . ) . In step 4404 , the skills profile deter 
mined for the user in step 4402 may be updated based on an 
assumption that the user has obtained the badge ( or badges ) 
identified in the request , or taken whatever other prospective 
action was identified in the request ( e . g . , learning a new 
skill , moving cities , obtaining an additional degrees , letting 
a badge lapse , etc . ) . In step 4405 , the updated skills profile 
for the user , which may include additional skills , increased 
levels of existing skills , and / or the reduction or elimination 
of other skills , may be used to determine an updated market 
value associated with the updated skills profile . Thus , the 
process in the step 4405 may be similar or identical to the 
determination of the market value for the user ' s current 
skills profile in step 4403 . In step 4406 , the change in the 
market value of the user ' s skills profile , between the user ' s 
current skills profile and the user ' s updated prospective 
skills profile may be determined and output to the requesting 
user . 
[ 0241 ] In some examples , it may be found that the pro 
spective badge offering may greatly increase the market 
value of the user ' s skills profile , while in other cases the 
prospective badge offering might increase the market value 
of the user ' s skills profile very little or not at all . The 
changes may be based on an objective value of the badge 
offering itself ( e . g . , the skills offered , the endorsements and 
determined quality of the badge testing , etc . ) , as well as the 
current job market / hiring / employment data , and also based 
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on the user ' s particular skill set . For instance , if the skills 
associated with the badge offering are redundant to the 
user ' s current skill set , or are not complementary to the 
user ' s current skill set , then there may be little or no increase 
in value for the user to obtain the badges . However , if the 
skills associated with the badge offering are lacking within 
the user ' s current skill set , and / or would be complementary 
to the user ' s current skill set , then there may be a significant 
increase in value for the user to obtain the badges . 
[ 0242 ] In some embodiments , results may be displayed 
graphically via a user interface , and a variety of different 
user - facing functionality may be offered based on prospec 
tive badge valuation . For instance , the badge platform server 
may provide tools to allow users to browse and estimate the 
value to that user of different badge offerings . Related tools 
may allow employers or recruiters to recommend badges to 
existing employees or job candidates , and / or may allow 
badge owners and issuers to evaluate the demand for their 
own badge offerings . Referring briefly now to FIG . 45 , an 
example user interface screen 4500 is shown displaying the 
results of a prospective badge search for a particular user 
( “ User ABC ” ) . In this example , a number of possible badges 
that the user may obtain is shown in response to the user ' s 
request , including for each possible badge data identifier the 
badge issuer , the estimated time commitment that will be 
required for the user to obtain the badge ( e . g . , as provided 
by the issuer ) , the cost for the user to obtain the badge ( e . g . , 
as provided by the issuer ) , and the estimated change in the 
market value of the user ' s skill set that would result from the 
user obtaining the badge . 
[ 0243 ] Certain aspects described herein relate to analyzing 
new occupation listings and / or job listings in order to 
identify a particular group of skills , badges , and / or users as 
relevant potential targets for that occupation listing or job 
listing . For example , referring briefly to FIG . 46 , an example 
occupation listing web document 4600 is shown from an 
O * NET database corresponding to the “ Auditor ” field ( or 
occupation ) . In this example , document 4600 may be for 
matted in accordance with a known O * NET document 
format , including separate data fields at predetermined loca 
tions within the document 4600 that display the title 4601 of 
the field / occupation , a description 4602 of the field / occupa 
tion , a set of tasks 4603 associated with the field / occupation , 
a set of related tools and technologies 4604 associated with 
the field / occupation , and several additional data fields acces 
sible via tabs and links 4605 to provide additional data 
relating to the field / occupation . 
[ 0244 ] For occupation listings such as these , and / or for 
individual job postings within a job listing database , the 
badge platform system may encounter new occupations 
and / or new jobs that have not previously been analyzed or 
classified . In these cases , the new occupations and / or new 
job listings may be analyzed to determine which badges , 
skills , etc . , are potentially relevant to the new occupation or 
job . An analogy to the analysis performed may be found in 
recommendation services for media ( e . g . , streaming music 
services , online media services , etc . ) in which a brand new 
piece of media ( e . g . , a new song , new article , new television 
show , new movie , etc . ) has recently been released and does 
not yet have any direct user feedback . In such cases , the 
content of the newly - released media may be analyzed in 
order to determine similarity with existing media items , thus 
allowing the new media to be recommended to users that are 
likely to want the new media . Similarly , for any brand new 

occupation listing and / or new job posting , the badge plat 
form server may identify both the unique fields / character 

i stics of the new occupation / job , as well as the fields / 
characteristics shared with other occupation or job listings . 
The badge platform server may determine which of those 
fields / characteristics are important and which are not ( with 
respect to determining similarity to other occupations / 
fields ) , and then based on the other occupations / fields deter 
mined to be similar , the platform server may recommend 
which badges , skills , and / or other traits / qualifications are 
most applicable to the new occupation or new job posting . 
In some embodiments , a processing tools within the badging 
platform servers may mix and match skills to create several 
possible occupation flavors , and every possible combination 
of user badges / skills or other characteristics may be mapped , 
even if such combinations of badges , skills , and character 
istics might never correspond to any real - world occupation . 
[ 0245 ] Additional aspects described herein relate to 
improved job postings . Currently , job postings are human 
made written text descriptions of existing job openings , that 
may be written by an employer or recruiter with the goal of 
attracting qualified and interested candidates . Current job 
postings may include job descriptions , listings of skills , 
requirements , and / or qualifications that describe which can 
didates may be appropriate for the job . However , these job 
postings may often read like an unordered and unlimited set 
of desirable features for candidates . Not only might the 
descriptions , skills , requirements , and qualifications within a 
job posting be a sub - optimal way of describing an ideal 
candidate ( e . g . , they may be inaccurate or include unneces 
sary requirements / skills with compared with analyses of 
existing top performers ) , but these lists also exclude more 
and more candidates the longer they get . 
[ 0246 ] Accordingly , in some embodiments , the process for 
designing and preparing some or all of the components of 
job postings ( e . g . , job descriptions , job requirements , job 
skills , job technologies , etc . ) may be redesigned so that they 
describe the candidate as a series of trade - offs , rather than an 
unlimited set of desires . An analogy to the updated analysis 
performed may be the processing of video game character , 
in which certain trade - offs are enforced between the char 
acter ' s strengths and corresponding weaknesses ( e . g . , sac 
rifice strength for speed , size for intelligence , etc . ) . A 
redesigned front - end system may require a job poster to 
describe ( or design ) an ideal candidate in terms of trade - offs 
rather than as a list of qualities , in order to get better 
information about the desirable characteristics and qualifi 
cations of the candidate . 
[ 0247 ) A number of variations and modifications of the 
disclosed embodiments can also be used . Specific details are 
given in the above description to provide a thorough under 
standing of the embodiments . However , it is understood that 
the embodiments may be practiced without these specific 
details . For example , well - known circuits , processes , algo 
rithms , structures , and techniques may be shown without 
unnecessary detail in order to avoid obscuring the embodi 
ments . 
[ 0248 ] Implementation of the techniques , blocks , steps 
and means described above may be done in various ways . 
For example , these techniques , blocks , steps and means may 
be implemented in hardware , software , or a combination 
thereof . For a hardware implementation , the processing units 
may be implemented within one or more application specific 
integrated circuits ( ASICs ) , digital signal processors 



US 2019 / 0087558 A1 Mar . 21 , 2019 
37 

( DSPs ) , digital signal processing devices ( DSPDs ) , pro 
grammable logic devices ( PLDs ) , field programmable gate 
arrays ( FPGAs ) , processors , controllers , micro - controllers , 
microprocessors , other electronic units designed to perform 
the functions described above , and / or a combination thereof . 
[ 0249 ] Also , it is noted that the embodiments may be 
described as a process which is depicted as a flowchart , a 
flow diagram , a swim diagram , a data flow diagram , a 
structure diagram , or a block diagram . Although a depiction 
may describe the operations as a sequential process , many of 
the operations can be performed in parallel or concurrently . 
In addition , the order of the operations may be re - arranged . 
A process is terminated when its operations are completed , 
but could have additional steps not included in the figure . A 
process may correspond to a method , a function , a proce 
dure , a subroutine , a subprogram , etc . When a process 
corresponds to a function , its termination corresponds to a 
return of the function to the calling function or the main 
function . 
[ 0250 ] Furthermore , embodiments may be implemented 
by hardware , software , scripting languages , firmware , 
middleware , microcode , hardware description languages , 
and / or any combination thereof . When implemented in 
software , firmware , middleware , scripting language , and / or 
microcode , the program code or code segments to perform 
the necessary tasks may be stored in a machine readable 
medium such as a storage medium . A code segment or 
machine - executable instruction may represent a procedure , 
a function , a subprogram , a program , a routine , a subroutine , 
a module , a software package , a script , a class , or any 
combination of instructions , data structures , and / or program 
statements . A code segment may be coupled to another code 
segment or a hardware circuit by passing and / or receiving 
information , data , arguments , parameters , and / or memory 
contents . Information , arguments , parameters , data , etc . may 
be passed , forwarded , or transmitted via any suitable means 
including memory sharing , message passing , token passing , 
network transmission , etc . 
[ 0251 ] For a firmware and / or software implementation , 
the methodologies may be implemented with modules ( e . g . , 
procedures , functions , and so on ) that perform the functions 
described herein . Any machine - readable medium tangibly 
embodying instructions may be used in implementing the 
methodologies described herein . For example , software 
codes may be stored in a memory . Memory may be imple 
mented within the processor or external to the processor . As 
used herein the term “ memory ” refers to any type of long 
term , short term , volatile , nonvolatile , or other storage 
medium and is not to be limited to any particular type of 
memory or number of memories , or type of media upon 
which memory is stored . 
[ 0252 ] Moreover , as disclosed herein , the term “ storage 
medium ” may represent one or more memories for storing 
data , including read only memory ( ROM ) , random access 
memory ( RAM ) , magnetic RAM , core memory , magnetic 
disk storage mediums , optical storage mediums , flash 
memory devices and / or other machine readable mediums for 
storing information . The term " machine - readable medium " 
includes , but is not limited to portable or fixed storage 
devices , optical storage devices , and / or various other storage 
mediums capable of storing that contain or carry instruction 
( s ) and / or data . 
[ 0253 ] While the principles of the disclosure have been 
described above in connection with specific apparatuses and 

methods , it is to be clearly understood that this description 
is made only by way of example and not as limitation on the 
scope of the disclosure . 

1 . A system , comprising : 
a processing unit comprising one or more processors ; 
one or more network interfaces ; and 
memory coupled with and readable by the processing unit 

and storing therein a set of instructions that , when 
executed by the processing unit , causes the processing 
unit to : 
detect , using a sensor , identifying data associated with 

a user ; 
analyze the identifying data associated with the user to 

determine an identity of the user using at least one of 
a facial recognition analysis or a biometric analysis ; 

determine a first credential receiver using the identity 
of the user ; 

transmit , to a server computer hosting a digital creden 
tial repository , a request for a first set of digital 
credentials , the request identifying the first credential 
receiver ; 

retrieve , from a database storing a skill profile library , 
a plurality of profiles , wherein each profile in the 
plurality of profiles is associated with a set of skills ; 

for each profile in the plurality of profiles , determine a 
correlation metric between the first set of digital 
credentials and the set of skills associated with the 
profile ; and 

transmit data identifying the correlation metric for each 
profile to a user device . 

2 . The system of claim 1 , wherein determining the cor 
relation metric between each profile and the first set of 
digital credentials includes determining a first set of user 
skills using the first set of digital credentials , wherein each 
digital credential in the first set of digital credentials is 
associated with at least one skill in the first set of user skills . 

3 . The system of claim 2 , wherein the processing unit is 
further configured to : 
generate a user interface including a first skill profile 

depicting each skill in the first set of user skills and a 
skill level for each skill in the first set of user skills and 
a second skill profile depicting each skill associated 
with a first profile in the plurality of profiles and a skill 
level for each skill associated with the first profile . 

4 . The system of claim 2 , wherein the processing unit is 
further configured to : 

identify a first set of profiles in the plurality of profiles 
associated with a set of skills that matches the first set 
of user skills ; and 

transmit an identification of the first set of profiles to the 
user device for display . 

5 . The system of claim 1 , wherein determining the cor 
relation metric between each profile and the first set of 
digital credentials includes : 

determining first location data based on the first set of 
digital credentials ; and 

determining matching location data associated with each 
profile in the plurality of profiles . 

6 . The system of claim 1 , wherein determining the cor 
relation metric between each profile and the first set of 
digital credentials includes : 

determining an education level of the user ; and 
determining an educational qualification requirement 

associated with each profile in the plurality of profiles . 
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7 . The system of claim 1 , wherein each profile in the 
plurality of profiles is associated with a professional occu 
pation or technical field . 

8 . A method , comprising : 
detecting identifying data associated with a user using a 

sensor ; 
analyzing the identifying data associated with the user to 

determine an identity of the user ; 
determining a first credential receiver using the identity of 

the user ; 
transmitting , to a server computer hosting a digital cre 

dential repository , a request for a first set of digital 
credentials , the request identifying the first credential 
receiver ; 

retrieving , from a database storing a skill profile library , 
a plurality of profiles , wherein each profile in the 
plurality of profiles is associated with a set of skills ; 

for each profile in the plurality of profiles , determining a 
correlation metric between the first set of digital cre 
dentials and the set of skills associated with the profile ; 
and 

transmitting data identifying the correlation metric for 
each profile to a user device . 

9 . The method of claim 8 , wherein determining the 
correlation metric between each profile and the first set of 
digital credentials includes determining a first set of user 
skills using the first set of digital credentials , wherein each 
digital credential in the first set of digital credentials is 
associated with at least one skill in the first set of user skills . 

10 . The method of claim 9 , further comprising : 
generating a user interface including a first skill profile 

depicting each skill in the first set of user skills and a 
skill level for each skill in the first set of user skills and 
a second skill profile depicting each skill associated 
with a first profile in the plurality of profiles and a skill 
level for each skill associated with the first profile . 

11 . The method of claim 9 , further comprising : 
identifying a first set of profiles in the plurality of profiles 

associated with a set of skills that matches the first set 
of user skills ; and 

transmitting an identification of the first set of profiles to 
the user device for display . 

12 . The method of claim 8 , wherein determining the 
correlation metric between each profile and the first set of 
digital credentials includes : 

determining first location data based on the first set of 
digital credentials ; and 

determining matching location data associated with each 
profile in the plurality of profiles . 

13 . The method of claim 8 , wherein determining the 
correlation metric between each profile and the first set of 
digital credentials includes : 

determining an education level of the user ; and 
determining an educational qualification requirement 

associated with each profile in the plurality of profiles . 
14 . The method of claim 8 , wherein each profile in the 

plurality of profiles is associated with a professional occu 
pation or technical field . 

15 . A non - transitory computer - readable medium , having 
instructions stored therein , which when executed by a com 
puting device cause the computing device to perform a set 
of operations comprising : 

detecting identifying data associated with a user using a 
sensor ; 

analyzing the identifying data associated with the user to 
determine an identity of the user using at least one of 
a facial recognition analysis or a biometric analysis ; 

determining a first credential receiver using the identity of 
the user ; 

transmitting , to a server computer hosting a digital cre 
dential repository , a request for a first set of digital 
credentials , the request identifying the first credential 
receiver ; 

retrieving , from a database storing a skill profile library , 
a plurality of profiles , wherein each profile in the 
plurality of profiles is associated with a set of skills ; 

for each profile in the plurality of profiles , determining a 
correlation metric between the first set of digital cre 
dentials and the set of skills associated with the profile ; 
and 

transmitting data identifying the correlation metric for 
each profile to a user device . 

16 . The non - transitory computer - readable medium of 
claim 15 , wherein the instructions cause the computing 
device to perform determining the correlation metric 
between each profile and the first set of digital credentials by 
determining a first set of user skills using the first set of 
digital credentials , wherein each digital credential in the first 
set of digital credentials is associated with at least one skill 
in the first set of user skills . 

17 . The non - transitory computer - readable medium of 
claim 16 , wherein the instructions cause the computing 
device to perform : 

generating a user interface including a first skill profile 
depicting each skill in the first set of user skills and a 
skill level for each skill in the first set of user skills and 
a second skill profile depicting each skill associated 
with a first profile in the plurality of profiles and a skill 
level for each skill associated with the first profile . 

18 . The non - transitory computer - readable medium of 
claim 16 , wherein the instructions cause the computing 
device to perform : 

identifying a first set of profiles in the plurality of profiles 
associated with a set of skills that matches the first set 
of user skills , and 

transmitting an identification of the first set of profiles to 
the user device for display . 

19 . The non - transitory computer - readable medium of 
claim 15 , wherein the instructions cause the computing 
device to perform determining the correlation metric 
between each profile and the first set of digital credentials 
by : 

determining first location data based on the first set of 
digital credentials ; and 

determining matching location data associated with each 
profile in the plurality of profiles . 

20 . The non - transitory computer - readable medium of 
claim 15 , wherein the instructions cause the computing 
device to perform determining the correlation metric 
between each profile and the first set of digital credentials 
by : 

determining an education level of the user ; and 
determining an educational qualification requirement 

associated with each profile in the plurality of profiles . 


