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ABSTRACT

The present invention relates generally to contracts, and more particularly to a blockchain-based
contract structure for particular use with service providers such as social media advocates, expert
advice providers and other types of service providers like graphic designers and programmers. In
particular, a Hyperledger Fabric blockchain network is provided to create, execute and monitor
contracts between parties, particularly between parties desiring services to be provided or their

agents and service providers.
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SYSTEM AND METHOD OF REPUTATION MANAGEMENT AND CONTRACT
MONITORING USING BLOCKCHAIN

FIELD OF THE INVENTION

[0001] The present specification relates generally to contracts, and more particularly to a

blockchain-based contract structure for particular use with service providers.

BACKGROUND OF THE INVENTION

[0002] The following includes information that may be useful in understanding the present
disclosure. It is not an admission that any of the information provided herein is prior art nor
material to the presently described or claimed inventions, nor that any publication or document

that is specifically or implicitly referenced is prior art.

[0003] Digital identity and reputation management on the Internet is an area of high risk with
few, if any, comprehensive standards. Facebook (Instagram) and Twitter currently support closed
systems for identify verification that recognize the top 1% of users. User generated content in the
form of online reviews, recommendations and custom created content affect nine out of 10
purchases yet it is next to impossible to validate the individual contributors. As a result, both
businesses and consumers rely on aggregate rates (hundreds if not thousands of reviews) aka the
wisdom of crowds to make an informed decision. In some cases, businesses may seek to sponsor
custom created content by influential consumers on the Internet known as Influencer marketing.
Influencer marketing is a new type of advertising where individuals may use their own social
media channels (e.g., Facebook™, Instagram™, WeChat™) to promote third party products and
services. This new type of advertising is associated with three types of risk which are not addressed
in the current state of the art in the marketplace. These risks are fraud, legal and regulatory
compliance, and a systematic method of managing and monitoring the execution of an influencer

campaign in multiple concurrent markets at the same time.
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[0004] A significant issue related to user generated content and is fraudulent activity. Fraud
may come in many forms. It may come in the form of fake reviews for products being added by
third parties to an online product. It may be also inflated social media followers or subscribers
through the use of automated bot accounts or by purchasing or creating fake accounts and false or
automated content engagement with other advocates to increase the apparent engagement level of
their content without accurately reflecting the real engagement and likelihood of users to adopt the
brand promoted by the influencer. Generally speaking, user generated content and identity
verification are subject to significant abuse. This in turn erodes trust in any platform and services

therein.

[0005] Legal and regulatory compliance risks for business exist in virtually every sector. One
such example is when brands seek to promote or sell a product or service to consumers they are
subject to laws regarding compliance for privacy or claims that can be made regarding the efficacy
of a product and those laws change depending on the country or region. Within the global financial
markets there are rules governing each country and complex software solutions which monitor
compliance. There is a well-known financial requirement called “KYC” Know Your Customer.
KYC exists for money transfers so business do not enable things such as money laundering. A
KYC solution does not currently exist for marketing services as it relates to legal and regulatory
compliance. Another example of regulatory compliance is adverse event reporting regarding
consumer goods. Consumer packaged goods companies are required within Canada and the United
States to report an adverse reaction to product within 48 hours of discovery. Another example is
monitoring compliance of an influencer with the terms of a contract on behalf of a marketing
agency. Potential violations of terms in a standard contract may include posting content on social
media that could be damaging to a brand, posting content on behalf of a competitive product, or

failing to complete the obligations within the contract.

[0006] Finally, a systematic method of managing and monitoring execution and adherence to
contract terms is generally lacking in part as user generated content happens with such speed and
frequency that current systems cannot keep up with the aforementioned legal and regulatory

compliance requirements. Thousands of agreements are signed every day between brands or their
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respective agencies and the advocates around the world and are still often physically-signed paper
contracts with little to no integrated compliance. Global brands from publicly traded companies
have tightly integrated supply chain management and finance platforms for vendors but lack a
similar solution to handle influencer and marketing services. As a result, global brands do not have
a consistent solution to manage and monitor contract compliance and execution from a fraud, legal

and regulatory compliance framework.

[0007] Furthermore, such a method of managing and monitoring execution and adherence to
contracts would also be useful with other types of service providers aside from advocates, for
example, people that give advice about a branded product or other service providers. It would be
desirable to have a system of creating and monitoring contracts for marketing advocates and other
types of service providers that addresses one or all of the above risks across an entire vendor supply

chain.

[0008] Brands (or businesses) that are the demand side of the marketplace (seeking the services
of others) are also subject to differing levels of quality and trust. Not all brands that hire advocates
pay their bills or are easy to work with. There are multiple examples where suppliers are rated
which include When a consumer uses a ride sharing company like Uber™ riders have the ability
to rate the driver. Buyers have the ability to rates sellers on eBay™ and Amazon™ because there
are millions of businesses on these platforms and many engage in fraudulent activity, such as
selling fake goods. Businesses are also rated on platforms such as Glassdoor™ which rate the
corporate culture and their CEO’s ability to lead. A multi-party platform as proposed herein would
allow contracts (advocates, suppliers) to rate the business in the same cryptographically secure

trustworthy fashion.

[0009] Accordingly, there remains a need for improvements in the art.

SUMMARY OF THE INVENTION

[0010] In accordance with an aspect of the invention, there is provided a cryptographically

secure system or platform, which according to an embodiment uses Blockchain, for particular use
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between businesses who wish to contract service providers such as social media advocates, expert
advice providers and other types of service providers, for instance, graphic designers and
programmers and in turn the work product is consumed directly or in-directly by a third party (for
example a consumer receiving advice). Each party represents a node within the system and each
activity executed within the system represents a transaction which can be used to derive a
numerical score stored in a cryptographically secure fashion which in turn can be verified

mathematically by any party on the system.

[0011]  According to an embodiment of the invention, there is provided a blockchain network
to provide cryptographically verified identities which in turn allows parties create, execute,
monitor, and validate contracts between parties, particularly between parties desiring services to

be provided or their agents and service providers.

[0012] According to a further embodiment of the invention, there is provided a system of
multi-party contract monitoring and compliance, comprising: a user interface, the user interface
providing account creation and system access for individual and business users; an application
layer including access to contract creation, revision and approval tools; and a blockchain network
including a component for monitoring contract term compliance by contracting parties and a My
Trust Score™ component to assign a My Trust Score™ to each party based on monitored contract
compliance, wherein the contracting parties include a party desiring services to be provided or its

agent and a service provider.

[0013] According to a further embodiment of the invention, there is provided a method of
assigning a My Trust Score™ to a service provider, a business, or a designated agency (for
example an agency acting on behalf of a business) computed by assembling a series of values
which may include; contracts (the length, duration, and value) for each closed or ongoing
contract in which multiple parties have entered into agreement with a party desiring services to
be provided or its agent: determining whether any proof of work has been submitted by the
service provider, if yes, determining using machine learning or artificial intelligence whether the

proof of work submitted by the service provider is in full or partial compliance with the terms of
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the contract, and assigning a compliance score based on a set of predetermined values explicitly
defined within a contract (for example, timely delivery of services) or attributes associated with
the performance of the contract (for example, NPS ratings of the service provider); and
aggregating the compliance scores from each of the closed or ongoing contracts and assigning a
My Trust Score™ to the service provider based on the aggregated compliance scores. As a result
of the systems design, a significant advancement over prior art allows competitive businesses to

engage in transparent but secure commerce.

[0014] It must also be noted that Hyperledger Fabric is one of many different technologies
that could be used to create a cryptographically secure multi-party ledger and that the present

disclosure does not preclude achieving the same goal using similar or like related technologies.

[0015] According to a further embodiment of the invention, each entity or node on the
network has the ability to verify and enhance their identity. Any entity on the network has the
ability to submit data or link to external networks to validate their identity. For example, an
individual may link their social media accounts (Facebook, Instagram, Twitter) in order to
establish their digital identity; an individual may choose to participate in a background check by
providing a driver’s license to establish their physical presence in the real world; an individual
may choose to submit third party accreditation, such as a diploma, to establish subject matter
expertise; an individual may complete an online course and submit a digital certificate each of
these steps when completed are verified and encrypted to that individual’s digital identity/hash
on the blockchain which in turn increases their My Trust Score™ and can be verified
mathematically on the network. The same aforementioned steps regarding identify verification

are equally applicable to a business, brand or agency.

[0016] According to a further embodiment of the invention, service providers or business
may also have explicit non-numerical values attached to their identity. Once an identity has been
validated each entity is assigned a unique ID similar such as
“2Zcd3acc4580d4e48a8¢53d7cb35857d47eaa3099e10c¢388076041675863109d0” on the network
on Peer 1. Once an entity is assigned an ID centralized on Peer 1 on the ledger they may apply to
join other peers/nodes (Peer 2, 3, 4, etc.) which can represent incremental attributes that can be
added such as area of expertise. For greater clarity, if an individual joined the network, validated

their identity, and submitted proof of accreditation as a dermatologist then they may have that
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attributed attached to their identity and join a second peer on the chain which is specific only to
accredited dermatologists. As such, any contracts posted within the network where a specific
skill, such as dermatologists, will only be available to those who are verified and part of that
peer. In the event that a dermatologist engages with a consumer on behalf of a third party (for
example online consultation during an e-commerce transaction) the consumer would be able to
validate the identity of the dermatologist using this system due to the auditable and
cryptographically secure nature of the platform this. In some embodiments, the validation
happens within the system as the system checks to see if User X represented by Hash Y has the
permissions to answer questions that are part of Peer Z (e.g., Peer Z being the node representing

dermatologists), for example. This represents a significant improvement over prior art.

[0017] According to a further embodiment of the invention, there is provided a method of
assigning a My Trust Score™ to a service provider. An aggregate benefit of deploying a
mathematically secure multi-party solution over traditional data solutions is that any party can
audit and validate authenticity of the data written to any party within the node. In a traditional
open relational database system, there is no consensus or method of validating data submitted by
third parties which reveals personally identifiable or proprietary data (trade secrets). Data and
identity validation is the achilleas heel of fake online content, third party enterprise ratings
solutions due to the fact that identity validation is limited to the browser on 1:1 bases — in many
cases it is a unique browser fingerprint. The proposed system allows each party on the network to
validate a universal set of transactions and share enriched transactional data. For example,
Pepsi™ and Coke™ may be competitive businesses and may have their own internal algorithms
for determining a My Trust Score™ with their suppliers. For example, the Pepsi™-generated My
Trust Score™ can be stored on a sub-ledger that is private to Pepsi™, but both Pepsi™ and
Coke™ can submit a global values to a shared master ledger for validation and as such the
system represents an advancement over prior art. Balancing the need for privacy and trust
regarding My Trust Scores™ for publicly readable My Trust Scores™ can be achieved through
multiple cryptographic methods including but not limited to: zero knowledge proofs, multi-party
computation, or homomorphic encryption. Each of these methods can help maintain data privacy

and integrity.

Date Recgue/Date Received 2020-07-24



[0018] For purposes of summarizing embodiments of the technology, certain aspects,
advantages, and novel features of embodiments of the technology have been described herein. It
is to be understood that not necessarily all such advantages may be achieved in accordance with
any one particular embodiment of the technology. Thus, the technology may be embodied or
carried out in a manner that achieves or optimizes one advantage or group of advantages as taught
herein without necessarily achieving other advantages as may be taught or suggested herein. The
features of the technology which are believed to be novel are particularly pointed out and distinctly
claimed in the concluding portion of the specification. These and other features, aspects, and
advantages of the present invention will become better understood with reference to the following

drawings and detailed description.

[0019]  Other aspects and features according to the present application will become apparent
to those ordinarily skilled in the art upon review of the following description of embodiments of
the invention in conjunction with the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] Reference will now be made to the accompanying drawings which show, by way of
example only, embodiments of the invention, and how they may be carried into effect, and in

which:

[0021] Figure 1 is a block diagram of a blockchain-based contract system according to an

embodiment;

[0022] Figure 2 is a block diagram of an application according to the system of Figure 1;

[0023] Figure 3 is a block diagram of a blockchain-based contract system according to an

embodiment;

[0024] Figure 4 is a block diagram of an individual entity interface according to the system of
Figure 3;
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[0025] Figure 5 is a block diagram of a business entity interface according to the system of

Figure 3;

[0026] Figure 6 is a block diagram of an agency entity interface according to the system of
Figure 3;

[0027] Figure 7 is a block diagram of a smart contract creation interface according to the

system of Figure 3;

[0028] Figure 8 is a block diagram of a smart contract administration interface according to

the system of Figure 3;

[0029] Figure 9 is a block diagram of a My Trust Score™ system according to the system of
Figure 3;

[0030] Figure 10is a block diagram of a trust ranking system according to the system of Figure
9.

2

[0031] Figure 11 is a diagram showing the flow of interaction between trusted advocates, staff

of various brands and customers in the system according to an embodiment;

[0032] Figure 12 depicts workflows between a freelancer, a platform, TrustScore, a brand and

an agency according to an embodiment;

[0033] Figure 13 depicts workflows between a brand, an agency, a freelancer, a customer, a

marketing channel, a platform and a social media account according to an embodiment;

[0034] Figure 14 is a diagram depicting the various methods a My Trust Score™ can be

calculated according to an embodiment;
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[0035] Figure 15is a block diagram of a business entity interface according to an embodiment;

[0036] Figure 16 is a block diagram of a smart contract creation interface according to an

embodiment;

[0037] Figure 17 is a block diagram of a My Trust Score™ system according to an

embodiment; and

[0038] Figure 18 is a schematic diagram of a trust ranking system according to an embodiment.

[0039] Like reference numerals indicate like or corresponding elements in the drawings.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0040] The present disclosure relates generally to contracts, and more particularly to a
blockchain-based contract structure for particular use between parties desiring services to be
provided and service providers. For instance, the technology described herein may be used in
conjunction with marketing programs including work with brand promoters such as social media
advocates or others who will promote a brand such as third party contractors acting on behalf of a
brand or agency acting for a brand in sampling distribution, marketing promoting, creating
advertising assets and other forms of promotion for a brand. It also may be used with other types

of service providers including expert advice providers, graphic designers, programmers and others.

[0041] According to a particular embodiment as shown in Figures 1, 2 and 3 a contract
monitoring system comprising a blockchain network 175 is provided to create, execute and
monitor contracts between parties, particularly between brand holders (or their agents) and brand
promoters such as social media advocates or others who will promote a brand. Within this network,
two types of users are identified: business users 120, typically corporations who own or control
one or more brands and products associated with the brands, and personal users 115, typically

freelancers, for instance, social media advocates, that is, persons with social media accounts
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(Facebook, Instagram, etc.) that have a large number of followers and demonstrate a strong level

of engagement with those followers.

[0042] The system is accessed by users through a user interface 110, which is preferably
customizable based on the type of user and the user preferences. For each user, an account is
created 125 which contains the user information 130 associated with the account, as well as the
terms of all contracts 135 associated with the user, including pending contract offers 140, open
contracts awaiting approval 140, active contracts 145, and closed or terminated contracts 145. The
user interface 110 and application layer 105 can send and receive data to each other using a REST
API 150. Applications may be created in the application layer 105 using a software development
kit 170 allowing for configuration of a blockchain network. Each party may have an ownership of
its own digital key via cloud-based instances for enterprise or mobile wallets for individual users

on the platform.

[0043] The system further includes an application layer 105 which may include an event
listener 155 for monitoring activities on the blockchain 190, along with the supporting application
logic 160 and databases 165 to support and log events. Lastly, there is the blockchain network 175,
preferably a Hyperledger Fabric blockchain network, which includes the chain service component
180, membership management component 186, the blockchain 190 and the ledger 195. The
configuration of the blockchain 190 may include differentiating between primary permissions to
access and modify, generally assigned to the chain owner, the chain administrator, and certain
classes of user, including brand (business) users, regulatory users, legal users and financial users.

Additionally, permission may also be provided for use partners, such as agencies and vendors.

[0044] As shown in Figure 2, the application layer may include both web services 210 and
APIs 215 to control membership, adding/removing users 270, and interaction with third party
applications 275. Other elements may include a user My Trust Score™ (discussed further below)
and the ordering and tracking of brand usage (BrandX 230, BrandZ 235, etc.), including regional
tracking (e.g., by country, shown as CA/US). The application layer may include a membership app
205 that receives data input and transmits data to a blockchain network. For example, membership

app 205 can allow a user to access an ordering service 220. In some embodiments, an ordering
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service 220 can allow access to one or more Peers or nodes (e.g., nodes 225, 230, 235) on a
blockchain network. The nodes (e.g., 225, 230, and 235) may be controlled by a brand or business
entity, for example. Each node (e.g., 225, 230, and 235) may each have permissioned access (e.g.,
implemented by a Hyperledger Fabric blockchain) to one or more channels (e.g., 245a, 250a, 245b,
250b, 245¢, and 250c) that are private to the respective node 225, 230, or 235 and/or to one or
more smart contracts 240. In some embodiments, other users, such as an employee system 260 or
customer CRM database 265, can access the blockchain network (e.g., the nodes, channels, and/or
portions of or the entire ledger) through a lightweight directory access protocol (LDAP) connector
255.

[0045] Referring to Figure 3, the Hyperledger 305 tracks participants as one of three types of
entities: individuals 310, businesses 315 and agencies 320. Each entity is potentially associated
with a My Trust Score™ 325, and to one or more smart contracts 330. The smart contracts 330
have an associated sub-ledger 350 identifying the contract participants and are tracked as being
active campaigns 335. Where a contract is associated with an active campaign 335, compliance
340 with the contract terms is monitored, and machine learning or artificial intelligence (AI)
analysis 345 may be applied to identify compliant and non-compliant behaviors by participants. In
some embodiments, the machine learning or Al can implement natural language processing

libraries.

[0046] This data may then be fed back into the My Trust Score™ 325 calculation for the

associated entities.

[0047] Contract compliance may be managed in many forms through Al based machine
learning or specific events/actions defined by a contract that may be configured through cloud
functions that monitor specific actions or behaviors such as: monitoring content created or posted
by a contract participant to enforce employment exclusivity (e.g., accepting a contract from Nike™
for social media posts which prohibits any content posts for competitors), monitoring content
created to ensure that it complies with regulatory compliance such as paid content disclosure,
similar to the Food and Drug Administration (FDA) guidelines or reporting guidelines for adverse

events as set out in the food and drug acts of various governments as they may vary by country.
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Content monitored by AI may come in forms that include text, images, and/or video.

[0048] Blockchain-based smart contracts and machine learning/Al may be combined to offer
a significant advantage over the prior art in so far as they provide a technical platform that is
flexible enough to be configured in a multi-party multi-market environment and at the same time

offer irrefutable tracking and compliance.

[0049] Account access and creation for individuals, businesses and agencies is shown in
Figures 4, 5 and 6, respectively. Generally, after account creation 420, direct access tokens are
provided to permit direct access to contracts associated with that user. In some embodiments, over
time, a user may generate access to new peers, not unlike membership to different chat channels
on an instant messaging platform, based on their skills or attributes. If a contract is created and
published as “open”, all participants on the work may view the contract. If a contract is published
as “closed” then it may be specific to a particular peer or skillset. Additionally, a contract may be

specific as “invite only” in which only specific users have access to the platform.

[0050] Figure 4 is a schematic diagram of an example workflow for an individual entity or
user 405 interacting with the system, according to some embodiments. For example, at 465, the

system determines whether the individual entity 405 has an account.

[0051] Ifyes, at 415, a direct access token (e.g., via email with access token) is sent. Next, at
420, the system creates an account (e.g., invites the user 405 to create the account and indicates
who has invited the user 405 to create the account). At 425, the system presents a smart contract
to the user 405. The smart contract can be received upon request with pertinent data relating to the
user 405 from the ledger in a blockchain network, for example. At 430, the user 405 can accept
the smart contract, for example, indicate agreement to its terms. The blockchain system can
commit the acceptance to the ledger and/or configure permissions to allow the user 405 and/or
other parties to the contract access to the contract and related information such as status and
compliance indicators. At 435, the user 405 can reject the smart contract, for example, send data
indicating non-agreement to its terms. The blockchain system can commit the rejection to the

ledger and/or configure permissions to, for example, prevent the user 405 and/or other parties to
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the contract from accessing the contract and related information. Alternatively, data indicating a
rejection of the smart contract can be sent to one or more other parties (e.g., other parties to the
contract) and the one or more other parties can revise or manipulate the contract (or related data)

at the application layer and the system can re-present the revised smart contract at 425 to the user

405.

[0052] If at465, the system determines that the individual entity 405 does not have an account,
the system creates a new account 440 and, in some embodiments, commits the new account data
to the ledger in the blockchain. In particular, account creation 440, in some embodiments, includes
transmitting message data at 420 inviting the user 405 to create an account; allows the user 405 to
select the type of account to be created at 445 (e.g., free, pro, custom) and/or other account-related
configuration; and requests, generates, and/or receives a My Trust Score™ rank at 450 for the user
405. In some embodiments, the My Trust Score™ rank determined at 450 is generated based on
function 1520 as described in Figure 14. At 445, the type of account can be configured as a Pro
account at 460 if appropriate data is received and/or verified, such as uploaded proof of identity,
receipt of diploma data, background check data, and/or banking setup for contracts. At 445, the
type of account can be configured as an Internal account if appropriate data is received and/or
verified, such as identity data verified through single sign on authentication (SSO), peer to peer
friend verification data, and/or data specifying the user 405’s skills that may be used in a job board

for future contracts.

[0063] Figure 5 is a schematic diagram of an example workflow for a business entity 505
interacting with the system, according to some embodiments. Data relating to the business entity
505 can be stored in a business entity directory 510 (e.g., database in a storage unit, memory) and
may include a corporate entity parent name 520, information about one or more brands 525,
account information 530 (e.g., by country) for each of one or more brands, and brand or country
information 555. Associations between this data can be stored, for example, in a relational
database. This data can be used in one or more smart contracts 535 or to administer/manage smart
contracts 535, as well as can be used by one or more agencies 540, for example, that wish to enter
into a smart contract with a particular business entity 505. For example, an agency 540 can invite

545 and/or accept 550 an invitation to enter into a smart contract 535. The invitation and
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acceptance process can be mediated through request, acceptance, and rejection data sent and
received through or by a user interface and application layer. In some embodiments, a blockchain
system (e.g., Hyperledger Fabric) implements a LDAP identity and permissions management 515
that can prevent or allow access by the business entity 505 to smart contracts, inviting agencies
540 to enter into smart contracts, and/or committing data about the business entity 505 to the
ledger. Figure 15 is a schematic diagram of an example workflow for a business entity 505
interacting with the system similarly to that described in relation to Figure 5 at 1505, 1510, 1520,
1525, 1530, 1535, 1540, 1545, 1550, and 1555. In some embodiments, as shown in Figure 15, the
business entity’s 1505 access is not managed by an external LDAP identity and permissions

management unit.

[0054] Figure 6 is a schematic diagram of an example workflow for an agency entity 605
interacting with the system, according to some embodiments. Data relating to agency entity 605
can be stored in agency entity directory 610 (e.g., database in a storage unit; memory). Agency
entity 605 can access the system, for example, through an application layer. In some embodiments,
the application layer determines whether the agency entity 605 has an account at 655. If yes, at
615, a direct access token is generated and provided to agency entity 605 (e.g., committed to the
ledger and/or sent to agency entity 605). The direct access token can be provided to the system and
processed by the system to grant access at 620 to the agency entity 605 or to a specified business
entity. If, at 655, the application layer determines that the agency entity 605 does not have an
account, at 625, the system creates a new account. In some embodiments, the new account is
configured to include a request for access to a specified brand and/or country at 630. The system
can grant the requested access to the account. For example, the system can receive the request,
transmit a request to a business entity (e.g., related to the brand and/or country that access is
requested to) for approval, and grant access to the account upon approval by the business entity.
In some embodiments, the new account is configured to include a request to create a new brand
and/or country at 640. The system can invite at 645 one or more business entities based on the
request to create a new brand for a country. In particular, the system can transmit an access token
to the relevant business entity. In some embodiments, the access token is used by the system to
allow the business entity to access one or more parts of the ledger in a blockchain system, and data

relating to the access token can be committed to the ledger.
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[0055]  As described herein, an entity (e.g., individual entity, business entity, agency entity) is

a computer or node controlled by the entity.

[0056]  With the user account in the system, the contracts may then be created at 705 as shown
in Figure 7. A contract may be based on a pre-loaded contract template 710 which includes required
715 and variable (customizable) data 720. Some types of required data 715 may include contract
start date, contract end date, standard terms and conditions (as provided by either party or by the
system) and compensation. Some types of variable data 720 may include engagement criteria
(measurement), age of majority requirements (e.g., terms applying to advocates under the age of
majority), region coverage, and legal/regulatory compliance terms (e.g., AML). The contract may
also carry a distribution tag 725, where the contract may be flagged for use as a template for other

contracts such as with other brands held by the same owner, or in other regions.

[0057] For example, a contract may include requirements for the advocate to take specific
actions (e.g., a blog post or social media post related to the brand) along with agreement to submit
proof of actions and to monitoring of related accounts to ensure compliance. Similarly, the terms
and mechanism of payment are agreed to, and the business or agency provides proof of payment
and may also agree to monitoring. If desired, more specific requirements may also be included,
such as images and other specified content, metadata and hashtags associated with content, and
analytics used by the parties to assess results. Any other contract requirements, including deadlines
and frequency of posts may also be added to the compliance requirements and monitored
accordingly. A variety of payment methods can be implemented, such as a commission model or

an affiliate model.

[0058] Once the contract is created, contract approval 730 may be determined, if required.
When approval is required 735, the draft contract is sent (e.g., via email with a secure link 740)
to the approving party. If approval 745 is received from all required parties, then the contract is
finalized and committed to the ledger 750. If approval 745 is not revised, then the contract is
returned to draft 710, possibly with specific comments or changes revised through the approval

process, if provided. A web application can be used at 770 to send and receive data from the
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public ledger using an API 765. For example, at 770, a user can access a contract committed to
the ledger in the blockchain network, where the contract is a public contract as determined by
permissions that configure access to blockchain network (e.g., permissions that are managed by a
Hyperledger Fabric). A Hyperledger Fabric can be configured to perform a check on the identity
the requesting user (e.g., request and verify its identity; compare identity data received from the
user with data stored in or accessible by the Hyperledger Fabric using rules for determining and
setting permissions; etc.) and provide access to a contract as requested if the requesting user

identity passes the check.

[0059] At 755, a user can manage one or more smart contracts committed to the ledger, for
example, perform operations or manipulations 760 such as view, cancel, close, or revise the
contract. Any changes (e.g., newly generated data relating to the contract) can be validated and

committed to the ledger according to some embodiments.

[0060] With reference to Figure 16, in some embodiments, the system implements a workflow
1605, 1610, 1615, 1620, 1625, 1630, 1635, 1640, 1645, 1650, and 1655 similarly to that described
in reference to the embodiments illustrated with reference to Figure 7 at the corresponding stages.
Further, the embodiments illustrated in Figure 16 may instead allow for one or more smart
contracts to be viewed or cancelled/closed at 1665 following committing to a public ledger at 1650.
For example, embodiments illustrated in Figure 16 may omit workflow steps corresponding to

760, 765, and 770, for example.

[0061] Once committed to the ledger, in some embodiments, the contract moves to
administration 805 to enable monitoring and tracking as shown in Figure 8. Under administration,
contracts are classified into four categories: Pending contracts 810, Open Contracts 815, Active
Contracts 830 and Closed contracts 865. Pending contracts 810 are indications of intent to develop
a contract or template. Closed contracts 865 are those which are terminated, either by action of
one or both parties, or by end of term. Information from closed contracts 865 may be archived,
however they are effectively removed from the ledgers to free up data space and processing power

and time.
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[0062] Open contracts 815 are those which are awaiting approval from one of the contract
parties 820 as discussed above. An allocation is made in the ledger for the approved contract and

for monitoring approval or rejection 825, and any associated revisions.

[0063] Active contracts 830 are contracts which are being actively monitored and tracked in
the ledger. The approved contract details are stored in the ledger 835, including the compliance
requirements and terms as discussed above. The contract participants 840 are identified and have
corresponding identification data stored to permit the participants to access the contract details
and, in particular, to submit data with respect to contract compliance 845 (or non-compliance) as
required (e.g., via a secure URL and user interface 850).). System monitoring 855 for compliance
is also incorporated, along with any machine learning or AI components that are to be applied to
the monitoring. In some embodiments, a proof of work is submitted by an advocate as evidence

that can be used to show that they have complied with a term of a smart contract.

[0064] The system compliance monitoring 855 component may be cloud-based 860 in order
to track and share data for developing a trust level for the contract participants. For example, the
influencer’s social media account may be monitored via a machine-learning algorithm which is
seeded with initial relevant terms (e.g., the name of the brand and possibly other competing brands)
and track appearances of those terms in the social media account and match the other content
present with the terms in order to determine if compliance with requirements for the use of the
brand is being complied with by the influencer. In some embodiments, the Al is trained on data
that relates use of a brand name in a sentence with a positive or negative portrayal in order to

determine whether the brand name is being favourably portrayed in new sentences.

[0065] From this process, as shown in Figure 9, a My Trust Score™ 905 may be created that
is associated with the contracting parties. In some embodiments, the association is stored on the
blockchain in a subledger 910. A sub-ledger 910 is kept in the system which tracks all of the
participants, which are divided into three categories: individual entities 915 (for example,
advocates), business entities 920 (for example, brand owners) and agency entities 925 (generally

third parties such as legal counsel or collectives). Each entity is further tracked with three elements:
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identity verification 930, entity attributes 935 and past contract compliance record 940. In some
embodiments, there is provided a trust ranking engine 980. Trust ranking engine 980 can rank My
Trust Scores™ of one or more parties. Figure 17 is a schematic diagram of an example embodiment
where trust score 1705 is provided directly to trust ranking engine 1780 as shown in Figure 17.
The workflow and architecture illustrated at 1710, 1715, 1720, 1725, 1730, 1735, 1740, 1745,
1760, 1770, 1750, 1765, 1775, and 1755a, 1755b, and 1755¢ may operate as described in relation

to corresponding stages shown in Figure 9.

[0066] For greater clarity, a My Trust Score™ may be calculated as a series of points which
can be summed to create an absolute value which is represented to a total score, for example 700
points similar to a FICO score or a letter grading system (e.g., A+, B). In particular, each entity
on the network can receive a unique blockchain ID and a My Trust Score™ may rise and fall as
each entity completes various transactions on the network. For example, two parties can enter
into a contract on the platform where Party A offers a contract and Part B accepts the contract.
Party B may successfully complete the contract offered by Part A. Party B would receive a boost
in the form of 50+ points to their basic My Trust Score™. Similarly, if Party B failed to complete
their contract they would have their score reduced by 50 points. Due to the unique nature of the
blockchain system, Party C can examine the transactions between Party A and Party B and trust
and verify each step of the transaction between both parties without knowing the contents of the

contract itself.

[0067] For greater clarity, each entity may receive a public profile on the WWW presented
by http://www.mytrustscore.com/USER_ID. In some embodiments, this is URL is a public

presentation of data stored and verified on the blockchain accessed via API. In a fully distributed
ledger model, multiple entities may hold their own private keys and update the ledger directly.
For example, individual users may hold their privates on a crypto wallet on a smartphone.
Viewing and applying to contracts on the platform can be contingent upon having a verifiable

private key on their local device.

[0068] Thus, for an individual entity 915, identity verification 930 is based on confirming the
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identity of the individual, generally through a form of government-issued identification, which is
recorded and stored in the ledger in association with the individual entity 945. The entity attributes
for the individual would generally include the skills and expertise of the individual 950, such as
subject matter (e.g., kitchen utensils) and social media network affiliations. Finally, past contract
compliance 940 is a tracked record of compliance 955 (e.g., 955a, 955b, or 955¢) with the terms
of past contracts stored in an accessible manner. The compliance 955 may be tracked as an absolute
value, percentile ranking, or as a record of exceptions, or by other methods that serve to separate

more compliant entities from less compliant ones, herein referred to as a My Trust Score™ 905.

[0069] For business entities 920, identity verification 930 is based on business records and
may include region legal and regulatory information 960 (i.e., location of incorporation), as well
as brands associated with the entity. Agency entities 925 are similar, with additional allowance for
international or multi-region affiliations 970. Attributes for business and agency entities are
generally tied to their contract terms 965, particularly compliance requirements, and ability to bind
975 themselves or other parties to a contract. As with individuals 915, the record of contract

compliance 940 is also tracked for business 920 and agency entities 925.

[0070] The Hyperledger framework (e.g., through permissions control logic) may further
allow for control over who is allowed into their node on the Hyperledger 305 and subsequent
routing and permissions related to a question, where the question may be handled by: 1) an
employee; 2) a customer; or 3) a trusted advocate (an outside third party) 1045. Thus, for
example, the brand may be a product retailer, a customer could be a past purchaser of products
from that retailer, and a trusted third party 1045 could be another brand which is carried or
provided by the product retailer or an third party whom the product retailer has allowed to
answer questions as an outside trusted third party, using the trust network process described

herein.

[0071] The My Trust Score™ 905 may be further applied to create a trust index or trust chain
1005 as shown in Figure 10. With the trust index 1005, in addition to the elements discussed above,
an entity 1020 may have its My Trust Score™ 905 adjusted based on relationships (“chains”) 1030
to other entities 1025. The chains 1030 may then be part of calculating a My Trust Score™ based
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on interactions between entities 1020.

[0072] In some embodiments, the trust index or trust chain 1005 process proceeds as follows.
At 1010, the trust chain 1005 component verifies the identity of a user (e.g., receives digital identity
data). At 1015, the trust chain 1005 component ranks the My Trust Score™ of the user based on
one or more other entities 1020 or its own entity data 1020, for example, data indicating the entities
1020 are in the same category 1025 (or categories 1025a, 1025b, etc.) as the user, indicating the
number of chains of trust 1030 associated with the entity 1020, and/or indicating a transaction
history 1035 of the entity 1020. In some embodiments, the trust index or trust chain 1005 processes
self-identification 1040 and/or receives verification data from trusted third parties 1045, for

example, as part of the identity verification algorithm 1010.

[0073] Figure 18 is a schematic diagram of an example embodiment where Entity 1 1820 is
provided with a trust rank badge or token 1860. The workflow and architecture illustrated at 1805,
1810, 1815, 1830, 1835, 1840, 1845, 1825, 1830, and 1835 may operate as described in relation

to corresponding stages shown in Figure 10.

[0074]  Within the context of banking there is a well known and understood set of parameters
for establishing credit scores and any weighting related to parameters in the financial world. The
same cannot be said with contracts and user generated content as the performance and weighting
may be highly subjective. In order for the platform to operate correctly the system needs to be
transparent on the calculation of your public scores, but the agencies and brands may not want to
make all of their score-relevant data public. Cryptography has a solution for this problem called
zero knowledge proofs (ZKPs). A ZKP allows a party to assert some information about some
data without having to reveal the data. The data model, algorithms and code could be open

source so that they could be trusted to generate the correct ZKP results.

[0075] In the proposed system, if multiple parties contribute their respective inputs to a

function that computes a combined score, they will have to reveal their inputs for the
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computation to be carried out. Alternatively, should they desire to keep in information private the
platform could adopt secure multi-party computation (MPC) which would allow multiple parties
to contribute their encrypted input to the computing function in a privacy-preserving mode. In

other words, the respective inputs are never observed in unencrypted form outside of their origin

and yet they can be used in a computation to obtain the combined score.

[0076] Another method to assist using confidential data on a public blockchain could include
homomorphic encryption. The data could be constructed in a way that it can be encrypted for use
outside of the originating brand or agency and you could use that encrypted data to build the
score without having to first decrypt it. This is anonymized access to data for analysis by third
parties. A homomorphic encryption is designed in such a way that certain operations on the input
translates on analogous operations on the output. Hence, one could apply those operations on the

encrypted information which simply correspond to the operations on the decrypted information.

[0077] The addition of digital signature protocols may be required allowing potentially
competitive companies to collaborate without revealing who the signing parties are. This would
use this to ensure integrity on data made available for public calculations but keep the originator
of the data confidential. A threshold scheme whereby any k out of m parties could produce a
valid signature could be enacted to ensure that only a small percentage of the transactions are

private.

[0078] For example, the My Trust Score™ 905 may start with a value of 1 (representing
100%) as a global value. The global value may then be comprised of many different variables.
That is, each entity may have a global value for a My Trust Score™ 905, but may also be
assigned secondary rankings or My Trust Scores™ based on different factors or topics which
could be either qualitative (sentiment analysis) or quantitative values. One example could be a
quantitative value be comprised or derived from, but not limited to, feedback received from chat

engagements by an advocate while under contract with a brand.
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[0079] According to an embodiment, Figure 11 is a diagram showing how the Hyperledger
framework may allow multiple companies 1105 to control who is allowed into their node on the
Hyperledger 305 and subsequent routing and permissions related to a question being handled by
staff 1140 (e.g., 1140a, 1140b, 1140c) of a brand 1115 or 1120 or 1125, etc., a customer 1145
(e.g., 1145a, 1145b, 1145¢) or a trusted advocate 1110 (i.e., an outside third party). For example,
the brand 1115 could be a retailer, like a Home Depot™, a customer 1145 could be a past
purchaser of products from that retailer, and a trusted third party 1135 (or third parties 1135a,
1135b, 1135c¢, 1135d) could be another brand 1120 which is carried by Home Depot™ or a
service provider, such as an electrician, whom Home Depot™ has allowed to answer questions
as an outside trusted third party. Figure 11 also demonstrates an example of how, in some
embodiments, the framework enables a use case in which Hyperledger Fabric is used to
objectively map and enforce permission based relationships between entities in addition to
specific permissions related to a specific channel or topic 1130 related and lastly recording the
performance of a specific individual (e.g., staff 1140 or advocate 1110) related to a specific
response 1150. In some embodiments, a user can request a My Trust Score™ for a trusted

advocate 1110 by accessing a URL 1155.

[0080] The implied framework demonstrates how Hyperledger Fabric in Figure 11
demonstrates how Hyperledger Fabric can deliver contracts between multiple parties, open
authentication between said parties so as so expose specific roles and activities, and track the
behavior and fulfillment of said activities which may in turn form the basis of a scoring the

performance of an individual member who is party to the network.

[0081] According to an embodiment, Figures 12 and 13 depicts a number of workflows

between various parties and system components according to embodiments.

[0082] A shown in Figure 12, from left to right, the parties and system components are:
Freelancer 1205, Platform 1210, TrustScore 1215, Brand 1220, and Agency 1225. In the topmost
example Onboarding Workflow 1230, the Freelancer 1205, such as an expert advice provider

registers with a software-based platform such as Answerable™ which onboards the user to
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having a TrustScore 1215. The Freelancer 1205 agrees to an agreement from the Platform 1210

and the agreement is recorded with TrustScore 1215 software component.

[0083] Below that, an example Brand Direct Workflow 1235 is shown, the Brand 1220
onboards pros (or third party experts), from its Customer Relationship Management system and
offers them a contract, which when agreed to by the Freelancer 1205 (or third party expert) is
recorded with the TrustScore 1215 software component. The Platform 1210 then monitors

interactions by the Freelancer 1205 and records them with TrustScore 1215 software component.

[0084] Below that, in the example Brand Agency Answerable™ Workflow1240, the Brand
1220 first engages the Agency 1225 and then the Agency 1225 configures a smart contract in the
Platform 1210 and adds it to TrustScore 1215 software component, the Platform 1210 then offers
the contract with the Agency 1225 to the Freelancer 1205 and next the Freelancer 1205 agrees to
the contract with the Agency 1225 through the Platform 1210. The Platform 1210 then records
the agreement with the TrustScore 1215 software component and the Platform 1210 then
monitors interactions by the Freelancer 1205 and records interactions with the TrustScore 1215

software component as input to calculating the Freelancer’s 1205 My Trust Score™.

[0085] As shown in Figure 13, in the example Future-State Independent Agency Workflow
1345, the Brand 1305 first engages the Agency 1310 and then the Agency 1310 configures a
smart contract and adds it to the TrustScore 1315 software component. The Agency1310 then
offers the contract to the Freelancer 1320 such as an influencer and next the Freelancer 1320
agrees to the contract with the Agency 1310. The Agency 1310 then records the agreement with
the TrustScore 1315 software component and the Agency 1310 then monitors interactions by the

Freelancer 1320 and records the interactions with the TrustScore 1315 software component.

[0086] Below that, in the example Happy Path Customer Interaction Workflow 1350, the
Customer 1325 has a question for the Brand 1305 and Brand 1305 asks through a Marketing
Channel 1330, for instance, Intercom™, for someone to help this person such as an expert advice

provider. The Marketing Channel 1330 submits a request to the Platform 1335 to find a
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Freelancer 1320 and the Platform 1335 dispatches the question to a Freelancer 1320 and the
Freelancer 1320 provides an answer to the Customer 1325. The Platform 1335 then records the

interaction by the Freelancer 1320 with the TrustScore 1315 software component.

[0087] Below that in the Social Media Workflow 1355, the Freelancer first asks the
TrustScore 1315 software component what is my URL? and the TrustScore 1315 software
component responds with the Freelancer’s 1320 URL that indicates his or her My Trust Score™.
The Freelancer 1320 then promotes his or her My Trust Score™ on social media such as Twitter
1340 and the Customer 1325 checks out the Freelancer’s 1320 My Trust Score™ which is
accessed via the Freelancer’s 1320 URL. When the URL is accessed, TrustScore 1315 calculates
the My Trust Score™ as described elsewhere herein and provides it to the Customer 1325 who

then may assess the level of trust others have in the Freelancer 1320.

[0088] The preceding set of workflows provide examples of sequences which ultimately
show how My Trust Score™ is calculated based on interactions. For example, a My Trust
Score™ may start with a value of 1 (representing 100%) as a global value. That global value
could be comprised of many different variables and demonstrate the relationship of authority
between people. That person may have a global value, but secondary rankings or My Trust
Scores™ may be assigned based on different topics. Those rankings are derived from, but not
limited to, feedback received from chat engagements. As an example, if an advocate mentions
the brand that they have entered into a smart contract with to promote that brand and releases a
statement on their social media account promoting that brand, but also includes a statement
promoting a competitor brand, the system may decrease the advocate’s My Trust Score™ and/or

interpret and record data indicating same as a negative interaction.

[0089] Figure 14 is a schematic diagram of an example platform 1400 according to some
embodiments. In some embodiments, platform 1400 generates a My Trust Score™ as illustrated.
Platform 1400 includes a virtual machine, cloud computer, or remote computer 1410 accessible
by platform 1400. Platform 1400 includes a processor, which executes instructions in memory to

configure cloud computer 1410. Cloud computer 1410 receives a request to generate (e.g.,
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compute) a My Trust Score™ and activates My Trust Score™ Cloud Function “Chron Job”
1420. The request can be generated at a node in a Hyperledger Fabric by an entity (individual,
business, agency, etc.), user, or customer. For example, a user may trigger a request upon
accessing a URL provided by an advocate on social media who wishes to advertise their My
Trust Score™. As another example, a business entity such as Pepsi™ may be represented as or
control a node in a blockchain network and may have permissioned access to specific blocks on
the blockchain or data on the ledger that are not accessible by other nodes or companies based on
data (e.g., digital identity) and permissions implemented by a permissioned blockchain network
such as a Hyperledger Fabric. The node controlled by Pepsi™ can generate the request based on
data stored in the ledger that the node has permissioned access to. As another example, an
application may generate the request for a My Trust Score™ based on My Trust Score™ data,
such as My Trust Score™ data generated by one or more business entities such as Pepsi™ and
based on private My Trust Score™ generation algorithms. The application can receive global My
Trust Score™ values about a particular supplier from computers controlled by different business
entities and accordingly use the My Trust Score™ values to generate a shared My Trust Score™
value through a request that activates function 1420. The My Trust Score™ values can be

validated and committed to the ledger according to some embodiments.

[0090] Function 1420 is executed based on attributes, such as time 1460 or event 1470.
Example events include when a contract is completed. For example, cloud computer 1410 can
receive data (e.g., with the request for a My Trust Score™) from a ledger storing the status of or

indication of compliance with a contract.

[0091] In some embodiments, function 1420 receives data representing one or more user
tables 1430 that store or encode data related to a user 1440. In some embodiments, user table
1430 can contain data, such as references, that can be used to request data from a sub-ledger of
participants 1470. As examples, the data stored or encoded in the user table 1430 or accessible
using user table 1430 can represent a trust rank badge, token, or My Trust Score™ 1450. The
trust token 1450 can include an individual aggregate score 1490, an individual specific score

1405, and/or an indication 1415 of a score relative to scores for other users or people. The
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indication 1415 can be data generated using regression analysis, for example.

[0092] In some embodiments, function 1420 receives, implements, and/or executes one or
more scoring algorithms 1480. In some embodiments, the scoring algorithms 1480 can
implement open standardized score, custom scoring, and/or encrypted or private scoring. For
example, an encrypted scoring algorithm can be used where a node on the network controlled by
a business entity such as Pepsi™ requests the generation of a My Trust Score™ based on data

kept private by permissions implemented by a blockchain network such as a Hyperledger Fabric.

[0093] In some embodiments, function 1420 receives other data such as internal data 1425
stored on data storage in cloud computer 1410 or received by cloud computer 1410. In some
embodiments function 1410 receives other data such as external data 1435, for example,
transmitted over a network where the transfer is implemented using a REST API 1445. In some

embodiments, the system is operable to using a variety of trust scores.

[0094] It should also be noted that the steps described in the method of use can be carried out
in many different orders according to user preference. The use of "step of" should not be interpreted
as "step for", in the claims herein and is not intended to invoke the provisions of 35 U.S.C. § 112(f).
It should also be noted that, under appropriate circumstances, considering such issues as design
preference, user preferences, marketing preferences, cost, and technological advances, other

methods are understood to be taught herein.

[0095] The present invention may be embodied in other specific forms without departing from
the spirit or essential characteristics thereof. Certain adaptations and modifications of the invention
will be obvious to those skilled in the art. Therefore, the presently discussed embodiments are
considered to be illustrative and not restrictive, the scope of the invention being indicated by the
appended claims rather than the foregoing description and all changes which come within the

meaning and range of equivalency of the claims are therefore intended to be embraced therein.
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What is claimed is:

1. A system of monitoring contract compliance, comprising:

a user interface, the user interface providing account creation and system access for

individual or business users;

an application layer including access to contract creation, revision and approval tools; and
a Hyperledger Fabric blockchain network including a component for monitoring contract
term compliance by contracting parties and a trust score component to assign a trust score

to each party based on monitored contract compliance,

wherein the contracting parties include a party desiring services to be provided and a

service provider contracted to provide the services for the contracting party.

2. The system of claim 1, wherein the account includes one or more contracts.

3. The system of claim 2 wherein at least one of the one or more contracts is an open or

pending contract.

4. The system of claim 1, wherein the application layer further includes a database for storing

one or more contracts.

5. The system of claim 1, wherein the application layer comprises application logic for

interfacing with the user interface and the Hyperledger Fabric blockchain network.

6. The system of claim 1, further comprising an application configured to permit the service

provider contracted to view his or her trust score.

7. The system of claim 1, further comprising an application configured to allow a service
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provider willing to promote a brand to accept engagements from a brand owner.

The system of claim 7, further comprising an application configured to allow a brand owner

to enter into engagements with a service provider willing to promote a brand.

The system of claim 1, wherein the party desiring services to be provided includes an

agency which represents the party.
The system of claim 1, wherein the monitored contract compliance uses machine learning
or artificial intelligence in determining a trust score for the service provider contracted to

promote a brand.

The system of claim 1, wherein the system includes the contract creation, revision and

approval tools.

The system of claim 1, wherein the identity of a user is verified during account creation.

The system of claim 1, wherein the party desiring services to be provided is an owner of

one or more brands.

The system of claim 13, wherein each of the one or more brands may be associated with

one or more countries in which the brand is promoted.

The system of claim 14, wherein an agency may be given access to the brand of a business
entity in one or more countries in order to enter into engagements with a service provider
willing to promote a brand.

The system of claim 1, further comprising a contract administration tool.

The system of claim 16, wherein the contract administration tool is configured to permit

the service provider contracted to promote a brand to submit proof of work to demonstrate
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contract compliance.

The system of claim 1, wherein approved contracts are committed to a ledger on the

Hyperledger Fabric blockchain network.

The system of claim 1, wherein the service provider contracted to promote a brand is a

social media influencer.

The system of claim 1, wherein the trust score is adjusted based on digital identity data

related to one or more parties.

The system of claim 20, wherein digital identity data is adjusted based on verification data

related to one or more parties.

The system of claim 1, further comprising a verification component for verifying digital
identity data received from one or more parties and committing the digital identity data to

a ledger on the Hyperledger Fabric blockchain network.

The system of claim 1, wherein the Hyperledger Fabric blockchain network controls access
to one or more contracts based on a permission indicator related to a digital identity of one

or more parties.

The system of claim 1, wherein, in response to a request received through the user interface,
the application layer provides validation of an identity of one or more of the parties based

on one or more digital identities stored on the Hyperledger Fabric blockchain network.
The system of claim 1, wherein the trust score is stored on a private ledger within the
Hyperledger Fabric blockchain network, the private ledger accessible by one or more of

the parties based on one or more permission indicators for the one or more parties.

The system of claim 1, wherein the trust score component generates the trust score and
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commits the trust score to a private ledger within the Hyperledger Fabric blockchain
network, the private ledger accessible by one or more of the one or more parties based on

one or more permission indicators for the one or more parties.

The system of claim 1, wherein the trust score component generates the trust score for one

or more of the parties based on one or more received trust scores.

The system of claim 1, wherein the trust score component generates the trust score for one

or more of the parties using a zero-knowledge proof.

The system of claim 1, wherein the trust score component generates the trust score based

on encrypted data using multi-party computation.

The system of claim 1, wherein the trust score component generates the trust score based

on encrypted data using homomorphic encryption.

A method of assigning a trust score to a service provider, comprising:

for each closed or ongoing contract, the service provider has entered into with a party

desiring services to be provided:

determining whether any proof of work has been submitted by the service

provider,

if yes, determining using machine learning or artificial intelligence whether
the proof of work submitted by the service provider is in full or partial
compliance with the terms of the contract, and

assigning a compliance score based on the extent of compliance; and

aggregating the compliance scores from each of the closed or ongoing contracts and
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assigning a trust score to the service provider based on the aggregated compliance scores.

32.  The method of claim 20, wherein a compliance score is assigned for a closed contract with

no proof of work submitted.
33.  The method of claim 20, wherein the service provider is a social media influencer.
34. A computer product with non-transitory computer readable media storing program
instructions to configure a processor to, for each closed or ongoing contract the service provider
has entered into with a party desiring services to be provided,
determine whether any proof of work has been submitted by the service provider,
if yes, determine using machine learning or artificial intelligence whether the proof of work
submitted by the service provider is in full or partial compliance with the terms of the
contract, and

assign a compliance score based on the extent of compliance; and

aggregate the compliance scores from each of the closed or ongoing contracts and assign a

trust score to the service provider based on the aggregated compliance scores.

Date Recgue/Date Received 2020-07-24



ureyampolg

981

awadeuewy diysiaquiain

08L

30IAIBS UteY)

T 24n314

591
oseqgeleq

S1oeIluO)
Syl AW

O} S1oeJu0)
Buipuad/uadQ

S}oeJiuo)

091 2807
uopned|ddy

)JOMIDN uleyddolg
J11ged 193pajsadAH

I1dv
153y

svi A

$10841U0)

a uadQ

SENENN
[F R LELE

So1

JoAe uoneoiddy

MMM

cel
S}oeJluo)
uoiew.ioul JUNOo2DY
0l 1unodoy AN
N2y H
GZ| @188 |eUOSIad
*14)
SpoeIUO)
uoj1eWION| unoxy
0€F  junoooy A
(1741
1UN0o22Yy ssauisng
GZl @21ea)

(3

CRLIEIPEN)

Date Recgue/Date Received 2020-07-24




s9z
asbqoiog

WD
Jawoisn)

\\thc.\m\\

waisAs
aahojdw3
" b:c.\m\\

09¢

woozpupiqg-sn
305z TIdueyd

A

wioo°7puniq y?)
o6ye TIBueyd

A A

A

wodzZpueiq-sn
wod'zpueliq-ed

Y

A

wooxpuniq-sn

A 4

(74

J103153Uu0)

dvai

qosz cldueyd

A

I |

woo"Xpuniq )
asye TIduey

A

wodxpueiqgsn
wiodXpueiqg-e)

A

PP suoiljdesue) ﬂ
wwwa Iouuey2 03 ppY sddy
1 “« ” SAoWwisy
! | ALpd .
1 N4®dd — PPV P
\ / 0l¢ s1as0)
/// \\\
Sic
> IdV <
s08T
/ .Xpuvig, Y
" FEL) _
.,, N199d / SAMBS {NOODI} ysoH
S Il oie =M jm———m————— abpng ai03s
NS ” Y 1

SIDqUIBIN _
anowWaY ‘PpY ‘GuAUf
e — — — -
\\O\Q Q-\lh\\
TTeosz  zeueyd
|
I —
_I _ ecye #2944 Q.:L\
TIauey)

A

v .W4ibH ou oQ,
1eJIU0) Mews

A

A

Z 94n3i4

340M JO JOOUd

0ze

0IAIDS
Suuepi0

sni A

S0Z

ddy
diyssaquisiy
diL

A

S31DIOAPY
juapuadapuy

ddy ureymjoo|g plgA

Date R;e/Date Received 2020-07-24



aoueldwon
ove

0S¢
sjuedpied

sishleuy v/ 1N J0 196paT-ans
= paleoipaq

(33
subjedwe) S]0BJUOD)

___ 8Ny lewg
Gee

€ ain3si4

(143

2l02g Isni i

Gi€
Anuzg

ssouisng

(115
Anuzg
[enpIAIpU

G0¢
1abpajiadiy

Date Recgue/Date Received 2020-07-24



s10B11U0D 10} dnlos Bupjueg
Jvy) punoidyoeg

ewojdig pi Jo Jooid peojdn

{ 24n8i4

09y

old

24n1ny o4 pieoq qof e axy sjidis Alsads
UOHBILYLISA PUSLIY - 193¢ 01 J199d
0SS U8noayy paiyian sannuapi AN

S)1oRAUOD

F3

14141 4 Jeusaqug
wosny - ozv “junodse
oid - InoA a1easd aseald X
yuey 2103S 3snuL ooy - A Pa1IAUI U553 SABY NOA 3UN020Y Map 33e31)
oSy Svv adAg asooy) 3unodde anoA aeas) o
cey $5320Y

‘pawijuod uSiedwed pue
1IBIJUOD LIBWS 0} SSAITY
uondafoy

oey $S220Y

‘pawLIjuod udiedwen pue
10BIIUOD LIBWS 0] 55320y
soueydasoy

“Jasn pus 0] 1DeLU0D
}ews jO uoljeluasald

—_ PeIUO) Hews
Sy

f Y

‘JUNOJk JNOA 918940 95E9|d

X AQ PaAUL USSY BABY NOA
junodoe anoA ajeald

ozv

AduaBy/sssuisng uo

U UYO] SSIIIE YUM [leWT e/

U)o} SS90y 2uIq

Siv

oLy
Aopang

Ayu3z [enpinipuj

sov

J1UNODOR UB 8ARY |BIDIAIPUI BU1 $80(]

Sov
Aug

[ENPIAIDU]

Date Recgue/Date Received 2020-07-24



G 24n314

§85

SIS

uswebeuepy

SUOISSIULIDd

» Anuep| dvai
jeusopg

0SS desoy 0vs
sapuady
-- Gvs S
|
i
i
! —
“ Ges
||||||||||||||||||||| e ———— H -- SI0BAUO) MBS
; i
1 |
1 |
1 |
1 '
1 '
1 '
1 t
1 i
1 i
§
o5c | T4
Anunod X pueig
Aq sjunodoe gqng h
X pueig H ﬂ
H
X Aiuno) T P aweN uased
X pueag _ 8 | _ Amuz ajesodio)
_
016
Aopaung

Anuz ssauisng

4

G0S
Apug
ssauisng

Date Recgue/Date Received 2020-07-24



059 jew3
Aq Juas uayoy ssaoy

S¥9

9 3.n3si4

Anjue ssauisng ayAu] |e

G€9

Aqus ssauisnq

a X Aluno)

X pueig
Map ajeal)

Aq pajuesn ssanoy

a X Anuno)

X pueig
03 $S20Y pmwz_uwm_

029 Aymuz

ssauisng payads
0} pajuelyn ssany

S29

JUN02DY M3 331e31)

0l9
Aoyang Anjugz Aduasy

S19

U0 SS90y PG

F 3

Date Recgue/Date Received 2020-07-24



[ 2in3i4

gaM 21|gnd 01 pasodx3 1oesiuo)
uoled|jddy qam

0L

Svi

o8e1s yeup

o} uiniay ‘papuadde

s1UBWWOod 21y193ds

yum p[alj 1xa1 paaosdde
jou}| — pansosddy 1oN -
anouddy -
a8ed |erouddy 1ea3U0)

A

SzL

1ay30 104

isjew
Jo/pue spuelq

alejdwal

SIY3 BN XOPRYD -

uonnquisia

E

.

uonedynoN [rew3

ove

doueldwod TN/IV -

il k1l [ok]
uol8ay -
syl anoudde pue mainad 0c. 53y
Aofey jo a8y -
4 oMUl SN Bsed|d -
BU9Y) uawaseduy -

wolsn) g a|qelep

*

uopesuadwod -

(suonipuod
1dv ‘panosdde o1 DAOW ON §| - pue swal
WwO_U\_WUCmU - mmN J2M3IAI O] IN U0} UNO_QDV Xog X9l -
MBIA - BIA LBUp pUas ‘S9A 4| - aleQpuy -
092 élenoadde aunbau syl ssoq ajeq weis -
1191 L.l ejeqgpaunbay
A 4 +
uolessiuupy 128p3) ongnd 01 Hwwo) |eaoiddy 1oenuo) ajejdwa] penuo)
—  JORIJUO) HEWS J1|qnd 1sod N MIInDId yeaqg
GGL —_ 1192 —
05. 1L

S0Z

uoneas)
PeNUO) MBWS

Date Recgue/Date Received 2020-07-24



Suponuow |yv/1N
suonoung soueldwo) |g—
998 Pnep 555 SuloNUOA IsnaL
g 24n38i4
0S8 Sv8
1asmoug gam ein Anuas | R “jom jo jooud Hwgns
elep Joyun sdny [ d ssueldwo) adijdxa [
ov8
suuedpiued 102QU0) (¢ syueolddy 199[ey Jo 1dedoy
——  M3IADY uedidd
578 IADY Juedl|ddy
€8 oz8 Ajdde Aew
smels adsueldwo) 28e8us 01 el Y] S19DW
s|ielaQ 1esu0) OYM J0RJIUOD JBWS dY}
pleoqyseq 1enuo) pamalA sey eyl Alus Auy
sjuedi|ddy 1oesuo)
) )
598
$PRIUO) PasO) SRIUOD DY spesuo) usdo Suipuag
€8 gis 018
T x x x

508
uoneIsIuIpY

PLUO) JewS

Date Recgue/Date Received 2020-07-24



6 24n3i4

pr /6 —
0GG6 fu3 sseusng 0.6
uend ’ pulq Jouued/ue) [e007]
SlUBldWo)  le— Jojeas) oeuo) [ ‘euoibey ‘eqolo
Jlojesspoly / Jesn
A A A
asse 596 096 076
s ssauisng $8]0J pue.g Aug
¢ueidwiog  je— josuwus} | ‘Aiojeinbey sseuisng
‘leba / uoibey
8GG6 056 ST6
; Ayu3 Amu3
ueldwo |1 _— : !
Jiuel| 0 - s ___enpiipyl [EenpIAUY]| 096
Gv6 auibuz
Bupjuey 1snip
ove S€6 sjuedpied
souedwon senquUlyY uonesyUBA o oBbames 01008 1511
10BHUOD ISBd Nl Amug ] Ausp) J pe7-ans Sisnip
— pajesipaQ —
0€6 - 606
016

Date Recgue/Date Received 2020-07-24



GE0L
AIojsIH

uonoesues |

ocol
Aug puelig
1sni] Jo suieyd
Jo JaquunN

0T 94n314

G20l
AioBajen aweg

ar#syo

qgcoL
Aiobere) sweg
dleyio
Y
0201 101
1 Amug e quey 1snif
2
S0l ovol 0i0l
seijed piiyL UoHEOUNUSP|-)IS uonesyLaA
PalsniL Awusp

5001
urey9 / xepu

suey isnij

Date Recgue/Date Received 2020-07-24



SZiL
Zpueig

ozt
Abueig

Siib
Xpueig

ocll
oidoy
Jlauueyn

oLl
SO]EO0ADY

0SL1

asuodsey

psisniy

e OIS

AUIY/UI00 ©I00SISTUIAW

S0Ll
siead

wiofeld

Date Recgue/Date Received 2020-07-24



Figure 12

Freelancer Platform TrustScore Brand Agency
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