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(57) ABSTRACT

Encryption of data within a memory is provided by key
generation circuitry which serves to generate a key as a
function of the address within the memory being accessed
and then encryption circuitry or decryption circuitry which
serve respectively to encrypt or decrypt the data as a
function of the key that has been generated based upon the
address. The encryption and the decryption may be per-

Int. CL formed using a bitwise XOR operation. The key generation
GO6F 12/14 (2006.01) circuitry may have the form of physically unclonable func-
HO4L 9/08 (2006.01) tion circuitry, which varies from instance to instance of
G09C 1/00 (2006.01) implementation and that operates to generate the same key
GOG6F 21/72 (2006.01) for the same address upon both write and read operations
GO6F 21/79 (2006.01) within the same instance.
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ADDRESS DEPENDENT DATA ENCRYPTION

CROSS-REFERENCE

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 14/486,181 filed Sep. 15, 2014, the entire
contents of which are incorporated herein by reference in
this application.

BACKGROUND

[0002] This disclosure relates to the field of data process-
ing systems. More particularly, this disclosure relates to the
encryption of data within data processing systems.

[0003] It is known to protect sensitive data, such as
encryption key data, financial data and the like, using
encryption mechanisms within data processing systems. An
assumption often made within data processing systems in
relation to the protection of data is that when that data is
erased from a memory, then it will not be recoverable. For
example, when power to a volatile memory is removed, the
data within that memory is assumed to be erased. However,
in practice there may be physical characteristics of the
memory that allow erased data to be reconstructed. Data
remnance poses a threat to systems that make this assump-
tion, i.e. that data erased from a memory will not be
recoverable.

[0004] Another potential problem with data encryption
mechanisms is that these may consume a disadvantageous
amount of energy when encrypting and decrypting data. For
example, complex algorithms, such as RSA, can consume
many hundreds of thousands of processing cycles to perform
their encryption and decryption operations. Within systems
with energy budget constraints, such as battery-operated
internet-of things devices, the energy consumed by such
encryption and decryption mechanisms is a disadvantage.

SUMMARY

[0005] Viewed from one aspect the present disclosure
provides apparatus comprising:

[0006] memory to store encrypted data representing unen-
crypted data at a storage location specified by an address;
[0007] key generation circuitry to generate a key as a
function of said address;

[0008] encryption circuitry to encrypt said unencrypted
data to form said encrypted data as a function of said key.
[0009] Viewed from another aspect the present disclosure
provides apparatus comprising:

[0010] memory means for storing encrypted data repre-
senting unencrypted data at a storage location specified by
an address;

[0011] key generation means for generating a key as a
function of said address;

[0012] encryption means for encrypting said unencrypted
data to form said encrypted data as a function of said key.
[0013] Viewed from another aspect the present disclosure
provides a method comprising the steps of:

[0014] storing encrypted data representing unencrypted
data at a storage location specified by an address;

[0015]

[0016] encrypting said unencrypted data to form said
encrypted data as a function of said key.

generating a key as a function of said address;
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[0017] Viewed from another aspect the present disclosure
provides apparatus comprising:

[0018] memory to store encrypted data representing unen-
crypted data at a storage location specified by an address;
[0019] key generation circuitry to generate a key as a
function of said address;

[0020] decryption circuitry to decrypt said encrypted data
to form said unencrypted data as a function of said key.
[0021] Viewed from another aspect the present disclosure
provides apparatus comprising:

[0022] memory means for storing encrypted data repre-
senting unencrypted data at a storage location specified by
an address;

[0023] key generation means for generating a key as a
function of said address;

[0024] decryption means for decrypting said encrypted
data to form said unencrypted data as a function of said key.
[0025] Viewed from another aspect the present disclosure
provides a method comprising the steps of:

[0026] storing encrypted data representing unencrypted
data at a storage location specified by an address;

[0027] generating a key as a function of said address;
[0028] decrypting said encrypted data to form said unen-
crypted data as a function of said key.

[0029] Example embodiments will now be described, by
way of example only, with reference to the accompanying
drawings in which:

DRAWINGS
[0030] FIG. 1 schematically illustrates a data processing
system,
[0031] FIG. 2 schematically illustrates a mechanism for

encrypting unencrypted data upon data write;

[0032] FIG. 3 schematically illustrates a mechanism for
decrypting encrypted data upon data read;

[0033] FIG. 4 schematically illustrates a mechanism for
both encrypting and decrypting data;

[0034] FIG. 5 is a flow diagram schematically illustrating
an encrypting write process; and

[0035] FIG. 6 is a flow diagram schematically illustrating
a decrypting read process.

EXAMPLE EMBODIMENTS

[0036] At least example embodiments of the disclosure
provide a low energy and secure mechanism for protecting
data whereby the same data written to different addresses
within a memory will be encrypted with different keys and
accordingly highly likely have a different form. This pro-
vides resistance against attacks based upon data remnance as
it renders it difficult to identify any particular data within the
memory as the same data will highly likely be represented
in different forms at different storage locations within the
memory.

[0037] Security is further enhanced when the key genera-
tion circuitry comprises physically unclonable function cir-
cuitry (PUF circuitry). There are a variety of different
possible forms for such physically unclonable function
circuitry, as will be known to those in this technical field.
[0038] The address may be used as a challenge input to the
physically unclonable function circuitry and the key may be
a response output from the physically unclonable function
circuitry. The variation from instance to instance of the
physically unclonable function circuitry has the result that
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even if multiple different apparatuses are using the same
secret data, the variation in the physically unclonable func-
tion circuitry between those different apparatuses will mean
that the keys used for the same addresses in the different
apparatuses will highly likely be different. Accordingly, such
embodiments provide for different keys to be used for
different addresses within the same device and for different
keys to be used for the same addresses within different
devices. This helps resist another form of attack whereby the
attacker might seek to analyse multiple devices in order to
identify common data at the same addresses within different
devices.

[0039] While it will be appreciated that the encryption
circuitry may use the key in a variety of different ways, one
particularly secure way in which the encryption circuitry
may be configured is so as to perform one-time-pad encryp-
tion of the encrypted data using the key. Such one-time-pad
encryption in which any form of unencrypted data may be
formed from any form of encrypted data by using a suitable
key has the advantage that knowledge of the encrypted data
will not assist in yielding any information regarding either
the key or the unencrypted data.

[0040] Security may be improved within at least some
embodiments in which the key has a character width greater
than or equal to the character width of the unencrypted data.
The use of keys which are at least as wide as the unencrypted
data they protect permits a higher degree of security. In
practice, as the secret data in some circumstances is likely to
be relatively short, it may generally be possible to provide
a key which is at least as great in character width.

[0041] While the above techniques are generally appli-
cable in providing data security, they can be used with
particular advantage to protect systems within which the
memory has data remnance behaviour whereby data values
stored within the memory induce physical changes within
the memory which permit reconstruction of data erased from
the memory. Examples of such memories include SRAM
memory and DRAM memory. A non-volatile memory is an
extreme example of a memory which has data remnance as
its nature is that it is intended to provide perfect data
remnance.

[0042] It will be appreciated that different aspects of the
present disclosure comprise a mechanism for writing data to
a memory in accordance with the present technique and
mechanisms for reading data from a memory in accordance
with the present techniques. These mechanisms may also be
used in combination. Such embodiments may share the key
generation circuitry in a manner which ensures that the same
key is generated for encryption as for decryption when the
same storage location within the memory is being addressed.
Such encryption is turned symmetric encryption.

[0043] FIG. 1 schematically illustrates a data processing
system 2 in the form of a system-on-chip integrated circuit
for use in an internet-of-things device. Such data processing
systems 2 typically have a limited energy supply and accord-
ingly encryption and decryption mechanisms they use are
required to meet strict energy requirements. The data pro-
cessing system 2 includes a processor core 4 for executing
program instructions and performing data accesses to a
memory 6 via encryption and decryption circuitry 8. The
data processing system 2 communicates with other data
processing systems via input/output circuitry 10 and an
antenna 12. The memory 6 is a memory exhibiting data
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remnance behaviour, such as, for example, an SRAM
memory, a DRAM memory or a non-volatile memory.
[0044] In operation the processor core 4 executes program
instructions and manipulates data which are stored within
the memory 6. The program instructions and the data stored
within the memory 6 are transformed between an unen-
crypted form used by the processor core 4 and an encrypted
form stored within the memory 6 via the encryption and
decryption circuitry 8.

[0045] FIG. 2 schematically illustrates a mechanism for
transforming unencrypted data [u;,:u,] in the form of 32-bit
data words into encrypted data [e;;:e,]. An address com-
prising a 32-bit address [a;,:a,] is supplied as an address to
an address input of the memory 6 as well as the input to key
generation circuitry 12, which had the form of physically
unclonable function circuitry. There are a variety of different
ways in which such physically unclonable function circuitry
may be formed, e.g. a memory which boots to contain data
dependent upon minor physical variations within the indi-
vidual memory cells, data derived based upon the outcome
of race conditions which vary with minor physical variations
within the paths, and other examples. The key generation
circuitry 12 receives the address as a challenge input to the
PUF circuitry and generates the key as a response output
from the PUF circuitry. The key is a 32-bit key [kj;:kg].
[0046] The nature of the physically unclonable function
circuitry 12 is such that different instances of this circuit 12
will have different forms such that the same address when
applied as a challenge input to these different instances will
highly likely generate a different response output. Such
device-to-device variation is part of the security afforded by
the use of the physically unclonable function circuitry. An
individual instance of the physical unclonable function
circuitry will repeatedly generate the same response output
from the same challenge input such that the key generated
for a given address may be the same on both writing the data
into the memory 6 and reading the data out of the memory
6. The key can thus be used to support symmetric encryp-
tion.

[0047] As illustrated in FIG. 2, the key generated by the
key generation circuitry 12 is supplied as one input to
encryption circuitry 14 which performs a bitwise XOR
operation upon the key and the unencrypted data so as to
generate the encrypted data. The encryption circuitry may
comprise, for example, 32 parallel XOR gates. The
encrypted data which is output from the input circuitry 14 is
written into the memory 6 at the address specified.

[0048] FIG. 3 schematically illustrates a mechanism for
reading encrypted data from the memory 6. The address is
applied to the same key generation circuitry 12 which was
used when writing data into the memory 6, or at least key
generation circuitry which will generate the same key value
for the same address as the key generation circuitry which
was used during the write operation. The address is applied
to the memory 6 and serves to read encrypted data from the
storage location specified by the address. The encrypted data
is supplied as one input together with the key to decryption
circuitry 16. The decryption circuitry 16 performs a bitwise
XOR operation, which may be implemented by 32 parallel
XOR gates. The output from the decryption circuitry is the
unencrypted data.

[0049] FIG. 4 schematically illustrates an embodiment
employing both mechanisms for encrypting data and
decrypting data which share the same encryption circuitry
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12. The encrypted data is applied upon writing to a write port
of'the memory 6. The encrypted data is read from a read port
of the memory 6 upon a read operation. A signal r/w
specifying whether a read or a write operation is being
performed is supplied to the memory 6.

[0050] As illustrated in FIG. 4, the XOR operation per-
formed in a bitwise fashion by the encryption circuitry 14 is
reversed by the XOR operation performed by the decryption
circuitry 16.

[0051] FIG. 5 is a flow diagram schematically illustrating
an encrypting write process. At step 18 processing waits
until there is data to write. Step 20 serves to form a key using
the physically unclonable function circuitry 12 and the
address to which the write data is to be made as the challenge
input to the physically unclonable function circuitry 12. The
key is the response output from the physically unclonable
function circuitry 12. At step 22, the key and the unen-
crypted data forming the write are subject to a bitwise XOR
operation to form the encrypted data. At step 24 the
encrypted data is written into the storage location specified
by the address which was used to form the key at step 20.
[0052] FIG. 6 schematically illustrates a decrypting read
process. At step 26 processing waits until there is a data read
to perform. At step 28 the key for decrypting the read data
is formed from the address specified for the read using the
physically unclonable function circuitry 12. At step 30 the
encrypted data is read from the storage location in the
memory 6 specified by the address for the read. At step 32
the key formed at step 28 and the encrypted data read at step
30 are subject to a bitwise XOR operation to form the
unencrypted data, which is then returned to service the data
read.

[0053] Although illustrative embodiments of the invention
have been described in detail herein with reference to the
accompanying drawings, it is to be understood that the
invention is not limited to those precise embodiments, and
that various changes, additions and modifications can be
effected therein by one skilled in the art without departing
from the scope and spirit of the invention as defined by the
appended claims. For example, various combinations of the
features of the dependent claims could be made with the
features of the independent claims without departing from
the scope of the present invention.

We claim:

1. Apparatus comprising:

memory to store encrypted data representing unencrypted

data at a storage location specified by an address;
key generation circuitry to generate a key as a function of
said address;

encryption circuitry to encrypt said unencrypted data to

form said encrypted data as a function of said key.

2. Apparatus as claimed in claim 1, wherein a given data
value stored at different storage locations is encrypted using
keys generated as a function of different respective
addresses.

3. Apparatus as claimed in claim 1, wherein key genera-
tion circuitry comprises physically unclonable function cir-
cuitry, wherein said address is a challenge input to said
physically unclonable function circuitry and said key is a
response output from said physically unclonable function
circuitry.

4. Apparatus as claimed in claim 1, wherein said encryp-
tion circuitry has a configuration to perform one-time-pad
encryption of said unencrypted data using said key.
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5. Apparatus as claimed in claim 1, wherein said key has
a character width greater than or equal to a character width
of said unencrypted data.

6. Apparatus as claimed in claim 1, wherein said encryp-
tion circuitry has a configuration to perform a bitwise XOR
of said unencrypted data with said key to form said
encrypted data.

7. Apparatus as claimed in claim 1, wherein said memory
has data remanence behaviour whereby data values stored
within said memory induce physical changes within said
memory to permit reconstruction of data erased from said
memory.

8. Apparatus as claimed in claim 7, wherein said memory
is one of:

an SRAM memory;

a DRAM memory; and

a non-volatile memory.

9. A method comprising the steps of:

storing encrypted data representing unencrypted data at a

storage location specified by an address; and
generating a key as a function of said address;

said method comprising one of:

encrypting said unencrypted data to form said
encrypted data as a function of said key; and

decrypting said encrypted data to form said unen-
crypted data as a function of said key.

10. Apparatus comprising:

memory to store encrypted data representing unencrypted

data at a storage location specified by an address;
key generation circuitry to generate a key as a function of
said address;

decryption circuitry to decrypt said encrypted data to form

said unencrypted data as a function of said key.

11. Apparatus as claimed in claim 10, wherein a given
data value stored at different storage locations is encrypted
using keys generated as a function of different respective
addresses.

12. Apparatus as claimed in claim 10, wherein key
generation circuitry comprises physically unclonable func-
tion circuitry, wherein said address is a challenge input to
said physically unclonable function circuitry and said key is
a response output from said physically unclonable function
circuitry.

13. Apparatus as claimed in claim 10, wherein said
decryption circuitry has a configuration to perform one-
time-pad decryption of said encrypted data using said key.

14. Apparatus as claimed in claim 10, wherein said key
has a character width greater than or equal to a character
width of said encrypted data.

15. Apparatus as claimed in claim 10, wherein said
decryption circuitry has a configuration to perform a bitwise
XOR of said encrypted data with said key to form said
unencrypted data.

16. Apparatus as claimed in claim 10, wherein said
memory has data remanence behaviour whereby data values
stored within said memory induce physical changes within
said memory to permit reconstruction of data erased from
said memory.

17. Apparatus as claimed in claim 16, wherein said
memory is one of:

an SRAM memory;

a DRAM memory; and

a non-volatile memory.
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18. Apparatus as claimed in claim 10, comprising encryp-
tion circuitry to encrypt said unencrypted data to form said
encrypted data as a function of said key.
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