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(57) Abstract: Some examples include performing traftic shaping for a network.
For instance, a system may detect congestion in the network and may determine
at least two traffic flows contributing to the congestion. The system may provide
a user interface that includes information related to first and second traffic flows
determined to be main contributors to the congestion from among the tratfic flows
contributing to the congestion. The system may receive, via the user interface, a
selection of one of the first traffic flow or the second traffic tlow as an indication
of a user selection of one of the traftic flows as having a higher priority than at
least another one of the traffic flows. Based on the indication, the system may send
packets of the selected traffic flow according to the higher priority and send packets
of the at least one other traffic flow according to a lower priority.
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USER-DRIVEN NETWORK TRAFFIC SHAPING

TECHNICAL FIELD

[0001] This disclosure relates to the technical field of network communications.

BACKGROUND

[0002] Residences, businesses, organizations, and other entities have an ever-increasing
number of devices and users on their networks. Further, the number of devices accessing
networks is expected to explode as the Internet of Things (loT) becomes widely adopted.
Increasingly users find themselves in congested network environments in which other devices
and users are competing with them for limited available bandwidth. While traffic shaping
techniques may be able to improve the network availability and user interactions with Internet-
based services, conventional traffic shaping may be too complicated for the average user.
Furthermore, net neutrality laws in some jurisdictions may prevent Internet Service Providers
(ISPs) from providing traffic shaping services.

[0003] As one example, US Patent Application Publication No US2015/0023168 to Kotecha
et al. describes that a traffic identification device may identify congestion-causing traffic flows
using dynamic traffic analysis, and a traffic configuration device may determine configuration
adjustments to alleviate a congestion condition associated with a whole or a part of a network.
However, Kotecha does not contemplate enabling users to provide inputs or otherwise control

traffic shaping on a network.

SUMMARY
[0004] Some implementations include performing traffic shaping in a network, such as for
controlling congestion. For instance, a system may detect congestion in the network and may
determine at least two traffic flows contributing to the congestion. The system may provide a
user interface that includes information related to a first traffic flow and a second traffic flow
determined to be the main contributors to the congestion from among the at least two traffic
flows contributing to the congestion. The system may receive, via the user interface, a selection
of one of the first traffic flow or the second traffic flow as an indication of a user selection of
one of the traffic flows as having a higher priority than at least another one of the traffic flows.
Based on the indication, the system may send packets of the selected traffic flow according to
the higher priority and send packets of the at least one other traffic flow according to a lower

priority.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0005] The detailed description is set forth with reference to the accompanying figures. In
the figures, the left-most digit(s) of a reference number identifies the figure in which the
reference number first appears. The use of the same reference numbers in different figures
indicates similar or identical items or features.
[0006] FIG. 1 illustrates an example architecture of a system configured to provide network
traffic shaping according to some implementations.
[0007] FIG. 2 illustrates an example of a traffic shaping logical configuration according to
some implementations.
[0008] FIG. 3 illustrates an example user interface for selecting a traffic flow according to
some implementations.
[0009] FIG. 4 illustrates example data structures for congestion event resolution according
to some implementations.
[0010] FIG. 5 illustrates example data structures including user selections according to some
implementations.
[0011] FIG. 6 illustrates an example graph data structure of relative weightings for traffic
shaping according to some implementations.
[0012] FIG. 7 illustrates an example data structure including ordered absolute weightings for
traffic shaping according to some implementations.
[0013] FIG. 8 illustrates an example user interface for managing traffic shaping according to
some implementations.
[0014] FIG. 9 illustrates an example of a traffic shaping logical configuration according to
some implementations.
[0015] FIG. 10 illustrates an example of a traffic shaping logical configuration according to
some implementations.
[0016] FIG. 11 illustrates an example of a traffic shaping logical configuration according to
some implementations.
[0017] FIG. 12 illustrates an example of a traffic shaping logical configuration according to
some implementations.
[0018] FIG. 13 is a flow diagram illustrating an example process for traffic shaping
according to some implementations.
[0019] FIG. 14 is a flow diagram illustrating an example process for traffic shaping

according to some implementations.
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[0020] FIG. 15 is a flow diagram illustrating an example process for traffic shaping
according to some implementations.

[0021] FIG. 16 illustrates an example traffic shaping device according to some
implementations.

[0022] FIG. 17 illustrates an example service computing device according to some

implementations.

DESCRIPTION OF THE EMBODIMENTS

[0023] Some implementations herein are directed to user-driven techniques and
arrangements for traffic shaping of network communications, such as to manage network
congestion, or the like. Some examples may include a plurality of components at one or more
locations between the Internet and the user’s local network for effecting traffic shaping of traffic
flows. For instance, some implementations may control both sides of the user’s Internet
connection to provide traffic shaping capability for both inbound and outbound traffic flows,
while other implementations may include traffic shaping capability on only one of these sides.
As one example, the traffic shaping techniques and system herein may include a traffic shaping
service provided on the Internet side, and a traffic shaping device on the user side.

[0024] In implementations herein, a traffic flow may include a sequence of packets directed
from a source to a destination in a network. For instance, traffic flows may include a computer-
to-computer communication path, a socket-to-socket communication path, or the like, identified
by a unique combination of source and destination addresses and port numbers, together with a
transport protocol (for example, User Datagram Protocol (UDP) or Terminal Control Protocol
(TCP). In some examples, the traffic flows herein may be identified by five values in a 5-tuple
set, e.g., (Protocol (e.g., TCP); Source Internet Protocol (IP) Address; Source Port; Target [P
Address; Target Port) referred to as a 5-tuple identifier (ID). As one example, the traffic flows
determined to be involved in causing congestion on a user’s network may be identified based on
the 5-tuple IDs of the particular traffic flows along with a timestamp of when a particular traffic
flow was associated with congestion.

[0025] Some implementations herein may include a traffic shaping device (aka, “traffic
shaper™) associated with the user’s local network through which outbound traffic flows may be
passed. The traffic shaping device may bundle all outbound user data, or a subset of the
outbound user data (e.g., particular traffic flows) indicated by the user, and deliver the data to a

service computing device located over a wide area network. In addition, the service computing
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device may execute a traffic shaping program to serve as another traffic shaper for inbound
traffic.

[0026] In some cases, a tunneling communication protocol, such as Internet Protocol
Security (IPsec), Generic Routing Encapsulation (GRE), Secure Shell (SSH) tunnel, Layer 2
Tunneling Protocol (L2TP), Transport Layer Security (SSL/TLS), Datagram Transport Layer
Security (DTLS), MICROSOFT® Point-to-Point Encryption (MPPE), MICROSOFT® Secure
Socket Tunneling Protocol (SSTP), Ragula Multi Path Virtual Private Network, or the like, may
be used to provide a virtual private network (VPN) or other tunneling communication service
between the traffic shaping device at the user location and the service computing device. As one
example, [Psec is a protocol suite for secure IP communications that works by authenticating
and encrypting each I[P packet of a communication session. [Psec includes protocols for
establishing mutual authentication between agents at the beginning of the session and
negotiation of cryptographic keys to be used during the session. Further, L2TP is a tunneling
protocol that may be used to support VPNs or other tunneling communication services, but
which does not provide any encryption or confidentiality by itself. Rather, L2TP may be used
with an additional encryption protocol, such as IPsec, that is employed within the tunnel to
provide privacy to a user. For instance, L2TP packets between two endpoints may be
encapsulated by IPsec. In this case, since the L2TP packet itself is wrapped and hidden within
the IPsec packet, no information about the internal private network can be determined from the
encrypted packet. Additionally, as another example, GRE is a tunneling protocol that may
encapsulate a wide variety of network layer protocols inside virtual point-to-point links over an
IP network. Furthermore, while several example tunneling communication protocols are
described that may be used to provide the tunneling communication services herein,
implementations are not limited to those described examples, and additional protocols and
communication services configurations will be apparent to those of skill in the art having the
benefit of the disclosure herein.

[0027] Examination of the outbound and/or inbound traffic flows enables the current usage
of the user’s network to be determined. Traffic shaping of outbound data may be applied by the
traffic shaping device at the user’s location. The service computing device may unbundle the
user’s traffic-shaped outbound data and direct the outbound data to the next hop toward its
ultimate destination. Concurrently, the traffic shaping program on the service computing device
may receive all inbound data directed to the user from the Internet, may identify any congestion,
may traffic shape and bundle the inbound data, and may direct the inbound data to the traffic

shaping device at the user location over the VPN or other tunneling communication service.
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[0028] In some examples herein, when congestion is detected for an unresolved contention
between two or more traffic flows, a notification or other request may be presented to the user
via a user interface or the like. Over time, one or more data structures of congestion events may
be constructed, which the user may be able to view or otherwise access. In response to receiving
a notification of a congestion event, the user may be presented with the user interface
immediately, or the user may choose to access the user interface later. Upon accessing the user
interface, the user may be presented with a list of events, at least some of which may be
congestion event notifications. In response to the user selecting a particular congestion event, the
user may be presented with a selection user interface that may include information from the 5-
tuple IDs, flow type, or other identifiers of the traffic flows that were involved in the congestion
event. As various examples, a list of traffic flows may be sorted in descending order of
bandwidth consumed, in order of first congestion experience, or the like.

[0029] In some examples, the selection user interface may present the user with two traffic
flows that are mainly responsible for the congestion event, though in other examples, as many as
N traffic flows may be involved. For instance, the selection user interface may enable the user to
choose between the two largest contributors to the congestion event for prioritizing one traffic
flow over the other traffic flow. The user may be presented with a simple A/B choice, e.g.,
asking which traffic flow is more important. While in this implementation, a simple A or B
choice is presented, in other implementations, the user interface may enable the user to specify
how much more important traffic flow A is compared to traffic flow B, e.g., using a relative
scale. After a user has identified a particular traffic flow as having a higher priority over another
traffic flow, the traffic shaping on one or both sides (i.e., user location side and network location
side) of the user’s connection may give priority to the preferred traffic flow during the current
use and also in the future.

[0030] Over time, the user may be presented with a plurality of A/B selections for a plurality
of different congestion events. As the user makes the plurality of A/B selections, a priority graph
or other data structure may be generated based on the selected preferred and non-preferred
traffic flows. For instance, some or all of the A/B decisions may be used to create an overall
priority graph or other data structure that can be used by the traffic shaping programs to
eliminate future congestion among the identified traffic flows when the identified traffic flows
are competing for limited bandwidth.

[0031] In the case that the traffic shaping herein is applied in a residential environment, one
member of a household may have control of the traffic shaping for the local network. However,

in other cases, the household may have multiple users able to select the A/B priorities for
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various traffic flows. Accordingly, some examples herein may include a weighting among the
multiple users that are able to set priorities for traffic flows. As one example, an adult’s
preferences may be more heavily weighted than a child’s preferences.

[0032] Additionally, some examples herein may include an implementation of crowd-
sourced decisions. For instance, the service computing device may aggregate the traffic flow
priority selection decisions from a plurality of different users possibly associated with different
user locations, and may use the aggregated traffic flow priority weightings to determine a default
preference ordering for traffic flows of various different types. In this example, decisions made
by a particular user may be forwarded to the service computing device or other central
repository to be used for generating a traffic shaping model based on the aggregated decisions
from the plurality of users. The traffic shaping model may then be fed back to the individual
traffic shaping devices at the respective user locations to use for prioritizing traffic flows at the
traffic shaping devices, and also may be applied by the traffic shaping program on the service
computing device to use for prioritizing traffic flows at the service computing device. As one
example, the traffic shaping programs on the service computing device and the traffic shaping
device may use the crowd-sourced traffic shaping model if more specific data from a particular
user has not yet been provided. As another example, crowd-sourced and user-sourced traffic
shaping information may be used together, and the traffic shaping model may weight the user-
sourced preferences more strongly than crowd-sourced preferences.

[0033] Furthermore, the degree to which the traffic shaping programs are able to correlate
known traffic flow types to unknown flow types allows the traffic shaping programs to apply
user preferences to new or otherwise unknown flow types. For example, a NETFLIX® traffic
flow on a new device (e.g., a new device that is not mainTV) might be automatically given a
higher priority because of its commonality with NETFLIX® traffic flow on mainTV, which has
previously been given a high priority. As another example, entirely unknown traffic flows may
be given a low priority weighting until a user selection or a crowd-sourced update has given the
unknown traffic flow a different priority weighting.

[0034] In addition, some examples may employ a computational model, such as a neural
network, when performing the flow identification and/or traffic shaping herein. As one example,
the crowd sourced engine discussed above may be replaced by or supplemented with a trained
neural network to widen the number of cases in which the system itself may identify which
traffic flows should be given priority. Additionally, the neural network may apply weightings

based on the sources of decisions, e.g., user sourced-decisions may be weighted greater than
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crowd-sourced decisions, and crowd-sourced decisions may be weighted higher than neural net-
sourced decisions.

[0035] In addition, implementations herein may be automated for determining a priority for
Internet of Things (IoT) communications. In the case where there is no decision information
whatsoever for resolving resource contention, it may be undesirable to simply leave the situation
unresolved. Accordingly, one example may employ random prioritization for IoT devices. For
example, randomly selecting one previously unselected traffic flow over another is likely to
reduce user dissatisfaction to 50%.

[0036] Additionally, other information may be used for determining which IoT traffic flow
to prioritize, and the priority for [oT devices or other traffic flows may change dynamically
based on gathered information. For example, localization information, i.e., determining where
the user is located with respect to a particular IoT device may provide an indication of whether
the traffic flow for a particular IoT device should be prioritized over other loT devices without
requiring input from the user. For example, knowledge of a user’s location via cameras, passive
infrared (PIR) sensors, proximity sensors, geolocation data from a user’s smart phone, or other
sensed information, may enable the traffic shaping system to identify traffic shaping priorities
for IoT devices or other traffic flows without asking the user. For instance, if no users are in a
room with the main TV, the priority of the traffic flow travelling to the TV may be lowered until
someone enters the room. As another example, the washing machine in the laundry room, may
be given a very low priority, but if someone enters the laundry room a higher priority may be
applied to the washing machine and/or other devices present in the laundry room. Furthermore,
pose data may also be considered. For example, if the user is facing away from a device having
a display, then the priority may be lower than if the user is facing toward the display. Similarly,
if the user places a device on a surface with its display face down, the priority may be lower than
if the display is facing upward.

[0037] In addition, live interaction with an IoT device may indicate that a higher priority
may be assigned to the IoT device. For instance, some IoT devices may produce a sudden
increase in network traffic, indicating that the user is actually interacting with the device. Thus,
the particular device may be given a higher priority at that time and a lower priority at other
times. As one example, when a car is sitting alone in a garage, the priority may be lower;
however, if the vehicle becomes occupied or the ignition is activated, the priority may be raised
to be higher.

[0038] As mentioned above, some examples herein may employ a VPN or other tunneling

communication service to tunnel some or all of a user’s inbound and outbound data between the
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traffic shaping device at the user location and the service computing device at the network
location. For instance, the user’s data sent over the tunneling communication service may be
compressed for saving user bandwidth and increasing performance. Additionally, the user’s data
may be encrypted for providing additional security. Additionally, the user's data may be
anonymized to provide additional privacy. The outbound compressed, encrypted, and
anonymized data received over the tunneling communication service is dis-aggregated by the
service computing device and sent on to the Internet, while the inbound compressed, encrypted,
and anonymized data received over the tunneling communication service from the service
computing device is dis-aggregated at the traffic shaping device at the user location and sent to
the designated client user devices over the local area network. Thus, with the tunneling
communication service herein, the inbound and outbound data can be controlled based on user
specified preferences for providing a substantially enhanced quality of service experience.
Accordingly, implementations herein may provide an improved bi-directional quality of service
based on traffic flow control, and may further provide privacy, anonymity, compression,
prioritization, and security.

[0039] Additionally, implementations herein may generate one or more graphs or other data
structures based on user preferences determined from flow and device utilization over time, such
as according to user device (e.g., based on Media Access Control (MAC) address or other device
identifier), flow type, upstream and downstream network performance, aggregation by service,
per-traffic-flow analysis, and so forth. Further, some implementations may provide a simplified
methodology for admitting new user devices onto the network, admitting and managing of [oT
devices, and may provide user interfaces to users by a web interface provided to a client device,
a user interface provided locally by the traffic shaping device, a mobile device application, or by
other technologies, and may enable prioritization by device, by service type, or the like.

[0040] Further, some examples enable increasing or decreasing priority weightings
dynamically based on scheduling, user location within a monitored area, user pose information,
device pose information, device access information, and so forth. As one example, the traffic
shaping device may turn network access off for some user devices based on schedule, length of
time access has been on-going, or the like. Further, the system herein provides fully extensible
inbound and outbound traffic flow control and prioritization, e.g., through use of a tunneling
communication service, LINUX® containers and/or other virtualization or process isolation
techniques known in the art, to provide bi-directional traffic flow control. Further, the system
may collect network performance metrics, which may be internally logged for local display.

Additionally, the user may be provided with a local Ul and/or a web portal to access
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performance data. Further, some examples provide a platform to enable aggregation of loT
communications, which can reduce upstream traffic load and take advantage of compression and
privacy enhancement. In addition, an IoT web portal may enable the user to control existing
devices and discover new loT devices that have been connected to the network e.g., via Wi-Fi
protected setup.

[0041] For discussion purposes, some example implementations are described in the
environment of traffic shaping in a residential or business setting. However, implementations
herein are not limited to the particular examples provided, and may be extended to other system
configurations, other types of traffic shaping devices, other types of environments, and so forth,
as will be apparent to those of skill in the art in light of the disclosure herein.

[0042] FIG. 1 illustrates an example architecture of a system 100 configured for traffic
shaping according to some implementations. The system 100 includes a least one service
computing device 102 that is able to communicate with a user location 104, such as through one
or more networks 106. As one example, the user location 104 may by connected to an Internet
service provider (ISP) 108 through a gateway 110. In some examples, the gateway 110 may
include one or more of a modem, a fiber connection, an RJ45 jack, a coaxial cable jack, or other
suitable connection technology, to connect the user location 104 to the ISP 108. Further, the
service computing device 102 may be able to communicate with the ISP 108 such as through the
Internet 112, or other network connection, as part of the one or more networks 106. As
mentioned above, the user location 104 may be a residence, a business, an organization, or any
other location or entity having a network that may benefit from the traffic shaping techniques
described herein. Furthermore, while a single user location 104 is illustrated in this example for
clarity, there may be any number of the user locations 104, each of which may employ the traffic
shaping techniques described herein.

[0043] In some cases, a tunneling communication service may be employed over the one or
more networks 106 between the user location 104 and the service computing device 102 such
that any tunneled traffic flows 114 sent between the user location 104 and the service computing
device 102 may pass through the ISP 108. Additionally, in some instances, the tunneled traffic
flows 114 may be encrypted and/or anonymized, and may pass through the ISP 108 without the
ISP 108 being able to see the data content. In other instances, the tunneled traffic flows 114
might not be encrypted and/or anonymized. Further, while the service computing device 102 is
shown as being in communication with the ISP 108 over the Internet 112 in this example, in

other examples, the service computing device 102 may be co-located with, or otherwise

affiliated with, the ISP 108.
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[0044] In some examples, the at least one service computing device 102 may include one or
more servers or other types of computing devices that may be embodied in any number of ways.
Example hardware configurations of the service computing device 102 are discussed below with
respect to FIG. 17. The service computing device 102 may include a traffic shaper 116 that may
include a first traffic shaping program 118. The first traffic shaping program 118 may include or
may access a plurality of additional programs and/or services such as a network analytics service
120, a tunneling communication service 122, an aggregator and dis-aggregator program 124, a
user web portal program 126, and an Internet of Things (IoT) web portal program 128. For
instance, the network analytics service 120 may include a congestion detector 130 for detecting
congestion in the one or more networks 106 associated with the user location 104. Further, the
network analytics service 120 may include a classifier 132 for identifying the types of the traffic
flows, such as based on source IP address, data type, or the like.

[0045] In some examples, the congestion detector 130 may be a program that is executed by
the one or more service computing devices 102. In order to detect congestion, the congestion
detector 130 may initially determine the user’s baseline bandwidth. Various techniques may be
used for determining the user’s baseline bandwidth. In some cases, the user’s bandwidth may be
determined using User Datagram Protocol (UDP) saturation techniques. For instance, the user’s
bandwidth capability may be determined by measuring the throughput between the service
computing device and the traffic shaping device at the user location. The throughput may be
determined in both the inbound and outbound directions by flooding the user’s network with
UDP packets.

[0046] Alternatively as another example, the user’s baseline bandwidth capability may be
determined using Transmission Control Protocol (TCP) congestion management strategies. For
instance, as the connection between the service computing device and user’s network becomes
congested in the TCP domain, TCP will attempt various congestion management strategies,
which can be detected by the service computing device and/or the traffic shaping device. By
examining the throughput of all flows in comparison with the expected throughput, potential
congestion can be identified. Further, congestion can be identified by examining the TCP
congestion management attempts of various TCP flows that are engaging in congestion
management. Further, other congestion detecting techniques will be apparent to those of skill in
the art having the benefit of the disclosure herein.

[0047] In addition, the classifier 132 may be a program that is executed to determine
information about the traffic flows. For instance, when congestion is detected, the classifier 132

may determine and provide information about the traffic flows that are causing the congestion.
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For example, the classifier 132 may be executed by the service computing device 102 to read the
headers of packets associated with each traffic flow for determining, e.g., information for the 5-
tuple identifier of each traffic flow, the data type of the traffic flow, the source of the traffic
flow, and the like. In the case of inbound traffic flows 134 from the Internet 112, the classifier
132 may identify the sources of the packets associated with different traffic flows 134, and may
determine the relative number and size of the packets for each different traffic flow to identify
which of the traffic flows are contributing most to the congestion.

[0048] In addition, the tunneling communication service 122 may include one or more
programs and protocols that are executed to enable a VPN or other tunneled communications (as
described above) over the one or more networks 106 between the service computing device 102
and the gateway 110 at the user location 104. The use of the tunneling communication service
122 enables the traffic shaper 116 and the user location 104 to communicate directly with each
other, and avoids having the ISP 108 divert communications to the Internet 112, or the like,
which would defeat traffic shaping of the inbound Internet traffic flows 134. Additionally, the
aggregator/dis-aggregator program 124 may be executed by the service computing device 102 to
aggregate and bundle packets for various traffic flows that are sent over the tunneling
communication service to the user gateway 110 as part of the traffic shaping. Further, the
aggregator/dis-aggregator 124 may dis-aggregate bundled packets that are received over the
tunneling communication service from the gateway 110, and direct these packets to their
intended destination over the Internet 112.

[0049] In some examples, the first traffic shaping program 118 may receive priority
weighting decisions made by a plurality of users at a plurality of user locations 104 such as for
collecting crowd-sourced weighting information 138. As mentioned above, some examples
herein may include a crowd-sourced decision making implementation. Thus, the first traffic
shaping program 118 on the service computing device 102 may aggregate the weighting
selections made by a plurality of users as crowd-sourced weighting information 138, and may
use the crowd-sourced weighting information 138 to determine a default weighting for
prioritizing various different traffic flows. Thus, the weighting decisions made by a plurality of
users 140 at a plurality of different user locations 104 may be forwarded to the service
computing device 102. The first traffic shaping program 118 may receive the weighting priority
decisions from the plurality of the user locations 104 and may aggregate these weighting
decisions as the crowd-sourced weighting information 138. Furthermore, the first traffic shaping
program 118 may use the crowd-sourced weighting information 138 to generate a crowd sourced

traffic shaping model 142.
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[0050] In some examples, the traffic shaping model 142 may be sent or otherwise provided
to a traffic shaping device 144 at each user location 104 to use for shaping outbound traffic
flows. In addition, in some examples, the traffic shaping model 142 may be applied by the first
traffic shaping program 118 on the service computing device 102 for shaping inbound traffic
flows directed to the gateway 110. As one example, the traffic shaper 116 and/or traffic shaping
device 144 may use the crowd-sourced traffic shaping model 142 if more specific data from the
user 140 has not yet been provided. As another example, the crowd-sourced traffic shaping
model 142 may be used together with the user-provided weighting information 136, 146. In such
a case, the traffic shaper 116 and/or traffic shaping device 144 may weight the user’s own
weighting in the user weighting information 136, 146 more highly than the crowd-sourced
weightings expressed in the traffic shaping model 142.

[0051] Alternatively, as another example, one or more separate service computing devices
102 may receive and aggregate the crowd-sourced weighting information 138. Accordingly, the
separate service computing device(s) may act as a central repository of crowd-sourced weighting
information 138, and may perform processing to determine an initial traffic shaping model 142.
The initial traffic shaping model 142 may then be customized for each user based on user
weighting information received from each user either at the separate service computing
device(s) 102, or at a service computing device 102 that performs traffic shaping for the user.
Additionally, in some examples, there may be an individual service computing device 102
provided per user location 104 or per a plurality of assigned user locations 104. Thus, in some
examples, there may be a large number of service computing devices 102 dedicated to
performing the traffic shaping herein, while one or more other service computing devices 102
may receive and analyze the crowd-sourced weighting information 138 and may generate the
traffic shaping model(s) 142.

[0052] In some examples, the user 140 may use the user web portal 126 when making
selections of traffic flows for specifying a priority of one traffic flow over another and/or for
managing the traffic shaping. As one example, the user web portal 126 may present a user
interface to the user 140, as discussed additionally below to enable the user to select a particular
traffic flow or manage the traffic shaping settings. Alternatively, a local user interface 148 may
be executed at the user location by the traffic shaping device 144 for presenting the user
interface to the user 140. Additionally, the IoT web portal may be used by the user in a similar
manner to manage [oT traffic shaping preferences for the user’s IoT devices.

[0053] As mentioned above, in some examples, there may be a traffic shaping device 144 at

the user location 104. For example, the traffic shaping device 144 may traffic shape the
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outbound traffic sent from the user location to the service computing device 102, while the
traffic shaper 116 on the service computing device 102 may shape the inbound traffic from the
Internet 112 to the user location 104. The traffic shaping device 144 may include a second traffic
shaping program 150 that is executed by a processor (not shown in FIG. 1) of the traffic shaping
device 144. An example hardware configuration of the traffic shaping device 144 is discussed
below with respect to FIG. 16.

[0054] The second traffic shaping program 150 may include, or may use, additional
programs and/or services, such as the local user interface (UI) 148, a local analytics service 152,
and a tunneling communication service 154. For instance, the tunneling communication service
154 may work in conjunction with the tunneling communication service 122 at the service
computing device 102 to generate a VPN or other tunneled communications across the one or
more networks 106 between the gateway 110 and the service computing device 102. In addition,
in some cases, the local analytics service 152 may perform a function similar to the network
analytics service 120, and may include a congestion detector program and/or a classifier
program in some examples (not shown in FIG. 1), which may function in a manner similar to the
congestion detector 130 and classifier 132, respectively, discussed above.

[0055] The user location 104 may include a plurality of client devices 160(1)-160(N) that
send and/or receive data over the one or more networks 106. For example, each client device
160(1)-160(N) may include a communication program 162(1)-162(N), respectively, that may be
executed by the client device to perform communication functions, depending on the nature and
purpose of the respective client device. For example, the client devices 160 may be any type of
device that is configured to send or receive data over a network. Thus, the client devices may
include computers such as desktop computers, laptops, tablet computing devices, mobile
computing devices such as cellphones and smartphones, wearable computing devices, server
computing devices, workstations, and so forth. Additionally, or alternatively, the client devices
160 may include consumer electronics such as gaming consoles, virtual reality equipment,
televisions, DVD players, digital video recorders, telephones, webcasters, and so forth.
Additionally, or alternatively, the client devices 160 may include connected [oT devices, such as
appliances, home automation hubs, thermostats, surveillance cameras, locks, lighting controls,
alarm systems, automobiles, and so forth. Further, in some examples, the communication
program 162 may include, or may be replaced by, one or more of logic circuits, firmware, or the
like, depending on the nature of the client device 160.

[0056] The client devices 160 may connect to one or more access points 164 by at least one

of a wireless connection or a wired connection. In the illustrated example, the traffic shaping
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device 144 is logically positioned between the access point 164 and the gateway 110, but other
configurations may be used in other examples. In some examples, the gateway 110, the second
traffic shaper 114, and/or the access point 164 may be combined into a single device, and, as one
example, may share one or more processors and/or memory. In other examples, the gateway 110
and/or the access point 164 may be separate devices from the traffic shaping device 144.
Various other hardware configurations will be apparent to those of skill in the art having the
benefit of the disclosure herein.

[0057] The first traffic shaping program 118 and/or the second traffic shaping program 150
may be executed to manage the traffic along the one or more networks 106 for controlling
congestion and improving the user experience. For example, the first traffic shaping program
118 configures the service computing device 102 as a particular uniquely designed machine to
manage the network traffic coming from the Internet 112 to the gateway 110. Further, the
second traffic shaping program 150 configures the traffic shaping device 144 as a particular
uniquely designed machine to manage network traffic being sent from the client devices 160
over the one or more networks 106. Thus, the traffic shaper 116 and/or traffic shaping device
144 herein improve the operation of the one or more networks 106 and improve the operation of
one or more client devices 160, such as based on indicated user preferences.

[0058] In some examples, the traffic shaping programs 118, 150 may perform traffic shaping
by delaying packets of lower priority traffic flows and not delaying packets of higher priority
traffic flows, as determined based on the weightings discussed herein. Numerous techniques are
available for performing the traffic shaping. As one example, the traffic shaping programs 118,
150 may employ hierarchical token bucket strategy (HTB) as a technique for delaying certain
packets to achieve traffic shaping. Further, while HTB is discussed herein as one technique for
traffic shaping, various other techniques may be used in other implementations herein, as will be
apparent to those of skill in the art having the benefit of the disclosure herein.

[0059] Additionally, in some examples, the system 100 may include one or more sensors
166 at the user location 104. In some examples, the sensors 166 may communicate with the
traffic shaping device 144 over the local network, e.g., via the access point. In other examples,
the sensors 166 may communicate over the one or more networks 106, similar to other IoT
devices. As mentioned above, the sensors 166 may be used for determining user locality
information, user or device pose information, user presence information, user interaction
information, and so forth. For example, the sensors 166 may include cameras, passive infrared
(PIR) sensors, geolocation data from a user’s smart phone, proximity sensors, or various other

sensors. The sensor information may enable the traffic shaping system to identify traffic shaping
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priority weightings for IoT devices without asking the user. For instance, if there are no users
currently in a room with a TV streaming video, the priority weighting of the traffic flow to the
TV may be lowered until someone enters the room. Similarly, pose data may indicate that a user
is facing away from a device, and the priority weighting of the device may be lower than if the
user is facing the device. Various other examples are discussed additionally herein.

[0060] FIG. 2 illustrates an example logical configuration 200 for performing traffic shaping
according to some implementations. The logical configuration 200 includes a packet flow 202
and user decisions 204. For example, the packet flow 202 shows the transmission of traffic
flows 206 between the Internet 112 and the client devices 160. Thus, a traffic flow 206 traveling
from the Internet 112 to the client device 160 may be detected by the classifier 132 to determine
flow type and may be provided to traffic shaper 116, which may determine whether to perform
traffic shaping with respect to particular flow types. Further, the traffic flows 206 may be
measured by the congestion detector 130 before being delivered to the client device 160.
Similarly, a traffic flow 206 passing from the client device 160 to the Internet 112 may pass
through the traffic shaping device 144, may be measured by the congestion detector 130, and
may be detected by the classifier 132 to determine a flow type before being transmitted to the
Internet 112. Additionally, in some cases, a second classifier (not shown in FIG. 2) may be
executed by the traffic shaping device 144, such as for classifying outbound traffic flows.

[0061] In this example, the congestion detector 130 is illustrated as being executed at the
user location, e.g., by a processor of the traffic shaping device 144. Additionally, in some cases,
a second congestion detector 130 (not shown in FIG. 2) may be executed at the non-user end in
place of, or in addition to, the congestion detector 130 at the user end, such as for identifying
congestion from the non-user end. For example, the congestion detector 130 may be executed at
the one or more service computing devices 102 discussed above with respect to FIG. 1.
Additionally, or alternatively, the congestion detector 130 may be executed at a facility of the
ISP 108 discussed above with respect to FIG. 1, such as in the case that the traffic shaper 116
and/or other traffic shaping components are located at the ISP 108. For instance, if the ISP 108
is not restricted by net neutrality rules, some or all of the functionality associated with the
service computing device(s) 102 may be located at and/or operated by the ISP 108.

[0062] Furthermore, the user decisions 204 may include determining user A/B decisions 208
for the detected flow types 210. Thus, the flow types 210 for the flows 206 may be determined
by the classifier 132 such as based on the 5-tuple ID associated with the flow, an examination of
the data itself to determine identifying information, a determination of the source of the data, or

the like. Furthermore, the congestion detector 130 may detect congestion in the user’s network
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and may generate a notification and/or may cause the user interface program (not shown in
FIG. 2) to generate a user A/B decision 208 for the two flow types that are causing the most
congestion in the user’s network. As indicated at 212, the flow types and the user decision
results for the flow types may be provided to at least one of the traffic shaper 116 and/or the
traffic shaping device 144.

[0063] FIG. 3 illustrates an example of a selection user interface 302 for assigning a priority
weighting to one or more traffic flows according to some implementations. As mentioned above,
in some examples, the selection user interface 302 may be included with a notification or other
request that is provided to a user to resolve a network congestion event. In other examples, the
user interface 302 may be accessed by the user such as through a local user interface program, a
web interface, a web portal, or the like. In this example, the selection user interface 302 includes
a time stamp 304 associated with the bandwidth congestion. Further, the selection user interface
302 includes at least two virtual controls for selecting priority weightings for particular traffic
flows. Thus, the selection user interface 302 includes a first virtual control 306 and a second
virtual control 308, which may be configured as buttons or various other types of user-selectable
virtual controls.

[0064] Additionally, associated with the virtual controls 306 and 308 may be information
regarding the respective traffic flows, such as a device ID 310, a category of traffic flow 312,
and an indication 314, such as a message that the user may tap on, click on, or otherwise select
the virtual control 306 or 308 to assign a priority weighting to the corresponding traffic flow on
the specified device. Alternatively, as another example, rather than having just an A/B selection
available, the user interface 302 may provide a list of a plurality of traffic flow types and may
allow the user to assign a ranked order of priority weightings to the listed plurality of traffic
flows. Accordingly, while FIG. 3 illustrates one example user interface for discussion purposes,
numerous other user interface configurations will be apparent to those of skill in the art having
the benefit of the disclosure herein.

[0065] FIG. 4 illustrates example data structures that may be generated for congestion events
and corresponding user selections according to some implementations. A data structure 402
includes a first column 404 for indicating a congestion event number, which may be a sequential
number, based on when the congestion events occurred. For example, congestion events may
correspond to congestion being detected on the user’s network. The traffic flows primarily
responsible for the congestion may be identified as being in contention for the network

resources.
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[0066] The data structure 402 includes a congestion event description 406, which may
indicate the flow type (FI) of each traffic flow that is contending for the bandwidth.
Accordingly, in the examples that are directed to A/B style selection, for each congestion event,
there may be two flow types (FT) identified as being in contention with each other, i.e., the two
largest contributors to the congestion. Each flow type (FT) may include identifying information
such as the type of data, a source or destination of the data, and/or a local device associated with
the traffic flow to enable the user to better identify the flow types in contention. As an example,
for the first congestion event, the user may select either “NETFLIX® streaming on mainTV”,
designated as flow type FT'1, or “ITUNES® download on a daughter’s phone”, designated as
flow type FT2.

[0067] Data structure 408 may maintain the selections made by the user in column 410 in
association with the congestion event number 404. For example, the data structure 408 indicates
that the user selected flow type FT1 (i.e., NETFLIX® streaming on mainTV) to have a higher
priority weighting than flow type FT2 (i.e., ITUNES® download on a daughter’s phone). Thus,
a plurality of selections may be presented to the user for a plurality of different congestion
events, and the resulting selections may be maintained in the data structure 408.

[0068] FIG. 5 illustrates example data structures that may be generated based on priority
weightings corresponding to the user selections according to some implementations. A data
structure 502 may maintain simple weightings of A vs. B selections made by the user. The data
structure 502 includes a first column 504 for indicating selections made by the user for each
congestion event, where a “+” indicates that the user selected the flow type over another flow

e 9

type, and a “-” indicates that the user selected the other flow type. Accordingly, in this example,
the first flow type (FT1) was selected three times, and not selected one time, and thus, has
“+++-" indicating the user selections. Furthermore, the data structure 502 includes a resulting
relative weighting 506. For instance, each “+” received may add one point to the rank 506 and
each “-” may subtract one point from the rank for the particular flow type.

[0069] Data structure 508 maintains ordered relative weightings in which the order of the
flow type selections is based on the relative weightings 506 for each flow type. Furthermore,
data structure 508 may associate a flow type description 510 with the respective selections 504
and weighting 506 for each flow type listed in the data structure 508. The relative weightings
506 may be used by the traffic shaping programs 118 and/or 150 discussed above with respect to
FIG. 1 to determine a priority to assign to various traffic flows that may be involved when traffic

congestion in detected. Furthermore, while the relative weightings 506 in data structure 508

represent one technique by which traffic shaping may be performed on various flow types, other
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types of priority weightings may be determined from the user selections, as discussed
additionally below, and may be used for traffic shaping in addition to, or as an alternative to the
relative weightings 506.

[0070] FIG. 6 illustrates an example graph data structure 600 of relative weightings to use
for traffic shaping according to some implementations. For example, the graph data structure
600 includes a plurality of bars 602, each indicating a relative weighting for each flow type FT1-
FT8, as determined, e.g., from the data structures 502 and/or 508. Thus, the graph 600 indicates
that the first flow type FT1 has a weight of 2, the second flow type FT2 has a weight of minus 1,
and so forth. The graph 600 may be used by the traffic shaping programs 118, 150 when
prioritizing traffic flows for performing traffic shaping on the corresponding flow types. For
example, network congestion is detected, and the two main contributors are determined to be
FT1 and FT3, the traffic shaping program 118 may prioritize the packets of traffic flow FT1
over the packets of traffic flow FT3 based on the graph 600 and/or the relative weightings in the
data structure 508.

[0071] FIG. 7 illustrates an example data structure that may be generated based on
weightings corresponding to user selections according to some implementations. In this
example, a data structure 702 of ordered absolute weightings may be generated in addition to, or
as an alternative to, the relative weightings discussed above with respect to FIGS. 5 and 6. In
this example, the A/B type selections made by the user 410 in data structure 408 may be used to
determine the ordered absolute weightings in the data structure 702. The data structure 702
includes selection results 704, absolute weighting 706, and flow type description 708.

[0072] In this example, the absolute weighting for a selected flow type is determined by
adding 1 plus the weighting of the losing flow type(s). For instance, as indicated at congestion
event 5 in data structure 408, the user selected flow type FT6 over flow type FT1. Thus, the
weighting for flow type FT6 is 1 plus the weighting of flow type FT1, which at this point in time
is 2, so that the weighting of flow type FT6 = 3. As additional user selections are made, the
weighting of all of the flow types may be updated to reflect the new weightings. Further, until a
user selection has been made, the weighting of a flow type may be “0”. As an example, suppose
that there is a contention between FIT2 and FT5, which is causing congestion. The user may be
presented with a user interface to select between FT2 and FT5. Suppose that the user selects FTS
over FT2. Thus, the weighting for FT5 would be changed to 1 + FT2 = 1, the weighting for FT4
would be changed to 2, the weighting for FT'1 would be changed to 4, and the weighting for FT6
would be changed to 5.
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[0073] Additionally, while two examples of determining weightings for traffic flows are
described herein, numerous other weighting techniques will be apparent to those of skill in the
art having the benefit of the disclosure herein. For example, the weightings may include a time
component in which a weighting may be downgraded after the passage of a specified amount of
time. Additionally, or alternatively, as mentioned above, crowd-sourced weightings may be
applied to some or all of the traffic flow types until the user has specified a user-preferred
weighting for particular traffic flows. As still another example, rather than using A/B selection,
the user may be presented with a list of, e.g., ten different traffic flow types that have been
determined to consume the most bandwidth on the user’s network, and the user may be asked to
assign a ranking of 1-10 to the traffic flows in the list, such that a highest-weighted traffic flow
has the highest priority, a next highest-weighted traffic flow has the next highest priority, and so
forth.

[0074] FIG. 8 illustrates an example user interface 800 for managing traffic flows according
to some implementations. The user interface 800 may include a dashboard UI 802 that may be
generated by the local UI program 148 and/or the user web portal program 126. The dashboard
UI 802 includes a plurality of virtual controls (e.g., selectable buttons) that may be selected by a
user to access additional user interfaces for managing the traffic shaping. In this example, the
dashboard UI 802 includes virtual controls for a dropdown menu 804, flow performance
information 806, new device information 808, a latency chart 810, a usage bar graph 812, a
usage pie chart 814, a “my devices” interface 816, and real time information 818. Further, the
dashboard UI 802 includes a scrollable listing 820 of events, such as bandwidth saturation
events, notifications of new devices being added to the user’s network, latency information,
network performance information, and the like.

[0075] The dashboard 802 may be used to control settings of the traffic shaping, view
various metrics, view devices able to use the network, and the like. The dropdown menu 806
may provide a menu of system management options. The flow performance 806 may provide a
listing detailing the performance of various traffic flows in the user’s network. The new devices
808 may provide a listing of any devices that have been newly detected as being added to the
user’s network. The latency chart 810 may provide a representation of latency information for
the user’s network. The usage bar 812 may show the network usage metrics for various traffic
flows. The usage pie chart 8§14 may show the network usage metrics for various traffic flows in
a pie chart format. The “my devices” 816 may show the devices able to access the user’s

network, and the real-time information 818 may show the current network usage information.
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[0076] In addition, the user may select one of the listed events 820 to be presented with a
user interface, such as the user interface illustrated in FIG. 3, to enable management of the
event. For example, if the user selects the first listed event 822, which indicates 100%
bandwidth saturation, the user may be presented with a user interface such as that illustrated in
FIG. 3, which identifies the two main contributors to the bandwidth congestion. The user may be
able to select one of the contributors as having priority over the other, and the selection may be
applied to the weighting scheme(s) discussed above, e.g., with respect to FIGS. 4-7. Further,
while FIGS. 3 and 8 illustrate examples of possible user interfaces for discussion purposes,
numerous other user interfaces may be used with the implementations herein, as will be apparent
to those of skill in the art having the benefit of the disclosure herein.

[0077] FIG. 9 illustrates an example of a traffic shaping logical configuration 900 according
to some implementations. In this example, multiple users are able to make selections for
establishing weightings of traffic flows as shown in a decision flow per user 902. Accordingly,
when congestion is detected by the congestion detector 130, the system may present multiple
users with, e.g., the user interface discussed above with reference to FIG. 3, and may receive a
first user A/B decision 904 from a first user, a second user A/B decision 906 from a second user,
a third user A/B decision from a third user, and so forth. The decisions 904-908 of the multiple
users may be used to determine flow types and user weightings 910 using any suitable
weightings or other ranking techniques for the various identified flow types.

[0078] In some examples, the decisions 904-908 of the multiple users may be weighted
equally for determining the weightings of the traffic flows. In other examples, one of the user’s
decisions may carry more weight or may otherwise have a higher priority than the decisions of
the other users. For instance, suppose that the first user is an adult and the other two users are
children. The first user’s decisions 904 may take priority over the second and third users’
decisions, while the second user’s decision 906 may be equally weighted with the third user’s
decision 908. Thus, in this case, if the first user submits a decision, the first user’s decision may
override the decisions of the second or third user. On the other hand, if the first user does not
submit a decision, the second and/or third users’ decisions may be applied.

[0079] FIG. 10 illustrates an example of a traffic shaping logical configuration 1000
according to some implementations. In this example, the service computing device (not shown
in FIG. 10) may receive and aggregate the flow type decision data from a plurality of different
user locations as crowd-sourced decisions 1002. The crowd sourced decisions 1002 may be used
to create crowd-sourced user weightings that may be used as a default ordering of a plurality of

known flow types. In this example, for a plurality of different users and user locations, the
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decisions 208 made by each individual user and the corresponding flow types 210 may be
forwarded to a central repository, such as one or more of the service computing devices 102
discussed above with respect to FIG. 1, which may be one or more of the service computing
devices that also perform traffic shaping, or one or more separate service computing devices
specifically configured to receive and process crowd-sourced information.

[0080] The service computing device may receive crowd-sourced aggregated flow types
1004 and corresponding crowd-sourced aggregated user decisions 1006. Based on the crowd-
sourced aggregated flow types 1004 and the corresponding crowd-sourced aggregated user
decisions 1006, the service computing device may determine flow types and corresponding
crowd-sourced user weightings 1008, which may be included in the traffic shaping model 142
discussed above with respect to FIG. 1. As discussed above, the model may initially include a
plurality of default weights corresponding to a default ordering of the known flow types. As user
decisions are received at a particular user location, the weightings in the traffic shaping model
are updated to reflect the preferences of the particular user, which may override and replace the
default weightings in the traffic shaping model. Accordingly, in the most simple case, the traffic
shaper would use the crowd-sourced weightings until a corresponding user-provided decision is
received from the user at the user location. As more and more user decisions are received, the
weightings based on the local user’s decisions may replace the crowd-sourced weightings in the
traffic shaping model.

[0081] FIG. 11 illustrates an example of a traffic shaping logical configuration 1100
according to some implementations. In this example, the crowd-sourced example discussed with
respect to FIG. 10 may be replaced or supplemented by neural network decisions 1102. For
example, a neural network 1104 or other computational model may receive the flow types 210
and user decisions 208 from an individual user and may also receive crowd-sourced aggregated
user decisions 1006 and corresponding crowd-sourced aggregated flow types 1004. The neural
network may operate to increase the number of situations in which the system itself identifies
which flows to which to give priority. In some cases, at least a portion of the crowd-sourced
aggregated user decisions 1006 may be used as training data to train the neural network 1104.
[0082] Examples of the neural network 1104 may include artificial neural networks, such as
recurrent neural networks, long short term memory (LSTM) neural networks, or the like.
Examples of other types of computational models that may be used in some implementations
herein may include predictive models, decision trees, classifiers, regression models, such as
linear regression models, support vector machines, and stochastic models, such as Markov

models and hidden Markov models, and so forth. The neural network 1104 (or other
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computational model) may be periodically updated and re-trained based on new training data to
keep the neural network 1104 up to date.

[0083] After the neural network (or other computational model) 1104 has been trained, the
neural network (or other computational model) may be included in the traffic shaping model 142
discussed above with respect to FIG. 1 (not shown in FIG. 11). Thus, as the neural network 1104
receives information from the classifier 132 regarding the flow types causing congestion, the
neural network may apply any received user A/B decisions for determining which flow type to
prioritize over the other. As the neural network receives additional user decisions 208, the neural
network may continually update itself. Accordingly, the traffic shaping model 142 including the
neural network 1104 may determine weightings dynamically based on input from the user and
the crowd-sourced user decisions of a plurality of users. Additionally, the neural network 1104
may apply weights based on the sources of decisions, e.g., user sourced-decisions may be
weighted greater than crowd-sourced decisions, and crowd-sourced decisions may be weighted
higher than neural net-sourced decisions.

[0084] FIG. 12 illustrates an example of a traffic shaping logical configuration 1200
according to some implementations. In this example, the neural network 1104 included in the
traffic shaping model 142 of FIG. 1 (not shown in FIG. 12), may receive additional data inputs
in addition to the user A/B decisions and flow types 210. For example, the neural network 1104
may receive presence data 1202, pose data 1204, localization data 1206, and interaction data
1208. The additional data inputs may be received from various IoT devices, such as cameras,
infrared sensors and other motion sensors, proximity sensors, smart phones, wearable devices,
and so forth as enumerated additionally elsewhere herein.

[0085] The neural network may dynamically adjust the weights of various traffic flows
based on the additional data inputs. For example, based on knowing where the user is located
within the user location may provide an indication as to the weighting for particular traffic flows
without requesting input from the user. As one example, presence data 1202 and localization
data 1206 may include determining a user’s location via camera, motion sensor, geolocation data
from a smart phone, or the like, and may indicate if the user is in a location for using a particular
traffic flow. For instance, if no users are determined to be in a room with the main TV, the
priority of the data travelling to the TV may be dynamically lowered until someone enters the
room. As another example, a washing machine in the laundry room, may be given very low
priority, but if a user enters the laundry room the priority applied to the devices present in the
room may be increased. Thus, localization data 1206 and presence data 1202 may allow the

traffic shaping model to dynamically adjust weightings of various traffic flows based on a
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likelihood that the user is currently using a first traffic flow and not using a second traffic flow.
Thus, the input data may be used to determine the traffic shaping priorities automatically
without asking the user.

[0086] As another example, pose data 1204 may be considered with respect to the user
and/or a device. As one example, if the user is facing away from a device that is streaming
video, the priority may be lowered, and if the user faces toward the device, the priority may be
increased. Similarly, if a device playing video is placed with its display face down on a surface,
the priority may be lowered and if lifted off the surface and turned face up, the priority may be
increased.

[0087] As still another example, interaction data 1208 may be sent to the traffic shaping
model to indicate that the user is currently interacting with a particular device. When this
interaction is identified, the weighting for a traffic flow associated with the particular device
may be increased until the interaction data 1208 indicates that the user is no longer interacting
with the particular device. Accordingly, implementations herein are able to determine
weightings dynamically based on decisions rendered by the neural network 1104 based on input
data received from IoT devices, the user decisions, and the crowd-sourced user decisions of a
plurality of users.

[0088] FIGS. 13-15 are flow diagrams illustrating example processes according to some
implementations. The processes are illustrated as collections of blocks in logical flow diagrams,
which represent a sequence of operations, some or all of which may be implemented in
hardware, software or a combination thereof. In the context of software, the blocks may
represent computer-executable instructions stored on one or more computer-readable media that,
when executed by one or more processors, program the processors to perform the recited
operations. Generally, computer-executable instructions include routines, programs, objects,
components, data structures and the like that perform particular functions or implement
particular data types. The order in which the blocks are described should not be construed as a
limitation. Any number of the described blocks can be combined in any order and/or in parallel
to implement the process, or alternative processes, and not all of the blocks need be executed.
For discussion purposes, the processes are described with reference to the environments,
frameworks and systems described in the examples herein, although the processes may be
implemented in a wide variety of other environments, frameworks and systems.

[0089] FIG. 13 is a flow diagram illustrating an example process 1300 according to some
implementations. In some examples, the process 1300 may be executed by the service

computing device 102, the traffic shaping device 144, or other suitable computing device.
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[0090] At 1302, the computing device may detect congestion in the network. For example,
the service computing device and/or the traffic shaping device may detect that the network is
congested using the techniques discussed above or other techniques for determining network
bandwidth usage.

[0091] At 1304, the computing device may determine at least the two largest contributors to
the congestion. The service computing device and/or the traffic shaping device may determine
which of the traffic flows are the primary contributors to the congestion, such as based on the
number of packets being transferred, or the like, and may further determine the source of the
traffic flow and the destination of the traffic flow for identifying each of the traffic flows to the
user.

[0092] At 1306, the computing device may present a user interface to enable selection of one
contributor to have priority over at least one other contributor. For example, a user interface
program, web portal, or the like, may present a user interface to the user on a display of a client
device, such as a computer, tablet computing device, smart phone, television, or other client
device having a display. The user interface may include information related to a first traffic flow
and a second traffic flow determined to be main contributors to the congestion, and the service
computing device and/or the traffic shaping device may receive, via the user interface, a
selection of one of the first traffic flow or the second traffic flow as an indication of the user
selection of the selected traffic flow as having a higher priority than at the least one other traffic
flow. An example selection user interface is discussed above with respect to FIG. 3.

[0093] At 1308, the computing device may receive a user selection decision via the user
interface. The user may select one of the traffic flows as having priority over at least one other
traffic flow.

[0094] At 1310, the computing device may add information about the selection decision to a
data structure of priority weightings for traffic flows determined based on a plurality of user
selection decisions. Examples of data structures are discussed above with respect to FIGS. 4-7.
[0095] At 1312, the computing device may apply information from the data structure for
performing traffic shaping to prioritize packets from a higher priority traffic flow and delaying
packets from a lower priority packet flow. For example, the service computing device or the
traffic shaping device may send packets of the selected traffic flow according to the higher
priority and send packets of the at least one other traffic flow according to a lower priority. The
packets of the selected traffic flow may be sent to a destination device using a tunneling
communication service, while at least some of the packets of the at least one other traffic flow

are delayed to reduce the congestion in the network.
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[0096] FIG. 14 is a flow diagram illustrating an example process 1400 according to some
implementations. In some examples, the process 1400 may be executed by the service
computing device 102 or other suitable computing device. In some cases, the process 1400 may
combined with the process 1300 discussed above.

[0097] At 1402, the computing device may receive a plurality of user decisions from a
plurality of different user locations. For example, the user decisions may be sent by the user
interface to a computing device that receives user decisions made by a plurality of different
users at a plurality of different user locations.

[0098] At 1404, the computing device may determine weightings for a traffic shaping model
based on the plurality of user decisions. The computing device may determine the most popular
selections of the plurality of users for establishing a ranking of known traffic flows with respect
to each other. In some examples, weightings may be assigned to each known traffic flow based
on the rankings.

[0099] At 1406, the computing device may provide the traffic shaping model to use for
traffic shaping for a user location of an individual user. For example, the weightings from the
aggregated selection decisions may be included in the traffic shaping model.

[00100] At 1408, the computing device may receive user selection decisions from the
individual user. For example, the service computing device or the traffic shaping device may
receive the user selection decision via the selection user interface, or the like.

[00101] At 1410, the computing device may update the weightings in the traffic shaping
model based on the received user selection decisions. For example, weightings indicated by the
user may be included in the traffic shaping model that also includes the aggregated weightings.
Thus, the traffic shaping model may include one or more priority weightings indicated by the
user and one or more priority weightings determined from the aggregated priority selection
decisions received from the plurality of different users associated with the plurality of different
respective user locations.

[00102] At 1412, the computing device may apply the updated weightings when performing
traffic shaping to prioritize packets from a higher priority traffic flow and delay packets from a
lower priority packet flow. In some examples, blocks 1408-1412 may be executed by the traffic
shaping device at the user location or by the service computing device.

[00103] FIG. 15 is a flow diagram illustrating an example process 1500 according to some
implementations. In some examples, the process 1500 may be executed by the service

computing device 102, the traffic shaping device 144, or other suitable computing device.
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[00104] At 1502, the computing device may receive sensed information indicating at least
one of presence information, localization information, pose information, or interaction
information. As discussed above, the sensed information may be received from any of various
IoT devices, such as cameras, proximity sensors, motion sensors, geolocation devices, or the
like. The sensed information may be received at the service computing device and/or the traffic
shaping device.

[00105] At 1504, the computing device may detect congestion in the network. For example,
the service computing device and/or the traffic shaping device may detect that the network is
congested using the techniques discussed above or other techniques for determining network
bandwidth usage.

[00106] At 1506, the computing device may determine at least the two largest contributors to
the congestion. The service computing device and/or the traffic shaping device may determine
which of the traffic flows are the primary contributors to the congestion, such as based on the
number of packets being transferred, or the like, and may further determine the source of the
traffic flow and the destination of the traffic flow for identifying each of the traffic flows to the
user.

[00107] At 1508, the computing device may use the sensed information in combination with
the traffic shaping model including weightings for traffic flows to dynamically prioritize one of
the traffic flows over another. In some cases, the traffic shaping model may include a trained
computational model, such as a neural network or statistical model that determines a weighting
for the traffic flows based on the sensed information.

[00108] At 1510, the computing device may prioritize packets from the higher priority traffic
flow and may delay packets from the lower priority packet flow until a change in the sensed
information indicates the priority has changed. For example, if the sensed information indicates
that a user enters a room that was previously unoccupied, the priority to a device in the room
may be increased. Similarly, if a user begins interacting with a device, priority of a traffic flow
to that device may be increased.

[00109] FIG. 16 illustrates an example traffic shaping device 144 according to some
implementations. In some examples, the traffic shaping device 144 may be a computing device,
such as a specialized device for performing traffic shaping, while in other examples, the traffic
shaping device may be integrated into a wireless router and/or modem, a cable box, or the like,
or any other computing device configured to perform the functions described herein. Thus, other

architectures may additionally or alternatively be used. In the illustrated example, the traffic
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shaping device 144 includes, or may have associated therewith, one or more processors 1602,
one or more communication interfaces 1606, and one or more computer-readable media 1604.
[00110] Each processor 1602 may be a single processing unit or a number of processing units,
and may include single or multiple computing units, or multiple processing cores. The
processor(s) 1602 can be implemented as one or more central processing units, microprocessors,
microcomputers, microcontrollers, digital signal processors, state machines, logic circuitries,
and/or any devices that manipulate signals based on operational instructions. For instance, the
processor(s) 1602 may be one or more hardware processors and/or logic circuits of any suitable
type specifically programmed or configured to execute the algorithms and processes described
herein. The processor(s) 1602 can be configured to fetch and execute computer-readable
instructions stored in the computer-readable media 1604, which can program the processor(s)
1602 to perform the functions described herein.

[00111] The computer-readable media 1604 may include volatile and nonvolatile memory
and/or removable and non-removable media implemented in any type of technology for storage
of information such as computer-readable instructions, data structures, program modules, or
other data. For example, the computer-readable media 1604 may include, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, optical storage, solid state
storage, magnetic tape, magnetic disk storage, cloud storage, or any other medium that can be
used to store the desired information and that may be accessed by a computing device.
Depending on the configuration of the traffic shaping device 144, the computer-readable media
1604 may be a tangible non-transitory medium to the extent that, when mentioned, non-
transitory computer-readable media exclude media such as energy, carrier signals,
electromagnetic waves, and/or signals per se. In some cases, the computer-readable media 1604
may be at the same location as the traffic shaping device 144, while in other examples, the
computer-readable media 1604 may be partially remote from the traffic shaping device 144.
[00112] The computer-readable media 1604 may be used to store any number of functional
components that are executable by the processor(s) 1602. In many implementations, these
functional components comprise instructions or programs that are executable by the processor(s)
1602 and that, when executed, specifically program the processor(s) 1602 to perform the actions
attributed herein to the traffic shaping device 144. Functional components stored in the
computer-readable media 1604 may include the second traffic shaping program 150, the local
user interface program 148, the local analytics service 152, and the tunneling communication
service 154. Each of these functional components may include one or more computer programs,

computer-readable instructions, executable code, or portions thereof that are executable to cause
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the processor(s) 1602 to perform various tasks, such as for receiving and processing data sent by
the service computing device 102 and/or the one or more client devices 160. Additionally, an
operating system 1608 may control and manage various functions of the traffic shaping device
144. In some cases, the functional components may be stored in a storage portion of the
computer-readable media 1604, loaded into a local memory portion of the computer-readable
media 1604, and executed by the one or more processors 1602. Numerous other software and/or
hardware configurations will be apparent to those of skill in the art having the benefit of the
disclosure herein.

[00113] In addition, the computer-readable media 1604 may store data and data structures
used for performing the functions and services described herein. For example, the computer-
readable media 1604 may store user weighting information 146, such as in one or more data
structures as discussed above, the traffic shaping model 142, and sensed information 1610, such
as presence information, localization information, pose information, device interaction
information, or the like. The traffic shaping device 144 may also include or maintain other
modules and data 1612, which may include programs, drivers, etc., and other data used or
generated by the functional components. Further, the traffic shaping device 144 may include
many other logical, programmatic, and physical components, of which those described above are
merely examples that are related to the discussion herein.

[00114] The communication interface(s) 1606 may include one or more interfaces and
hardware components for enabling communication with various other devices, such as over the
one or more networks 106. Thus, the communication interfaces 1606 may include, or may
couple to, one or more ports that provide connection to the network(s) 106 for communicating
with the service computing device 102 or other computing devices. In some examples, the
communication interfaces 1606 may include the gateway 110, while in other examples, the
gateway 110 may be a separate device. Further, in some examples, the communication interfaces
1606 may include the access point 164 or other interfaces for communicating with the client
devices 160 and/or the sensors 166. For example, the communication interface(s) 1606 may
enable communication through one or more of a LAN (local area network), WAN (wide area
network), the Internet, cable networks, cellular networks, wireless networks (e.g., Wi-Fi) and
wired networks (e.g., fiber optic, Ethernet, Fibre Channel,), direct connections, as well as close-
range communications such as BLUETOOTH®, and the like, as additionally enumerated
elsewhere herein.

[00115] In addition, the traffic shaping device 144 may include one or more input/output
(I/0O) devices 1614. Such I/O devices 1620 may include a display, speakers, a microphone, and
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various user controls (e.g., buttons, a joystick, a mouse, a keyboard, a keypad, a touch screen,
etc.), and so forth.

[00116] FIG. 17 illustrates an example service computing device 102 according to some
implementations. In some examples, each service computing device 102 may include one or
more servers, personal computers, or other types of computing devices that may be embodied in
any number of ways. For instance, in the case of a server, the programs, other functional
components, and at least a portion of data storage may be implemented on at least one server,
such as in a cluster of servers, a server farm, a data center, a cloud-hosted computing service,
and so forth, although other computer architectures may additionally or alternatively be used.
Further, while the functional components and data are shown as being co-located in this example
for convenience of discussion, in other examples, the functional components and data may be
distributed across a plurality of service computing devices at the same location or at a plurality
of different locations in any desired manner. In the illustrated example, the service computing
device 102 includes, or may have associated therewith, one or more processors 1702, one or
more communication interfaces 1706, and one or more computer-readable media 1704.

[00117] Each processor 1702 may be a single processing unit or a number of processing units,
and may include single or multiple computing units, or multiple processing cores. The
processor(s) 1702 can be implemented as one or more central processing units, microprocessors,
microcomputers, microcontrollers, digital signal processors, state machines, logic circuitries,
and/or any devices that manipulate signals based on operational instructions. For instance, the
processor(s) 1702 may be one or more hardware processors and/or logic circuits of any suitable
type specifically programmed or configured to execute the algorithms and processes described
herein. The processor(s) 1702 can be configured to fetch and execute computer-readable
instructions stored in the computer-readable media 1704, which can program the processor(s)
1702 to perform the functions described herein.

[00118] The computer-readable media 1704 may include volatile and nonvolatile memory
and/or removable and non-removable media implemented in any type of technology for storage
of information such as computer-readable instructions, data structures, program modules, or
other data. For example, the computer-readable media 1704 may include, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, optical storage, solid state
storage, magnetic tape, magnetic disk storage, RAID storage systems, storage arrays, network
attached storage, storage area networks, cloud storage, or any other medium that can be used to
store the desired information and that may be accessed by a computing device. Depending on

the configuration of the service computing device 102, the computer-readable media 1704 may
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be a tangible non-transitory medium to the extent that, when mentioned, non-transitory
computer-readable media exclude media such as energy, carrier signals, electromagnetic waves,
and/or signals per se. In some cases, the computer-readable media 1704 may be at the same
location as the service computing device 102, while in other examples, the computer-readable
media 1704 may be partially remote from the service computing device 102.

[00119] The computer-readable media 1704 may be used to store any number of functional
components that are executable by the processor(s) 1702. In many implementations, these
functional components comprise instructions or programs that are executable by the processor(s)
1702 and that, when executed, specifically program the processor(s) 1702 to perform the actions
attributed herein to the service computing device 102. Functional components stored in the
computer-readable media 1704 may include the first traffic shaping program 118, the
aggregator/dis-aggregator program 124, the network analytics service 120, including the
classifier 132 and the congestion detector 130, the tunneling communication service 122, the
user web portal program 126, and the IoT web portal program 128. Each of these functional
components may include one or more computer programs, computer-readable instructions,
executable code, or portions thereof that are executable to cause the processor(s) 1702 to
perform various tasks, such as for receiving and processing data sent by the gateway computing
device 104. Additionally, an operating system 1708 may control and manage various functions
of the service computing device 102. In some cases, the functional components may be stored in
a storage portion of the computer-readable media 1704, loaded into a local memory portion of
the computer-readable media 1704, and executed by the one or more processors 1702.
Numerous other software and/or hardware configurations will be apparent to those of skill in the
art having the benefit of the disclosure herein.

[00120] In addition, the computer-readable media 1704 may store data and data structures
used for performing the functions and services described herein. For example, the computer-
readable media 1704 may user weighting information 136, crowd-sourced weighting
information 138, and the traffic shaping model 142. In some examples, the traffic shaping model
142 may include a trained computational model, such as a neural network, or the like. In other
examples, the traffic shaping model 142 may include one or more data structures of weightings
based on user selections and/or crowd-sourced selections of traffic flows, along with one or
more rules for applying traffic shaping priority based on the weightings. The service computing
device 102 may also include or maintain other modules and data 1710, which may include
programs, drivers, etc., and other data used or generated by the functional components. Further,

the service computing device 102 may include many other logical, programmatic, and physical
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components, of which those described above are merely examples that are related to the
discussion herein.

[00121] The communication interface(s) 1706 may include one or more interfaces and
hardware components for enabling communication with various other devices, such as over the
one or more networks 106. Thus, the communication interfaces 1706 may include, or may
couple to, one or more ports that provide connection to the network(s) 106 for communicating
with the gateway 110 and the internet 112 (not shown in FIG. 17). For example, the
communication interface(s) 1706 may enable communication through one or more of a LAN
(local area network), WAN (wide area network), the Internet, cable networks, cellular networks,
wireless networks (e.g., Wi-Fi) and wired networks (e.g., fiber optic, Ethernet, Fibre Channel,),
direct connections, as well as close-range communications such as BLUETOOTH®, and the
like, as additionally enumerated elsewhere herein.

[00122] In addition, the service computing device 102 may include one or more input/output
(I/0O) devices 1712. Such I/O devices 1712 may include a display, speakers, a microphone, and
various user controls (e.g., buttons, a joystick, a mouse, a keyboard, a keypad, a touch screen,
etc.), and so forth. Further, the one or more client devices 160 may have hardware
configurations similar to the traffic shaping device 144 and/or the service computing device 102,
but with different functional components.

[00123] The example processes described herein are only examples of processes provided for
discussion purposes. Numerous other variations will be apparent to those of skill in the art in
light of the disclosure herein. Further, while the disclosure herein sets forth several examples of
suitable frameworks, architectures and environments for executing the processes, the
implementations herein are not limited to the particular examples shown and discussed.
Furthermore, this disclosure provides various example implementations, as described and as
illustrated in the drawings. However, this disclosure is not limited to the implementations
described and illustrated herein, but can extend to other implementations, as would be known or
as would become known to those skilled in the art.

[00124] Various instructions, processes, and techniques described herein may be considered
in the general context of computer-executable instructions, such as program modules stored on
computer-readable media, and executed by the processor(s) herein. Generally, program modules
include routines, programs, objects, components, data structures, executable code, etc., for
performing particular tasks or implementing particular abstract data types. These program
modules, and the like, may be executed as native code or may be downloaded and executed,

such as in a virtual machine or other just-in-time compilation execution environment. Typically,
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the functionality of the program modules may be combined or distributed as desired in various
implementations. An implementation of these modules and techniques may be stored on
computer storage media or transmitted across some form of communication media.

[00125] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the specific features or acts described. Rather, the

specific features and acts are disclosed as example forms of implementing the claims.
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CLAIMS

1. A system comprising:
one or more processors; and
one or more non-transitory computer-readable media maintaining executable
instructions, which, when executed by the one or more processors, program the one or more
processors to perform operations comprising:
detecting congestion in a network;
determining at least two traffic flows contributing to the congestion;
providing a user interface that includes information related to a first traffic flow
and a second traffic flow determined to be main contributors to the congestion from
among the at least two traffic flows contributing to the congestion;
receiving, via the user interface, a selection of one of the first traffic flow or the
second traffic flow as an indication of a user selection of one of the traffic flows as
having a higher priority than at least another one of the traffic flows; and
sending packets of the selected traffic flow according to the higher priority and

sending packets of the at least one other traffic flow according to a lower priority.

2. The system as recited in claim 1, wherein the sending the packets of the selected traffic
flow according to the higher priority comprises sending the packets of the selected traffic flow to

another device using a tunneling communication service.

3. The system as recited in claim 2, wherein the sending the packets of the selected traffic
flow according to the higher priority further comprises delaying at least some of the packets of

the at least one other traffic flow to reduce the congestion in the network.

4. The system as recited in claim 1, the operations further comprising:

adding the indication of the user selection as a priority weighting to a data structure that
includes a plurality of priority weightings of a plurality of traffic flows with respect to each
other; and

using the plurality of priority weightings for prioritizing packets of the selected traffic
flow over packets of at least one other traffic flow to reduce congestion currently detected in the

network.
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5. The system as recited in claim 1, the operations further comprising:

adding the indication of the user selection as a priority weighting to a data structure that
includes a plurality of priority weightings of a plurality of traffic flows with respect to each
other; and

using the plurality of priority weightings for prioritizing packets of at least one traffic
flow over packets of at least one other traffic flow when congestion is next detected in the

network.

6. The system as recited in claim 5, the operations further comprising including information
from the data structure in a traffic shaping model that includes one or more priority weightings
indicated by the user and one or more priority weightings determined from aggregated priority
selection decisions received from a plurality of different users associated with a plurality of

different respective user locations.

7. The system as recited in claim 1, the operations further comprising:

receiving an indication of a plurality of user selections associated with a plurality of
different users, respectively, associated with a user location;

determining that a first user of the plurality of users has priority over other users of the
plurality of users; and

weighting the user selection of the first user higher than the user selections of the other
users for determining to send the packets of the selected traffic flow according to the higher

priority.

8. The system as recited in claim 1, the operations further comprising:

executing a neural network configured to receive the indication of the user selection and
determine priority weightings of the selected traffic flow and the at least one other traffic flow;
and

determining, at least partially based on the priority weightings, to send the packets of the
selected traffic flow according to the higher priority and send packets of the at least one other

traffic flow according to a lower priority.
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9. The system as recited in claim 1, the operations further comprising:

receiving sensed information from a location associated with a user, the sensed
information including at least one of: presence information, localization information, pose
information, or device interaction information;

determining priority weightings of the selected traffic flow and the at least one other
traffic flow based at least in part on the sensed information; and

determining, at least partially based on the priority weightings, to send the packets of the
selected traffic flow according to the higher priority and send the packets of the at least one

other traffic flow according to the lower priority.

10. The system as recited in claim 1, wherein at least one of the one or more processors is
included in a traffic shaping device located at a location associated with a user, the traffic
shaping device having an associated gateway for communicating with a service computing
device over the network, and an access point for communicating with one or more client devices

associated with the location.

11. The system as recited in claim 10, the operations further comprising:

receiving the indication of the user selection of the selected traffic flow as having a
higher priority than the at least one other traffic flow;

updating a local data structure of priority weightings maintained by the traffic shaping
device; and

sending information related to at least one of the user selection or the updated local data
structure to the service computing device for use, at least partially, for prioritizing traffic flows

at the service computing device.
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12. The system as recited in claim 1, wherein at least one of the one or more processors is
included in a service computing device configured to communicate over the network with a
traffic shaping device and a client device associated with a user location, the operations further
comprising:

establishing communication for a tunneling communication service between the service
computing device and the traffic shaping device;

receiving by the one or more processors of the service computing device, from the traffic
shaping device, a user selection received via a user interface presented on the client device as the
indication of the selection of the one of the traffic flows as having the priority over the at least
one other traffic flow; and

encrypting the packets of the selected traffic flow for transmission over the tunneling

communication service.

13. The system as recited in claim 12, the operations further comprising sending the packets
of the selected traffic flow over the tunneling communication service to a gateway associated
with the traffic shaping device, wherein the traffic shaping device is configured to receive and
decrypt the packets of the selected traffic flow, and provide the packets to a least one of the

client device or another client device.

14. A method comprising:

detecting, by one or more processors, congestion in a network;

determining, by the one or more processors, at least two traffic flows contributing to the
congestion;

providing a user interface that includes information related to a first traffic flow and a
second traffic flow determined to be main contributors to the congestion from among the at least
two traffic flows contributing to the congestion;

receiving, by the one or more processors, via the user interface, a selection of one of the
first traffic flow or the second traffic flow as an indication of a user selection of one of the traffic
flows as having a higher priority than at least another one of the traffic flows; and

sending, by the one or more processors, packets of the selected traffic flow according to
the higher priority and sending packets of the at least one other traffic flow according to a lower

priority.
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15. One or more non-transitory computer-readable media storing instructions that, when
executed by one or more processors, program the one or more processors to:

detect congestion in a network;

determine at least two traffic flows contributing to the congestion;

provide a user interface that includes information related to a first traffic flow and a
second traffic flow determined to be main contributors to the congestion from among the at least
two traffic flows contributing to the congestion;

receive, via the user interface, a selection of one of the first traffic flow or the second
traffic flow as an indication of a user selection of one of the traffic flows as having a higher
priority than at least another one of the traffic flows; and

send packets of the selected traffic flow according to the higher priority and send packets

of the at least one other traffic flow according to a lower priority.

37



WO 2018/140018 PCT/US2017/015073

100~ 1/17
SERVICE COMPUTING DEVICE(S) 102
NETWORK TUNNELING AGGREGATOR/ User WEB]| loT WEB
ANALYTICS Comm. DIS-AGGREGATOR PORTAL PORTAL
SERVICE 120 SERVICE PROGRAM PROGRAM || PROGRAM
122 124 126 128
CONGESTION
DETECTOR TRAFFIC SHAPER 116 CrROWD
130 SOURCED TRAFFIC
FIRST TRAFFIC USER WEIGHTING SHAPING
CLASSIFIER SHAPING PROGRAM| |WEIGHTING INFO MODEL
132 118 INFO. 136 ' 142
138
A
INTERNET
TRAFFIC FLOWS
134

106
'd

INTERNET

L}
L}
[ ]
112 :\>
]

TUNNELED
TRAFFIC

FLows 114
INTERNET '
SERVICE '
PROVIDER H
108 ;
USER LOCATION 104
GATEWAY 110
|
TUNNELING TRAFFIC SHAPING DEVICE 144
ComMM. SERv. LocAL TRAFFIC
154 SECOND USER LOCAL 1| anaLyTics | [SHAPING
— TRAFFIC WEIGHTING Ul SERVICE MODEL
SENSOR(S) SHAPING INFO. PROG. 152 142
166 Proc. 150 146 148 - -
I 000
AcCCEssS POINT 164
CLIENT DEVICE 160(1) CLIENT DEvICE 160(N) 140
COMMUNICATION .o COMMUNICATION
PROGRAM PROGRAM
162(1) 162(N)

FIG. 1



PCT/US2017/015073

WO 2018/140018

2117

¢ Old

091
(s)3oInaQ
LIN3ND

A

80¢

P>

vrl
30IA3Q ONIdVHS

olddvd |

A\

— NoIsIoaq |«
d/v 93s(

[4%4

SONILHOIIM |

¥3asn
anvy

S3adA] MOTH

[
¥oLo3laq

NOILS3IONOD

A\

90¢
SMOTA J1d4vd |

A

0l¢

Ll
Olddvd |

w Y

d3dvH

A

] s3dA] |
MO

¥0C

SNOISID3Q ¥3sN

433
d34ISSY1)

v

413
L3ANYILN|

20¢
MOTH 1330V d

00z



WO 2018/140018

3/17

PCT/US2017/015073

SELECTION Ul
302

304~

2016-03-22 22:19:10 BANDWIDTH CONGESTION

310~ 3104,
DAUGHTER’S PHONE MAIN TELEVISION
312 3124
ke Music DOWNLOAD B VIDEO STREAMING
314
P SELECT TO GIVE 314\-=-SELECT TO GIVE
PRIORITY TO THIS PRIORITY TO THIS
FLOW FLOW
\306 \308

FIG. 3



PCT/US2017/015073

WO 2018/140018

4/17

¥ Old

814 JoA0 1 4 soid Jes /
814 Jono /14 syoid Jesn 9
L L4 JoA0 9] 4 syoid Jesn S
Gld I8N0 14 wv_o_Q JasN 174
14 49A0 |14 wv_o_Q JasN c
c¢l1449A0 L 14 wv_o_Q JasN e
214 4en0 || 4 soid Jesn ! g0t
d3SN 3HL A9 3AVIN SNOILD313S m_m/__m_u_ﬂ,.__.w—w__mw_._/__/_wn\wm_
oLy Npop
(8.1d)oweb swneal suljuo s,pIIYD sA (71 d4)ALWooipag uo ospiA @NTNH .
(81d)oweb swieas auljuo s,plIYd sA (£ 14)I1ED dIOA 9
(91 d4)9ousisjuoose) sjusied sA (L 14)ALuew uo @X|14.13N S
(#1L4)ALwoolpaq uo ospiA @NTNH sA (G1d)peojumop @LNIHHOLLIG 4
(LL4)ALurew uo @XI114.L3N sA (71 4)ALWwoolpaq uo ospiA @NTNH €
(€14)dojde| s,uos uo spebdn SO sA (| L4)ALuUlew uo @XI14.L3IN Z

(z1d)euoyd s Jeybnep uo peojumop @SINNLI A (L L4)ALuUeW uo @XIT413N

I

NOILdIFdOs3J LNIAF NOILSIONOD

¥3aNNN LN3AT
NOILSIONO)

Ngop

o

"-zop



WO 2018/140018 PCT/US2017/015073

5/17

504-\
[-506
502\

\SIMPLE WEIGHTINGS A vs. B /
SELECTIONS WEIGHTING

FT1 +++- 2

FT2 - -1

FT3 - -1

FT4 ++- 1

FT5 - -1

FT6 + 1

FT7 + 1

FT8 -- -2

508\
504~ 506~ 510~
ORDERED RELATIVE
\ \ WEIGHTINGS \
SELECTIONS (WEIGHTING FLow TYPE DESCRIPTION

FT1 +++- 2 NETFLIX® on mainTV
FT4 ++- 1 HULU® on bedroomTV
FT6 + 1 Parent’s teleconference
FT7 + 1 VolIP Call
FT2 - -1 ITUNES® download on daughter’s phone
FT3 - -1 OS upgrade on son’s laptop
FT5 - -1 BITTORRENT® download
FT8 -- -2 Child's online realtime game

FIG. 5



WO 2018/140018 PCT/US2017/015073

600~ 6/17

+

2 ] ] ] ] ] ]

1.5 + 1
02

ReLATIVE 1+ 1
WEIGHTINGS 02 02
54+ 4

0

602
-0.5 1+

1+
-1.5 1

-2 — ! ' ' ' . '
FT1 FT2 FT3 FT4 FT5 FTe FT7

FLOW TYPE

FIG. 6



+

WO 2018/140018 PCT/US2017/015073
717
408~ 404~ 410~
ES;\'I“SE%T'\}I%';R SELECTIONS MADE BY THE USER

1 User picks FT1 over FT2

2 User picks FT1 over FT3

3 User picks FT1 over FT4

4 User picks FT4 over FT5

5 User picks FT6 over FT1

6 User picks FT7 over FT8

7 User picks FT4 over FT8
702~

704~ /—708
\ 706~ ORDERED ABSOLUTE WEIGHTINGS /
SELECTION RESULT 6\WEIGHTING FLow TyPE DESCRIPTION

FT6=1+FT1 3 Parent’s teleconference
FT1=1+FT2+FT3+FT4 2 NETFLIX® on mainTV
FT4=1+FT5+FT8 1 HULU® on bedroomTV
FT7 =1+FT8 1 VolP Call
FT2=0 0 ITUNES® download on daughter's phone
FT3=0 0 OS upgrade on son’s laptop
FT5=0 0 BITTORRENT® download
FT8=0 0 Child's online realtime game

FI

G.7




WO 2018/140018 PCT/US2017/015073

800~ 8/17

DASHBOARD Ul

802
MENU -
804
FLOW PERFORMANCE
806 LATENCY CHART
NEw DEVICES 810
808
820
X

822
2016-03-22 21:19:10 100% BANDWIDTH SATURATION

2016-03-21 18:55:16 >85% BANDWIDTH SATURATION
2016-03-16 06:17:21 NEw DEVICE FOUND
2016-03-10 07:45:29 UNUSUAL NETWORK LATENCY

2016-03-10 05:15:38 NETWORK UNDERPERFORMING

USAGE BAR | UsAGE PIE My DEvicEs | REAL TIME
812 814 816 818

FIG. 8



PCT/US2017/015073

WO 2018/140018

9/17

6 Old

091
(s)3oIn3Q
LIN3ND

3

vrl
30I1A3Q ONIdVHS

Ol44VY |

806 NoIsIo3q
a/Vv 43S €

A

016

SONILHOIIAA d3SN

anNv
S3adA] MOTH

906 NoIsIo3q
a/Vv d43sN ¢

[
¥oLo3laq

NOILSIONOD

706 NoIsIo3q
a/v d3sNn 1

A

90¢C

SMOTA Jld4vd |

A

Ll
olddvd |

w Y

d3dvH

0l¢
S3dA] MO

A

SH3Is ITdILTINA 904 SNOISIDAJ

433
H34ISSY1)

v

413
L3NYILN]|

[0
MO14 L3NOvd

006



PCT/US2017/015073

WO 2018/140018

10/17

0L "Old

09t
° (s)301n3Q
H 1N3IND
A
1723
32IA3Q ONIAVHS
DIV |
9001 Y
SNOISIOaQ — —
80¢ ocl
omkwwmmo@,q Y NOISIO3AJ [« doL15313(
— a3odnNo [l 9/v ¥3sn NOILSIONOD
8001 -o>>omom =17 Y
moZN__Fm_Imw_m_>> < SONILHOIFM [ | 7
g3odNos | — | m%mﬁ «— SMOT Dlddva |
-QMO¥) ANV .
S3dAL MO SAdAL S3dAL MO14
MOT4 . -
Q3aLvoIuooy
a304N0S UIAVHS D144V |
-aMod) 7y
4 0I¢ —
cel
S3dAL  |€
MOY mm_m_w,m<40
T
1INYILN]
Z00t v0C 20¢C

SNOISI03J d30dNOS-AMOHD

SNOISIOAQ ¥3sN

MOTH 1IN0V

0001



PCT/US2017/015073

WO 2018/140018

11/17

L1 "Old

9001
SNOISIO3A(J

¥3asn

EINSENLRIY
a3odnos
-aMo¥D

$001
S3dA]

MO

091
(s)3oInaQ
IN3IND

A

y
A

80¢

vrl
30I1A3Q ONIdVHS

Olddvd |

A

NoIsIoag [«
d/v 93sM

17017
NHJOMLAN

IvdnaN

EINSENL RIS
a3odnos
-aMo¥D

00l
SNOISIOAJ

a324N0S AMOYD

A

0l
¥010313Q

NOILSIONOD

A

90¢

SMOTH J144vd |

cOll
SNOISI03(J

MHOMLAN TvdN3aN

Olc

| kg

Ll
olddvd |

w Q|

d3dvH

S3dA] |
MO

¥0¢C
SNOISIOAQ ¥3sN

ceEL
dIIHISSVID

47
L3ANYALN

404
MOT4 L3N0V




PCT/US2017/015073

WO 2018/140018

12/17

¢l Old

9001
SNOISIOAJd

¥3asn

EINSENLRIY
a3odnos
-aMOY)

¥001
S3dAL

MOT4

091
SERIE
INTITD

g

volLl

MYOMLAN
IvdnaN

EINSENL RIS
a3odnos
-aMOY)

¢001
SNOISIOAJd

a324N0S AMOYD

80¢| VYLV NOILOVH3LN]

vrl
30IA3Q ONIdVHS

olddvd |

A

0¢ NOISIOAQ g/Vv d3s( [«

90¢| YLV NOILVZITVOOT]

r0cl viv(Q 3s0d

¢0¢| v1iv(d 3O0NdIs3dd

0cl
¥019313Q

NOILS3IONOD

A

90¢
SMO14 DIV |

A

coll
SNOISI03(J

MHOMLEN TvdNaN

[
Ol44VY |

w Q|

d3dvH

A

| ¢ SadA] MO <

[40]7Z
vivQ

1Ol @NV SNOISID3Q ¥3sN

cel
d3HISSV1)

v

41
L3ANYILN|

c0¢
MO14 L3NOvd

-00z1



WO 2018/140018 PCT/US2017/015073

1300~ 13/17

DETECT CONGESTION IN THE NETWORK
1302

l

DETERMINE AT LEAST THE TWO LARGEST CONTRIBUTORS TO THE
CONGESTION
1304

l

PRESENT A USER INTERFACE TO ENABLE USER SELECTION OF ONE
CONTRIBUTOR TO HAVE PRIORITY OVER AT LEAST ONE OTHER CONTRIBUTOR
1306

l

RECEIVE A USER SELECTION DECISION VIA THE USER INTERFACE
1308

|

ADD INFORMATION ABOUT THE SELECTION DECISION TO A DATA STRUCTURE
OF PRIORITY WEIGHTINGS FOR TRAFFIC FLOWS DETERMINED BASED ON A
PLURALITY OF USER SELECTION DECISIONS
1310

|

APPLY WEIGHTINGS FROM THE DATA STRUCTURE FOR TRAFFIC SHAPING TO
PRIORITIZE PACKETS FROM A HIGHER PRIORITY TRAFFIC FLOW AND DELAY
PACKETS FROM A LOWER PRIORITY PACKET FLOW
1312

FIG. 13



WO 2018/140018 PCT/US2017/015073

+
1400~ 14/17

RECEIVE A PLURALITY OF USER DECISIONS FROM A PLURALITY OF DIFFERENT
USER LOCATIONS
1402

l

DETERMINE WEIGHTINGS FOR A TRAFFIC SHAPING MODEL BASED ON THE
PLURALITY OF USER DECISIONS
1404

l

PROVIDE THE TRAFFIC SHAPING MODEL TO USE FOR TRAFFIC SHAPING FOR A
USER LOCATION ASSOCIATED WITH AN INDIVIDUAL USER
1406

A 4

RECEIVE USER SELECTION DECISIONS FROM THE INDIVIDUAL USER
1408

l

UPDATE THE WEIGHTINGS IN THE TRAFFIC SHAPING MODEL BASED ON THE
RECEIVED USER SELECTION DECISIONS
1410

l

APPLY THE UPDATED WEIGHTINGS WHEN PERFORMING TRAFFIC SHAPING TO
PRIORITIZE PACKETS FROM A HIGHER PRIORITY TRAFFIC FLOW AND DELAY
PACKETS FROM A LOWER PRIORITY PACKET FLOW
1412

FIG. 14



WO 2018/140018 PCT/US2017/015073

+
1500~ 15/17

RECEIVE SENSED INFORMATION INDICATING AT LEAST ONE OF PRESENCE
INFORMATION, LOCALIZATION INFORMATION, POSE INFORMATION, OR
INTERACTION INFORMATION
1502

l

DETECT CONGESTION IN THE NETWORK
1504

l

DETERMINE AT LEAST THE TWO LARGEST CONTRIBUTORS TO THE
CONGESTION
1506

Y

USE THE SENSED INFORMATION IN COMBINATION WITH THE A TRAFFIC
SHAPING MODEL INCLUDING WEIGHTINGS FOR TRAFFIC FLOWS TO
DYNAMICALLY PRIORITIZE ONE OF THE TRAFFIC FLOWS OVER AT LEAST ONE
OTHER ONE OF THE TRAFFIC FLOWS
1508

l

PRIORITIZE PACKETS FROM THE HIGHER PRIORITY TRAFFIC FLOW AND DELAY
PACKETS FROM THE LOWER PRIORITY PACKET FLOW UNTIL A CHANGE IN THE
SENSED INFORMATION INDICATES THE PRIORITY HAS CHANGED
1510

FIG. 15



WO 2018/140018 PCT/US2017/015073
+
16/17
TRAFFIC SHAPING DEVICE
144
PROCESSOR(S)
1602
COMPUTER-READABLE MEDIA
1604
SECOND LocAL
TRAFFIC W USER USER A LocAL TUCNNELING
SHAPING EIGHTING INTERFACE NALYTICS OMM.
P INFORMATION SERVICE SERVICE
ROGRAM 146 PROGRAM 152 154
150 — 148 —= —
OPERATING SYSTEM TRAFFIC SHAPING MODEL
1608 142
SENSED INFORMATION OTHER MODULES AND DATA
1610 1612
COMMUNICATION INTERFACE(S) INPUT/OUTPUT DEVICES
1606 1614

FIG. 16



+

WO 2018/140018

PCT/US2017/015073
17/17
SERVICE COMPUTING DEVICE(S)
102
PROCESSOR(S)
1702
COMPUTER-READABLE MEDIA
1704
NETWORK TUNNELING AGGREGATOR/
ANALYTICS SERVICE COMMUNICATION DIS-AGGREGATOR
120 SERVICE PROGRAM
122 124
CONGESTION
DET1E300TOR TRAFFIC SHAPER 116
m— FIRST TRAFFIC SHAPING USER
CLASSIFIER PROGRAM WEIGHTING
132 118 INFO. 136
USER WEB loT WEB SCROWD TRAFFIC
OURCED
PORTAL PORTAL WEIGHTING SHAPING
PROGRAM PROGRAM INFORMATION MODEL
126 128 142
138
OPERATING SYSTEM OTHER MODULES AND DATA
1708 1710
COMMUNICATION INTERFACE(S) INPUT/OUTPUT DEVICES
1706 1712

FIG. 17



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 17/15073

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4L 12/26 (2017.01)

CPC - HO4W4/24, H04W28/10, H04L47/2441

B. FIELDS SEARCHED

According to International Patent Classification ‘IPCl or to both national classification and IPC

See Search History Document

Minimum documentation searched (classification system followed by classification symbols)

See Search History Document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of
_See Search History Document

data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

I:I Further documents are listed in the continuation of Box C.

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2011/0044262 A1 (Satapathy et al.) 24 February 2011 (20.02.2011); entire document, 1,14,15
e especially, Abstract, FIG. 13, 15-17, para [0023], [0066], [0070]-[0073] ememmmnnean

Y 2-13
US 2008/0049615 A1 (Bugenhagen) 28 February 2008 (28.02.2008); entire document, 2,3,9-13
Y especially, Abstract, FIG. 3,10, 11,15, 47, 55, para [102), [125], [128], [141], [145], [149),
[181),[182], [0231], [0263), [0313], [0348]
Y US 2013/0132854 A1 (Raleigh et al.) 23 May 2013 (23.05.2013); especially, Abstract, 4-7, 11
FIG.1AQ, para [0380], 1237}, [1263),[1319],[1652]-[1654)
Y US 2016/0218951 A1 (Vasseur et al.) 28 July 2016 (28.07.2016); entire document, especially, 8
Abstract, para [0041]
Y US 2012/0230345 A1 (Ovsiannikov) 13 September 2012 (13.09.2012); especially, Abstract, 13
para [0053), (0189]
1-15
A US 2013/0077486 A1 (Keith) 28 March 2013 (28.03.2013); entire document
1-15
A US 2015/0023168 A1 (Kotecha et al.) 22 January 2015 (22.01.2015); entire document
A US 2017/0026291 A1 (Smith et al.) 26 January 2017 (26.01.2017); entire document 1-15

[]

* Special categories of cited documents:

the priority date claimed

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“Q” document referring to an oral disclosure, use, exhibition or other
means .

“P” document published prior to the international filing date but later than

“T" later document published after the international filing date or priority

date and not in conflict with the apﬂliqation but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

D'

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled (n the art

“&” document member of the same patent family

Date of the actual completion of the international search

10 March 2017

Date of mailing of the international search report

10APR 2017

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer;
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - wo-search-report

