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(54) Abstract Title: A means for document security tracking
(67) The invention described here consists of a document coding system that will give a single person,

company or organisation the ability to tack leaked or copied confidential documents, issued to different
departments or associates within an organisation, back to the department or person of the non approved
document copy. It will give each printed copy of a document a unique fingerprint. The invention
described herein may achieve this by encoding information in a word processed document using subtle
changes in font, spacing and page layout, for example, to reflect the time, user and printer information.
This will provide a way of tracking a document to the time and place of creation. The invention includes
means for either automatically decoding information in documents by using optical character recognition
(OCR) or document image analysis, for example, or to provide a visual means to assist manual document
decoding.
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2411330

A means for document security tracking

Introduction
The invention described here consists of a document coding system that will give a single
person, company or organisation the ability to track leaked or copied confidential
documents, issued to different departments or associates within an organisation, back to
the department or person of the non approved document copy. It will give each printed

copy of a document a unique fingerprint.

The invention described herein may achieve this by encoding information in a word
processed document using subtle changes in font, spacing and page layout, for example,
to reflect the time, user and printer information. This will provide a way of tracking a

document to the time and place of creation.

The application of this idea will primarily be in areas where the leaking of confidential

documents is a concern, such as governments.

The invention includes means for either automatically decoding information in
documents by using optical character recognition (OCR) or document image analysis, for

example, or to provide a visual means to assist manual document decoding.

Typically the original document is typed, or otherwise compiled, on a modified word
processor system (such as MS WORD for example) and an overlay device is used in

conjunction with the word processor system to control the security process.

An encoding system will reside within the overlay device to control document history,

copy protection, a list of hard copy recipients and other functions.

This overlay device will typically have a print and True Type Font (TTF) controller
interface for document printing anu the encoded word processor document file will

typically be given a name extension of *.TFD
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The document will then only be editable on the original machine (for example a Personal

Computer) with the correct security.

A typical encryption and coding process

A document may be encoded in the following manner. The soft copy of the document
will be encoded in a unique manner. All document history i.e. Author, Originator, hard
copy history and hard copy approval security data will be encoded along with the
document text. The main coding of the hard copy of each document copy will be done in
the printing of each individual document by software manipulation of the TTF in which

the document is being printed.

For each copy of the document the TTF will be manipulated in a different pattern within
the body of the text and hence every time the document is printed it will contain a
different fingerprint. Typically, letters and punctuation will be sli ghtly changed or the
distance between space characters altered for example. Each change in every document
copy that is printed will be recorded within the original file along with the identity of who

produced the copy and when.

Document illegal copy tracing

The overlay device in conjunction with the word processor will be able to produce an on
screen crib display showing all the TTF print modifications within each document printed
copy. By analysing the crib display the originator or security department can determine

who and where a photocopy, or scanned copy of the original document came from.
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Examples of on page encoding

Some examples of how an encoded document may be implemented are as follows. In
Example 1 the size and spacing of the characters are altered to give a unique
identification to each document. At the same time the information content is not altered

and the two documents will appear, to all intents and proposes to be the same.

Example 1

1.1 "Confidential INnformation”™ means all information

1.1 "Confidential Information” means all information

Example 2 shows typically how the characters themselves may be modified very slightly
to enable a unique identification to be assigned to the printed document. Again this

modification will not be readily apparent to a human reader but can be determined from a

closer inspection.
Example 2

Before After
| -
Before After
Before After

e e
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Identification of documents may be carried out in a variety of ways including automatic
methods such as OCR (or other forms of scanning) or may be carried out manually with

the aid of a crib sheet that is generated from the original document.

Preferred Embodiments

The following are descriptions of some preferred embodiments of the invention. Two
specific examples are given although many other embodiments of the invention are

possible for example a third party application.

Both embodiments require plug-in applications to a word processor / authoring package
used to create and edit documents. The plug-in is to allow access to the underlying text

of the document and to carry out transformation of the fonts and spaces in the document.

XML is increasingly used as an authoring language and as a base format of many word
processor documents. Tools and technologies available for manipulation of XML, such
as XSLT would facilitate the encoding process. XSL Transformation of the XML would

produce a visible representation of the coded characters to provide a route for document

tracking,

Client — Server Version

The authoring application has a plug-in (see Figure 1), which intercepts or over-rides the
print command and directs the document to the server. The server application saves meta
data about the document, its requester etc. It adds this document to the repository. It also
encodes the document with a “key”, which is linked with the entry in the meta-data store.

This encoded document is sent to be printed and is saved to the document repository.

The document viewer decodes the document using the meta data and knowledge of the
encoding algorithm and highlights the changes. This allows a viewer to visibly check the

physical document against all printed versions.



Standalone Configuration
This 1s method is one in which meta data (time, printer, user etc) is encoded directly into
the document on the client machine. This happens prior to printing using a plug-in

similar to the client server configuration.

Decoding of the document can then be performed by application software and OCR to

check the documents font changes and translate those into the date, user etc.
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Claims

. A means for encoding documents such that it is possible to uniquely identify the

document and its source from its printed appearance wherein the documents are
unique by virtue of being coded with small differences in their printed

appearance.

. A means as described in claim 1 wherein the documents are stored on an

electronic retrieval system such as a word processor, computer or similar device.

. A means as described in claim 1 wherein the documents are uniquely coded with

small differences in the font used to print them out.

. A means as described in claim 1 wherein the documents are uniquely coded by

the spacing applied between the words, letters, lines and/or paragraphs

constituting the document.

. A means as described in claim 1 wherein the document is uniquely coded by the

relative spacing between the words, letters, lines and/or paragraphs constituting

the document.

. A means as described in claim 1 wherein the documents can be uniquely

identified automatically using optical character recognition or other suitable

scanning techniques.

. A means as described in claim 1 wherein the documents can be uniquely

identified manually with the aid of a suitable visual reproduction of the original

document illustrating the coding.
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