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IDENTIFYING AND USING CRITICAL
FIELDS IN QUALITY MANAGEMENT

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation-in-part of U.S.
patent application Ser. No. 11/389,612 filed Mar. 24, 2006;
which is a continuation-in-part of U.S. patent application Ser.
No. 11/084,759 filed Mar. 18, 2005. All of the foregoing are
incorporated by reference in their entirety.

BACKGROUND

[0002] The present invention relates generally to quality
management in a data-processing environment. Specifically,
it relates to operational risk estimation and control associated
with a data processing operation.

[0003] Errors in documents during a data processing opera-
tion, for example, data entry and data transformation are
common. These errors may result in significant losses to an
organization, especially ifa large amount of data is processed.
It is therefore important to control the quality of documents.
Conventional techniques for controlling the quality of docu-
ments include error detection and correction, and determina-
tion of parameters for measuring errors. One such measure-
ment parameter can be the percentage of documents with
errors. However, these parameters do not directly indicate the
impact of the errors to the organization.

[0004] Further, the conventional techniques for error detec-
tion are manual in nature. Errors can be detected by manually
checking a set of documents to catch errors and compute the
error rate. However, this technique may be error prone since
the errors are detected manually. Further, the number of docu-
ments to be reviewed for catching errors (rather than just
estimating error rates) is a function of the error rate. If the
error rate is high, then a high percentage of documents need to
be reviewed for catching a higher percentage of errors. Con-
sequently, this technique can be labor intensive and therefore
expensive.

[0005] Another technique for error prevention involves
double typing the same document. The two different versions
of the same document are compared electronically, and any
discrepancies are reviewed and corrected. However, in this
case each document needs to be double typed, which canbe a
labor-intensive exercise. The double typing and the confirma-
tion of its correctness are done on a larger set of the docu-
ments. Further, a supervisor has to manually review each
discrepancy to detect which of the two operators has made an
error, or to correct the errors. Further, manual reviews them-
selves are prone to errors and result in wastage of labor,
money and time. Conventional techniques for detection of
errors and correction are therefore cumbersome and expen-
sive.

[0006] Furthermore, data entry operators can become
aware as to when the supervisors are carrying out quality
checks, and concentrate on quality for that period. If the
process requires double entry of a complete document, it may
result in ‘gaming’ of the system by the data entry operators,
i.e., they may be lax in the initial data entry and catch errors
if there is a discrepancy.

[0007] In other conventional techniques, critical fields are
pre-defined by a supervisor/management. These critical
fields are defined on the basis of their subjective criticality.
Subsequently, preventive and corrective measures are taken
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in these critical fields. Further these critical fields themselves
are not updated automatically and are only updated periodi-
cally during management review. As a result, the quality of
the processed document may not be improved beyond a cer-
tain extent.

[0008] Accordingly, there is a need for developing tech-
niques that manage the quality of documents. Such tech-
niques should be cost-effective, scalable, and less time-con-
suming. There is a need for techniques that can measure error
rate, control error rate, predict errors, and enable their subse-
quent prevention. Further, there is a need for techniques that
ensure that the critical fields are identified dynamically and
automatically.

[0009] Further, these techniques should enable benchmark-
ing of organizations, i.e., how well organizations control data
processing operational risk relative to one another. Such a
benchmark should be comparable across process variations,
organization size, document type, etc. Also, measurement
schemes for data processing operators and systems should be
directly correlated to measures used to evaluate the organiza-
tions. This enables true alignment of measurement schemes
with performance requirements. These techniques should
also deter ‘gaming’ of the system by data entry operators and
supervisors.

SUMMARY

[0010] Various embodiments of the invention provide
methods and systems for identifying critical fields in docu-
ments, for example so that quality improvement efforts can be
prioritized on the critical fields.

[0011] One aspect of the invention concerns a method for
improving quality of a data processing operation in a plurality
of documents. A set of documents is sampled. An error rate
for fields in the documents is estimated based on the sam-
pling. Critical fields are identified based on which fields have
error rates higher than a threshold. Which fields are the criti-
cal fields may be automatically updated on a dynamic basis.
In one approach, the error rate for a field is based on both a
frequency of errors in the field and a relative weight for that
field. For example, the relative weight might be based on the
operational impact of data processing errors in that field.
[0012] Various types of thresholds can be used. For
example, the threshold may be a predetermined constant
value. Alternately, the threshold may vary as a function of the
relative weight of a field. It may also be adjustable, either by
theuser or dynamically based on the sampled documents. The
threshold may be an aggregate across multiple fields, not just
a threshold for a single field. For example, the set of critical
fields may be determined by selecting the critical fields with
the highest error rates until the aggregate sum of error rates
reaches a threshold. The threshold can also vary as a function
of'the distribution of error rates for the fields. For example, if
the distribution of error rates is bimodal, the threshold may be
set at some point between the two modes.

[0013] In various embodiments, the error rate for a field is
determined in part by estimating a probability that data
entered for a field in a document is in error, without knowing
a correct transcription for the field. The data entered for a
given field typically has a distribution among the different
answers provided. Data-entered answers that are identical
form a cluster. For example, if three operators type (or other-
wise data enter) the same answer for a field, that is a cluster.
A mode is the cluster for the most frequently appearing
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answer. There can be multiple modes if different answers are
data-entered with the same frequency.

[0014] In one aspect, estimating the probability of error
accounts for clusters, modes and/or their equivalencies.
Equivalencies can be determined based on the number of and
sizes of clusters, as well as other factors. In one approach, the
clusters that have the largest size for a field are determined to
be equivalent and correct answers. In another approach, these
clusters are determined to be not equivalent. Nevertheless, a
single cluster is not selected as the correct answer. Rather,
each non-equivalent cluster is assigned a probability of being
a correct answer that is a function of the cluster’s size. In yet
another approach, the cluster, for which the associated opera-
tors have a lower average historical error rate, is selected as a
correct answer for a field. Clusters could also be selected as
the correct answer, based on whether the associated operators
have a lower error rate for the field within the set of docu-
ments currently being evaluated or whether the associated
operators have a lower historic error rate for the field. Esti-
mating the correct answer can also take into account whether
the data entered for a field is the default value for that field.
[0015] Various embodiments of the present invention fur-
ther provide methods and systems for quality management of
aplurality of documents for a data-processing operation in an
entity. Each document comprises at least one field. The entity
includes an organization, or one or more employees of the
organization.

[0016] Inanembodimentofthe invention, the method mea-
sures the quality of a plurality of documents in a data-pro-
cessing operation. A relative operational risk is assigned for
errors in each field of the plurality of documents. The assign-
ment is based on the relative operational impact of the errors,
and a frequency of errors is determined for each field. Finally,
an error rate is determined, based on the relative operational
risk and the frequency of errors associated with each field.
[0017] In another embodiment, a method for quality man-
agement of a plurality of documents for a data-processing
operation in an entity is provided. The method comprises
determination of error rates. Further, critical fields in the
documents are dynamically identified based on the relative
operational impact and the frequency of errors in the various
fields. Errors are then reduced in the critical fields by using,
for example, double typing of the data in the critical fields.
[0018] Further, the occurrence of errors is predicted by
determining a correlation between them and a set of process
and external attributes. The possibility of occurrence of the
errors is notified to a supervisor if the attributes exhibit the
characteristics correlated with errors. The supervisor can then
take preventive measures. Alternatively, other preventative/
corrective actions can be taken based on the predictions. This
process of error prediction, error rate computation and error
prevention can be performed independently or iteratively,
thereby reducing the occurrence of the errors. Further, the set
of error correlation attributes and the set of critical fields also
get updated depending upon changes in the measured error
rate.

[0019] In an embodiment of the invention, a set of docu-
ments is randomly identified for the purpose of sampling.
Such a random sampling is used for determining the prob-
ability of errors related to specific fields of the documents.
[0020] Inanother embodiment of the invention, the ‘opera-
tional risk weighted error’ is identified for each employee for
each field corresponding to the randomly sampled docu-
ments. This helps in identifying the specific training needs of
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the employees and in better targeting training efforts.
Employees may also be assigned to various tasks based on
their error rates.

[0021] Furthermore, a pattern of errors can be identified at
a process level and an employee level. The identified error
patterns are then correlated with the root causes of errors.
Subsequently, on the basis of the correlation, a database is
generated. The database can then be used for identifying the
root causes of further error patterns. The database can be used
to diagnose the root cause of an error pattern, for example, the
root cause of an error pattern can be training related or process
related or system related. Once an error pattern (or high
frequency of errors) corresponding to a field has been iden-
tified, either for individual employees or for groups of
employees, the database can also be used for a predictive
diagnosis of the error. The diagnosis may be a training, sys-
tem or process error. If the diagnosis identifies a training need,
then the method described in the previous paragraph can be
used to better allocate training resources to the specific weak-
nesses of the employee or to specific weak employees.
Employees may also be assigned to various tasks based on
their error patterns.

[0022] Furthermore, the database can provide information
regarding the historic diagnosis of previously observed error
patterns corresponding to a field and/or an employee. For
example, the database can provide historic data about diag-
nosis of aprevious error or error pattern, and the methodology
adopted at that time for mitigating the error.

[0023] The quality management system pertaining to the
plurality of documents includes means for determining error
rates. The means for reducing errors is responsible for reduc-
ing errors by focusing on critical fields in the plurality of
documents. It also updates the critical fields based on changes
in error rates and patterns. The means for predicting the
occurrence of errors predicts errors by determining a corre-
lation between the errors and a set of attributes. It also updates
the set of attributes based on changes in error rates and pat-
terns. A means for controlling is used to coordinate between
the remaining system elements of the quality management
system. The means for controlling keeps a tab on the quality
of the plurality of documents.

[0024] Other aspects of the invention include components
and applications for the approaches described above, as well
as systems and methods for their implementation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] The preferred embodiments of the invention will
hereinafter be described in conjunction with the appended
drawings provided to illustrate and not to limit the invention,
wherein like designations denote like elements, and in which:
[0026] FIG. 11is a block diagram illustrating an exemplary
data-processing environment, suitable for use with the
present invention;

[0027] FIG. 2 is a flowchart depicting a method for mea-
suring the quality of a plurality of documents in the data-
processing environment, in accordance with an embodiment
of the present invention;

[0028] FIG. 3 is a flowchart depicting a method for reduc-
ing errors, in accordance with an embodiment of the present
invention;

[0029] FIG. 4 is a flowchart depicting a method for prevent-
ing errors, in accordance with an embodiment of the present
invention; and
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[0030] FIG. 5 is a block diagram illustrating a system for
quality management, in accordance with an embodiment of
the present invention.

DESCRIPTION OF PREFERRED
EMBODIMENTS

[0031] Various embodiments of the present invention relate
to quality management of an entity for a data-processing
operation and provide methods and systems pertaining to
operational risk control in the data-processing operations.
Data processing operations include, but are not limited to,
data entry, transfer, storage, reporting and transformation.
The entity can be an organization such as a business process
outsourcing organization or an in-house corporate data pro-
cessing operation. The entity can also be one or more employ-
ees of the organization. Various embodiments of the invention
measure error rate associated with a data processing opera-
tion for an employee or an organization. This involves iden-
tifying the relative operational impact associated with the
errors and the frequency of the errors. Further, critical fields,
i.e., the fields wherein the product of the relative operational
impact of errors and error frequency can be large are identi-
fied.

[0032] Inanembodiment of the invention, critical fields are
identified based on the frequency of errors and the relative
operational impact of the errors in the fields. Data in these
critical fields can be double typed to ensure that the errors in
these critical fields are reduced. Subsequently, these critical
fields can be updated and the process repeated on the new
identified critical fields.

[0033] In another embodiment of the invention, occur-
rences of errors are also predicted based on the correlation of
errors with a set of attributes. Where a high correlation is
identified between occurrence of errors and an attribute, a
supervisor can be alerted regarding the same. Subsequently,
the supervisor can take preventive actions to avoid the occur-
rence of the errors. In an alternate embodiment, other correc-
tive/preventative measures can be undertaken. The working
of the error prediction process is verified by measuring the
error rate. The set of attributes is then updated based on the
error rate.

[0034] FIG. 11is a block diagram illustrating an exemplary
data-processing environment that is suitable for use with vari-
ous embodiments of the present invention. The data-process-
ing environment includes a process input block 102 that pro-
vides the input data, which is to be processed in the form of
transcribed files or documents. This input data is provided to
employees 104, 106, and 108 in an organization. The
employee can then process the data, for example type in the
data into electronic form. Employees 104, 106, and 108 may
be for example, medical transcription clerks, and data may be
provided to them for medical transcription. For the sake of
simplicity, only a few employees have been shown in FIG. 1.
In actuality, the number of employees may be much higher. In
an exemplary embodiment of the present invention, the orga-
nization is a business process outsourcing (BPO) organiza-
tion. While entering data, the employee may make errors. A
quality management block 110 controls the occurrence of
errors in the document being processed. In general, quality
management block 110 is responsible for detecting, prevent-
ing, predicting and controlling errors. The processed docu-
ments are finally sent to a process output block 112 for deliv-

ery.
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[0035] FIG. 2 is a flowchart depicting a method for mea-
suring the quality of a plurality of documents for a data-
processing operation, in accordance with an embodiment of
the present invention. For the purpose of illustration, the
method is hereinafter described assuming a data entry opera-
tion.

[0036] Each document can include several fields. An exem-
plary document can include several fields such as ‘Name’,
‘Address’, ‘Telephone Number’, ‘Email Address’, ‘Social
Security Number’, and so on. To process the document, an
employee, for example a data entry operator, can enter data in
each of these fields. Depending on the purpose for which the
document is being processed, some fields may be more
important than others, for example, the social security num-
ber can be more important than the telephone number. There-
fore, an error made while entering the social security number
can have a greater impact or ‘operational impact’ than one
made while entering the telephone number. In general, each
field of a document can have a different operational impact.

[0037] To measure the quality of the documents, a relative
weight or ‘relative operational risk’ (w) is assigned to errors
corresponding to each field of the plurality of documents at
step 202. Operational risk refers to the risk of losses due to
errors in data processing operations. Relative operational risk
implies relative loss incurred due to errors in a field. The
assignment is based on the operational impact of the errors,
i.e., an error with a larger operational impact is weighted
relatively higher than an error that has a smaller operational
impact.

[0038] At step 204, a frequency (n) of errors is determined
for each field in the plurality of documents, i.e., the number of
errors in each field is determined. In an embodiment of the
invention, n is determined by sampling a set of documents and
measuring the number of errors in each field. Exemplary
methods to determine n are described in the later part of the
description section.

[0039] At step 206, an error rate (E) is determined. The
error rate E is a measure of how well the operational risk is
being controlled. E is a measure of the quality of the plurality
of' documents and indicates the level of operational risk attrib-
utable to the data processing activities of an employee, a
group of employees or the organization. The determination of
E is based on the values of w and n for a set of fields repre-
sented by S={F,, F,, . . . , F,, . .. } in the plurality of
documents, for example, wherein the relative operational risk
of afield F, is w, and the frequency of errors is n,. Therefore,
the relative error rate (e,) for the field F, is given as

_owin; (9]

where n is equal to zero or one for a given observation. In
general, the error rate for a document across all the fields in
the set S is given as

3 i @
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where n is equal to zero or one for a given observation. The
average error rate for a sample of documents is given as

©)

Cavg =
N3 w;
J=1

where N is the number of documents in the sample. The
average error rate can be normalized to a base of 100 to get the
error rate E. Therefore, E=100 implies that each field in each
of the documents has errors.

[0040] E can be reduced by decreasing the frequency of
errors in fields with a larger operational impact. Further, E is
independent of parameters such as the structure and size of
documents, the total operational impact of errors in the plu-
rality of documents, and the size of the organization. The
value of E can be used to determine an expected operational
risk (EOR). EOR is the operational risk that is expected from
a data processing operation. In an embodiment of the present
invention, the EOR is obtained by multiplying e, with the
operational impact of making an error in every field in each of
the plurality of documents.

[0041] EOR is ameasure that can be used in accounting risk
reserves and is relevant for regulations such as Sarbanes
Oxley and Basel 11. Consequently, E is directly related to how
the organization as a whole is measured, thus effectively
aligning measurement and performance across the layers of
the organization.

[0042] Frequencies of errors in various fields are measured
by sampling a set of documents from amongst the plurality of
documents. Exemplary methods to sample the documents and
identify the frequency of errors in the sampled documents are
hereinafter described.

[0043] Inone embodiment of the present invention, a set of
documents of which the correct transcriptions (entries) are
known a priori, is sampled to estimate error rates. To estimate
quality, a statistically significant sample size (greater than 30)
is considered. The 95% confidence interval for the estimated
error rate is sample mean*2x standard error of mean. It is to
be noted that the sample size does not directly depend on the
population size or the expected quality. However, the confi-
dence interval could be tighter if the sample standard devia-
tion is smaller. In an embodiment of the present invention, one
or more employees type the set of documents for which
transcriptions already exist. This generates a new transcribed
version of each document from the set of documents. Each
new transcription is then electronically compared with its
corresponding known transcription, and any discrepancy
between the two transcriptions is termed as an error, unless it
has already been specified or learned (e.g., from cluster analy-
sis). For example, if it is specified or learned that ‘Lane’ may
also be typed as ‘Ln.’, this discrepancy is not considered to be
an error. By identifying the number of such errors, n is
recorded for each field in the plurality of documents. The
recorded values of n are then used to determine E. In this
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embodiment, the E of a data entry operator is an absolute
value, i.e., it is not relative to the error rates of other data entry
operators.

[0044] Inanalternate embodiment of the present invention,
a set of sections is identified in each document from amongst
the set of documents for which transcriptions already exist. A
section may or may not include one or more fields. Sections
from amongst the set of sections are randomly combined to
generate a new set of documents, wherein correct transcrip-
tions are known for each component section. The combina-
tion process is automated and ensures that each document in
the new set of generated documents includes only one
instance of each field in the original documents. In this way,
a large number of documents with known transcriptions can
be generated from a small number of documents with known
transcriptions. For example, if there are m documents in the
set of documents, and p sections in each document from
amongst the set of documents, m” documents can be gener-
ated for sampling. The new set of generated documents is then
provided to employees for typing. Each section of each new
transcription is electronically compared with the correspond-
ing section in the original set of documents with known
transcriptions, and any discrepancy between the two tran-
scriptions is termed as an error. As in the previous embodi-
ment, in this embodiment the E of a data entry operator is an
absolute value, i.e., it is not relative to the error rates of other
data entry operators.

[0045] In another embodiment of the present invention, a
set of documents is identified randomly from amongst the
plurality of documents for the purpose of sampling. For each
document in the sample, employees such as data processing
operators are paired randomly, to generate a set of (one or
more) random pairs of data entry operators. The random pairs
are generated such that no employee is in more than one pair
for a given document. A document from amongst the set of
documents is typed by each data entry operator belonging to
a pair from amongst the corresponding set of random pairs of
data entry operators. In this way, each document from
amongst the set of documents is typed, so that there are at least
two versions of each document. The two versions are elec-
tronically compared with each other, and any discrepancy is
termed as an error. The n is recorded for each field in the
plurality of documents. The recorded values of nare then used
to determine E. It is to be noted that the E of a data entry
operator is relative to the error rates of other data entry opera-
tors. This is because a discrepancy could have been caused by
either of the data processing operator in the random pair.
However, the error rates of multiple random samples are
considered for computing the E of the data entry operator. In
an embodiment of the invention, the sample can be large
enough. As a result, the random pairings of employees can be
statistically ‘backed out’, i.e., average relative error rate of a
specific employee can be measured. Moreover, the average
relative frequency of errors for each field can also be accu-
rately measured. This can be achieved without identifying the
data entry operator or operators who have actually made the
errors corresponding to the discrepancies. This embodiment
eliminates the need for sample documents with correctly
known transcriptions. This embodiment is completely auto-
matic and can be reliably carried out in a manner where
employees can not become aware of which documents are
being used for sampling and therefore can not ‘game’ the
sampling.



US 2010/0299314 Al

[0046] In another embodiment of the present invention, a
set of documents is identified randomly from the plurality of
documents for the purpose of sampling. For each document,
employees such as data-processing operators are grouped
randomly to generate one or more random groups of data-
entry operators. Each group includes at least three data-entry
operators. The random groups are so generated that no data-
entry operator belongs to more than one group for a docu-
ment. Each data entry operator in a group types the same
document from the set of given documents. In this way, each
document from amongst the set of documents is typed, so that
there are at least three versions of each document. These
different versions of the same document are electronically
compared with each other. For each field in the document, the
most common answer is identified, based on the comparison.
For each field, the most common answer, hereinafter referred
to as the ‘plurality vote’ answer, is likely to be the correct
answer as there are multiple ways to get an answer wrong, but
only one way to get an answer right.

[0047] While identifying the plurality vote answer, ‘speci-
fied equivalencies’ or ‘learned equivalencies’ are also consid-
ered. For example, if it is specified that ‘Lane’ may also be
typed as ‘Ln.’, both versions would be considered identical
for the purposes of identifying the plurality vote answer. In
some cases, more than one answer may appear equally often.
If there are m different answers each occurring the same
number of times, and no other answer occurring more fre-
quently, referred to as multiple modes, each of these answers
have equal probability of being the correct answer. The
answers are assigned the probability of (m-1)/m of being an
incorrect answer. Moreover, while assigning the probability
of an incorrect answer, consideration can be taken of whether
a multiple mode was the default value. For example, if the
data-entry screen for a “Marriage Status” field has a default
value of “married,” and three data entry operators selected
“single,” while three operators selected “married”, then
“single” may be selected as a ‘plurality vote’ answer. This is
because it is more likely that a data entry operator forgot to
change the default value rather than the data entry operator
actively selected the incorrect value. In the fields where m
multiple modes exist, and the compared transcription con-
tains one of the modes for that field, instead of counting the
whole error, only (m-1)/m proportion of the error is counted.
[0048] Other factors can also be used to determine which
mode (or modes) are considered to be the correct answer. For
example, each mode has associated operators who have
selected or data-entered that mode. The historical error rate of
the associated operators may be used to determine which
mode is correct. Other error rates may also be used, for
example, the average error rate of the associated operators for
the current field of interest, or averaged across the current set
of documents.

[0049] Further, as the number of employees in each ran-
domly selected group of employees increases, the probability
of multiple modes for a given field correspondingly
decreases. However, this decrease in probability may not
necessarily be proportional to the increase in the number of
employees. In one approach, once the plurality vote answer
for each field in a document is identified, the plurality vote
answers are combined, to automatically generate a plurality
vote answer for the entire document.

[0050] The approaches used for multiple modes can also be
applied to clusters. Clusters are the same as modes, except
that the size of each cluster need not be the same highest
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number. Modes are the clusters with the largest (same) size.
Other factors can also be used to estimate likelihood of error
based on comparisons of answers, without knowing a priori
which answer is the correct answer. For example, if different
employees data-enter different answers for the same field,
some of these answers may be consistent with previously
identified error patterns. These answers may be assigned a
higher likelihood of being in error.

[0051] The analysis of modes or clusters can also be used to
learn equivalencies. So if clusters or modes of the phase
“Lane” are highly correlated with clusters or modes of the
phrase “Ln” then the software could learn that “Lane” is
equivalent to “Ln” and thus this discrepancy should be
ignored. This kind of learning can also be context specific
such that St is considered equivalent to Street in certain con-
texts but not in others where St could be equivalent to Saint.
[0052] Each transcription entered by the employees is then
electronically compared with its corresponding plurality vote
answer. Any discrepancy between the two transcriptions is
termed as an error, unless it has already been specified or
learned. For example, ifit is specified that ‘Lane’ may also be
typed as ‘Ln.’, this discrepancy is not considered to be an
error. By identifying the number of such errors, n is recorded
for each field in the plurality of documents.

[0053] The recorded values of n are then used to determine
E. Accordingly, the value of E determined for a data entry
operator is an absolute value, and is not relative to the error
rates of other data entry operators.

[0054] As described above, various embodiments of the
present invention eliminate the need for sampling documents
with correctly known transcriptions. Such a process is com-
pletely automatic and can be carried out in a reliable manner
wherein employees are not aware that they are being tested.
This is because they have no way of differentiating the docu-
ments being used for sampling from the general flow of
documents that they process. Therefore, an employee cannot
‘game’ the sampling.

[0055] Asdescribed earlier, w may be different for different
fields. Further, an employee can make more errors in some
fields of a document compared to other fields of the same
document. Therefore, there can be critical fields in which the
product of w and n are higher, compared to other fields. The
expected operational risk can be controlled by either control-
ling n or reducing w in the critical fields. Reducing errors in
the critical fields can control the n. Changing operating pro-
cesses can control the w.

[0056] In an embodiment of the invention, critical fields
within adocument can be identified based on c,. Inan embodi-
ment, a small set of fields from amongst the complete set of
fields can be the critical fields. The employee/organization
can substantially improve the overall quality, i.e., control the
overall operational risk, by taking corrective/preventive
actions in these critical fields. Since the corrective/preventive
actions need to be taken in only a small set of fields, a greater
proportion of expected operational risk can be avoided while
incurring a proportionately lower cost.

[0057] FIG. 3 is a flowchart of the system for reducing
errors, in accordance with an embodiment of the present
invention. Atstep 302, a set of critical fields is identified in the
plurality of documents. The identification of this set is based
onw and n. The error rate (e) of each field is determined, and
the set of fields, of which the values of e are higher than a
threshold, are identified as critical fields. For example, if 20%
of the set of fields contribute 80% of the total error rate, then
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these 20% of the set of fields comprise the critical fields. In
various embodiments of the invention, the identification of
the critical fields can be automated.

[0058] In an embodiment of the present invention, the
threshold is a predetermined value. In another embodiment of
the present invention, the threshold depends on the opera-
tional impact and the value of n in each field in the plurality of
documents. In another embodiment, the threshold is auto-
matically set through standard applications such as ‘goal
seek’ so that the sum of the e of the critical fields is equal to an
arbitrary percentage (for example, 50%) of E (after account-
ing for any scaling factors).

[0059] The threshold is primarily set based on the custom-
ers’ preference. Customers have to balance their risk toler-
ance and operational budget and decide their threshold for
critical fields. The lower the risk appetite and the higher the
operational budget, the greater is the percentage of document
fields that can be considered critical fields. The distribution of
errors among fields is also a factor determining the threshold.
For example, if errors are highly concentrated among a few
operationally important fields, then the threshold can be quite
high (i.e. number of critical fields can be low) but still have the
critical fields account for a significant proportion of expected
operational risk.

[0060] The critical fields can also be similarly identified for
each employee and training effort can be preferentially
directed to the unique critical fields of each employee. This
allows better targeting and customization and, therefore, bet-
ter returns on investment of training activities.

[0061] At step 304, the data in the identified set of critical
fields are double typed for each critical field. In other words,
two different data entry operators type the data in each of the
identified sets of critical fields. The typing generates two
different versions of the data in each critical field. At step 306,
the two versions are compared with each other, and any dis-
crepancy between the two is termed as an error.

[0062] The errors are then removed at step 308, to correct
the data in the identified set of critical fields. The errors can be
removed through various ways. For example, a human super-
visor may look into the error in order to mitigate it or the error
may be removed by automatically calculating the plurality
vote answer and then replacing the erroneous answer with the
calculated plurality vote answer. As a result, errors in the
critical fields can be substantially reduced. In an exemplary
embodiment of the present invention, double typing 10% of
the fields in the plurality of documents can reduce E by 50%.
Inthis manner, double typing a small number of fields reduces
E by a large factor. In other words, expending a small amount
of'labor and cost results in a large improvement in the quality
of'documents. Focusing on critical fields avoids undue usage
of labor for error reduction. The documents with corrected
data can be subsequently sampled again at step 310 to check
the value of E. A decrease in E indicates a reduction in the
operational risk. However, an increase or no change in E
indicates that critical fields may have changed. Critical fields
can change due to employee behavior or other changes in data
entry operation. In such scenario, the critical fields can be
automatically updated, i.e., new critical fields are identified
and the steps 302-310 repeated again. The critical fields are
also updated based on sampling. For example, companies
may introduce process innovations that reduce error impacts
orerror frequency for the critical fields. As a result, the critical
fields may shift. In such scenario, the critical fields are re-
identified.
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[0063] Inanembodiment of the invention, once discrepan-
cies are identified at step 306, the correct typing is manually
identified. In another embodiment of the invention, rules
based or artificial intelligence algorithms can be used to iden-
tify the correct typing.

[0064] In an embodiment of the present invention, identi-
fying the ‘root cause’ of errors can help prevent errors. The
root cause of errors may be determined by analyzing the error
patterns in an automated or semi-automated manner. The
error identification and measurement procedures provide rich
data on error patterns. For example, the ‘operational risk
weighted error rate’ for each employee for each data field can
be easily identified. In some cases, a heavily skewed error
pattern may be identified. In this case, for a given field, a small
number of employees can have a disproportionately higher
error rate than the average employees. This can indicate a
training problem, which may be the root cause of these errors.
In other cases, it may be found that almost all employees
consistently make more errors in a particular field. This may
indicate a process or system error.

[0065] Over a period of time, a database of such error
patterns and their corresponding historical diagnosis can be
generated. Subsequently, the database can be used to auto-
matically predict fields that may have clearly identifiable root
causes of errors. The database can additionally be used for
diagnosing the possible cause of an error in that particular
field. The database can be used to automatically predict the
fields that may have clearly identifiable root causes of errors
and what may be the possible diagnosis for that field. For
example, the possible diagnosis may be a training, system, or
process error. Further, the database can be used to indicate
what were the historic diagnoses and corresponding solutions
in the database for the error pattern in question. The predic-
tion may be carried out using a simple correlation engine
which identifies the most commonly occurring (or most
highly correlated) root cause(s) for a given error pattern.
Other techniques, such as more advanced clustering, pattern
recognition and learning algorithms can be used to identify
the appropriate cluster to which a specific error pattern
belongs and what is the most likely diagnosis for that error
pattern based on the database of previous error patterns and
diagnoses.

[0066] Inan embodiment of the present invention, predict-
ing the occurrence of errors can also prevent errors. FIG. 4 is
a flowchart depicting the method for preventing errors by
predicting the occurrence of errors (or by predicting an
increase in the occurrence of errors). At step 402, a set of
attributes is identified for correlation with the likelihood of
occurrences of errors in the processed documents. At step
404, the attributes that are the best predictors of errors (most
closely correlated with occurrences of errors) are identified.
In various embodiments of the invention, a training process
identifies the attributes. In an embodiment of the invention,
the training is performed by using algorithms that measure
correlation between an event (for example, an error) that has
happened or not happened and an attribute (for example, the
time of day). Other algorithms are based on artificial intelli-
gence such as neural networks that use standard methodolo-
gies to identify such correlations.

[0067] In an embodiment of the present invention, data
entry errors are mapped against various attributes to identify
the best predictors of errors. For example, the occurrence of
data entry errors can be mapped against the keystroke vari-
ability rate, i.e., the variation in the rate at which auser strokes
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the keys. It is observed that the frequency of errors increases
with increase in the keystroke variability rate. Therefore,
keystroke rate variability can be a good attribute for error
prediction. Similarly, the occurrence of data entry errors is
mapped against several other attributes to determine the
attributes that are the best predictors of errors.

[0068] At step 406, an exemplary learning algorithm is
selected to ensure best prediction of errors based on the iden-
tified attributes. Step 406 may alternatively be performed
before step 404, i.e., a best predictive algorithm is first iden-
tified and then the algorithm is used in training mode to
identify the best predictive attributes. At step 408, the corre-
lation is determined between the errors in the plurality of
documents and a set of attributes. This correlation is based on
the identified learning algorithm. The learning algorithm can
be based on for example, fuzzy logic, neural network, Bayes
Nets, abstract local search and genetic algorithm.

[0069] A learning algorithm can establish a correlation
between two events, for example, for two given events A and
B. The learning algorithm can establish that if A occurs, it is
likely that B also do so. Given a number of attributes, the
learning algorithm can learn which attributes have the stron-
gest correlation with, or are the best indicators of the occur-
rence of errors. Exemplary attributes can be the lighting con-
ditions in the data entry operations, the complexity of the
document being processed, the eye color of the data entry
operator, the time when the errors were made, backlog levels
when the errors occurred, and the variability of the keystroke
rate of the data entry operator when the errors occurred.
[0070] Given these attributes, the learning algorithm can
determine that the keystroke rate variability is a good indica-
tor of the occurrence of errors. This correlation can now be
used to predict the occurrence of errors. The learning algo-
rithm can also determine that the eye color of the data entry
operator is not correlated with him or her making errors.
Therefore, the learning algorithm will reject this attribute.
[0071] Subsequently, at step 410, the supervisor is appro-
priately notified about the likelihood of errors occurring. For
example, if the keystroke rate of a data entry operator shows
high variations, a supervisor of the data entry operator can be
notified that it is likely that the data entry operator may make
an error in the near future. The supervisor can then take
preventive actions to prevent errors. For example, the super-
visor can verify the prediction by checking the data entered by
the operator. Further, the supervisor can alert the data entry
operator iferrors are identified. The supervisor may also offer
the data entry operator a short break or reduce his or her
backlog levels. Alternatively, instead of notifying the super-
visor, the system may initiate alternative preventative/correc-
tive actions such as routing data for double typing. For
example, the system can ask another employee to double type
the data. It is to be noted these corrective and preventive
actions are exemplary and any other corrective/preventive
action can be taken without diverting from the scope and spirit
of the invention.

[0072] At step 412, the error rate is monitored to confirm
that the error prediction process has not gone out of synch. In
an embodiment of the present invention, the plurality of docu-
ments is periodically sampled to monitor the error prediction
process, and E is determined subsequently. Monitoring is
required to check the correctness of the error prediction pro-
cess, for example, the learning algorithm may predict that a
particular operator is going to make errors. However, the next
few documents typed by him may contain no errors. Such
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inconsistencies in error prediction can be verified, based on
the value of E. For example, a low value of E in the above-
mentioned case can imply that the learning algorithm has
gone out of calibration. This is because the operator may
adapt his behavior accordingly, for example, errors may occur
when operators chat among themselves and stop typing while
processing a document. In this case, each time an operator
stops typing for more than fifteen seconds, the supervisor is
notified that errors are likely to occur. The supervisor then
checks on the operators. The operators may realize that the
supervisor checks on them whenever they start chatting, and
therefore stop chatting among themselves. This, in turn, can
prevent the occurrence of errors due to chatting. However,
errors may now occur due to other attributes not known to the
learning algorithm. In such a situation, the learning algorithm
is recalibrated. This recalibration may be initiated automati-
cally or manually and can be achieved by updating the set of
attributes, i.e., by identifying new attributes that are likely to
cause errors and rejecting those that are not correlated to
errors; and/or by selecting a better prediction algorithm as
described in steps 404, and 406.

[0073] Theerror measurement algorithms described above,
such as the plurality vote algorithm, generate rich data on the
specific error patterns of each data entry employee. Such data
can be used to double check the data entered by an employee.
For example, an employee may have the habit of typing ‘7’
instead of the character ‘Z.” Such error patterns are highly
employee-specific and generic rules to catch such errors may
not be very effective. However, the employee-specific error
patterns gathered through the error measurement algorithms
can be used to customize deterministic algorithms specific to
each employee (e.g., employee-specific rules), or to train
learning algorithms specific to each employee. This specific-
ity can significantly increase the effectiveness of such algo-
rithms. This specificity can also be applied on a field by field
basis, for example to generate field-specific rules or to train
learning algorithms specific to each field.

[0074] The quality of the plurality of documents is man-
aged in an embodiment of the present invention. E is mea-
sured to check the initial quality ofthe plurality of documents.
The errors are then reduced, as described earlier. The occur-
rence of errors may also be prevented by identifying and
mitigating ‘root causes’ of errors or by predicting such errors.
The process of measuring E, and reducing errors can be
performed repetitively to monitor and control the overall
quality of the documents generated by the employee. It
should be noted that the error measurement, reduction and
prediction processes could operate independently. They can
also operate simultaneously or at different times. These pro-
cesses can make use of one or more sampling schemes,
described earlier, to measure E. They can also use any other
sampling scheme without limiting the scope of the present
invention.

[0075] The various embodiments of the method described
above can be implemented by quality management system. In
an embodiment of the present invention, this quality manage-
ment system resides in quality management block 110. FIG.
5 is a block diagram illustrating quality management system
500, in accordance with an embodiment of the present inven-
tion. Quality management system 500 includes an error rate
measurement module 502, an error reduction module 504, an
error occurrence prediction module 506, and a control mod-
ule 508. Error rate measurement module 502 is the means for
determining E; error reduction module 504 enables reduction
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of'the errors in the critical fields of the plurality of documents;
and error occurrence prediction module 506 prevents errors
by predicting their occurrence, and establishes a correlation
between errors and a set of attributes by implementing learn-
ing algorithms. Control module 508 coordinates the other
modules of the software system to control the quality of the
plurality of documents. In particular, control module 508
monitors the change in the error rates on account of preven-
tive/corrective actions taken to reduce the errors. Control
module 508 updates the set of attributes for module 506 in
case the attributes that impact the error occurrences change.
Further, it periodically updates the critical fields for module
504. For example, companies may introduce process innova-
tions that reduce error impacts or error frequency for the
initially identified critical fields. Consequently, the critical
fields can shift.

[0076] In various embodiments of the invention, system
elements of quality management system 500 are imple-
mented in the form of software modules, firmware modules
and their combination thereof.

[0077] Itis to be noted that while the various embodiments
of'the invention have been explained by using the example of
data entry operation, the invention is applicable for any data
processing operation such as data reporting, data storage and
transformation. An exemplary data reporting operation can be
an advance shipment note that is sent by a client to a recipient
of'the shipment as well as to the shipment agency, for example
a courier agency. There can be discrepancies in the shipment
notes send to the recipient and the shipment agency. The
various embodiments of the invention can be used to measure
the quality of reporting of shipment details by the client.
Similarly, the error-identification technology or the plurality
vote answer generation algorithm can be used to improve the
error rate of Optical Character Recognition (OCR) systems.
For example, the same document can be scanned by three or
more different OCR systems, in order to automatically gen-
erate a plurality vote answer from the output of the OCRs.
This plurality vote answer is likely to be more accurate than
any of the individual OCR scans.

[0078] According to various embodiments of the invention,
the error measurement algorithms, such as those based on the
plurality vote answer generation algorithm, can also be used
to quickly measure the operational risk due to differences in
systems that are supposed to have identical output. For
example, a bank may acquire another bank and wish to merge
their existing systems. A random statistical sampling could be
carried out with a representative sample, and the operational
risk measure E could be used to quantify the discrepancies
between the disparate systems that have to be consolidated.
Similar experiments can be conducted at different points in
infrastructure consolidation projects to quantify the reduc-
tions in discrepancy, and the improvements in consolidation
achieved till date. Such approaches can be used to measure
differences due to different organizations, due to different
processes, due to different systems, or changes over time. For
example, if a process is to be transferred from one organiza-
tion to another, these approaches can be used to measure the
differences between the original process and the transferred
process, and to direct actions and/or to make changes to areas
in the transferred process which would benefit the most. For
example, the underlying patterns of the differences between
the original process and the transferred process can be used to
direct documentation efforts to the specific parts of the origi-
nal process that seem to be ambiguous, direct potentially
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operator-specific training efforts to the parts of the transferred
process that require the most training, and automation efforts
to parts of the process that can be automated based on the
patterns observed. These actions can be based on the mea-
sured errors, measured error rates (which accounts for both
frequency of errors and relative operation risk) and/or error
patterns (including patterns in the differences between the
data-entered or the errors for the original and transferred
processes).

[0079] The embodiments of the present invention have the
advantage that they provide an error rate that directly mea-
sures the effectiveness in controlling the operational risk of an
organization or employee corresponding to a data processing
operation. The error rate can also be used to measure the
expected operational risk of the data processing operation,
thus it is useful for setting up accounting risk reserves and for
meeting regulatory requirements (or other operational risk
requirements) such as Sarbanes Oxley and Basel 1.

[0080] The embodiments of the invention also allow rating/
benchmarking of organizations and employees on the basis of
how well they control operational risk, thus enabling an
apples-to-apples comparison between organizations with dif-
ferent processes, document structure, size, etc.

[0081] The embodiments of the present invention offer a
predominantly or completely automated method and system
for reduction, prevention and prediction of errors in data
processing operations. The various embodiments allow
avoiding a large percentage of expected operational risk
while expending a relatively small amount of labor. This is
achieved by systematically focusing on the critical fields of
the document, which accounts for a disproportionately high
percentage of the total expected risk. Further, the identifica-
tion of the critical fields is automated.

[0082] Various embodiments of the present invention
eliminate the need for sampling documents with known cor-
rect transcriptions. Such a process is completely automatic
and can be reliably carried out in a manner where employees
are not aware that they are being tested. This is because they
have no way of differentiating the documents being used for
sampling from the general flow of documents that they pro-
cess. Therefore, an employee cannot ‘game’ the sampling.

[0083] Other embodiments of the invention provide a
method for identifying critical fields for each employee.
Therefore, training effort can be directed toward the critical
fields identified for each employee. This allows tailored tar-
geting/customization, thereby ensuring better returns on
investment of training activities. Error rates can also be esti-
mated without identifying which specific operator was
responsible for a discrepancy. Error rate estimation can be
achieved by sampling a small number of documents.

[0084] Further, since the process is automated, the quality
management can be performed real time. Further, the
employees need not be aware that their quality is being
audited. Further, unlike in training intensive procedures such
as “Six Sigma” the data entry operators do not need to be
specifically trained to use these methodologies which may be
automated.

[0085] The system, as described in the present invention or
any of its components, may be embodied in the form of a
computer system. Typical examples of a computer system
include a general-purpose computer, a programmed micro-
processor, a micro-controller, a peripheral integrated circuit
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element, and other devices or arrangements of devices that are
capable of implementing the steps that constitute the method
of the present invention.

[0086] The computer system comprises a computer, an
input device, a display unit and the Internet. The computer
comprises a microprocessor. The microprocessor can be one
or more general- or special-purpose processors such as a
Pentium®, Centrino®, Power PC®, and a digital signal pro-
cessor. The microprocessor is connected to a communication
bus. The computer also includes a memory, which may
include Random Access Memory (RAM) and Read Only
Memory (ROM). The computer system also comprises a stor-
age device, which can be a hard disk drive or a removable
storage device such as a floppy disk drive, optical disk drive,
and so forth. The storage device can also be other similar
means for loading computer programs or other instructions
into the computer system. The computer system also includes
one or more user input devices such as a mouse and a key-
board, and one or more output devices such as a display unit
and speakers.

[0087] The computer system includes an operating system
(08), such as Windows, Windows CE, Mac, Linux, Unix, a
cellular phone OS, or a proprietary OS.

[0088] The computer system executes a set of instructions
that are stored in one or more storage elements, to process
input data. The storage elements may also hold data or other
information as desired. A storage element may be an infor-
mation source or physical memory element present in the
processing machine.

[0089] The set of instructions may include various com-
mands that instruct the processing machine to perform spe-
cific tasks such as the steps that constitute the method of the
present invention. The set of instructions may be in the form
of'a software program. The software may be in various forms,
such as system software or application software. Further, the
software may be in the form of a collection of separate pro-
grams, a program module with a larger program, or a portion
of'a program module. The software might also include modu-
lar programming in the form of object-oriented programming
and may use any suitable language such as C, C++ and Java.
The processing of input data by the processing machine may
be in response to user commands to results of previous pro-
cessing, or in response to a request made by another process-
ing machine.

[0090] While the preferred embodiments of the invention
have been illustrated and described, it will be clear that it is
not limited to these embodiments only. Numerous modifica-
tions, changes, variations, substitutions and equivalents will
be apparent to those skilled in the art, without departing from
the spirit and scope of the invention, as described in the
claims.

What is claimed is:
1. A method for improving quality of a data processing
operation in a plurality of documents, the method comprising
the steps of:
estimating an error rate for each of at least two fields in the
plurality of documents, by sampling a set of documents
from among the plurality of documents; and

identifying a set of critical fields in the plurality of docu-
ments based on which fields have error rates higher than
a threshold.

2. The method of claim 1 wherein the step of estimating an
error rate comprises:
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assigning a relative weight to each of the fields;

determining a frequency of errors for each of the fields; and

determining an error rate for a field based on the relative
weight for that field and the frequency of errors for that
field.

3. The method of claim 2 wherein the threshold for a field
varies as a function of the relative weight for that field.

4. The method of claim 2 wherein the relative weight for a
field is based on the operational impact of data processing
errors in that field relative to the operational impact of data
processing errors in other fields.

5. The method of claim 1 wherein the step of sampling the
set of documents comprises sampling the set of documents
without comparing to known transcriptions of the documents.

6. The method of claim 1 wherein the threshold is a prede-
termined constant value.

7. The method of claim 1 wherein the step of identifying a
set of critical fields further comprises selecting the field with
the highest error rates until the aggregate sum of error rates
for the selected fields reaches a threshold.

8. The method of claim 1 wherein the threshold is adjust-
able.

9. The method of claim 1 wherein the threshold is a func-
tion of the distribution of error rates for the fields.

10. The method of claim 1 further comprising:

automatically updating the set of critical fields based on

updates of the estimated error rates.

11. The method of claim 1 wherein the step of estimating an
error rate comprises:

estimating a probability that data typed for a field in a

document is in error, without knowing a correct tran-
scription for the field; and

estimating the error rate based at least in part on the esti-

mated probability of error.

12. The method of claim 11 wherein the step of estimating
a probability of error for a field comprises:

determining whether different clusters are equivalent

answers for fields in the documents; and

accounting for equivalency between different clusters

when estimating the probability of error.

13. The method of claim 12 wherein the step of determin-
ing whether different clusters are equivalent answers depends
on a size of the clusters.

14. The method of claim 12 wherein the clusters that have
the largest size for a field are determined to be equivalent and
correct answers.

15. The method of claim 12 wherein the clusters that have
the largest size for a field are determined to be not equivalent,
and each non-equivalent cluster is assigned a probability of
being a correct answer that is a function of the cluster’s size.

16. The method of claim 12 wherein the different clusters
include different modes.

17. The method of claim 12 wherein the cluster, for which
the associated operators have a lower average historical error
rate, is selected as a correct answer for a field.

18. The method of claim 12 wherein the cluster, for which
the associated operators have a lower error rate for a field
within the plurality of documents, is selected as a correct
answer for the field.

19. The method of claim 12 wherein the cluster, for which
the associated operators have a lower historic error rate for a
field within the plurality of documents, is selected as a correct
answer for the field.
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20. The method of claim 12 wherein the cluster, for which
the associated operators have a lower error rate within the
plurality of documents, is selected as a correct answer for the
field.

21. The method of claim 11 wherein the step of estimating
a probability of error for a field depends on whether the data
entered for a field is a default for that field.

22. A method for improving quality of a data processing
operation in a plurality of documents, the method comprising
the steps of:

estimating an error rate for each of at least two fields in the

plurality of documents, by sampling a set of documents

from among the plurality of documents, wherein the step

of estimating an error rate comprises:

assigning a relative weight to each of the fields;

determining a frequency of errors for each of the fields;
and
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determining an error rate for a field based on the relative
weight for that field and the frequency of errors for
that field; and
identifying a set of critical fields in the plurality of docu-
ments based on which fields have higher error rates.
23. A computer program product for a quality management
system, the computer program product stored on a tangible
computer-readable medium and including instructions that,
when loaded into memory, cause a processor to carry out the
steps of:
estimating an error rate for each of at least two fields in the
plurality of documents, by sampling a set of documents
from among the plurality of documents; and
identifying a set of critical fields in the plurality of docu-
ments based on which fields have error rates higher than
a threshold.



