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(57) Abstract: A security system notifies a user of a security event when a movable barrier operator light turns on. The security sys -
tem includes a camera in communication with control circuitry and a communication module. The control circuitry is configured to
control operation of the camera. The communication module communicates with a light status detector that determines the status of
an operator light associated with a movable barrier operator. When the operator light turns on, the light status detector sends a signal
to the communication module, effecting the control circuitry to operate the camera to capture security data. The communication
module then transmits the captured security data over a network to be accessible by a mobile device.
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GARAGE MONITOR

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of U.S. Provisional Application No. 62/057,917,
titted GARAGE VIDEO MONITORING, filed September 30, 2014, which is incorporated by

reference in its entirety herein.

TECHNICAL FIELD

[0002] The present disclosure generally relates to security systems. More specifically, the
present disclosure relates to a system triggered by a movable barrier operator to monitor security

within a building.

BACKGROUND

[0003] Garages are vulnerable to break-ins and other security breaches. This can be of a
particular concern when the entrance to the garage is operated by a motorized barrier or door.
Detecting the presence of individuals in or around a garage or detecting when a door to the
garage has been opened can help notify a user when a potential break-in or other security threat

is occurring,

SUMMARY

[0003A] Itis an object of the present invention to substantially overcome, or at least

ameliorate, one of more disadvantages of existing arrangements.

[0004] The present disclosure describes examples of a security system configured to operate
in connection with a movable barrier (e.g., a garage door) operator. The security system is
configured to notify a user of a security event when it detects that an operator light associated
with the movable barrier operator has been turned on (or at least attempted to be turned on).

The present disclosure provides examples of movable barrier operators, security systems, their

related components, and methods for making, installing, and using the same.

AH26(25357284_1):TCW
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[0004a]  According to another aspect of the present disclosure there is provided a security
apparatus installable with respect to a movable barrier operator at a building entryway, the
movable barrier operator having an operator light, the apparatus comprising:

a camera configured to capture security data,

a light status detector configured to detect an operating status of the operator light;

a communication module configured to communicate with the camera and the light
status detector, the communication module further configured to communicate over a network;
and

control circuitry in communication with the communication module and the camera,
the control circuitry configured to control operation of the camera,

wherein, the control circuitry is configured to operate the camera to capture security
data in response to the light status detector determining that the operator light was turned on,
and

wherein the communication module is configured to transmit the captured security

data via the network.

[0004b]  According to another aspect of the present disclosure there is provided a security
apparatus configured to operate with a garage door operator installed in a garage, the garage
door operator having an operator light, the apparatus comprising:

a camera configured to capture security data, the security data including at least one
of a visual image, a video file, or an audio file;

a light status detector configured to detect a status of the operator light; and

a wireless transceiver in communication with the camera and the light status
detector, the wireless transceiver configured to communicate with one or more remote devices
via a wireless signal;

wherein the wireless transceiver is configured to receive a signal from the light
status detector regarding the status of the operator light and in response to a determination that
the operator light was turned on or intended to be turned on, to control operation of the camera

to capture security data and to wirelessly transmit the captured security data to a remote device.

[0004¢]  According to another aspect of the present disclosure there is provided a method for
monitoring security in a garage, the garage equipped with a garage door and a garage door
operator, the garage door operator having an operator light, the operator light configured to turn

on in response to at least one of the garage door opening and/or closing, detecting motion within

AH26(25357284_1):TCW
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the garage, and an object breaking a safety beam generated about an entrance to the garage, the
method comprising:
detecting an occurrence of a security event with the garage door operator,
attempting to turn on the operator light in response to the detection of the security
event,
detecting the status of the operator light with a light status detector,
communicating the detected status of the operator light to a wireless transceiver;
operating a camera to obtain security data based on the detected status of the
operator light, the security data comprising at least one of visual images, video files, and audio
files; and
transmitting security data via the wireless transceiver to a remote wireless

communication device.

AH26(25357284_1):TCW
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{060S] In one example, a movable barrier includes a movable barrier operator. The
movable barrier operator has an operator light that is configured to turn on in response to the
occurrence or detection of certain events. For example, the movable barrier operator light
may be configured to turn on in response to the movable barrier operator’s opening, closing,
or otherwise moving the barrier {or attempting to open/close/move the barrier), the detection
of an object wooving within a building/garvage (e.g., via a motion detector), ot the detection of
an object entering or leaving a building/garage (e.g., via an interrupted safety beam). A
security system is configured to be installed with respect to the movable harrier operator. The
security system includes a light status detector that monitors the status of the operator light.
The system also includes a camera that obtains security data, including images, video, and/or
audio. The system also includes a communication module, such as a wireless transceiver, that
communicates with the hight status detector and the camera. Control circuitry communicates
with the camera and the corormundcation wodule, and can control the operation of the camera.
{5006] In one example of operation, the security system (e.g., through the control
circeuitry) controls the camera to capture security data when it is detected that the operator
light is on, has been turned on, or has been attempted to be turned on. The communication
module transmits the security data obtained by the camera to a mobile device, for example,
vig a network such as the mternet. For instance, when the light status detector deterrmines that
the operator light has turned on, the control circuitry controls the camera to capture security
data, and the communication module transmits that security data to a mobile device, such as
a networked storage device, a smart phone, a tablet computer, a notebook computer, or

another wireless communication device.

BRIEF DESCRIPTION OF THE DRAWINGS
{60071 The attached figures depict diagrams and irages of compounents of a security
system in accordance with at least one example of the present disclosure.
0008 Figure 1 is a block diagram showing the interaction among various
components assoctated with an operator-light-based security system in accordance with at

least one embodiment described herein.

]
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{3009] Figure 2 is a diagram showing an example of an operator-light-based security
system installed with respect to a movable barrier operator and in communication with a
mobile device in accordance with at least one embodiment described herein.

{0016} Figure 3 shows an cxample of a light status detector used in connection with at
ieast one embodiment of a barrier operator hight-based security systern.

16011} Figure 4 shows an example of a camera used 1o connection with at least one
embodiment of a barrier operator light-based security system.

{6012} Figure S shows an example of a cable manager used in connection with at least
one embodiment of a barrier operator light-based security systent.

{6013} Figure 6 shows an example of a power adaptor with a wireless communication
module used in connection with at least one embodiment of a barrier operator light-based
security system.

{0014 Figure 7 shows a raobile device operating an example user interface used to
interact with at least one embodiment of a barrier operator hight-based security system.
{6015] Figure & is a flow diagram of an example method for monitoring security ina

butiding or garage in accordance with one or more embodiments described herein,

DETAILED DESCRIPTION
{6016] The present disclosure describes examples of a barrier operator ight-based

securtty system 100 (“the security system,” or simiply “the system”) that transmits a
notification to a user in response to a movable barrter operator light turning on. The security
system utilizes a light status detector to detect when the operator light turns on {or, at least,
was intended to be turned on) for a number of reasons. For exarnple, the light status detector
ray detect that an operator light turns on as a result of the barrier operator’s opening,
closing, or otherwise moving a bartier, when a motion detector detects motion in proxumity
of the barrier {e.g., within a garage}, or when a safety beam generated between sensors
installed about an entryway is broken. When the light status detector detects that the operator

light has turned on, the security system operates a camera to record security data, and then
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transmits that security data to a remote or mobile device, such as a smart phoue, tablet
computer, laptop computer, other wireless communication device.

{00171 As used throughout this application, the term “security data™ refers to
information that can be captured by a camera, such as image files, video files, audio files,
and/or combinations thereof. However, it should be understood that security data can also
include other information capable of being captured by a camera or other devices, including
date and time information {e.g., time starps), camera wdentifiers or other location
information (e.g., location stamps}, and other relevant obtainable information. It is also
considered that “security data” can include other information that may be relevant to a
security system in addition to and/or instead of the image, video and/or audio files typically
associated with cameras. For example, security data can include information captured from
various sensors, including teroperature information, smoke level information, information on
the levels of carbon monoxide or other toxins in an arca, information from motion sensors,
glass break sensors, broken beam sensors, forced entry sensors, or the like. Such information
could be included along with image/video/audio files captured by a camera {¢.g., as metadata
or a stamp associated with the files), or as separate data files.

{6018} Figure | 15 a block diagrarn showing the nteraction among various
components associated with an example security systemn 100, In some examples, the security
systern 100 inclhudes a camera 200, a light status detector 1590, control circuitry 120, and a
communication module 140

{6019 The security system 100 can also include a power supply 130 that supplics
power to the system. The power supply 130 can include a power adaptor {e.g., an AC power
adaptor), a battery, a power cord, or other apparatus configured to supply the security system
100 with electrical power.

{0020 In some erabodiments, certain componentis of the security system 100 may be
integrated into the power supply 130. For example, the control circuitry 120 and the
communication module 140 may be integrated into the power supply device 140 and
connected via a wired connection to the camera 200. In this manner, the power supply 130

can provide electrical power to each of the control circuitry 120, the conuvnunication
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module 140, the camera 200, a microphone 230, and other sensors 220 (e.g., temperature
sensors, smoke or carbon monoxide detectors, motion sensors, glass-break sensors, etc. ).
{00211 In other examples, the camera 200 may have a separate power supply and
therefore communicate with the system 100 via a wireless communication methodology. In
stil other exarnples, the light statas detector 150 can be integrated mto the power supply, for
example, as a light sensor or other sivailar feature. In sorne aspects, the power supply 130 can
provide electrical power to the Hght status detector 150, for example, through a wired
connection, but in other aspects, the light status detector 150 can have a separate power
supply.

{6022] The security system 100 may include some or all of the components depicted
in Figure 1. For exarnple, in some embodiments, the system 100 itself includes the hght
status detector 150, the power supply 130, control circuitry 120, the communication

module 140, and the camera 200. Such a system is configured to operate in conuection with a
movable barrier operator 10, and an operator light 50. That is, the system 100 can be a retro-
fit system 100 or kit designed to operate with a pre~existing or previously installed movable
barrier operator 10 with an operator light 50. In this manner, a user can install a retro-fitina
pre-existing movable barrier operator that has neither wireless conmmunication nor carmera
operation capabilities.

16023] In other examples, however, the system 100 way include the voovable barrier
operator 10 and operator light 50. That is, the security system 100 may be a movable barrier
operator system that integrates the light status detector 156, camera 200, control

circuitry, 120 and communication module 140 into the movable barrier operator 10.

{0024} The movable barrier operator 10 may include, or operate in connection with,
an obstacle detector 30. The obstacle detector 30 may employ a safety beam sensor or other
similar approach to deterraine whether a threshold mouitored by the obstacle detector 30 has
been breached, traversed, or otherwise crossed. The obstacle detector 30 may employ safety
bean sensors about a building entryway (e.g., a garage entryway} to determine if an obstacle
is within the path of the movable barrier. In another approach, the obstacle detector 30 may

employ time of flight techniques to determing it a threshold has been breached or crossed.



WO 2016/054036 PCT/US2015/052934

The movable barvier operator 10 wmay further include, or operate in connection with, various
other sensors 20 or detectors, which may include, for example, motion sensors, temperature
sensors, noise sensors (e.g., glass-break sensors), smoke detectors, carbon monoxide or other
toxin detectors, barrier movement detectors, or the like.

10025] The security system 100 receives power from a power supply 130, which can
be, for example, an AC power adaptor configured to plug into a 120 V electrical outlet {e.g.,
in a wall or ceiling). The power supply 130 can also provide power to the communication
maodule 140 and to the camera 200. For instance, the power supply 130 can provide electrical
power to the camera 200 via a wired connection that can include a cord or cable. In some
embodiments, the control circuitry and communication module 140 can be integrated into the
power supply 130 such that the power supply 130 itself 1s a power adapter equipped with
control and commmunication functionality,

{0626] The light status detector 150 1s configured to detect and/or determine when an
operator light 50 of a movable barrier operator 10 has turned on or was intended to be turned
on {e.g., the movable barrier operator 10 attempted to turn on the operator light 50 but failed
because the operator light 50 was burned out). The light status detector 150 can be a light
sensor that detects the presence of hight. In such an embodiment, the light status detector 150
can be configured, positioned, and otherwise arranged to detect when the operator light 50
goes from off to on.

{6627] In another embodiment, the light status detector 158 is in communication with
the movable barrier operator 10 and/or the operator light 50, For example, the light status
detector 150 can be a socket relay that installs into a socket in the movable barrier

operator 10 and recetves the operator light 50 within a socket in the light status detector 150,
In this configuration, the socket relay receives electrical power from the movable barrier
operator 10 through the socket, and in turn, delivers electrical power to the operator light 50.
16028) So configured, the light status detector 150 can determine when the operator
light 50 has been turned on (or has been intended to be turned on) by monitoring the delivery
of power through the movable barrier operator 10 socket. For examiple, when the light status

detector 150 detects that the rmuovable barrier operator 10 has turned on power to deliver to

6
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the aperator hight 50, it will determine that the operator light 50 has turned on and transwit a
signal to the system 100 {¢.g., to the communication module 140 and/or the control

circuitry 120} accordingly. By this approach, the security system 100 can be installed as a
retro-fit system in a pre-existing movable barrier operator 10. Such a system will provide
remote communication capabilities with a mobile device (¢.g., through the communication
module 140}, and security camera capabilities even where the pre-existing movable barrier
operator itsell is not equipped with any advanced features.

{(029] The control circuitry 120 can be configured to control operation of the

camera 200. For example, the control circuitry is configured to send instructions to the
camera that effect the capture of security data, including images, video, audio, and/or
combinations thereof. The control circuttry 120 can also be configured to adjust the posttion,
orientation, pan, tilt, focus, zoorm, sensitivity, highting level {e.g., flash), and trmage quality of
the camera 200, as well as other features typically associated with carneras.

10036 In some cxamples, the control circuitry 120 will be directly wired to the
camera 200 and therefore commmunicate via such a wired connection. In other examples, as
described above, the camera 200 will be untethered from the control circuitry 120 and other
components of the system 100, In such an untethered configuration, the control circuitry 120
will control operation of the camera 200 by transmutting signals wirelessly via the
communication module 140 or other transmiiter.

{6031} In some forms, the communication module 140 is configured to communicate
with a network 300 via a wired or wireless communication protocol. For example, the
communication module 140 can transmit and/or upload security data captured by the

camera 200 to the network 300 via a wireless signal {e.g., Wi-Fi, radio signals, Bluetooth,
ete.). The communication module 140 can include a wireless transceiver configured to send
aud receive communications over the network and with other compouents including, for
example, the hight status detector 150, the camera 200, and the movable barrier operator 10.
16032) In some cmbodiments, the communication module 140 communicates with the
network 300 via a wireless network router or other networking device. Via the network 300,

ihe commumication module 140 can access the internet or other networks that facilitate

d
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communication with a variety of other commuuication devices. For exaruple, through the
network 300, the communication module 140 may be able to access a data storage

system 340, which can be a memory device on a remote computing device, a cloud-based
storage account, or the like. In this manner, security data captured by the camera 200 can be
uploaded to the data storage system 340 for access by a user at a later time or even
immediately thereafter.

{6033] The communication device 140 may also be able to communicate divectly with
a mobile device 320 via the network 300. For example, through the network 300, the
communication module may be able to communicate with a smart phone, a tablet computer,
a laptop computer, other portable wireless devices, or even non-portable wired computing
equiprnent {e.g., a home computer or home video surveillance system).

{0634] In some aspects, the communication module 140 can be configured to send
notifications and other communications to the mobile device 320 through the network 300, In
response to receiving such notifications or communications, the mobile device 320 (e.g., via
a mobile application operated by the device 320) may be able to access information on the
data storage system 340 through the network 300.

{0035] In other examples, the commumication module 140 may be configured to send
security data directly to a mobile device 320 so that, upon capturing security data by the
camera 200, the communication module 140 transmits the captured security data to the
maobile device 320. In this manner a user may be able to view the security data and interact
with the system 100 in real-time.

{06036} Some examples of the security system 100 include, or operate in connection
with, a movable barrier operator 10 installed in a building or structure. Figure 2 shows an
example of a security system 100 installed to operate in connection with a movable barrier
operator 10. The security systermn 100 includes a camera 200, shown mounted on the ceilling
of a garage, a power supply 130 plugged into an AC outlet, a cable manager 180 mounted to
the ceiling of the garage, and a Hight status detector 150 installed tn an operating light socket

of a movable barrier operator 10.
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100371 Figure 3 provides a more detailed view of the camera 200, The carvera 200
includes a fens 220 for capturing images and/or video. The camera also includes a
nticrophone 230 for capturing audio. The camera can be a micro camera or a camera of a
relatively small size. In some embodiments the camera 200 may be equipped with other
sensors or recording devices. For instance, the camera may be equipped with sensors,
gauges, or other devices configured to capture the date, time, location, temperature, smoke or
carbon monoxide levels, or other nformation.

{(038] The camera 200 may be equipped with communication capabilities {e.g.,
Bluetooth or Wi-Fi functionality) for transmitting captured images wirelessly to another
component ot device. Additionally and/or alternatively, the camera 200 can be connected to
other components of the system 100 via a cord 190, The camera can mount to a location in a
building (e.g., to a ceiling of a garage), via 3 mounting mechanism 210. For instance, the
rounting mechanism 210 may allow the camera to be mounted to a wall or ceiling by
inserting a nail or screw through one or more screw holes 212 on the mounting

mechanism 210, In some examples, the camera 200 can mount to, or be a part of the movable
barrier operator 10. Additionally and/or alternatively, the camera can be a componentofa
iight source or light bulb. In another example, the camera can be mountable within a light
socket in a building or garage, including, for example, the light socket for the operator

light 50 of the movable bamrier operator 10. By still a further example, the camera 200 can be
a component of the light status detector 150,

{3039 Referring back to Figure 2, the camera 200 is connected, via cord 190, to a
power supply 130, Here, the power supply 130 is an AC power adaptor, shown plugged into
a 120 V power supply in the cetling of the garage. The power supply 130 can transmit
electrical power the camera 200, thereby enabling operation of the camera 200.

{0040 The system 100 can also include a communication wmodule 140, or wireless
transmitter, in communication with the camera 200 and the light status detector 150,
Optionally, the power supply 130 itself may include, or operate as, a wireless transmitter for

transmitting security data captured by the camera 200 and/or microphone 230. In such a
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configuration, the camera 200 and/or microphone 230 will transwit the security data over the
cord 190 for transmission by the power supply 130 and/or communication module 140.
100411 Figure 4 provides a more detailed view of an example of a power supply 130
In this configuration, the power supply 130 also includes—or operates as—both the control
circuitry 120 and the communication module 140, which are not separately ideuntifiable in the
Figures.

{6042] The communication module 140 can be a wireless transceiver that is in
communication with the camera and the light status detector 150, The wireless

transcetver 140 can be configured to commununicate with one or wore remote devices (e.g., a
smart phone, a witeless network hub, or other wireless communication device) via a wireless
signal.

{0043] In operation, the wireless transcetver 140 can receive a signal from the light
status detector 150 {¢.g., through the transmitter of the light status detector) regarding the
status of the operator light 30 (i.e., whether the operator hight is on or off}. Based on the
status of the operator light 530 (e.g., the operator light 1s determined to have been turned on),
the security sysiern 100 initiates a control to operate the camera 200 to capture security data.
The wireless transceiver 140 can then transmit the captured security data to a remote device,
such as a mobile device 320 or a computer. For instance, when the system 100 detects that
the operator light 50 has turned on, the system 100 responsively operates the camera to
obtain security data, and the system 100 transmits the obtained data to a remote device, such
as a user’s smart phone.

{0044] In some ernbodiments, the wireless transceiver 140 itself can be configured to
operate the camera 200 to obtain security data in response to receipt of a signal from the light
status detector 150 that the operator light 50 is on. In some cmbodiments, the wircless
transceiver 140 can be integrated into the camera, the cord 190, or another component of the
security system 100. The wircless transceiver 140 could also, by some approaches, be
mountable to, or an integral component of a movable barrier operator 10. For example, the

movable barrier operator 10 could be capable of communicating and/or operating by way of

ig
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Wiki, wherein the Wikt cormmunication functionality is provided by way of the wireless
transceiver 140.

{0045] Figure 2 also shows a cable manager 180 positioned between the camera 200
and the power supply 130 as a part of cord 190. The cable manager 180 (or a cable
management systern) manages slack in the cord 190 between the power supply 130 and the
camera 200. For instance, the cable manager 180 can be spring loaded and used to minimize,
reduce, or otherwise manage slack in the cable between the camera and the power adapter.
{3046] Figure S provides a more detailed view of the cable manager 180, A mounting
plate 182 with two serew holes 183 provides for the mounting of the cable manager to a wall
or ceiling. The cable manager 180 is configured to wind excess slack around a spool 1835,
thereby forming a cotl of wound cable 190 around the cable manager 180, The spool 185 can
be configured with a winding device {e.g., a handle or grip) that facilitates winding of the
excess cable 190 slack around the spool 185, In some examples, the cable manager 180 s
squipped with a spring loaded mechanism to facilitate automatic rotation of the spoo} 185,
and thus winding of the cable 190 around the spool 185, In some embodiments, the
communication module 140 and/or the wireless transceiver can be integrated into integrated
into the cable manager 180.

10047] The systern 100 of Figure 2 also includes a light status detector 150 configured
to detect the status of the operator light. For wnstance, the hight status detector 150 determines
when the operator light 50 of the movable barrier operator 10 has been turned on {or was
intended to be turned).

{6048} In some examples, the light status detector 150 can include a light sensor that
detects light generated by the operator light. For example, the light status detector 150 can
include a light or optical scnsor that is configured to detect light specifically generated by the
operator light 50. In this wanuer the light sensor can be installed n a garage 1n a location on
or around the operator Hght 50 of the movable barrier operator 10

13049) In some aspects, the light sensor can be installed in the camera 200, the cable
manager 180, or the power adapter 130. For instance, the power supply 130 can be plugged

into the same power outlet set as the movable barrier operator 10 such that the operator’s

il
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lighting status will be readily sensed by the light sensor on the power supply 130. In another
example, the camera 200 tiself can act as the light sensor where a processing device in
comnnication with the camera 200 can analyze the light captured by the camera 200 to
determine if it corresponds to a change in lighting state by the movable barrier operator 10,
which may occur, for exarnple, via the movement of the barrier.

16050] The Hght sensor can also be configured to detect an immediate chavge in the
intensity of light. This can allow the light sensor to distinguish between the operator light
turning on and a gradual increase in light in the garage over the course of a day. In some
examples, the light sensor is configured to detect the status of the operator light 50 in both
dark (i.c., night time} conditions and light (i.c., day time} conditions.

10051 The light sensor can also be configured to distinguish between the operator
light 50 being turned on and another light in close proximity {¢.g., in the same garage)
turning on. For example, the light sensor can be configured to distinguish between the
operator light 50 and a car’s headlights or other overhead lights in the garage. In this manner,
the light sensor may be installed in close proximity to the operator light 50 itself.

{00521 In addition to or in licu of this approach, the light sensor can be configured to
detect a change in light based on an open or closed status of the barrier/garage door itself,
which can be useful, for example, in a situation where the garage door operator’s light
malfunctions while the operator is still able to open and close the garage door.

{(053]) In some examples, the light status detector 150 includes a socket relay, as
opposed, or in addition, to the light sensor. The socket relay can be configured to be tnstalied
in a movable barrier operator 10 as shown in Figure 2. The socket relay can be adapted to
receive a light bulb that operates as the operator Hight 50. In this mammer, the socket relay can
be in electrical communication with the operator light 50, and used to determine when the
operator light 50 has turned on. Further, such a configuration will allow the light status
detector 150 to determine if the operator light SO was intended to turn on even if the operator
light does not effectively turn on, for example, in situations where the light bulb itself is
broken or missing. In such a situation, the light status detector 150 instalied in the socket

relay will detect and consider the light to have been turned on.
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[3054] In some aspects, the light status detector 150 includes a transmitter that
communicates the status of the operator light 30 to other components including the

camera 200, the movable barrier operator 10, and the power supply 130/communication
module 140, The transmitter can communicate via a wired or wireless protocol. For example,
the transmitter may comumnunicate via Bloetooth, WiF1, radio signals, or the hike.

{6055] In the embodiment shown in Figure 2, the light status detector 150 1s a socket
relay installed into the light socket of the movable barrier operator 10. That is, the light status
detector 150 is installed into the socket where the operator light 50 would otherwise be
installed. The operator light 50 itself is thereby installied within a socket receiving portion in
the socket relay. In this manner, the socket relay provides electrical power from the movable
barrier operator 10 to the operator light 50 so that the operator light 50 can effectively
operate in the same manner as it otherwise would without the socket relay. This
configuration allows the socket relay to determine when the movable barrier operator 10 has
turned on {or intended to turn on) the operator light.

100561 The light status detector 150 shown in Figure 2 does not have a wired
connection to the other components of the system 100, Accordingly, in this configuration, the
light status detector 150 may utilize a wireless transmitter to communicate with the
communication module 140 of the power supply 130. The transmitter can send a wireless
signal that indicates that the light status detector 150 has detected that the operator light 50
has been turned on.

{6057] Figure 6 provides a more detailed view of a light status detector 150 that
includes a socket relay. The light status detector 150 includes a pairing mechanism 152,
which facilitates commmunication between the light status detector 150 and other devices,
including the commumication module 140 of the systern 100. For example, the pairing
raechanistm 132 can include a Bluetooth paiving device, which can allow the light status
detector 150 to communicate with the communication module 140 of one, oreven of a
plurality of systems 100, using Bluetooth techniques.

{0058] The light status detector 150 also includes a socket install component 154,

which 15 configured to nstall into a socket of the movable barrier operator 10, Via the socket
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tnstall coraponent 154, which can include a threaded portion, the light status detector 150 can
screw into the socket of the movable barrier operator 10 in the same fashion as a typical light
bulb, That is, the light status detector 150 can install into the same socket originally designed
to receive the operator light 50, Through the socket install component 154, the socket relay
can receive electrical power from the movable barrier operator 10, which electrical power
can be used to power the light status detector 150 and its components {e.g., the trausmitter,
the detector circuitry, indicator lights, eic.).

{G059] Once installed into the movable barrier operator 10, the light status

detector 150 can then receive the operator light 50 (e.g., a standard light bulb), via a socket
receiving portion 158 on an upper surface of the socket relay, as shown more clearly in
Figure 2. The socket receiving portion 158 can have a stmilar or identical configuration to
the original socket of the movable barrier operator 10, and is therefore configured to receive
the operator Light 50 10 a similar manner as the wovable barrier operator 10 recetves the light
status detector 150, Through this receiving portion 158, the light status detector can provide
electrical power to the operator light 50. For example, the light status detector 150 can
transmit clectrical power received from the movable barrier operator 10 to the operator

light 50, via the socket receiving portion.

{0068 As noted, when the light status detector 150 determines that the operator

light 50 has turned on, or was intended to have been turned on, a signal is respousively sent
to the communication module 140 and/or the control circuitry 120. In response to recetving
this signal from the light status detector 150, the control circuitry 120 operates the

camera 200 to capture security data. The communication module 140 of the power

supply 130 can then transmit that security data and other commumications over a

network 300.

{60611 The movable barrier operator 10 can be, or can 1nclude, a motorized garage
door operator installed in a garage. The security system 100 and/or the movable barrier
operator 10 can also include various sensors and other equipment that can be used to provide
added security. For instance, the security systemy/movable barrier operator can include a

motion detector or motion detection system that can be installed in or around a garage. The
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rotion detector generates a sigual when it detects an object {(e.g., a person, animal, car, hike,
gtc.) moving within the garage. In some aspects, the movable barrier operator is configured
to turn the operator light on when motion is detected by the motion detector.

{00621 In some embodiments, the movable barrier operator 10 includes a safety beam
sensor systern 30 as generally known in the art. For exarnple, the safety beam sensor 30 can
utilize photo beams, laser beams, or time of flight to determuine if an area monitored by a
safety bearn sensor systemn has been breached. The safety beaw sensor 30 system caun include
two or more components installed on opposite sides of a building {¢.g., garage) entryway.
For instance, the safety beam sensor system 30 can have a first component that transmits a
safety beam that can be a laser or other light beam in a horizontal direction across the
opening of the entryway. A second component includes a receiver sensor that detects the
safety beam and generates a signal back to the garage door operator. When the safety bearn 1s
broken {(e.g., when an object gets in between the first and second safety beaw sensors), the
second component transmits a signal to the garage door operator. This signal represents that
an object has crossed the threshold into or out of the building or garage. In another approach,
the obstacle detector 30 may utilize time of flight techniques to determine whether an
obstacle or other object has breached or crossed a threshold mounttored by the obstacle
detector 30, Other known obstacle detectors can be similarly included.

{0063] Some examples of a movable barrier operator 10 may be equipped with an
operator light 50. The operator light 50 can be, for example, a light bulb installed in a light
socket on a garage door operator. In some exampies, the movable barrier operator 10 is
configured to turn on the operator light 50 in response to the occurrence or detection of
security certain events. For instance, the movable barrier operator 10 may turn on the
operator light 50 1n response to a barrier or garage door opening and/or closing {or the
detection of such opening/closing).

{6064] The movable barrier operator 10 may also turn on the operator light 50 in
response to the detection of an object moving within a building or garage (e.g., when a
motion detector detects an object moving in a garage). The movable barrier operator 10 may

also turn on the operator light 50 when it detects that an object or person has entered inio the

e



WO 2016/054036 PCT/US2015/052934

building or garage (e.g., when the safety beam sensor system detects that the safety beam has
been broken).

{0065] In some cxamples, the security system 100 will operate by determining when
the operator light 50 is on, has been turned on {or was intended to be turned on, €.z, a signal
was sent o turn on a bulb that has buarned out). When the operator light 530 15 on, or within a
predetermined time period (e.g., 30 seconds) after the light has turned ou, the systermn 100
will collect security data (e.g., visual images or photographs, video, audio, and/or
combinations thereof) via the camera 200 and/or other equipment mounted in the
building/garage. The security system 100 will then, via the communication module 140,
transmit or otherwise comnumnicate the captured security data through a network so that the
data may be accessed by an end user {¢.g., a homeowner), via a mobile device 320. For
example, the security system may transmit the captured security data to a storage system 340
such as cloud-based storage account, a hard drive, or another memory device.

100661 The storage system 3480 can be accessible by the user, for example, via a
mobile device 320 operating a mobile application with a user interface 323, Figure 7
provides an example of a mobile device 320—here, a smart phone—operating a mobile
application. The mobile application can facilitate interaction with the security system 100,
The mobile application provides a user interface 325 that can present alerts and notifications
to the user. Upon receipt of these alerts, the user may access information, including security
data captured by the camera 200 and other components of the security system 100, stored on
the storage device.

{60671 In some exaraples, the security systern 100 and/or the storage systern 340 is
configured to send notifications to the mobile device 326, and the user operating the mobile
device can then access the contents of the storage device 340 including any recently recorded
security data. For example, upon reccipt of a notification, the mobile application may provide
a user interface 325 that presents the user with an option to “view” security data. Upon
selecting this option, the roobile application may proceed to download the related security

data frovn the storage system 340, In this meanner, the mobile application can present
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information for display on the user interface 325 including image files, video files, audio
files, and the like.

{0068] The mobile application can be configured to generate a notification signal or
transmit security data in response to receiving a signal indicating that the movable barrier
operator 10 detects that the barrier {(e.g., a garage door) has been opened, closed, or otherwise
moved. Additionally and/or alternatively, the mobile application can be configured to
generate a notification signal or to transrmt security data in response to receiving a signal
indicating the detection of motion within the garage, and/or that a safety beam generated
about an entrance to the garage has been broken. For instance, the mobile application can
issuc alerts in the form of text and/or data messages to a mobile device 320, or sounds,
ringtones, or alarms on the mobile device 320.

{0069} The mobile application can also facilitate generating or producing the security
data {(which may have been stored for later viewing) via the mobile device 320. For example,
the mobile application can allow a user to view images or video obtained by the camera 200
and transmitted by the communication module 140. The mobile application can also allow
the user to Hsten to audio obtained by the camera 200 and/or microphone 230. In some
embodiments, the rmobile application can allow a user to communicate with a garage or
another structure via an intercom system installed on the movable barrier operator.

16070] In other examples, the security systern 100 and/or the storage device 340 1
configured to automatically transmit the security data {directly or indirectly) to the mobile
device 320. For instance, the security system and/or the storage device are configured to
transmit a live video and/or audio feed to the mobile device in real time.

10071} In some ermbodiments, the security systern 100 can be configured to
communicate with non-wireless devices, such as a deskiop compuiter, a telephone, a
television, a video display, or other devices.

{00721 Some examples describe a method for monitoring security in a garage or
another building/structure. The method can involve using a security system

©.g., system 100} installed with respect to a building or garage having a movable barrier
-y 8Y P g Of garag g

[o—y
~3}



WO 2016/054036 PCT/US2015/052934

operator as described herein. Figure 8 is a flow diagram showing steps of one example
method 800 for monttoring security in a building {e.g., a garage}.

16073] The method 800 includes detecting 810 the occurrence of a security event
within the garage, for examiple, with one or more components of a movable barrier operator
systemn. For instance, the method 800 may detect §10 a security event by detecting when the
movable barrier has opened, closed, or otherwise moved. The wethod 800 may also

detect 810 a security event by detecting motion within the building with a motion detecior or
by detecting when someone or something has entered the building by breaking the security
beam.

{6074} In response to detecting a security event, an operator light is attemipted to be
turned on §20. For example, the method 800 can include atternpting to turn on §20 the
operator light associated with the movable barrier operator when the movable barrier
operator detects that a person or object has entered into or is rooving within the garage. The
method may also include turning on the operator light in response to the movable barrier
operator’s moving the barrier between open and closed positions {¢.g., opening or closing a
garage door).

10075] The method 800 also involves detecting the status 830 of the operator light
with a light status detector. For example, the light status detector can detect 830 whether the
light is on or off by sensing the light generated by the operator Hight. Additionally and/or
alternatively, the light status detector can detect 830 whether the light is on or off by
detecting whether electrical power is delivered to the operator light (e.g., because the light
status detector 1s in elecirical communication with the operator light).

108076] In some ermbodiments, the detected status of the operator light is
communicated 840 to 3 communication module or wireless transceiver. For example, at

step 840, a transmutter in the light status detector sends a signal {e.g., a wireless signal)
communicating that the operator light has turned on.

18077} Based on the detected status of the operator light, the system responsively

opcrates a camera 850 to obtain sccurity data. For example, when the light status detector



WO 2016/054036 PCT/US2015/052934

comnmunicates that the operator light is on, the camera is operated 850 to obtain security data
such as visual tmages (i.e., photographs), video files, and/or audio files.

16078] After collecting sccurity data, the collected security data is transmitted 860 via
the wireless transceiver to a remote wircless communication device, such as a smart phone
operated by a user. The security data can be transmutied to a divectly to a mobile device or to
storage systern accessible by the wobile device. In some examples, the method 800 also
transmiis notifications or alerts to a mobile device, whereby a mobile application operated by
the mobile device factlitates user access to the captured security data via a user interface.
{60791 The present disclosure provides various examples and embodiments of
security systems and/or components that operate in connection with a movable barrier
operator. One particular exarople of a security apparatus will now be described.

{0080} The security apparatus is installable with respect to a movable barrier operator
at a butlding entryway. The movable bartier operator has an operator hight, and can include
the various examples of movable barrier operators 10 described above with respect to
Figures 1-6. The movable barrier operator is configured to move a bagrier between an open
and closed position, thereby closing off the entryway. For example, the movable barrier
operator can be a garage door operator and the building can be a garage.

{0081} The example apparatus includes a camera configured to capture security data.
The camera can be any of the examples of cameras 200 described above with respect to
Figures 1-3. The camera can be mounted within the building, and can also be equipped with
other sensors and/or recording equipment, such as a microphone to capture audio.

{6082] The example apparatus also includes a light status detector configured to
detect an operating status of the operator light. The light status detector can include any of
the exarnples of light status detectors 150 described above with respect to Figures 1-2 and 6.
For example, the light status detector can include a Hght sensor that is configured to
determine the status of the operator light based on the detection of light gencrated the
operator light.

{083 Additionally and/or alternatively, the light status detector can include a socket

relay that 1s configured to be installed in, and receive electrical power from, the movable
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barrier operator. The socket relay receives the operator light and conducts electrical power
from the movable barrier operator to the operator light. The socket relay includes a
transmitter configured to communicate the operating status of the operator light to the
communication module. The transmitter is configured to communicate with the
communication module via a wireless communication protocol. For instance, the transmitter
communicates a status that the operator light has turned on 1o response to the light status
detector deterruining that the socket relay has provided power from the movable barrier
operator to the operator light.

{6084} The example apparatus also includes a communication module configured to
communicate with the camera and the light status detector. The communication module can
be any of the examples of communication modules 140 or wireless transcervers described
above with respect to Figures 1-2 and 5. The communication module can be incorporated
into a power supply, such as an AC power adaptor or a battery unit. The coramunication
module can be configured to communicate with a mobile device over a network, for
example, through a network router.

{G085] Control circuitry is in communication with the communication module and the
camera. The control circuitry can include any of the examples of control circutiry 120
described above with respect to the figures, or other forms of control circuitry. The control
circuitry can be integrated into a single wodule, such as a power supply, or it way be
incorporated across multiple components, including the camera, the communication module,
the light status detector, and/or the power supply. The control circuitry is configured to
conrtrol operation of the camera. For instance, the control circuitry can be configured to
control the camera to capture security data, and also to adjust the orientation and other
settings of the camera.

{3086} In operation, the system and/or the coutrol circuitry are coufigured to operate
the camera to capture security data in response to the light status detector determining that
the operator Hght was turned on. That is, when the light status detector determines that the
opcerator light has turned on, or was intended to have been turned on, the control circuitry

effects the capture of security data by the camera.
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{B0R7] Further, the communication module 1s configured to transmit the captured
security data via the network. For instance, upon the capture of security data by the cameras,
the communication module transmits the captured security data over a network to a storage
system, whereby a mobile device can access the security data, or to the mobile device itself.
{0088} The communication module may also be configured o send communications
via the network, to and receive cormmunications from a mobile device operating a mobile
application with a user interface. For instance, the communication module roay be configured
to compunicate information in a format such that the mobile device can display the captured
security data via the user interface. The control circuitry may also be configured to effect the
communication of notification information from the communication module to the mobile
device in response to the hight status detector determining that the operator light has turmed
on. The notification information can be configured to effect the mobile application to
generate a notification on the mobile device upon receipt of the votification information.
{6089 The movable barrier operator can control the status of the operator light based
upon an operating mode of the movable barrier operator. In this manner, the light status
detector can be configured to detect the operating status of the operator light based at least in
part on the operating mode of the movable barrier operator. For instance, the light status
detector may be configured to detect the movable barrier operator attempting to turn the
operator light on in response to the occurrence of a mumber of events. The events may
include a barrier operated by the movable barrier operator opening or closing. The events
may further include the movable barrier operator detecting motion within a proximity of the
movable barrier operator. The events may also include the movable barrier operator detecting
that a safety beam installed about the building entryway has been broken.

16090] The example apparatus may further include a power adapter configured to
connect to a power source and to provide electrical power to the camera via a cord. To certain
aspects, the communtcation module and the contro} circuitry will be integrated into the
power adaptor. In still other aspects, the apparatus will include comprising a cable manager

that manages slack in the cord between the camera and the power adapter.
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{00911 The example apparatus may include one or wore additional {or second)
cameras. The sccond cameras can be installed in various locations in, on, or around a
building or garage. For example, one second camera can be installed in a garage, and another
second camera (or third camera} may be instalied near the front door to a home associated
with the garage. In some aspects, some or all of the second cameras are also in
communication with the control circutiry so that the control civcuttry can control operation of
each second camera. The control circuitry can be configured operate the second camera to
capture security data in response to a variety of different events, inchuding the light status
detector determining that the operator light was intended to be turned on. Additionally and/or
alternatively, the control circuitry can be configured to operate the second cameras in
response to different events separate {rom the status of the operator light. For example, the
control circuitry can be configured to operate one or more second carneras in response to the
rovable barrier operator, or sensors/detectors associated with the movable bawrier operator,
detecting certain security events. The security events can include, for example, detecting
motion within the garage or about a building entryway, a photo beam detector detecting that
a photo beam has been broken {e.g., signifying that an entryway has been breached), ora
noise sensor {e.g., a glass-break detector) detecting a sound at or above a threshold level. The
movable barrier operator is thus configured to transmit a security signal to the
communication module of the security system. In response to the communication wodule
receiving the security signal, the security system and/or control circuitry will operate one or
maore of the second cameras to capture security data,

{6092] The present disclosure makes reference to actions, events, controls, and other
functionality that pertains to the control of a hight {e.g., an operator hight). For exarple, the
present disclosure makes reference to components or methods that involve turning a light on
or off. It should be understood that references to “turning on” or “turuing oft” a light
includes attempts or intentions to turn a lght on or off, regardiess of whether such attempts
or intentions are successful. That is, an attempt to turn an operator light on that fails as a

result of a faulty light bulb, a missing light bulb, faulty circuitry, a power outage, errors in a
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comnnunication system, ot the like, are cousidered the same as actually turning an operator
light on for purposes of this disclosure.

10093] The present disclosure describes preferred embodiments and examples of a
movable barricr operator/security system, and related components and methods of operation.
Those skilled in the art will recognize that a wide variety of modifications, alterations, and
combinations can be made with respect to the above described embodiments without
departing from the scope of the invention as set forth in the claims, and that such
maodifications, alterations, and combinations arc to be viewed as being within the ambit of
the inventive concept. In addition, it should also be understood that features of one
embodiment may be combined with features of other embodiments to provide yet other
embodiments as desired. All references cited or discussed in the present disclosure are

hereby incorporated by reference in their entirety.
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CLAIMS:

1. A security apparatus installable with respect to a movable barrier operator at a building
entryway, the movable barrier operator having an operator light, the apparatus comprising:

a camera configured to capture security data,

a light status detector configured to detect an operating status of the operator light;

a communication module configured to communicate with the camera and the light
status detector, the communication module further configured to communicate over a
network; and

control circuitry in communication with the communication module and the camera, the
control circuitry configured to control operation of the camera,

wherein, the control circuitry is configured to operate the camera to capture security data
in response to the light status detector determining that the operator light was turned on, and

wherein the communication module is configured to transmit the captured security data

via the network.

2. The apparatus of claim 1, wherein the light status detector is a light sensor configured to
determine the status of the operator light based on the detection of light generated by the
operator light.

3. The apparatus of claim 1 or 2, wherein the light status detector comprises a socket relay
configured to be installed in, and to receive electrical power from, the movable barrier
operator, the socket relay further configured to receive the operator light and to conduct

electrical power from the movable barrier operator to the operator light.

4. The apparatus of claim 3, wherein the socket relay further comprises a transmitter
configured to communicate the operating status of the operator light to the communication

module.

5. The apparatus of claim 4, wherein the transmitter is configured to communicate with

the communication module via a wireless communication protocol.

6.  The apparatus of claim 4 or 5, wherein the transmitter is configured to communicate a

status that the operator light has turned on in response to the light status detector determining
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that the socket relay has provided power from the movable barrier operator to the operator

light.

7. The apparatus of any one of claims 1-6, wherein the movable barrier operator controls
the status of the operator light based upon an operating mode of the movable barrier operator,
and wherein the light status detector is configured to detect the operating status of the

operator light based at least in part on the operating mode of the movable barrier operator.

8.  The apparatus of claim 7, wherein the light status detector is configured to detect the
movable barrier operator attempting to turn the operator light on in response to a movable
barrier operator operating mode indicating at least one of the following: a barrier operated by
the movable barrier operator is moving; the movable barrier operator detected motion within
a proximity of the movable barrier operator; or the movable barrier operator detected that a

safety beam installed about the building entryway has been broken.

9. The apparatus of any one of claims 1-8, wherein the communication module is
configured to send communications to, and receive communications from, a mobile device

operating a mobile application with a user interface via the network.

10. The apparatus of claim 9, wherein the communication module is configured to
communicate information in a format so that the mobile device can display the captured

security data via the user interface.

11.  The apparatus of claim 10, wherein the control circuitry is configured to effect
communication of notification information from the communication module to the mobile
device in response to the light status detector determining that the operator light has turned
on, wherein the notification information is configured to effect the mobile application

generating a notification upon receipt of the notification information by the mobile device.

12.  The apparatus of any one of claims 1-11, further comprising a power adapter configured
to connect to a power source and to provide electrical power to the camera via a cord, wherein

the communication module and the control circuitry are integrated into the power adaptor.

13.  The apparatus of claim 12, further comprising a cable manager configured to manage

slack in the cord between the camera and the power adapter.
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14.  The apparatus of any one of claims 1-13, further comprising at least one second camera

in communication with, and operably controlled by, the control circuitry.

15. The apparatus of claim 14, wherein the control circuitry is configured to operate the at
least one second camera to capture security data in response to the communication module
receiving a security signal from the movable barrier operator corresponding to the detection

of a security event.

16. The apparatus of claim 15, wherein the movable barrier operator is configured to
transmit a security signal in response to at least one of a motion detector detecting motion
within the building, or a photo beam sensor installed in the building detecting that a photo

beam has broken.

17. A security apparatus configured to operate with a garage door operator installed in a
garage, the garage door operator having an operator light, the apparatus comprising:

a camera configured to capture security data, the security data including at least one of a
visual image, a video file, or an audio file;

a light status detector configured to detect a status of the operator light; and

a wireless transceiver in communication with the camera and the light status detector,
the wireless transceiver configured to communicate with one or more remote devices via a
wireless signal;

wherein the wireless transceiver is configured to receive a signal from the light status
detector regarding the status of the operator light and in response to a determination that the
operator light was turned on or intended to be turned on, to control operation of the camera to

capture security data and to wirelessly transmit the captured security data to a remote device.

18. The apparatus of claim 17, wherein the light status detector is a socket relay installed in
the garage door operator, the socket relay comprising a transmitter configured to

communicate the status of the operator light to the wireless transceiver.

19. The apparatus of claim 18, wherein the socket relay is installable in a light socket on the
garage door operator, wherein the socket relay is configured to receive the operator light, to

provide power to the light, and to detect the status of the light.
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20. The apparatus of any one of claims 17-19, wherein the light status detector is a light
sensor configured to determine the status of the operator light based on the detection of light

generated by the operator light.

21. The apparatus of any one of claims 17-20, wherein the garage door operator controls the
status of the garage door operator light, and wherein the garage door operator turns the
operator light on in response to at least one of the following: a door operated by the garage
door operator opening or closing; the garage door operator detecting motion within the
garage; and the garage door operator detecting that a safety beam installed about an entrance

to the garage has been broken.

22. The apparatus of any one of claims 17-21, further comprising a power adapter
configured to connect to a power source and to provide electrical power to the camera,

wherein the wireless transceiver is integrated into the power adaptor.

23. A method for monitoring security in a garage, the garage equipped with a garage door
and a garage door operator, the garage door operator having an operator light, the operator
light configured to turn on in response to at least one of the garage door opening and/or
closing, detecting motion within the garage, and an object breaking a safety beam generated
about an entrance to the garage, the method comprising:

detecting an occurrence of a security event with the garage door operator,

attempting to turn on the operator light in response to the detection of the security
event,

detecting the status of the operator light with a light status detector,

communicating the detected status of the operator light to a wireless transceiver;

operating a camera to obtain security data based on the detected status of the operator
light, the security data comprising at least one of visual images, video files, and audio files;

and

transmitting security data via the wireless transceiver to a remote wireless communication

device.
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