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MANAGEMENT OF DRONE OPERATIONS 
AND SECURITY IN A PERVASIVE 
COMPUTING ENVIRONMENT 

dancy of the copies , these data and metadata are very 
difficult to protect , delete , and secure via enforcement of 
data access constraints . 

CLAIM FOR PRIORITY 

[ 0001 ] This application is a continuation of U.S. patent 
application Ser . No. 15 / 482,558 , entitled “ MANAGEMENT 
OF DRONE OPERATIONS AND SECURITY IN A PER 
VASIVE COMPUTING ENVIRONMENT , ” and filed Apr. 
7 , 2017 , which is a continuation of U.S. patent application 
Ser . No. 15 / 019,892 , entitled , “ MANAGEMENT OF 
DRONE OPERATIONS AND SECURITY IN A PERVA 
SIVE COMPUTING ENVIRONMENT ” and filed Feb. 9 , 
2016 , now issued as U.S. Pat . No. 9,654,476 on May 16 , 
2017 , which is a continuation of U.S. patent application Ser . 
No. 14 / 629,313 , entitled , “ MANAGEMENT OF DRONE 
OPERATIONS AND SECURITY IN A PERVASIVE COM 
PUTING ENVIRONMENT ” and filed Feb. 23 , 2015 , issued 
as U.S. Pat . No. 9,292,705 on Mar. 22 , 2016 , which claims 
the benefit of U.S. Provisional Patent Application No. 
61 / 942,852 , entitled , “ MANAGEMENT OF DATA PRI 
VACY AND SECURITY IN A PERVASIVE COMPUTING 
ENVIRONMENT ” and filed Feb. 21 , 2014. The content of 
the above - identified application is incorporated herein by 
reference in its entirety . 

TECHNICAL FIELD 

[ 0002 ] The present teaching relates to a data processing 
system , and in particular to managing data privacy and 
security in a network system that includes a plurality of 
sensors , processors and other devices used to capture and 
process personal and private information . 

SUMMARY 
[ 0005 ] Embodiments include a security and privacy wrap 
per configured to prevent the unauthorized usage of data 
beyond a negotiated purpose . In one embodiment , the secu 
rity and privacy wrapper is associated with data pertaining 
to an entity , such as a person , and a set of permissions 
associated with the entity . The wrapper also contains a set of 
negotiation instructions used to allow the wrapper to work 
independently , or in conjunction with other programs , to 
dynamically negotiate the usage and dispensation of data 
collected in response to the purpose of the data acquisition 
transaction requested by the entity and other extraneous data 
acquired along with the data required by the purpose of the 
negotiated transaction . 
[ 0006 ] Embodiments include a system configured to nego 
tiate the flow of drones over a site location or through drone 
traffic responsive to a set of permissions utilized to ensure 
any extraneous data collected as a result of the drone's 
activities is disposed of or handled according to a negotiated 
transaction protocol . The system is designed to receive 
drones used for an intended purpose or transaction by a 
person or entity , determine whether there is any extraneous 
data collected or unpermitted passage along with the trans 
action , negotiate the dispensation of the extraneous data or 
passage , and negotiate and manage the use and dispensation 
of the transaction data required to perform the transaction . 
[ 0007 ] Embodiments include a data storage monitoring 
system configured to intercept data for storage and to 
analyze the data to determine whether the data to be stored 
includes a security data wrapper . If the data contains the 
wrapper , then a storage schema is dynamically negotiated 
based upon a predetermined storage protocol associated with 
a user or entity . The system also uses the wrapper to 
determine what data may be retrieved ( read ) from the 
storage system , as well as determine other parameters such 
as the expiration of the stored data , number of copies that 
will be made , locations where the data may be stored within 
the storage system , type of encryption , type of uses for the 
data , whether to partition or destroy extraneous data , and the 
like . 
[ 0008 ] Embodiments include a method and system con 
figured to determine how data collected from an entity or 
person may be combined with other data . In one configu 
ration , a sentry code is used to analyze the data , determine 
a set of recombination permissions , and then use the per 
missions to either allow or prevent the collected data from 
being combined with data from other data repositories . 
[ 0009 ] Embodiments for solving the privacy concerns of 
personal / private data and metadata are disclosed herein from 
a perspective of data processing architecture and digital 
rights management . The problem of the inability to practi 
cally protect private data is resolved by an architectural 
change to a data platform of collecting , processing , distrib 
uting , data mining , and storing data in such a way that 
private data cannot be rediscovered from stored or shared 
data . Unlike conventional methodology of privacy policy 
enforcement from the data accessing end , such as a policy 
based on encryption or data access authentication , the stored 
data under this architecture does not , in fact , store the private 
information in the first place . The architecture includes a 

BACKGROUND 

[ 0003 ] Free availability of storage space , existence of 
large data networks , and multitudes of sensing devices such 
as cameras , has helped to spawn the phenomena of big data 
analysis . Under this paradigm , people , devices , companies , 
governments and the like tend collect some data for pur 
poses such as surveillance , usage patterns , mapping , etc. , 
and in the process collect as much extraneous data as 
possible regardless of whether or not the extraneous data is 
needed for the particular purpose . For example , in a typical 
credit card transaction , the cardholder's name , address , 
credit card number , and security pin are all used to verify the 
identity of the cardholder for purchase authorization . How 
ever , the back end processing system may collect other 
extraneous data in bulk such as the location where the 
transaction is made , the IP address of purchase , the network 
provider , etc. After the data is collected in bulk and the 
relationships between those data recorded as metadata , data 
mining applications are often used to process these data 
and / or metadata to answer specific questions for technical or 
business reasons . 
[ 0004 ] A concern to many consumers is that copies of 
these data are re - combined , re - packaged , and / or re - sold to 
other dealers of data whose particular interests are not 
aligned with the consumers ' interests . Privacy concerns of 
the original consumer arise when these data are replicated 
across the vast Internet and its datacenters and become 
immortalized in the computing cloud . Because of the redun 
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data tag module that wraps all new data blocks generated 
such that a deletion policy and a pipeline policy follow the 
data blocks from its birth . Once data is collected , the data 
blocks are piped through question components generated 
through a question generator module . Each question com 
ponent includes intelligent code to calculate and manipulate 
the data block to answer a particular question . Once 
answered , an answer data block is generated . The answer 
data block can also be wrapped by the data tag module . The 
answer data block can be further processed by other question 
components . The architecture ensures that , at all exit points 
of the data processing architecture , only answer data blocks 
are allowed to leave . Exit points include : a data block being 
saved to persistent storage , a data block being shared , a data 
block being replicated , a data block being published , a data 
block being accessed . 
[ 0010 ] Some embodiments have other aspects , elements , 
features , and steps in addition to or in place of what is 
described above . These potential additions and replacements 
are described throughout the rest of the specification . 

[ 0025 ] FIG . 11 illustrates an exemplary computer archi 
tecture for use with the present system , in accordance with 
some embodiments . 
[ 0026 ] FIG . 12 is an illustrative representation of the 
method of the present invention as applying to drone routes 
through space . 
[ 0027 ] The figures depict various embodiments for pur 
poses of illustration only . One skilled in the art will readily 
recognize from the following discussion that alternative 
embodiments of the structures and methods illustrated 
herein may be employed without departing from the prin 
ciples described herein . 

DETAILED DESCRIPTION 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0011 ] These and other objects , features and characteris 
tics of the present invention will become more apparent to 
those skilled in the art from a study of the following detailed 
description in conjunction with the appended claims and 
drawings , all of which form a part of this specification . In the 
drawings : 
[ 0012 ] FIG . 1A illustrates a block diagram of a data 
collection system over a network in accordance with some 
embodiments . 
[ 0013 ] FIG . 1B illustrates a block diagram of a data 
collection system in accordance with some embodiments . 
[ 0014 ] FIG . 1C illustrates a block diagram of a security / 
privacy data wrapper in accordance with some embodi 
ments . 
[ 0015 ] FIG . 1D illustrates a block diagram of a data 
marking and tagging system in accordance with some 
embodiments . 
[ 0016 ] FIG . 2 illustrates a control flow of a data processing 
architecture in accordance with some embodiments . 
[ 0017 ] FIG . 3 illustrates a block diagram of a privacy 
aware data processing architecture in accordance with some 
embodiments . 
[ 0018 ] FIG . 4 illustrates a device for use with a privacy 
aware data processing system in accordance with some 
embodiments . 
[ 0019 ] FIG . 5 illustrates a method for privacy - aware data 
processing in accordance with some embodiments . 
[ 0020 ] FIG . 6 illustrates a block diagram example of a 
privacy aware scenario in accordance with some embodi 
ments . 

[ 0021 ] FIG . 7 illustrates a method for privacy - aware data 
processing in accordance with some embodiments . 
[ 0022 ] FIG . 8 illustrates a block diagram example of a 
privacy aware scenario in accordance with some embodi 
ments . 

[ 0023 ] FIG . 9 illustrates a method for autonomous actor 
data processing in accordance with some embodiments . 
[ 0024 ] FIG . 10 is a block diagram illustrating a portable 
multifunction device with touch - sensitive displays in accor 
dance with some embodiments . 

[ 0028 ] FIGS . 1A - 1D describe different ways data is gen 
erated or first recognized by a data collection system 100A . 
FIG . 1A illustrates a network diagram of a data collection 
system 100A over a network 100B . For example , network 
adaptors 102 can be Ethernet adaptors , Wi - Fi adaptors , and 
the like , and may be other systems and devices 104 capable 
of gathering data such as touch devices , cable modems , 
dial - up modems , satellite communication transceivers , opti 
cal links , optical fiber interfaces , cameras , drones , sensors , 
camera arrays , microphone arrays , infrared sensors , audio 
sensors , temperature sensors , body imaging devices , activity 
sensors , accelerometers , radar detectors , sonar , surface ten 
sion sensors , weight sensors , mobile phones , smart phones , 
vibration sensors , camera / projector detection systems , 
global positioning devices , location transmitters , beacons , 
location lighting , or any combinations thereof . 
[ 0029 ] FIG . 1B illustrates a block diagram of a data 
collection system 140A at hardware level . The data collec 
tion system 140A includes input hardware devices 142A . 
The input hardware devices 142A are electronic devices for 
capturing data via sensors . For example , the sensors can be 
mechanical sensors , electromagnetic sensors , temperature 
sensors , chemical sensors , pressure sensors , or any combi 
nation thereof . Specifically , the input hardware devices 
142A can be computer pointing devices , computer key 

ards , cameras , microphones , scanners , telephones , and 
may be systems and devices such as touch devices , cable 
modems , dial - up modems , satellite communication trans 
ceivers , optical links , optical fiber interfaces , cameras , 
drones , sensors , camera arrays , microphone arrays , infrared 
sensors , audio sensors , temperature sensors , body imaging 
devices , activity sensors , accelerometers , radar detectors , 
sonar , surface tension sensors , weight sensors , mobile 
phones , smart phones , vibration sensors , camera / projector 
detection systems , global positioning devices , location 
transmitters , beacons , location lighting , or any combination 
thereof . 
[ 0030 ] The input hardware devices 142A are connected to 
their respective hardware input adaptors 144A . The hard 
ware input adaptors 144A are hardware interfaces to the 
input hardware devices 142A . The hardware input adaptors 
144A report data streams or data blocks in the form of a raw 
dataset 146A from the input hardware devices 142A to a 
processor 148A . The processor 148A can then decide on 
how to further process the raw dataset 146A , and whether 
the raw dataset 146A is to be saved onto a persistent storage 
150A or an unrestricted volatile memory space 152A . 
[ 0031 ] FIG . 1C illustrates a block diagram of a security / 
privacy data wrapper 170A , herein referred to as “ data 
wrapper . ” At a general level , a data wrapper may be under 
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deliver the purchased goods . In other embodiments , the AI 
may be configured to distinguish whether there is a need for 
a location for delivery for a product and whether delivery of 
a service does not require a location for delivery . 
[ 0034 ] In other embodiments , data wrapper 170A includes 
a combination module . The combination module may be 
used to negotiate with data collection devices such as 
described above in order to determine what data may be 
collected and shared between devices and systems . For 
example , the combination module may allow two or more 
types of personal data to be combined to present to a doctor 
for a medical procedure , but not allow the data to be 
combined for a marketing campaign . In other examples , the 
combination module may be used to prevent or inhibit data 
mining operations from occurring on extraneous data . In this 
scenario , the combination module may be configured to 
detect combinations that , when combined , meet a data 
mining profile threshold . In one example , the combination 
module would not allow data collected for a transaction 
associated with a person buying a dress to be combined with 
metadata history of online shopping from other online 
shopping databases , to determine whether the person was a 
man or woman . 

stood as a form of metadata . In other words , data ( in the form 
of program , script , code , instruction , permission , container , 
symbol , or other type information or the like ) associated 
with the underlying personal and / or sensitive data for which 
security and / or privacy is sought . According to some 
embodiments , a data wrapper may be a script or sequence of 
instructions to be carried out by another program . According 
to other embodiments , a data wrapper may , in the context of 
the transmission of data be understood as a “ stream ” wrap 
per . In such embodiments , the stream wrapper may be data 
placed in front of or around a transmission or stream of 
underlying data that may provide information about or 
restrict access to the data being transmitted . For example , in 
the context of transmission of data over a packet - switched 
network , a stream wrapper may be data in the form of a 
header and trailer around the encapsulated payload data 
within a digital transmission unit ( for example , a data packet 
or frame ) . According to other embodiments , a stream wrap 
per may be understood as a " stream transformation . ” A 
stream transformation may transform a stream of initial data 
through the use of hardware and / or software implemented 
algorithms into a stream of new data . 
[ 0032 ] In one embodiment , the data wrapper 170A is 
software configured to “ wrap ” data associated with a person , 
entity , and the like . The data wrapper may include security / 
privacy parameters , negotiation module , combination mod 
ule , expiration module , masking module , recasting module , 
dissociation module , pattern analyzer , and the like . The 
security / privacy parameters are associated with the rights , 
permissions , and other indicia used to define and indicate the 
security and privacy parameters related to the person's data 
privacy and security requirements . In other embodiments , 
the security / privacy parameters include one or more levels 
of negotiable privacy and security parameters . For example , 
the security / privacy parameters may include permissions to 
copyrighted material and the use or sale thereof to third 
parties . In other examples , the security / privacy parameters 
may include use cases for certain data , such as personal data 
associated with a person's social security number , body 
type , weight , address , age , fingerprint identification , and 
other data personal to the person . 
[ 0033 ] In other embodiments , data wrapper 170A includes 
a negotiation module . The negotiation module may be used 
to negotiate with data collection devices such as described 
above , in order to negotiate what data may be collected , 
transmitted , and retransmitted by the device . The negotiation 
module may be software or a combination of hardware or 
software modules . The negotiation module may also be 
configured from an artificial intelligence ( AI ) such that the 
negotiation module actively negotiates with devices such as 
the data collection devices described herein , to act as an 
advocate on behalf of the person or entity . In one embodi 
ment , such AI is configured to negotiate at various levels of 
permission to determine the dispensation of data used for a 
transaction and extraneous data collected in one or more 
ancillary processes associated with the collection of the data . 
For example , the AI may be configured to distinguish 
between a request for an address for credit card verification , 
and a request for a purchase location , such that the credit 
card request would be limited to a minimal subset of 
collection to verify the transaction . For location identifica 
tion , the AI could distinguish between the need for a delivery 
address and the credit card verification in order to provide 
sufficient information to the delivery services to find and 

[ 0035 ] In other embodiments , data wrapper 170A includes 
an expiration module . The expiration module may be used to 
establish the expiration limits of data collected from a 
person or entity . For example , the expiration module may be 
configured to determine from the negotiation parameters 
how long data should be allowed to be used before either 
being destroyed , converting to an encrypted form , removed 
from memory , redacted , and the like . In one example , the 
expiration module receives navigation data pertaining to 
photographs of an autonomous drone's flight records and 
tags the photo navigation data with a label that only allows 
such data to last for the time duration of necessary travel , or 
a time limit , whichever is least . The expiration module may 
also be used to set an expiration time or date on other 
extraneous data collected , such as the temperature of a room 
or area that is being inhabited by a person . Such expiration 
limits may be used in conjunction with the other processes , 
such as the combination module , to allow data to be com 
bined , for example , over a predefined time limit . 
[ 0036 ] In other embodiments , data wrapper 170A includes 
a masking module . As with the expiration module , the 
masking module may be used to establish the viewing or 
data processing limits of data collected from a person or 
entity . In the masking module , the data is obscured or 
“ masked ” for a specified window of time , which could be 
indefinitely . Such a masking module may be used in sce 
narios where , for example , the navigation data discussed 
above could be blurred instead of deleted . Such masking 
may be configured with a hash code that distorts or other 
wise prevents data collection devices from perceiving the 
data they would normally be able to detect . The masking 

be configured to mix random numbers or other 
data such as white noise with the data in a data hash in order 
to mask the output of navigational telemetry data . This 
masking could be used by security personnel , for example , 
to prevent thieves from taking photographs of fingerprints or 
other biometric data . 
[ 0037 ] In other embodiments , data wrapper 170A includes 
a recasting module . As with the expiration and masking 
processes , the recasting module may be used to establish the 
viewing or data processing limits of data collected from a 

module may 
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example , 

person or entity . The recasting module may add specified 
data to the personal data in order to “ recast ” the data being 
used by third parties to prevent data mining , or to make the 
data retrieved unusable . For example , if a woman buys a 
dress from an online shopping store , the recasting module 
may recast the purchase data as some other type of data , e.g. , 
temperature data . The data looks valid , but will not provide 
accurate data results for data mining purposes . In other 
embodiments , the recasting module may be used to infer one 
type of data has been received , when actually other data is 
received . For example , for a surreptitious program counting 
the number of keystrokes to determine keyboard usage , the 
recasting module may be configured to add hundreds of 
mouse clicks to the data in order to overwhelm and detract 
from the data collection process . 
[ 0038 ] In other embodiments , data wrapper 170A includes 
a disassociation module . The dissociation module may be 
used to change data that could be associated to data that is 
disassociated . For example , consider the case where a per 
son orders a book from an online shopping store . The data 
that is collected , such as the name , address , and credit card 
number , may be used to complete the purchase transaction , 
but when a data mining system tries to use the data , the data 
is altered ( such as with the recasting module ) to keep the 
data from being associated by third party systems . For 
example , the date of purchase being collected may be reset 
by the disassociation module to look like a different date , the 
address may be modified to look like a different address , etc. 
In one embodiment , the dissociation module is proportional 
to the amount of extraneous data collected . In other words , 
the more extraneous data that is attempted to be collected , 
the more disparate the data becomes with respect to third 
party systems . In this scenario , the data being collected for 
use for the purpose of the transaction may be verified and 
non - disparate , whereas the data collected by third party data 
mining systems would be more disparate and unusable with 
respect to the person or entity associated with the data . 
[ 0039 ] In other embodiments , data wrapper 170A includes 
a pattern generator , embodiments of which are described 
herein . The pattern ger tor may be used to seek out and 
detect watermarks , metadata , and other data patterns used by 
the data wrapper and the security system in order to detect 
the data wrapper , and to label the data with the negotiation 
parameters . For example , the pattern generator may be 
configured to work in conjunction with a pattern analyzer as 
described herein to detect rotating vector data configured to 
change per transaction . Such data may then be used to 
prevent data mining processes from circumventing the secu 
rity and privacy protocols and parameters . Such pattern 
generator may be used as part of the recasting module by 
translating one form of data pattern to another . The pattern 
generator may also be used to detect encrypted keys used to 
identify specific types of data . For example , biometric data 
such as DNA may be combined with other data to create a 
hash data label . The hash data label may then be used and 
decrypted by the pattern analyzer described herein to vali 
date the DNA data in a manner that changes as a function of 
the change in DNA sequence . 
[ 0040 ] FIG . 1D illustrates a block diagram of a data 
collection system 180 that generates and stores metadata 
based on data analysis . The data collection system 180 
includes a pattern analyzer 182. In one embodiment , an 
owner ID is combined with the data to form security data 
wrapper 170A . The owner ID may be a unique ID , such as 

an encrypted file , that is a combination of personal data and 
other data unique to the person or entity . Such an owner ID 
may also contain the negotiation parameters or be tied to a 
contract or other document that indicates the person's data 
utilization criteria and negotiation parameters . For 
the owner ID may be linked to a terms of service that 
stipulates the owner's intended use for the data being 
transmitted , the expiration date or time , data recombination 
criteria , monetary information for data use , and the like . The 
????6á?Š?n???³³????6?t???ET?zú ch?é?ch?zúa??? & tch?áll???.?ÉS?Š Š?Sch?záz?t????S?dch??³ ?Š??³?? Ñ?é . ?é??llách??ch??? Ñ??ÙŠÙch??.?6 „ ?³h???K???a?h?t??6???ñ??ch??chút > Ù?ŠÙ „ S?ché?? . 
be used to detect violation of the agreements associated with 
the owner ID . The owner ID may be configured as metadata 
that is attached to the data being transacted , may be a pointer 
used to direct the data flow to a particular data rights 
management system , may include a digital key to lock 
and / or unlock an encrypted storage location , may be part of 
one or more header files used in packet transmission , and the 
like . 
[ 0041 ] FIG . 2 illustrates a control flow of data processing 
architecture 200. The data processing architecture 200 
includes a processor 202. The processor 202 receives data 
inputs 204 from a variety of sources . The exit points of 
collected data are marked by an outgoing arrow with a 
circle . As illustrated by FIGS . 1A - 1D , for example , the 
processor 202 can receive inputs from a network adaptor 
206 , such as the network adaptors 102A of FIG . 1A , a 
hardware input adaptor 210 , such as the hardware input 
adaptors 144A of FIG . 1B , or a pattern analyzer 214 , such 
as the pattern analyzer 182A of FIG . 1D . 
[ 0042 ] Under the data processing architecture 200 , once 
the data inputs 204 are processed into a processed data 216 , 
further use , including but not limited to alteration , storage , 
processing , and / or movement of the processed data 216 is 
restricted . This restriction can be governed either by a data 
wrapper ( for example , the data wrapper 170 of FIG . 1D ) 
tagged when the data inputs 204 are first received and / or by 
data processing applications executed by the processor 202 . 
In particular , the restrictions may be triggered at output 
channels 220 from the data processing architecture 200 , 
such as the network adaptor 206 , a hardware output adaptor 
224 , the volatile memory space 152A , or a persistent storage 
228. The network adaptor 206 can be one of the network 
adaptors 102 of FIG . 1A . The hardware output adaptor 224 
is a hardware interface to an output device , such as a printer , 
a display , a fax , or any combination thereof . The volatile 
memory space 152 is a volatile memory that is shared 
between applications that are executed on the data process 
ing architecture 200. The persistent storage 228 is a storage 
device capable of storing data indefinitely even without 
power , such as the persistent storage 150A of FIG . 1B . 
[ 0043 ] FIG . 3 illustrates one embodiment of a digital 
rights management process 300 incorporating the use of the 
data wrapper to direct the flow of data and negotiations . In 
this embodiment , negotiation parameters and data usage 
parameters are defined in the form of questions and answers . 
Such questions and answers allow the data to be used , for 
example , for publication or sharing according to a negoti 
ated agreement between the person or entity associated with 
the data and third parties . For example , consider the case of 
a shopping transaction that involves the use of a credit 
authorization associated with a sale of an automobile . In 
order to determine if a buyer has sufficient credit , the data 
wrapper may contain the stipulations that only the last four 
digits of the person's social security number may be used in 
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authentication . However , the third party may need the last 
six digits of the person's social security number . The process 
300 may be configured to negotiate the usage of the addi 
tional two numbers . For example , question # 1 302 may be , 
" May we have the additional two numbers of the client's 
social security number ? ” ; the answer may be , “ Why ? " 304 ; 
the process 300 may reply , “ As that is the minimum number 
needed for the verification process ” ; the reply from the 
wrapper may be , “ Only if you use the digits for this one 
transaction ” ; and the process 300 may reply , “ OK . ” Thus , a 
negotiation process has been completed and the transaction 
is processed . Other scenarios are contemplated . For 
example , as negotiations may exceed the system capacity or 
authorization ability , the person undergoing the transaction 
process may be alerted that the process requires more input 
or a decision from the person . As the person may not 
understand the ramifications of the transaction and negotia 
tion of his or her rights , the system 300 may also enlist 
additional resources such as a human advocate to assist in 
the third party transaction on behalf of the person via , for 
example , a question interface . Thus , unlike traditional terms 
of service agreements and transactions that cancel the trans 
action unless all the terms are agreed to , system 300 dynami 
cally negotiates the terms that allow the person or entity to 
vary the terms according to its preferences . In one embodi 
ment , if the negotiation includes a clause for destruction of 
data , the system 300 sends the data to a destroy process 306 
in order to permanently destroy the data once the transaction 
is completed according to the agreed upon negotiations . 
[ 0044 ] In other embodiments , the negotiations may extend 
to the data required to complete a transaction as well as to 
additional data collected . For example , where an autono 
mous drone is operated by the military and came in contact 
with another entity for which the data needed to complete a 
transaction included the drone's ownership , then the reten 
tion of negotiation data collected such as identity , purpose , 
time , etc. , could be negotiated as well according to the 
negotiation parameters . In one example , if the negotiation 
terms were set to destroy such extraneous data , the data 
would be destroyed . However , the opposing negotiating 
entity may agree to have the extraneous data used for 
another purpose , such as for public reporting . The extrane 
ous data would then be used for such agreed upon purpose . 
If the data was used for other purposes , then a breach of the 
agreement could be set to fine the third parties using the data 
outside the agreement . Such fines could be used as a control 
mechanism for data mining and other surreptitious activities . 
The fines could also be set up as payments directed to fund 
third parties . For example , a fine could be redirected to a 
charity organization . Thus , such penalties could be used as 
part of the negotiation to have the data mining organizations 
pay for such data to gain access or as a fine to deter such 
behavior . 
[ 0045 ] FIG . 4 is an exemplary system level diagram of a 
pervasive computing environment 400 utilizing a server , 
according to one embodiment . In one embodiment , perva 
sive computing environment 400 has a cloud 411 and one or 
more devices ( device_1 401 , device_2 402 , device_N 403 ) . 
A device_ ! 401 can have input capabilities 404 , output capa 
bilities 405 , computing capabilities 406 , an input encoder 
and decoder 407 , an output encoder and decoder 408 , a 
device agent 409 , and a network stack 410. A device , 
according to one embodiment , can have any combination of 
the referenced components and is not required to have all of 

them . A cloud 411 has a supervisor 413 ( referred to as an 
I / O / C supervisor , for input , output , and computing ) , a name 
service 412 , a data provider 414 in communication with 
storage providers ( 416 , 417 ) , and an authentication and 
security gateway 415 . 
[ 0046 ] In one embodiment , device agent 409 is configured 
to act as a negotiation agent to employ the data wrapper . The 
device agent 409 may be configured to negotiate with the 
authentication and security gateway 415. In this embodi 
ment , the device agent 409 employs the protocols discussed 
herein to manage the data being sent to and from the various 
devices 401 , 402 , and 403. The respective device agents may 
be configured to negotiate between each other and the 
authentication and security gateway 415. For example , 
device_2 402 , via its device agent 420 , may request , via 
cloud 411 , a specific set of data 490 from device_ ! 401 . 
During negotiation with device agent 420 through the 
authentication & security gateway 415 , device agent 409 
may request highly - restrictive data usage terms to be 
included in a data wrapper ( for example , a data wrapper 
similar to the data wrapper 170A of FIG . 1C ) associated with 
data 490. In order to determine whether the data usage terms 
requested by device agent 409 of device_1 401 will work for 
its own purposes , device agent 420 of device_2 402 may 
need to negotiate with the device agent of a third party 
device , for example , device agent 430 of device_N 403 . 
[ 0047 ] In order to further illustrate the embodiment 
described above , consider the following scenario . An indi 
vidual person requests via a smart phone ( in this example , 
device_1 401 ) to purchase a product from an online retailer . 
The online retailer server device in this example , device_2 
402 ) requests : 1 ) the person's shipping address , 2 ) the 
person's billing address , and 3 ) the person's credit card 
information . In response to the request from the online 
retailer's server , the device agent of the smart phone ( in this 
example , device agent 409 ) requests that if sent , such data be 
subject to a data wrapper containing restricted usage terms . 
For example : 1 ) that the data sent be stored only on the 
online retailer's server ( device_2 402 ) , 2 ) that the data stored 
on the online retailer's server device be deleted immediately 
following completion of the transaction , and 3 ) that the data 
never be transferred in any way to a third device . Following 
this request from the device agent for the iPhone ( device 
agent 409 ) , the device agent for the online retailer server 
( device agent 420 ) analyzes the internal transaction process 
ing systems and procedures of the online retailer . This 
analysis reveals the following : 1 ) the person's data may need 
to be stored on multiple physical devices within the online 
retailer's system due to , for example , redundancy and / or 
mirroring functionality , 2 ) in order to transmit the data , the 
data may be transmitted through and stored on the devices 
of a third - party cloud computing service ( in this example 
cloud 411 ) , and 3 ) in order to complete the transaction , the 
online retailer must transmit the person's billing address and 
credit card information to a third - party credit card company 
for payment verification . The device agent for the online 
retailer server ( device agent 420 ) returns this information to 
the device agent for the person's smart phone ( device agent 
409 ) with a request that the device agent for the smart phone 
modify its stipulated restricted usage terms contained within 
the data wrapper . With the goal of effectuating the transac 
tion , the device agent for the smart phone ( device agent 409 ) 
agrees to modify the terms to 1 ) allow storage on multiple 
physical devices within the online retailer's system only 
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where necessary , and 2 ) allow transfer to a single third - party 
device for the limited purpose of transmission and payment 
verification as long as the third - party device is made aware 
of and complies with the restricted usage terms as negotiated 
between the device agent for the smart phone ( device agent 
409 ) and the device agent for the online retailer's server 
device ( device agent 420 ) . This second request , that the 
third - party device comply with negotiated restricted usage 
terms , will in turn necessitate a similar back and forth 
negotiation between the device agent for the online retailer's 
server device ( device agent 420 ) and the device agent for the 
credit card company's server device in this example , device 
agent 430 ) and the device agent for the online retailer's 
server device ( device agent 430 ) and the authentication & 
security gateway for the cloud computing service in this 
example , authentication and security gateway 415 ) . Once 
the multiple devices and the cloud computing service arrive 
at an acceptable set of restricted usage terms , the device 
agent for the smart phone ( device agent 409 ) may incorpo 
rate the agreed - to terms into a data wrapper and functionally 
combine the data wrapper with the data to be transmitted 
from the person's smart phone to the online retailer’s server 
device . 
[ 0048 ] As discussed earlier , this negotiation process may 
take place automatically without any human input according 
to preset negotiation parameters . The negotiation param 
eters , however , may be dynamic and automatically adjust 
based on contextual characteristics of the current situation . 
Contextual characteristics may include , but are not limited 
to , the nature of the data , the transmission protocols 
employed along data transmission channels , the security 
protocols employed along data transmission channels , the 
geographic location of the sending and receiving devices , as 
well as intermediary devices along the data transmission 
channels , the location of data storage systems , the routing 
path through which the data is to be transmitted over the 
network ( including whether the path will travel over wired 
vs. wireless physical infrastructure ) , or any combination 
thereof . 

[ 0049 ] A human actor may also pre - configure or dynami 
cally configure in near real - time the negotiation parameters . 
This may be accomplished in a number of ways including , 
but not limited to , setting detailed permissions for a set of 
likely contexts or , at a higher level , providing an overarching 
directive to a device agent instantiated on a device he or she 
is using to apply relatively higher or lower protections when 
negotiating data use restrictions . For example , using a 
human interaction interface ( HII ) ( also known as a “ user 
interface ” ( UI ) ) , a high - level configuration directive to the 
device agent may be set by a person using the device simply 
through the use of a slider bar on a touch screen interface . 
In the case of programming an autonomous drone , the drone 
may have permissions to expend a range of monetary 
amounts at a given site , or different ranges for different sites . 
Another possibility would include programming the drone 
with a mission budget which may be expended over a 
number of sites across a mission , where the drone would be 
programmed to optimize the use of the funds . Should a given 
mission include crossing 5 sites , one of which was substan 
tially larger than the others , and was notoriously surrounded 
by difficult passage conditions such that avoiding the larger 
site would likely be treacherous , the optimization would 
allow the autonomous drone to negotiate , using higher 
monetary offers , to pass through the larger site because the 

larger site was of greater importance to the mission than 
crossing the other 4 sites . In a similar example , crossing a 
given site may become more important to an overall mission 
en route should dangerous weather systems develop . 
Accordingly , the autonomous drone would need dynamic 
configuration either from posing queries to a user concern 
ing new or varying mission conditions , or including artificial 
intelligence to autonomously alter configured parameters . 
[ 0050 ] In another embodiment , device agent 409 may be 
configured to enforce the negotiated terms of the data 
wrapper associated with transmitted data ( for example , data 
490 mentioned in the previous paragraphs ) . Consider the 
illustrative scenario discussed in the previous paragraphs . 
The smart phone ( e.g. , device_1 401 ) has transmitted data 
490 ( containing the person's mailing address , billing 
address , and credit card information ) to the online retailer's 
server device ( e.g. , device_2 402 ) along with a data wrapper 
containing a set of data use restriction terms applicable to 
both the online retailer and other third parties such as the 
credit card company and the cloud computing service . In 
order to enforce the data use restriction terms contained in 
the data wrapper of data 490 , the device agent of the smart 
phone ( e.g. , device agent 409 ) may track the propagation of 
data 490 among other devices connected to the internet . The 
device agent of the smart phone may accomplish this in a 
number of ways . 
[ 0051 ] According to one embodiment , the device agent for 
the smart phone may periodically “ crawl " the internet for 
data the same as or similar to the data transmitted as data 
490. Current internet search engines employ such technol 
ogy to scour the internet for documents , index the locations 
of the documents , and return links to such documents as 
search results in response to submitted queries . 
[ 0052 ] According to another embodiment , the device 
agent for the smart phone may include as part of the data 
wrapper data in the form of a " water mark ” or similar form , 
recognizable only by the device agent for the smart phone 
( for example , a continuously changing pattern created by a 
pattern generator similar to that described in FIG . 1C and 
recognizable by a pattern analyzer similar to that described 
in FIG . 1D ) . 
[ 0053 ] It will be understood by those having ordinary skill 
in the art that the above two embodiments serve only as 
examples and that there are many other ways in which a 
software or hardware component may be programmed to 
seek a particular set of data located on a network or to seek 
evidence of prior use of that specific set of data via the 
network . 
[ 0054 ] If the device agent for the smart phone discovers 
uses of the data 490 that do not comply with the data use 
restriction terms of the original data wrapper , it may enforce 
the data use restriction terms in a number of different ways . 
[ 0055 ] According to one embodiment , the device agent for 
the smart phone may automatically notify ( through email , 
text message , or otherwise ) the person associated with the 
data that his or her data is being used improperly and inform 
that person as to the details of the improper use . 
[ 0056 ] According to another embodiment , the device 
agent for the smart phone may automatically notify ( through 
email , text message , or otherwise ) a privacy or security 
regulatory authority and inform that authority as to the 
details of the improper use . 
[ 0057 ] According to yet another embodiment , the device 
agent for the smart phone may initiate a process on the data 



US 2021/0081553 A1 Mar. 18 , 2021 
7 

through the data wrapper to curtail the improper use of the 
data . Processes may include , but are not limited to , deleting 
the data , masking the data , recasting the data , disassociating 
the data , and / or encrypting the data . 
[ 0058 ] According to yet another embodiment , the device 
agent for the smart phone may track the usage of the data and 
monetize the improper usage through , for example , auto 
matically demanding a royalty payment from the offending 
user for continued use of the data . For example , if data 490 
was improperly shared with an entity performing targeted 
advertising , the device agent of the smart phone may nego 
tiate a royalty payment ( payable to the person to whom the 
data belongs ) with a device agent of the targeted advertising 
entity using data 490 for the continued use of the data 490 . 
Again , as described earlier , this process may occur auto 
matically without any human input , and / or be based on 
pre - configured or dynamically configured negotiation 
parameters . 
[ 0059 ] FIG . 5 illustrates a method 500 for data collection 
negotiation . For example , referring to FIG . 4 , consider the 
case where device 401 is a mobile phone with a camera and 
the phone is being used to purchase an item using a purchase 
application instantiated on device 401 , for example , within 
the network stack 410. In this scenario , at step 500 the 
application asks the user of the phone to take a picture of a 
check for the transaction . Further consider where device 402 
is a wireless point access used to convey the transaction data 
between device 401 and the authentication and security 
gateway instantiated on cloud server 411. The data from the 
check is processed on device 401 and is broken into account 
number , name , address , date , time , and location of transac 
tion . According to the negotiation parameters from the data 
wrapper at 502 according to the purpose at 503 , the IP 
address of device one may only be used for location veri 
fication per the negotiation strategy determined at step 505 
and negotiated at step 506. Therefore , if the negotiation is 
successful at 508 , according to the negotiation at 510 , as the 
data is being channeled through device 402 , the agent on 
device 402 prevents the transmission of the IP address to 
anyone but the purchase authorization unit in communica 
tion with the authentication and security gateway 415. In this 
scenario , the IP address data would only be passed to the 
gateway , and not stored or used by any other device in 
communication with the wireless access point 402 ( device_ 
2 ) . Further , if the negotiation between the access point 402 
and device 401 allows for the IP address to be used to verify 
the signal strength and wireless communication channel are 
stable , then device 402 may use the data for a different but 
allowed purpose . 
[ 0060 ] FIG . 6 is an exemplary system level diagram of a 
pervasive computing environment 600 utilizing a server , 
according to one embodiment . 
[ 0061 ] FIG . 7 illustrates a method 700 for negotiating the 
use of sensor data collected by sensors in contact with users . 
In one embodiment , pervasive computing environment 600 
includes a scenario whereby there are two persons ( user 1 
and user 2 ) having different data wrappers specific to their 
needs . User 1 does not allow any data outside a specified 
purpose to be shared publically except to those devices that 
negotiate the use within the negotiation parameters set forth 
by the user , while user 2 has present applications that are 
allowed to be showed publically . At step 702 , user 1 and user 
2 approach computer 1 614 . 

[ 0062 ] As illustrated in FIG . 6 , computer 1 has an authen 
tication detection device 612 that in this scenario is in 
communication with user 1 authentication device 616 and 
user 2 authentication device 618. At 702 , sensor data from 
computer 1 is intercepted by user 1 authentication device 
616 and user 2 authentication device 618. At 703 , data 
security and privacy rights are determined for user 1 and 
user 2. At 704 , the purpose of the data collection is inter 
preted and negotiated according to the negotiation param 
eters set forth by user 1 and user 2. Dynamically , at 705 , the 
determination of the data needed from the interaction by the 
computer is determined and a strategy is agreed to as to the 
use of the data collected . In this example , if the negotiation 
is successful , then at 712 , since user 1 does not allow any 
access but that specified , only the data allowed to be shown 
publically is presented . However , since user 2 has a more 
relaxed policy , user 2’s data is shown immediately on 
computer 1 without any further negotiations as shown at 
630 . 
[ 0063 ] In other embodiments , using the data wrapper and 
negotiation parameters as described herein , without a nego 
tiation , the data collected would be stopped until a negotia 
tion settlement is reached . For example , referring to FIG . 8 , 
consider the case of a camera or other sensing device as part 
of a vehicle 802 used to help deliver a package to a home . 
The delivery may be accomplished using a parcel delivery 
service or other means , such as a drone or helicopter . As the 
vehicle 802 approaches a home 804 at position A , the 
vehicle encounters a geo - fence , in this example geo - fence 1 . 
At this juncture , the data wrapper may be employed to 
initiate the negotiation between the person or entity control 
ling the access to the sensor data of the approaching home , 
such as the route taken , the location , the house color , video 
of the house , and the third party controlling sensor data 
usage and egress to and from the vehicle . In some scenarios , 
a default minimum subset of data is used for the delivery , 
such as the path and obstacle avoidance . When the delivery 
is complete , all or some of the data collected may be 
destroyed in accordance to the parameters . For example , if 
the data being collected will be used by a third party 
company to produce street maps showing the person's home 
publically , and such data usage was prohibited by the person 
or an entity , such data wrapper may be used to tag and 
provide verification that such data will be destroyed . In other 
scenarios , a second or third geo - fence may be used to set up 
a negotiation zone such that the data collected may be used 
for some purposes related to the vehicle proximity to the 
zone and , for example , to provide an access corridor to the 
delivery vehicle to enforce that certain data may not be 
collected under the negotiation agreement parameters . 
[ 0064 ] In other embodiments , using the data wrapper and 
negotiation parameters as described herein , without a nego 
tiation , the data collected would be stopped until a negotia 
tion settlement is reached . 
[ 0065 ] FIG . 9 illustrates a method 900 for negotiating the 
use of sensor data collected by sensors on drones or asso 
ciated with geo - fences . One embodiment includes a scenario 
whereby there are two autonomous actors ( actor 1 and 2 ) 
having different data wrappers specific to their needs . Actor 
1 might manage a territory and not allow any data outside a 
specified purpose to be shared publically except with those 
devices that negotiate the use within the negotiation param 
eters set forth by a programmer of actor 1 , while actor 2 
might be an autonomous vehicle programmed to carry out an 
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along intercept route 1212. Drones A and B 1202 reach a 
communicative proximity 1214 with one another and a 
negotiation begins . Drone B 1202 indicates , for example , 
weather station ownership and drone A's 1202 configured 
parameters indicate deferential behavior towards weather 
drones . Drone A 1202 slows down and allows drone B 1202 
to pass . Drone B 1202 further indicates an oncoming storm 
to the east and suggests that drone A 1202 lower altitude to 
avoid damage_drone A 1202 complies . 
[ 0069 ] The functions discussed in FIG . 12 are merely 
illustrative and serve to demonstrate several applications of 
the present invention . A plurality of non - illustrated param 
eters and negotiated directives could also be implemented . 

action and accept a selection of negotiated deviations from 
that action . At step 902 , actor 1 and actor 2 make contact 
using communicative sensors . At 904 , actor 2 determines the 
identity and location of actor 1 and rights associated with 
that identity / location . At 906 , actor 1 determines what actor 
2 intends to do with data collected while in the territory 
managed by actor 1. At 908 , each actor determines what the 
other's desired programming seeks dynamically . For 
example , actor 1 may request a specified monetary amount 
from actor 2 and actor 2 may be configured to offer a 
monetary amount to continue the programmed action . These 
amounts could be programmed to include an acceptable 
range of values . At 910 and 912 , the determination of the 
data needed from the interaction by the computer is deter 
mined and a strategy is agreed to as to the use of the data 
collected . In this example , if the negotiation is successful , at 
914 actor 1 receives an acceptable monetary amount and 
access to the territory is granted to actor 2 . 
[ 0066 ] Referring now to FIG . 12 , FIG . 12 is an illustrative 
representation of the method of the present invention as 
applying to drone routes through space . Drone A 1202 has 
original route 1204. The original route 1204 of drone A 1202 
crosses properties A , B and C 1206. Properties A , B , and C 
are surrounded by associated geo - fences 1208. Drone A 
1202 will encounter each geo - fence 1208 on original route 
1204 and upon reaching each geo - fence 1208 , both the 
servers ( not pictured ) supporting the geo - fences 1208 and 
drone A 1202 will enter into a negotiation . For example , 
Drone A 1202 encounters geo - fence A 1208 of Property A 
1206 and the negotiation may proceed such that a drone 
having the identity or ownership of drone A 1202 may 
proceed freely for a given nominal fee . Drone A's 1202 
configured parameters accept the nominal fee of property A 
1206 to freely continue on original route 1204 , and drone A 
transfers the nominal fee to a specified account and contin 
ues . Drone A 1202 will then encounter geo - fence B 1208 of 
property B 1206 , and the negotiation proceeds such that a 
drone having the identity or ownership of drone A 1202 is 
not allowed to collect photographic data in property B 
without first paying an exorbitant fee . Since drone A 1202 
requires collecting such data for navigational purposes , 
proceeding through property B 1206 will subject it to an 
exorbitant fee which the configured parameters of drone A 
1202 dictate is not acceptable . As a result of the negotiation 
not being successful , drone A 1202 will have to re - route and 
take a modified route 1210 that avoids crossing into Property 
B 1206 . 

[ 0067 ] The modified route 1210 of drone A 1202 comes 
into contact with geo - fence C 1208 of property C 1206 . 
Upon reaching geo - fence C 1208 , Drone A 1202 may find 
through negotiation that property C 1206 requires passing 
drones having the identity or ownership of drone A 1202 to 
approach from the southwest , not take any photographs for 
commercial purposes , and delete all data collected while in 
property C 1206. Drone A 1202 is already approaching from 
the correct direction , the owner of drone A 1202 has con 
figured drone A 1202 to affirm no intent to sell data col 
lected , and the configured parameters of drone A indicate 
that navigational data does not have to be retained . Accord 
ingly , Drone A will proceed through property C 1206 along 
the modified route 1210 , discard prior navigational infor 
mation and rejoin the original route 1204 . 
[ 0068 ] When drone A 1202 continues on the original route 
1204 , there will be a conflict with drone B 1202 traveling 

Hardware Support and Disclaimers 
[ 0070 ] Attention is now directed towards embodiments of 
the device . 
[ 0071 ] FIG . 10 is a block diagram illustrating portable 
multifunction device 100 with touch - sensitive displays 112 
in accordance with some embodiments . The touch - sensitive 
display 112 is sometimes called a “ touch screen ” for con 
venience , and may also be known as or called a touch 
sensitive display system . The device 100 may include a 
memory 102 ( which may include one or more computer 
readable storage mediums ) , a memory controller 122 , one or 
more processing units ( CPU's ) 120 , a peripherals interface 
118 , RF circuitry 108 , audio circuitry 110 , a speaker 111 , a 
microphone 113 , an input / output ( I / O ) subsystem 106 , other 
input or control devices 116 , and an external port 124. The 
device 100 may include one or more optical sensors 164 . 
These components may communicate over one or more 
communication buses or signal lines 103 . 
[ 0072 ] It should be appreciated that the device 100 is only 
one example of a portable multifunction device 100 , and that 
the device 100 may have more or fewer components than 
shown , may combine two or more components , or may have 
a different configuration or arrangement of the components . 
The various components shown in FIG . 10 may be imple 
mented in hardware , software or a combination of both 
hardware and software , including one or more signal pro 
cessing and / or application specific integrated circuits . 
[ 0073 ] Memory 102 may include high - speed random 
access memory and may also include non - volatile memory , 
such as one or more magnetic disk storage devices , flash 
memory devices , or other non - volatile solid - state memory 
devices . Access to memory 102 by other components of the 
device 100 , such as the CPU 120 and the peripherals 
interface 118 , may be controlled by the memory controller 
122 . 
[ 0074 ] The peripherals interface 118 couples the input and 
output peripherals of the device to the CPU 120 and memory 
102. The one or more processors 120 run or execute various 
software programs and / or sets of instructions stored in 
memory 102 to perform various functions for the device 100 
and to process data . 
[ 0075 ] In some embodiments , the peripherals interface 
118 , the CPU 120 , and the memory controller 122 may be 
implemented on a single chip , such as a chip 104. In some 
other embodiments , they may be implemented on separate 
chips . 
[ 0076 ] The RF ( radio frequency ) circuitry 108 receives 
and sends RF signals , also called electromagnetic signals . 
The RF circuitry 108 converts electrical signals to / from 
electromagnetic signals and communicates with communi 





US 2021/0081553 A1 Mar. 18 , 2021 
10 

is separate from the touch screen 112 or an extension of the 
touch - sensitive surface formed by the touch screen . 
[ 0084 ] In some embodiments , the device 100 may include 
a physical or virtual click wheel as an input control device 
116. A user may navigate among and interact with one or 
more graphical objects ( henceforth referred to as icons ) 
displayed in the touch screen 112 by rotating the click wheel 
or by moving a point of contact with the click wheel ( e.g. , 
where the amount of movement of the point of contact is 
measured by its angular displacement with respect to a 
center point of the click wheel ) . The click wheel may also be 
used to select one or more of the displayed icons . For 
example , the user may press down on at least a portion of the 
click wheel or an associated button . User commands and 
navigation commands provided by the user via the click 
wheel may be processed by an input controller 160 as well 
as by one or more of the modules and / or sets of instructions 
in memory 102. For a virtual click wheel , the click wheel 
and click wheel controller may be part of the touch screen 
112 and the display controller 156 , respectively . For a virtual 
click wheel , the click wheel may be either an opaque or 
semitransparent object that appears and disappears on the 
touch screen display in response to user interaction with the 
device . In some embodiments , a virtual click wheel is 
displayed on the touch screen of a portable multifunction 
device and operated by user contact with the touch screen . 
[ 0085 ] The device 100 also includes a power system 162 
for powering the various components . The power system 
162 may include a power management system , one or more 
power sources ( e.g. , battery , alternating current ( AC ) ) , a 
recharging system , a power failure detection circuit , a power 
converter or inverter , a power status indicator ( e.g. , a light 
emitting diode ( LED ) ) and any other components associated 
with the generation , management and distribution of power 
in portable devices . 
[ 0086 ] The device 100 may also include one or more 
optical sensors 164. FIG . 10 shows an optical sensor 164 
coupled to an optical sensor controller 158 in I / O subsystem 
106. The optical sensor 164 may include charge - coupled 
device ( CCD ) or complementary metal - oxide semiconduc 
tor ( CMOS ) phototransistors . The optical sensor 164 
receives light from the environment , projected through one 
or more lenses , and converts the light to data representing an 
image . In conjunction with an imaging module 143 ( also 
called a camera module ) , the optical sensor 164 may capture 
still images or video . In some embodiments , an optical 
sensor is located on the back of the device 100 , opposite the 
touch screen display 112 on the front of the device , so that 
the touch screen display may be used as a viewfinder for 
either still and / or video image acquisition . In some embodi 
ments , an optical sensor is located on the front of the device 
so that the user's image may be obtained for videoconfer 
encing while the user views the other video conference 
participants on the touch screen display . In some embodi 
ments , the position of the optical sensor 164 can be changed 
by the user ( e.g. , by rotating the lens and the sensor in the 
device housing ) so that a single optical sensor 164 may be 
used along with the touch screen display for both video 
conferencing and still and / or video image acquisition . 
[ 0087 ] The device 100 may also include one or more 
proximity sensors 166. FIG . 10 shows a proximity sensor 
166 coupled to the peripherals interface 118. Alternately , the 
proximity sensor 166 may be coupled to an input controller 
160 in the I / O subsystem 106. In some embodiments , the 

proximity sensor turns off and disables the touch screen 112 
when the multifunction device is placed near the user's ear 
( e.g. , when the user is making a phone call ) . In some 
embodiments , the proximity sensor keeps the screen off 
when the device is in the user's pocket , purse , or other dark 
area to prevent unnecessary battery drainage when the 
device is in a locked state . 
[ 0088 ] The device 100 may also include one or more 
accelerometers 168. FIG . 10 shows an accelerometer 168 
coupled to the peripherals interface 118. Alternately , the 
accelerometer 168 may be coupled to an input controller 160 
in the I / O subsystem 106. In some embodiments , informa 
tion is displayed on the touch screen display in a portrait 
view or a landscape view based on an analysis of data 
received from the one or more accelerometers . 
[ 0089 ] In some embodiments , the software components 
stored in memory 102 may include an operating system 126 , 
a communication module ( or set of instructions ) 128 , a 
contact / motion module ( or set of instructions ) 130 , a graph 
ics module ( or set of instructions ) 132 , a text input module 
( or set of instructions ) 134 , a Global Positioning System 
( GPS ) module ( or set of instructions ) 135 , and applications 
( or set of instructions ) 136 . 
[ 0090 ] The operating system 126 ( e.g. , Darwin , RTXC , 
LINUX , UNIX , OS X , WINDOWS , or an embedded oper 
ating system such as VxWorks ) includes various software 
components and / or drivers for controlling and managing 
general system tasks ( e.g. , memory management , storage 
device control , power management , etc. ) and facilitates 
communication between various hardware and software 
components . 
[ 0091 ] The communication module 128 facilitates com 
munication with other devices over one or more external 
ports 124 and also includes various software components for 
handling data received by the RF circuitry 108 and / or the 
external port 124. The external port 124 ( e.g. , Universal 
Serial Bus ( USB ) , FIREWIRE , etc. ) is adapted for coupling 
directly to other devices or indirectly over a network ( e.g. , 
the Internet , wireless LAN , etc. ) . In some embodiments , the 
external port is a multi - pin ( e.g. , 30 - pin ) connector that is the 
same as , or similar to and / or compatible with , the 30 - pin 
connector used on iPod ( trademark of Apple Computer , Inc. ) 
devices . 

[ 0092 ] The contact / motion module 130 may detect contact 
with the touch screen 112 ( in conjunction with the display 
controller 156 ) and other touch sensitive devices ( e.g. , a 
touchpad or physical click wheel ) . The contact / motion mod 
ule 130 includes various software components for perform 
ing various operations related to detection of contact , such 
as determining if contact has occurred , determining if there 
is movement of the contact and tracking the movement 
across the touch screen 112 , and determining if the contact 
has been broken ( i.e. , if the contact has ceased ) . Determining 
movement of the point of contact may include determining 
speed ( magnitude ) , velocity ( magnitude and direction ) , and / 
or an acceleration ( a change in magnitude and / or direction ) 
of the point of contact . These operations may be applied to 
single contacts ( e.g. , one finger contact ) or to multiple 
simultaneous contacts ( e.g. , " multitouch ” / multiple finger 
contacts ) . In some embodiments , the contact / motion module 
130 and the display controller 156 also detect contact on a 
touchpad . In some embodiments , the contact / motion module 
130 and the controller 160 detect contact on a click wheel . 
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[ 0093 ] The graphics module 132 includes various known 
software components for rendering and displaying graphics 
on the touch screen 112 , including components for changing 
the intensity of graphics that are displayed . As used herein , 
the term " graphics ” includes any object that can be dis 
played to a user , including , without limitation , text , web 
pages , icons ( such as user - interface objects including soft 
keys ) , digital images , videos , animations and the like . 
[ 0094 ] The text input module 134 , which may be a com 
ponent of graphics module 132 , provides soft keyboards for 
entering text in various applications ( e.g. , contacts 137 , 
e - mail 140 , IM 141 , blogging 142 , browser 147 , and any 
other application that needs text input ) . The GPS module 
135 determines the location of the device and provides this 
information for use in various applications ( e.g. , to tele 
phone 138 for use in location - based dialing , to camera 143 
and / or blogger 142 as picture / video metadata , and to appli 
cations that provide location - based services such as weather 
widgets , local yellow page widgets , and map / navigation 
widgets ) . 
[ 0095 ] The applications 136 may include the following 
modules ( or sets of instructions ) , or a subset or superset 
thereof : 

[ 0096 ] a contacts module 137 ( sometimes called an 
address book or contact list ) ; 

[ 0097 ] a telephone module 138 ; 
[ 0098 ] a video conferencing module 139 ; 
[ 0099 ] an e - mail client module 140 ; 
[ 0100 ] an instant messaging ( IM ) module 141 ; 
[ 0101 ] a blogging module 142 ; 
[ 0102 ] a camera module 143 for still and / or video 
images ; 

[ 0103 ] an image management module 144 ; 
[ 0104 ] a video player module 145 ; 
[ 0105 ] a music player module 146 ; 
[ 0106 ] a browser module 147 ; 
[ 0107 ] a calendar module 148 ; 

[ 0108 ] widget modules 149 , which may include weather 
widget 149-1 , stocks widget 149-2 , calculator widget 149-3 , 
alarm clock widget 149-4 , dictionary widget 149-5 , and 
other widgets obtained by the user , as well as user - created 
widgets 149-6 ; 

[ 0109 ] widget creator module 150 for making user 
created widgets 149-6 ; 

[ 0110 ] search module 151 ; 
[ 0111 ] video and music player module 152 , which 
merges video player module 145 and music player 
module 146 ; 

[ 0112 ] notes module 153 ; and / or 
[ 0113 ] map module 154 ; and / or 
[ 0114 ] online video module 155 . 

[ 0115 ] Examples of other applications 136 that may be 
stored in memory 102 include other word processing appli 
cations , JAVA - enabled applications , encryption , digital 
rights management , voice recognition , and voice replication . 
[ 0116 ] In conjunction with touch screen 112 , display con 
troller 156 , contact module 130 , graphics module 132 , and 
text input module 134 , the contacts module 137 may be used 
to manage an address book or contact list , including : adding 
name ( s ) to the address book ; deleting name ( s ) from the 
address book ; associating telephone number ( s ) , e - mail 
address ( es ) , physical address ( es ) or other information with a 
name ; associating an image with a name ; categorizing and 
sorting names ; providing telephone numbers or e - mail 

addresses to initiate and / or facilitate communications by 
telephone 138 , video conference 139 , e - mail 140 , or IM 141 ; 
and so forth . Embodiments of user interfaces and associated 
processes using contacts module 137 are described further 
below . 
[ 0117 ] In conjunction with RF circuitry 108 , audio cir 
cuitry 110 , speaker 111 , microphone 113 , touch screen 112 , 
display controller 156 , contact module 130 , graphics module 
132 , and text input module 134 , the telephone module 138 
may be used to enter a sequence of characters corresponding 
to a telephone number , access one or more telephone num 
bers in the address book 137 , modify a telephone number 
that has been entered , dial a respective telephone number , 
conduct a conversation and disconnect or hang up when the 
conversation is completed . As noted above , the wireless 
communication may use any of a plurality of communica 
tions standards , protocols and technologies . Embodiments 
of user interfaces and associated processes using telephone 
module 138 are described further below . 
[ 0118 ] In conjunction with RF circuitry 108 , audio cir 
cuitry 110 , speaker 111 , microphone 113 , touch screen 112 , 
display controller 156 , optical sensor 164 , optical sensor 
controller 158 , contact module 130 , graphics module 132 , 
text input module 134 , contact list 137 , and telephone 
module 138 , the videoconferencing module 139 may be 
used to initiate , conduct , and terminate a video conference 
between a user and one or more other participants . Embodi 
ments of user interfaces and associated processes using 
videoconferencing module 139 are described further below . 
[ 0119 ] In conjunction with RF circuitry 108 , touch screen 
112 , display controller 156 , contact module 130 , graphics 
module 132 , and text input module 134 , the e - mail client 
module 140 may be used to create , send , receive , and 
manage e - mail . In conjunction with image management 
module 144 , the e - mail module 140 makes it very easy to 
create and send e - mails with still or video images taken with 
camera module 143. Embodiments of user interfaces and 
associated processes using e - mail module 140 are described 
further below . 
[ 0120 ] In conjunction with RF circuitry 108 , touch screen 
112 , display controller 156 , contact module 130 , graphics 
module 132 , and text input module 134 , the instant mes 
saging module 141 may be used to enter a sequence of 
characters corresponding to an instant message , to modify 
previously entered characters , to transmit a respective 
instant message ( for example , using a Short Message Ser 
vice ( SMS ) or Multimedia Message Service ( MMS ) proto 
col for telephony - based instant messages or using XMPP , 
SIMPLE , or IMPS for Internet - based instant messages ) , to 
receive instant messages and to view received instant mes 
sages . In some embodiments , transmitted and / or received 
instant messages may include graphics , photos , audio files , 
video files and / or other attachments as are supported in a 
MMS and / or an Enhanced Messaging Service ( EMS ) . As 
used herein , “ instant messaging ” refers to both telephony 
based messages ( e.g. , messages sent using SMS or MMS ) 
and Internet - based messages ( e.g. , messages sent using 
XMPP , SIMPLE , or IMPS ) . Embodiments of user interfaces 
and associated processes using instant messaging module 
141 are described further below . 
[ 0121 ] In conjunction with RF circuitry 108 , touch screen 
112 , display controller 156 , contact module 130 , graphics 
module 132 , text input module 134 , image management 
module 144 , and browsing module 147 , the blogging mod 
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ule 142 may be used to send text , still images , video , and / or 
other graphics to a blog ( e.g. , the user's blog ) . Embodiments 
of user interfaces and associated processes using blogging 
module 142 are described further below . 
[ 0122 ] In conjunction with touch screen 112 , display con 
troller 156 , optical sensor ( s ) 164 , optical sensor controller 
158 , contact module 130 , graphics module 132 , and image 
management module 144 , the camera module 143 may be 
used to capture still images or video ( including a video 
stream ) and store them into memory 102 , modify charac 
teristics of a still image or video , or delete a still image or 
video from memory 102. Embodiments of user interfaces 
and associated processes using camera module 143 are 
described further below . 
[ 0123 ] In conjunction with touch screen 112 , display con 
troller 156 , contact module 130 , graphics module 132 , text 
input module 134 , and camera module 143 , the image 
management module 144 may be used to arrange , modify or 
otherwise manipulate , label , delete , present ( e.g. , in a digital 
slide show or album ) , and store still and / or video images . 
Embodiments of user interfaces and associated processes 
using image management module 144 are described further 
below . 
[ 0124 ] In conjunction with touch screen 112 , display con 
troller 156 , contact module 130 , graphics module 132 , audio 
circuitry 110 , and speaker 111 , the video player module 145 
may be used to display , present or otherwise play back 
videos ( e.g. , on the touch screen or on an external , connected 
display via external port 124 ) . Embodiments of user inter 
faces and associated processes using video player module 
145 are described further below . 
[ 0125 ] In conjunction with touch screen 112 , display sys 
tem controller 156 , contact module 130 , graphics module 
132 , audio circuitry 110 , speaker 111 , RF circuitry 108 , and 
browser module 147 , the music player module 146 allows 
the user to download and play back recorded music and 
other sound files stored in one or more file formats , such as 
MP3 or AAC files . In some embodiments , the device 100 
may include the functionality of an MP3 player . Embodi 
ments of user interfaces and associated processes using 
music player module 146 are described further below . 
[ 0126 ] In conjunction with RF circuitry 108 , touch screen 
112 , display system controller 156 , contact module 130 , 
graphics module 132 , and text input module 134 , the 
browser module 147 may be used to browse the Internet , 
including searching , linking to receiving , and displaying 
web pages or portions thereof , as well as attachments and 
other files linked to web pages . Embodiments of user 
interfaces and associated processes using browser module 
147 are described further below . 
[ 0127 ] In conjunction with RF circuitry 108 , touch screen 
112 , display system controller 156 , contact module 130 , 
graphics module 132 , text input module 134 , e - mail module 
140 , and browser module 147 , the calendar module 148 may 
be used to create , display , modify , and store calendars and 
data associated with calendars ( e.g. , calendar entries , to do 
lists , etc. ) . Embodiments of user interfaces and associated 
processes using calendar module 148 are described further 
below . 
[ 0128 ] In conjunction with RF circuitry 108 , touch screen 
112 , display system controller 156 , contact module 130 , 
graphics module 132 , text input module 134 , and browser 
module 147 , the widget modules 149 are mini - applications 
that may be downloaded and used by a user ( e.g. , weather 

widget 149-1 , stocks widget 149-2 , calculator widget 149-3 , 
alarm clock widget 149-4 , and dictionary widget 149-5 ) or 
created by the user ( e.g. , user - created widget 149-6 ) . In 
some embodiments , a widget includes an HTML ( Hypertext 
Markup Language ) file , a CSS ( Cascading Style Sheets ) file , 
and a JavaScript file . In some embodiments , a widget 
includes an XML ( Extensible Markup Language ) file and a 
JavaScript file ( e.g. , Yahoo! Widgets ) . Embodiments of user 
interfaces and associated processes using widget modules 
149 are described further below . 
[ 0129 ] In conjunction with RF circuitry 108 , touch screen 
112 , display system controller 156 , contact module 130 , 
graphics module 132 , text input module 134 , and browser 
module 147 , the widget creator module 150 may be used by 
a user to create widgets ( e.g. , turning a user - specified portion 
of a web page into a widget ) . Embodiments of user inter 
faces and associated processes using widget creator module 
150 are described further below . 
[ 0130 ] In conjunction with touch screen 112 , display sys 
tem controller 156 , contact module 130 , graphics module 
132 , and text input module 134 , the search module 151 may 
be used to search for text , music , sound , images , videos , 
and / or other files in memory 102 that match one or more 
search criteria ( e.g. , one or more user - specified search 
terms ) . Embodiments of user interfaces and associated pro 
cesses using search module 151 are described further below . 
[ 0131 ] In conjunction with touch screen 112 , display con 
troller 156 , contact module 130 , graphics module 132 , and 
text input module 134 , the notes module 153 may be used to 
create and manage notes , to do lists , and the like . Embodi 
ments of user interfaces and associated processes using 
notes module 153 are described further below . 
[ 0132 ] In conjunction with RF circuitry 108 , touch screen 
112 , display system controller 156 , contact module 130 , 
graphics module 132 , text input module 134 , GPS module 
135 , and browser module 147 , the map module 154 may be 
used to receive , display , modify , and store maps and data 
associated with maps ( e.g. , driving directions ; data on stores 
and other points of interest at or near a particular location ; 
and other location - based data ) . Embodiments of user inter 
faces and associated processes using map module 154 are 
described further below . 
[ 0133 ] In conjunction with touch screen 112 , display sys 
tem controller 156 , contact module 130 , graphics module 
132 , audio circuitry 110 , speaker 111 , RF circuitry 108 , text 
input module 134 , e - mail client module 140 , and browser 
module 147 , the online video module 155 allows the user to 
access , browse , receive ( e.g. , by streaming and / or down 
load ) , play back ( e.g. , on the touch screen or on an external , 
connected display via external port 124 ) , send an e - mail with 
a link to a particular online video , and otherwise manage 
online videos in one or more file formats , such as H.264 . In 
some embodiments , instant messaging module 141 , rather 
than e - mail client module 140 , is used to send a link to a 
particular online video . 
[ 0134 ] Each of the above identified modules and applica 
tions corresponds to a set of instructions for performing one 
or more functions described above . These modules ( i.e. , sets 
of instructions ) need not be implemented as separate soft 
ware programs , procedures or modules , and thus various 
subsets of these modules may be combined or otherwise 
re - arranged in various embodiments . For example , video 
player module 145 may be combined with music player 
module 146 into a single module ( e.g. , video and music 
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player module 152 , FIG . 10 ) . In some embodiments , 
memory 102 may store a subset of the modules and data 
structures identified above . Furthermore , memory 102 may 
store additional modules and data structures not described 
above . 
[ 0135 ] In some embodiments , the device 100 is a device 
where operation of a predefined set of functions on the 
device is performed exclusively through a touch screen 112 
and / or a touchpad . By using a touch screen and / or a touch 
pad as the primary input / control device for operation of the 
device 100 , the number of physical input / control devices 
( such as push buttons , dials , and the like ) on the device 100 
may be reduced . 
[ 0136 ] The predefined set of functions that may be per 
formed exclusively through a touch screen and / or a touch 
pad includes navigation between user interfaces . In some 
embodiments , the touchpad , when touched by the user , 
navigates the device 100 to a main , home , or root menu from 
any user interface that may be displayed on the device 100 . 
In such embodiments , the touchpad may be referred to as a 
“ menu button . ” In some other embodiments , the menu 
button may be a physical push button or other physical 
input / control device instead of a touchpad . 
[ 0137 ] FIG . 11 illustrates an exemplary computer archi 
tecture for use with the present system , according to one 
embodiment . One embodiment of architecture 100 com 
prises a system bus 120 for communicating information , and 
a processor 110 coupled to bus 120 for processing informa 
tion . Architecture 1100 further comprises a random access 
memory ( RAM ) or other dynamic storage device 125 ( re 
ferred to herein as main memory ) , coupled to bus 120 for 
storing information and instructions to be executed by 
processor 110. Main memory 125 also may be used for 
storing temporary variables or other intermediate informa 
tion during execution of instructions by processor 110 . 
Architecture 1100 also may include a read only memory 
( ROM ) 127 and / or other static storage device 126 coupled to 
bus 120 for storing static information and instructions used 
by processor 110. The computer further includes user input 
apparatus 128 and computer output apparatus 129 . 
[ 0138 ] References in this specification to “ an embodi 
ment , ” “ one embodiment , ” or the like mean that the par 
ticular feature , structure , or characteristic being described is 
included in at least one embodiment of the present invention . 
Occurrences of such phrases in this specification do not 
necessarily all refer to the same embodiment . 
( 0139 ] Some portions of the detailed description may be 
presented in terms of algorithms and symbolic representa 
tions of operations on data bits within a computer memory . 
These algorithmic descriptions and representations are the 
means used by those skilled in the data processing arts to 
most effectively convey the substance of their work to others 
skilled in the art . An algorithm is here , and generally , 
conceived to be a self - consistent sequence of operations 
leading to a desired result . The operations are those requir 
ing physical manipulations of physical quantities . Usually , 
though not necessarily , these quantities take the form of 
electrical or magnetic signals capable of being stored , trans 
ferred , combined , compared , and otherwise manipulated . It 
has proven convenient at times , principally for reasons of 
common usage , to refer to these signals as bits , values , 
elements , symbols , characters , terms , numbers , or the like . 
[ 0140 ] It should be borne in mind , however , that all of 
these and similar terms are to be associated with the appro 

priate physical quantities and are merely convenient labels 
applied to these quantities . Unless specifically stated other 
wise as apparent from the following discussion , it is appre 
ciated that throughout the description , discussions utilizing 
terms such as “ processing " or " computing " or " calculating " 
or “ determining ” or “ displaying ” or “ generating ” or the like 
refer to the action and processes of a computer system , or 
similar electronic computing device , that manipulates and 
transforms data represented as physical ( electronic ) quanti 
ties within registers and memories of the computer system 
into other data similarly represented as physical quantities 
within the computer system memories or registers or other 
such information storage , transmission or display devices . 
[ 0141 ] The algorithms and displays presented herein are 
not inherently related to any particular computer or other 
apparatus . Various general purpose systems may be used 
with programs in accordance with the teachings herein , or it 
may prove convenient to construct more specialized appa 
ratuses to perform the methods of some embodiments . The 
required structure for a variety of these systems will appear 
from the description below . In addition , the techniques are 
not described with reference to any particular programming 
language , and various embodiments may thus be imple 
mented using a variety of programming languages . 
[ 0142 ] In alternative embodiments , the machine operates 
as a standalone device or may be connected ( e.g. , net 
worked ) to other machines . In a networked deployment , the 
machine may operate in the capacity of a server or a client 
machine in a client - server network environment , or as a peer 
machine in a peer - to - peer ( or distributed ) network environ 
ment . 
[ 0143 ] The machine may be a server computer , a client 
computer , a personal computer ( PC ) , a tablet PC , a laptop 
computer , a set - top box ( STB ) , a personal digital assistant 
( PDA ) , a cellular telephone , an iPhone , a Blackberry , a 
processor , a telephone , a web appliance , a network router , 
switch or bridge , or any machine capable of executing a set 
of instructions ( sequential or otherwise ) that specifies 
actions to be taken by that machine . 
[ 0144 ] While the machine - readable medium or machine 
readable storage medium is shown in an exemplary embodi 
ment to be a single medium , the term " machine - readable 
medium ” and “ machine - readable storage medium ” should 
be taken to include a single medium or multiple media ( e.g. , 
a centralized or distributed database , and / or associated 
caches and servers ) , that store the one or more sets of 
instructions . The term “ machine - readable medium ” and 
“ machine - readable storage medium ” shall also be taken to 
include any medium that is capable of storing , encoding or 
carrying a set of instructions for execution by the machine 
and that causes the machine to perform any one or more of 
the methodologies or modules of the presently disclosed 
technique and innovation . 
[ 0145 ] In general , the routines executed to implement the 
embodiments of the disclosure may be implemented as part 
of an operating system or a specific application , component 
program , object , module or sequence of instructions referred 
to as “ computer programs . ” The computer programs typi 
cally comprise one or more instructions set at various times 
in various memory and storage devices in a computer that , 
when read and executed by one or more processing units or 
processors in a computer , cause the computer to perform 
operations to execute elements involving the various aspects 
of the disclosure . 

?? 
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[ 0146 ] Moreover , while embodiments have been 
described in the context of fully functioning computers and 
computer systems , those skilled in the art will appreciate that 
the various embodiments are capable of being distributed as 
a program product in a variety of forms and that the 
disclosure applies equally regardless of the particular type of 
machine or computer - readable media used to actually effect 
the distribution . 

[ 0147 ] Further examples of machine - readable storage 
media , machine - readable media , or computer - readable ( stor 
age ) media include , but are not limited to , recordable type 
media such as volatile and non - volatile memory devices , 
floppy and other removable disks , hard disk drives , optical 
disks ( e.g. , Compact Disk Read - Only Memory ( CD ROMS ) , 
Digital Versatile Disks , ( DVDs ) , etc. ) , among others , and 
transmission type media such as digital and analog commu 
nication links . 

[ 0148 ] In some circumstances , operation of a memory 
device , such as a change in state from a binary one to a 
binary zero or vice versa , for example , may comprise a 
transformation , such as a physical transformation . With 
particular types of memory devices , such a physical trans 
formation may comprise a physical transformation of an 
article to a different state or thing . For example , but without 
limitation , for some types of memory devices , a change in 
state may involve an accumulation and storage of charge or 
a release of stored charge . Likewise , in other memory 
devices , a change of state may comprise a physical change 
or transformation in magnetic orientation or a physical 
change or transformation in molecular structure , such as 
from crystalline to amorphous or vice versa . The foregoing 
is not intended to be an exhaustive list of all examples in 
which a change in state from a binary one to a binary zero 
or vice versa in a memory device may comprise a transfor 
mation , such as a physical transformation . Rather , the fore 
going is intended as illustrative examples . 
[ 0149 ] A storage medium typically may be non - transitory 
or comprise a non - transitory device . In this context , a 
non - transitory storage medium may include a device that is 
tangible , meaning that the device has a concrete physical 
form , although the device may change its physical state . 
Thus , for example , non - transitory refers to a device remain 
ing tangible despite this change in state . 
[ 0150 ] The above description and drawings are illustrative 
and are not to be construed as limiting the invention to the 
precise forms disclosed . Persons skilled in the relevant art 
can appreciate that many modifications and variations are 
possible in light of the above disclosure . Numerous specific 
details are described to provide a thorough understanding of 
the disclosure . However , in certain instances , well - known or 
conventional details are not described in order to avoid 
obscuring the description . 
[ 0151 ] Reference in this specification to " one embodi 
ment ” or “ an embodiment ” means that a particular feature , 
structure , or characteristic described in connection with the 
embodiment is included in at least one embodiment of the 
disclosure . The appearances of the phrase “ in one embodi 
ment ” in various places in the specification are not neces 
sarily all referring to the same embodiment , nor are separate 
or alternative embodiments mutually exclusive of other 
embodiments . Moreover , various features are described 
which may be exhibited by some embodiments and not by 

others . Similarly , various requirements are described which 
may be requirements for some embodiments but not other 
embodiments . 
[ 0152 ] As used herein , the terms “ connected , " " coupled , ” 
or any variant thereof when applying to modules of a system 
means any connection or coupling , either direct or indirect , 
between two or more elements ; the coupling of connection 
between the elements can be physical , logical , or any 
combination thereof . Additionally , the words “ herein , ” 
“ above , ” “ below , " and words of similar import when used in 
this application shall refer to this application as a whole and 
not to any particular portions of this application . Where the 
context permits , words in the above Detailed Description 
using the singular or plural number may also include the 
plural or singular number , respectively . The word “ or ” in 
reference to a list of two or more items covers all of the 
following interpretations of the word : any of the items in the 
list , all of the items in the list , and any combination of the 
items in the list . 
[ 0153 ] Those of skill in the art will appreciate that the 
invention may be embodied in other forms and manners not 
shown below . It is understood that the use of relational 
terms , if any , such as first , second , top and bottom , and the 
like are used solely for distinguishing one entity or action 
from another , without necessarily requiring or implying any 
such actual relationship or order between such entities or 
actions . 
[ 0154 ] While processes or blocks are presented in a given 
order , alternative embodiments may perform routines hav 
ing steps , or employ systems having blocks , in a different 
order , and some processes or blocks may be deleted , moved , 
added , subdivided , substituted , combined , and / or modified 
to provide alternative or subcombinations . Each of these 
processes or blocks may be implemented in a variety of 
different ways . Also , while processes or blocks are at times 
shown as being performed in series , these processes or 
blocks may instead be performed in parallel or may be 
performed at different times . Further , any specific numbers 
noted herein are only examples . Alternative implementa 
tions may employ differing values or ranges . 
[ 0155 ] The teachings of the disclosure provided herein can 
be applied to other systems , not necessarily the system 
described above . The elements and acts of the various 
embodiments described above can be combined to provide 
further embodiments . 
[ 0156 ] Any patents , applications , and other references 
noted above , including any that may be listed in accompa 
nying filing papers , are incorporated herein by reference . 
Aspects of the disclosure can be modified , if necessary , to 
employ the systems , functions , and concepts of the various 
references described above to provide yet further embodi 
ments of the disclosure . 
[ 0157 ] These and other changes can be made to the 
disclosure in light of the above Detailed Description . While 
the above description describes certain embodiments of the 
disclosure , and describes the best mode contemplated , no 
matter how detailed the above appears in text , the teachings 
can be practiced in many ways . Details of the system may 
vary considerably in their implementation details , while still 
being encompassed by the subject matter disclosed herein . 
As noted above , particular terminology used when describ 
ing certain features or aspects of the disclosure should not be 
taken to imply that the terminology is being redefined herein 
to be restricted to any specific characteristics , features , or 
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aspects of the disclosure with which that terminology is 
associated . In general , the terms used in the following claims 
should not be construed to limit the disclosure to the specific 
embodiments disclosed in the specification , unless the above 
Detailed Description section explicitly defines such terms . 
Accordingly , the actual scope of the disclosure encompasses 
not only the disclosed embodiments , but also all equivalent 
ways of practicing or implementing the disclosure under the 
claims . 
[ 0158 ] While certain aspects of the disclosure are pre 
sented below in certain claim forms , the inventors contem 
plate the various aspects of the disclosure in any number of 
claim forms . Any claims intended to be treated under 35 
U.S.C. $ 112 , 6 will begin with the words “ means for . ” 
Accordingly , the applicant reserves the right to add addi 
tional claims after filing the application to pursue such 
additional claim forms for other aspects of the disclosure . 
[ 0159 ] The terms used in this specification generally have 
their ordinary meanings in the art , within the context of the 
disclosure , and in the specific context where each term is 
used . Certain terms that are used to describe the disclosure 
are discussed above , or elsewhere in the specification , to 
provide additional guidance to the practitioner regarding the 
description of the disclosure . For convenience , certain terms 
may be highlighted , for example , using capitalization , italics 
and / or quotation marks . The use of highlighting has no 
influence on the scope and meaning of a term ; the scope and 
meaning of a term is the same , in the same context , whether 
or not it is highlighted . It will be appreciated that some 
elements can be described in more than one way . 
( 0160 ) Consequently , alternative language and synonyms 
may be used for any one or more of the terms discussed 
herein , nor is any special significance to be placed upon 
whether or not a term is elaborated on or discussed herein . 
Synonyms for certain terms are provided . A recital of one or 
more synonyms does not exclude the use of other synonyms . 
The use of examples anywhere in this specification , includ 
ing examples of any terms discussed herein , is illustrative 
only , and is not intended to further limit the scope and 
meaning of the disclosure or of any exemplified term . 
Likewise , the disclosure is not limited to various embodi 
ments given in this specification . 
[ 0161 ] Without intent to further limit the scope of the 
disclosure , examples of instruments , apparatuses , methods 
and their related results according to the embodiments of the 
present disclosure are given below . Note that titles or 
subtitles may be used in the examples for convenience of a 
reader , which in no way should limit the scope of the 
disclosure . Unless otherwise defined , all technical and sci 
entific terms used herein have the same meaning as com 
monly understood by one of ordinary skill in the art to which 
this disclosure pertains . In the case of conflict , the present 
document , including definitions , will control . 
[ 0162 ] Some portions of this description describe the 
embodiments of the invention in terms of algorithms and 
symbolic representations of operations on information . 
These algorithmic descriptions and representations are com 
monly used by those skilled in the data processing arts to 
convey the substance of their work effectively to others 
skilled in the art . These operations , while described func 
tionally , computationally , or logically , are understood to be 
implemented by computer programs or equivalent electrical 
circuits , microcode , or the like . Furthermore , it has also 
proven convenient at times , to refer to these arrangements of 

operations as modules , without loss of generality . The 
described operations and their associated modules may be 
embodied in software , firmware , hardware , or any combi 
nations thereof . 
[ 0163 ] Any of the steps , operations , or processes described 
herein may be performed or implemented with one or more 
hardware or software modules , alone or in combination with 
other devices . In one embodiment , a software module is 
implemented with a computer program product comprising 
a computer - readable medium containing computer program 
code , which can be executed by a computer processor for 
performing any or all of the steps , operations , or processes 
described . 
[ 0164 ] Embodiments of the invention may also relate to an 
apparatus for performing the operations herein . This appa 
ratus may be specially constructed for the required purposes , 
and / or it may comprise a general - purpose computing device 
selectively activated or reconfigured by a computer program 
stored in the computer . Such a computer program may be 
stored in a non - transitory , tangible , computer - readable stor 
age medium , or any type of media suitable for storing 
electronic instructions , which may be coupled to a computer 
system bus . Furthermore , any computing systems referred to 
in the specification may include a single processor or may be 
architectures employing multiple processor designs for 
increased computing capability . 
[ 0165 ] Embodiments of the invention may also relate to a 
product that is produced by a computing process described 
herein . Such a product may comprise information resulting 
from a computing process , where the information is stored 
on a non - transitory , tangible , computer - readable storage 
medium and may include any embodiment of a computer 
program product or other data combination described herein . 
[ 0166 ] The language used in the specification has been 
principally selected for readability and instructional pur 
poses , and it may not have been selected to delineate or 
circumscribe the inventive subject matter . It is therefore 
intended that the scope of the invention be limited not by this 
detailed description , but rather by any claims that issue on 
an application based hereon . Accordingly , the disclosure of 
the embodiments of the invention is intended to be illustra 
tive , but not limiting , of the scope of the invention , which is 
set forth in the following claims . 

1. ( canceled ) 
2. A method for regulating aerial drones within an area , 

comprising : 
establishing , by a server , an area boundary , the area 

boundary defined by characteristics of the area , 
wherein the area places a restriction on aerial drone 

operations within the area boundary ; 
receiving , by the server , a message comprising an aerial 

drone operation and an aerial drone intent within the 
area boundary , 
wherein the message is transmitted by an internet 

communication ; 
determining , by the server , that the aerial drone operation 
and / or the aerial drone intent is in conflict with an area 
restriction ; 

negotiating , by the server , an adjusted aerial drone opera 
tion and / or an adjusted aerial drone intent based on a 
negotiation strategy and the restriction placed on aerial 
drone operations by the area ; 

issuing , by the server , the adjusted aerial drone operation 
and / or the adjusted aerial drone intent ; and 
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determining , by the server , that the aerial drone may 
proceed along the route and enter the area if the 
concession is performed ; and 

instructing , by the server , the aerial drone to perform the 
concession and proceed along the route through the 
area . 

instructing , by the server , the aerial drone operation 
and / or the aerial drone intent be altered to comply with 
the adjusted aerial drone operation or the adjusted 
aerial drone intent . 

3. The method of claim 2 , further comprising : 
receiving , by the server , a confirmation message compris 

ing a new aerial drone operation and / or a new aerial 
drone intent in compliance with the adjusted aerial 
drone operation or the adjusted aerial drone intent . 

4. The method of claim 2 , further comprising : 
receiving , by the server , a contingency message compris 

ing a contingent aerial drone operation and / or a con 
tingent aerial drone intent within the area boundary ; 
and 

determining , by the server , if the contingent aerial drone 
operation and / or the contingent aerial drone intent is in 
conflict with one or more area restrictions . 

5. The method of claim 2 , wherein the negotiation strategy 
comprises a single rule . 

6. The method of claim 2 , wherein the message is received 
prior to commencement of the aerial drone operation . 

7. The method of claim 2 , wherein the message is received 
after commencement of the aerial drone operation . 

8. The method of claim 2 , wherein the drone operation 
characteristics comprise speed , time of flight , elevation , 
compass bearing , and tolerances for deviations . 

9. The method of claim 2 , wherein the drone intent 
characteristics comprise data collection by sensors , delivery , 
and travel . 

10. The method of claim 2 , wherein the characteristics of 
the area comprise ground surface elevation , ground surface 
vegetation , weather conditions , population density , and use 
restrictions . 

11. The method of claim 10 , wherein the use restrictions 
comprise restrictions on data collection within the area , 
flight elevation , flight speed , landing locations , and cargo 
carried by an aerial drone . 

12. The method of claim 2 , wherein the area comprises a 
volume of airspace . 

13. A method for a server to manage entry of an aerial 
drone into an area during an operation , the method com 
prising : 

receiving , by the server , navigational data from the aerial 
drone , the navigational data comprising a route the 
aerial drone is traveling resulting in the aerial drone 
entering the area along the route ; 

determining , by the server , that the aerial drone is unable 
to enter the area along the route due to a restriction 
placed on aerial drones by the area ; 

negotiating , by the server , a concession to be performed 
by the aerial drone prior to proceeding along the route ; 

14. The method of claim 13 , wherein the navigational data 
further comprises a time period and an elevation . 

15. The method of claim 13 , wherein the concession 
comprises a change in the route . 

16. The method of claim 13 , wherein the area comprises 
a volume of airspace . 

17. The method of claim 13 , wherein the route is deter 
mined prior to the aerial drone beginning the operation . 

18. The method of claim 13 , wherein the route is deter 
mined after the aerial drone has begun the operation . 

19. The method of claim 13 , wherein the concession 
comprises restrictions on data collection within the area , 
flight elevation , flight speed , landing locations , and / or cargo 
carried by the aerial drone . 

20. A method for regulating aerial drone entry into an 
area , comprising : 

establishing , by a server , an area boundary , the area 
boundary defined by characteristics of the area ; 
wherein the characteristics of the area comprise a 

restriction on aerial drone operations within the area 
boundary ; 

receiving , by the server , a message indicative of an aerial 
drone operation requesting entry into the area , wherein 
the message is transmitted by an internet communica 
tion ; 

negotiating , by the server , a set of parameters the aerial 
drone must comply with to enter the area using a 
negotiation strategy based on properties of the aerial 
drone ; 

transmitting , by the server , the set of parameters to the 
aerial drone ; and 

receiving , by the server , a communication from the aerial 
drone comprising an acceptance that the aerial drone 
will comply with the set of parameters upon entering 
the area boundary . 

21. The method of claim 20 , wherein the area comprises 
a volume of airspace . 

22. The method of claim 20 , wherein the aerial drone 
operation is determined prior to the aerial drone beginning 
the aerial drone operation . 

23. The method of claim 20 , wherein the aerial drone 
operation is determined after the aerial drone has begun the 
aerial drone operation . 


