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Introduction

This document details the steps required to bulk recover S/MIME keys/certificates in
PKCS12 format with associated passwords and upload them onto an Intune tenant
account, on a single operation, using a script that can be run as a scheduled task on
the same machine where the Microsoft PEXConnector is installed

Once the script is run, S/MIME certificates can be provisioned by Intune to user's
registered devices.

Client distributable consists of a Java jar file which needs to be executed on the same
Windows Server 2019 machine where the Microsoft PFXConnector is installed.
Pre-requisites

/\ Software pre-requisites:

1. Java JRE version 8 supported

2. PowerShell version 5.1 supported

3. Windows Server 2019/2022 supported

4. Run the tool on the same Windows server where the PFXConnector tool is running.
Other pre-requisites:

1. Azure admin should be an Intune administrator.

2. User certificates being imported should have assigned Intune license.
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Process Overview

The below diagram shows the high-level flow for the Intune S/MIME solution. Note
that S/MIME certificates must have been issued via a standard flow, configured as a
certificate profile within the PKI Manager portal (e.g. via a browser or PKI Client
enrollment flow), which enables the encryption private keys to be escrowed and
secured by the DigiCert PKI Platform solution. Once S/MIME certificates have been
issued to users, they can be recovered by running the bulk recovery script, uploaded
onto your Intune account and provisioned/pushed onto the user’s registered devices.

DigiCert PKI Cloud
recovery AP|

Execute
Verify/Install Execute DigiCert powershell to
/ JREB.x or above provided Client encrypt the key file
. Install PFX Login to Intune Import keys to
Pl — I —

account Intune using the
admin account
configured

Administrator

s — @

Microsoft Intune
User Device MDM

Encrypt/Decrypt

How to use the client provided by DigiCert

1. Logon onto your Windows Server 2019 machine.

2. Ensure that JRE_HOME is configured to point to your JRE installation folder.

3. Create a directory in the drive of your choice - for example (D:) by the name
PFXConnector.

4. Download DigiCertIntuneRecoveryClientForintune.zip and extract into the above
created directory.

Please contact your DigiCert Representative to avail the script.

NOTE: Any CA vendor could download the script and reverse engineer it and
implement a similar (if not identical) solution.
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5. Before proceeding further, login to your Azure account

Import tool for Intune S/MIME Certificate

at https://portal.azure.com using your administrator credential and navigate

to https://devicemanagement.microsoft.com/#home

a. Click on Tenant Administration — Connectors and Tokens — Certificate
Connectors.

b. Click on Add.

Microsoft Endpoint Manager admin center
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c. Click on Download the certificate connector software from the section "Steps

to install connector for Imported PFX certificates".
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Install Certificate Connectors

Intune supports SCEP and PKCS #12 certificate requests. In
addition, you can import PP certificates, Instal the certificate:
connectors that you require to support cerificate issuance.

Install connector for certificate issuance

Steps to install connector for SCEP:

1. Install and configure NDES for use with Intune.
Certficate requests distributed over SCEP require a server
that is configured with the Netwark Device Enrollment
Service (NDES) role. This step is not required for PKCS
212 certificat

2 Dounload the certifc
network location

3. Complete the Micrasoft Intune Connector Setup on the
NDES server to install and configure your new connector.

tor softwars to a secure I

Steps ta install the connector for PKCS #12:

1. Download the certificate connector software to a secure
network lacation. If you are planning to issue certficates
using SCEP s well as PKCS #12, you can use the same
connector on the same server

2. Complete the Micrasoft Intune Connectar Setup on a
server to install and configure your new connector.

Steps ta install connector for Imported PFX certificates

1, Download the certificate connector software to » secure
network location

2. Complete the PFX Centficate Connector setup on a server
1o install and configure your new connector.

Setup troubleshooting resources:

1, Toubleshoot WDES for use with Microsoit

d. Download and install the connector. Once the connector is installed - login
using the Azure portal admin account and ensure the account is connected.

6. Login to the Windows Server 2019 machine where the PFXConnector is installed.

7. Launch PowerShell as an administrator and navigate to the directory where the

DigiCertIntuneRecoveryClientForintune.zip is extracted.
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8. Now, in the extracted zip client, please find the DigiCertRecoveryClient.jar and
execute it using the following command:

java -jar DigicertRecoveryClient.jar -config recovery-
config.properties

See Appendix-A for details of the various parameters within the configuration file.

NOTE: The tool will recover and import certificates only if the users are already
registered on Azure portal for an Intune tenant. If the user UPN does not match, then
the import for that UPN fails.

Usually, the user (Device) creation/registration happens when the user installs the
Company portal app on the end user device and logs in with the credentials provided
by the admin.

Bulk import of users into Intune portal

If "for any reason” the admin wants to create users in bulk on Azure portal, the same
can be achieved by uploading a CSV (in the template downloaded from Azure portal).

For this, navigate
to https://portal.azure.com/#blade/Microsoft_AAD_IAM/UsersManagementMenuBlad
e/AllUsers

E RN VPPN NN O carch resources, services, and docs (G G 0 & ? © ’“P“""Q:;';‘;E;“ $
Home > Users - All users Bulk create user (Preview) x
g ichgicart - Azure Active Divectory
Users - All users
mplidigicert - Azure Active Dirsctory
t Newuser -+ New guest user Bulk create Bulk invite Bulk delete - Download users () Refresh G S bl ol
& Ausers
Soirch P Show M|
s Deleted users
i Name, email (begins with) All users v
TRRrREN ATey 5 2. Edit your csv file
Name User name User type
3 User settings 3. Upload your csv file
O e import mport@mpkidigicertonmicrosoftcom  Member
X Diagnose and solve prablems E
] ° : Bmpkidigicertonmicrosoft.com Member
" Learn more about bulk import users
Activity ] ° smime user1 smimeuserl @mpkidigicert onmicrosoftcam  Member
D sign-ins O ° ssssss ser2 smimeuser2@mpkidigicertonmicrosoftcom  Member
d Audit logs
B Audit log O ° mmmmmm ser3 smimeuser3@mpkidigicertonmicrosoftcom  Member
<= Bulk operation results (Preview)
P L d || ° smime userd smimeuserd@mpkidigicertonmicrosoftcom  Member
Troubleshooting + Support O o smime users smimeuser5@mpkidigicertonmicrosoftcom  Member
2 New support request 0 @ smime usar§ smimeuser6@mpkidigicertonmicrosoftcom  Member
O ° smime user? smimeuser7@mpkidigicertonmicrosoftcom  Member
il ° smime user§ smimeuser8@mpkidigicertonmicrosoftcom  Member
O Wimport smmimport®@mpkidigicertonmicrosoftc..  Member
& o iwark vork@mpkidigicert onmicrosoft.com Member

Once the users are created/uploaded, assign the Intune license for the bulk recovery
script to import the users successfully.

Assign a License to the user

After you have created a user, you must use the Microsoft 365 admin center to assign
an Intune license to the user. If you do not assign the user a license, they will be
unable to enroll their device into Intune.
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To assign an Intune license to a user:

1. Login to the Microsoft 365 admin center with the same credentials you used to
sign into Intune.

2. Select Users > Active Users, and then select the user you just imported or created.
3. Select the Licenses and Apps tab.
4. Under Select location, select a location for the user, if it is not already set.
5. Select the Intune check box in the Licenses section.
i Microsoft 365 admin center ] .
= mpkidigicert X
& fome Active users @ smime user58
A Users v QOm
A Add auser (DRefresh C Reset passwol rd “% Assignto group [} Manage product licenses S Sitiv it allowed
£ Groups ~
B Billing v Display name T Usemame
i o » msimmimport . M port Bmpkidigloertonmicrascftcom g | Account Devices Licenses and Apps Mail OneDrive
+++ Showall —eddy : e e kst o Select location *
mime 1 un United States
smime userll H intune

a Apps (1) ~

smime userl4

sssssssss 15

NOTE: This setting uses one of your licenses for the user. If you are using a trial
environment, you will later reassign this license to a real user in a production
environment.

6. Select Save changes.
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If multiple users are selected to assign the license then click on Manage product
licenses link at the top menu options, select Add to existing product license
assignments option and click Next button.

i Microsoft 365 admin center

Manage product licenses
2 users selected

Select an option

Replace existing product license assignments

©  Add to existing product license assignments

- Need help?

Now select the Location, select the bar icon before On as shown below and click on
Add button.

iii  Microsoft 365 admin center

Add to existing products

2 users selected

Turn on products you want to add to selected users product
configuration

Location

(India 3

~ Tntune -l o

1 of 25 licenses available

-
o

Microsoft Intune

_ Need help?

The new active Intune user(s) will now show that they are using an Intune license.

Once this is done, the application will be able to import certificates to these users.
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Appendix-A — DigiCert Recovery Tool

The configuration file contains properties required to communicate with the DigiCert
PKI Web Service to recover the escrowed S/MIME keys and then upload them onto an
Intune tenant for onward distribution to registered devices.

Field Description

host DigiCert PKI Platform Host (environment on which PKI-
WS is being executed. For example: https://pki-
ws.symauth.com

log4jconfig Configuration file for logging service log4j.properties
location (usually same directory)

ssl.keystore ra keystore path for the corresponding environment and
account (jks)

ssl.keystorepass password for the above ra keystore

ssl.truststore trust store path for the ca being trusted
adminUserName Intune admin username

adminUserPassword Intune admin password

certmgmt.uri_context /pki-ws/certificateManagementService (do not change)
certmgmt.version 1.0 (do not change)

certmgmt.operation_type | search (do not change)

certmgmt.account_id account id from which to recover certs.

You can get the Account id by login to PKI Manager and
navigating to Manage Accounts and sub-accounts.

certmgmt.valid_from start date (format: YYYY-MM-DD)
certmgmt.valid_to end date (format: YYYY-MM-DD)
certmgmt.status search by status. Possible status values include:

e VALID

e EXPIRED

e REVOKED

e SUSPENDED

NOTE: Values are case-sensitive

pPg. 9


https://pki-ws.symauth.com/
https://pki-ws.symauth.com/

Import tool for Intune S/MIME Certificate

Field Description

certmgmt.serial_number | search by certificate serial number

certmgmt.seat_id search by seat id

certmgmt.email_address | search by email address
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