App notifications

What you do What we see

© 1Or ¥°4 0100%

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 13:12:35
App
com.tinder.android
Notifications

19-March-2019 17:21:35
19-March-2019 17:32:35
19-March-2019 18:50:35

Crashes

20-March-2019 11:20:35




What you do

13:15 P © [ ¥4 @ 100%

vnare

L nne | wuHnE

" 20g of plant-based protein
Dairy, soy & gluten free
%3 Delivered straight to your door

Order yours today!

Subscribe & save 10% { SHOP NOW ]
Free UK Delivery

0% 3 1 comment 1 share

App use

What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp

19-March-2019 13:15:35

Event

Scroll, Tap
Source

Element 24
Target

Element 32



Typing
What you do What we see

19:45 O O v ¥4 556%
< Ys
To Demmi Phone o
19:45 Participant

Conversation with Demmi

25124613-434b-4a02-906a-daee0cf8209d
> Hi, what are you up to today? ol Timestamp

© thanks 19-March-2019 19:45:35
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Battery
What you do What we see

13:16 P © 0 ¥4 @100%

& Battery Q ®

100% ,

Participant
Apps are running normally
Phone has typical background battery usage 25124613-434b-4a02-906a-daee0cf8209d
Battery Saver TImEStamp

Off
19-March-2019 13:16:35

Adaptive Battery

2 apps restricted Battery IEVEI
_ 0
Battery percentage 0-100%
Show battery percentage in status .
bar
Full charge lasts about 15 hrs
< -



What you do
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Calling...

Demmi Phone

Mobile 07523941629

Q eos
' )
\ °ge '0
Mute Keypad Speaker
< (@)

Calls

What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 13:17:35
Person called
569b04f0ae1358560ac605fb1d11fd9d7c0d20
Duration
110 seconds
Type

Incoming/Outgoing



What you do

13:18 P © 0 ¥4 @100%

&  Demmi Phone /s ¢

1Zvn2a8eovgDAtASIra3TzHUGF3D
Q FxiDM

Friday 15 Mar « 12:57

Q Your participant ID is p01

Thank you for joining DeMMI!
When you are ready, please follow
the PDF instructions you received
by email.

You will need this link later on:

https://drive.google.com/open?id=
1Zvn2a8eovgDAtASIra3TzHUgF3D

FxjDM

Q Your participant ID is p01

15 Mar, 13:03

Got it, thanks Okay, thanks Great, thanks!

° @ Text message

< (]

SMS

What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 13:18:35
Person texted
569b04f0ae1358560ac605fb1d11fd9d7c0d20
Type

Incoming/Outgoing



Data sent/received

What you do What we see
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& https://www.amazon.com 2

anla/;on Sign In 8 -\_/

Departments Lists Deals Video Music Participant

© Deliver to Netherlands 25124613-434b-4a02-906a-daee0cf8209d

Shop with 100% Confidence | - | Timestamp

Wi | A..mﬂ! 19-March-2019 13:19:35
N .
Sent/received bytes (10101101)
=

Sign in for the best experience

a number (0-99999)

Sent/received packets
Sign in
a number (0-99999)

Create an account >

Deal of the day



Screen locks/unlocks

What you do What we see

T-Mobile NL — EE © 1O ¥ "4 @ 100%

1 3 : 1 9 Participant

Tue 26 Mar @ 9°C 25124613-434b-4a02-906a-daee0cf8209d

Timestamp

P Android system

USB debugging connected 26-March-2019 13:19:35
Tap to turn off USB debugging
Screen event

ON, OFF, Unlock, or Lock

Charged




Time zone

What you do What we see

13:21 P © 0 ¥°4 @ 100%

BOOK FLIGHT <

RETURN ONE WAY

Fly from
Manchester

Participant

Fly to

Amsterdam 25124613-434b-4a02-906a-daee0cf8209d

Departing Returning Timestamp
Tue 26 Mar Wed 27 Mar

26-March-2019 13:21:35

Adults (16+) Children & Infants

1 @ select Time zone

SHOW FLIGHTS

Central European Summer Time

[ L g D C)

Home Book Trips Passes Tracker



What you do What we see

13:22 P ©® 0 ®'4 @ 100%
& Wi-Fi Q ®
Use Wi-Fi ()
OBA Wifree
v Connected *
Participant
¥  0BA Wifree secure a P
25124613-434b-4302-906a-daee0cf8209d
¥  oBA-frontoffice %]
Timestamp
¥  Diekkel a
19-March-2019 13:22:35
v KN Wi-Fi access point label
v KPN Fon Example: eduroam, The Cloud, or Costa
- H369AAF867A a
< HZN249788056 a
@ KPN-VGV7519788B94 a
< [

10



Bluetooth

What you do What we see

13:23 P © On ¥4 @ 100%
& Pair new device Q ®
Device name
Pixel 2
Available devices 9

Participant

W Honor 6X
25124613-434b-4a02-906a-daee0cf8209d

Phone's Bluetooth address: 40:4E:36:9E:30:58 .
Timestamp
19-March-2019 13:23:35

Device label

Example: Honor 6X, or Richard’s, or Fitbit
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Light
What you do What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 19:00:35

Light level

0-255

12



Weather
What you do What we see
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Participant
= Manchester, UK Q
25124613-434b-4a02-906a-daee0cf8209d
TODAY TOMORROW 10 DAYS City
Bristol
: Temperature
Day 12°T « Night 4°4
o C 15¢C
Pressure
122
Feels like 9° Mostly Cloudy Humidity
75%
Wind Speed
15 km/h
Conditions

Cloudy/Rain/Snow

Sunrise/Sunset
: _ s ! E—— 07:19/18:14
Z a4 1,% é'...._,_--,—f Description
AT
7 A A—
Heavy Rain
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What you do
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Location

What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 08:15:35

Latitude
51.45667

Longitude
-2.25997

14



Ambient Noise

What you do What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 19:00:35
Decibels
65
Silent?

Yes/No
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Activity Recognition

What you do What we see

Participant
25124613-434b-4a02-906a-daee0cf8209d
Timestamp
19-March-2019 16:00:35
Activity

Running/Walking/Still/In-Veihcule/Cycling

16



