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Google Consent Mode V2

MankaTta npomsiHa ¢ orpomMmeH ecekT 3a cna3BaHe Ha GDPR
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GOOGLE CONSENT MODE

KakBo e:

MexaHn3bM 3a ynpaBreHne Ha HauuHa, no Kkonto Google
KOHdurypupa obpaboTtkata Ha gaHHUTE OT pasfinyHu
(peknamopaTersiCkn) MHCTPYMEHTU Ha nnatdopmara.

CbCcTaBHU enieMeHTHU:

» CraHpapTunaunpaH KnacugukaTop Ha cbrnacusaTa:
ad_storage, ad_user_data n npoyune

» KomaHga “consent” Ha gtag.js API

TpaHcnopTeH mexaHn3bmM - HTTP request napameTtpu

(dma, gcd, and gcs), nogaBaliy ctaHgapTM3npaHa

NHopMaLUKsa 3a NOTPeOdUTENCKOTO cbrnacue

Y

Powerful Digital Leadership.

TaroBe n SDK, pasno3HaBaliu CUrHanure:
» Google tag (gtag.js)

GA4, GA for Firebase SDK

Google Ads

Floodlight

Conversion Linker

YV V V V

UmnnemeHTauums:

» Basic Consent Mode — TaroBeTe He ce
N3NbNHABAT

» Advanced Consent Mode — TaroseTe ce
N3NBbIIHABAT, C OrpaHNYEeHN
dYHKLMOHATHOCTU
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https://developers.google.com/tag-platform/security/concepts/consent-mode

GOOGLE CONSENT MODE V2

NMpomsaHaTa:
» [Ba ponbnHutenHu curHana: ad_user_data n ad_personalization

» Google Beye U3MCKBa eKCNIMLUMTHO NofaneH consent, 3a aa
aKkTuBMpa HopmanHaTta (pyHKLMOHANHOCT Ha TaroBe n SDK.
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MbPBA HACT

https://xplora.bg/google-ads-analytics/consent-mode-2-nai-vazhnoto-koeto-triabva-da-znaem/

,»---0M Mecey mapm Google 3anoyea 3ad0b/mKumesIHomo Hanaz2aHe Ha Consent Mode V2...“

Google He Hanara Consent Mode B KOATO 1 [ja € BEPCUS, HUTO € CTaHano 3aabiKUTENHO cera. BCbLHOCT, 3aabimKeHNETOo Ha
canToBe Aa cbbupaT cbrnacue Ha notpebuTtenuTe 1 ga ynpasnsasaT Crnopes HEro U3MbSIHEHNETO Ha PasNNYHN UHCTPYMEHTH (JS,
<iframe>, <img> n np.) MMawu KanauymTeT aa cbbupat n obpaboTeaT NOTPEOGUTENCKN AaHHM € OT HavyanoTo Ha 2018 r.

“Consent Mode ynpaesnsisa 6uckeumkume u npedno4yumaHusima Ha nompebumenume Kakeu mexHu 0aHHU MOXxeM 0a
cbbupame u Kak Oa 2u u3snosizgame crioped peaynayuume Ha Eeponelickusi Cbr03. Hoeama eepcusi e o6o2ameHa ¢
donb/IHUMesnHU napamempu, koumo mpsibea Oa umniemeHmupame e baHepa 3a 6uckeumku Ha catima, KaKmo u e
mpakuHaume.”

Consent mode HE ynpasnsaBa 6ucksutkute, a uHcTpyktpa U3KIMKOYUTEJTHO Google TaroBeTte kak ga pabotaT ¢ GUCKBUTKN 1
nogo6HN MHCTPYMEHTM 3a MapKMpaHe Ha noTpebutenure.
Consent mode HE ynpaBnsaBa npegnoyntaHmsTa Ha notTpebutennTe, a € NpeHOCEH MEXaHU3bM Ha BeYe NOofyvYeHn NpeanoynTaHms.

ﬂ,OI'I'bJ'IHVITeJ'IHI/ITe napameTpun Morat Aa ce ManHat U C TeKyLnTe uenun, npucbCrealln B NiIoOrMkaTa 3a yrnpasneHune Ha CbrnacmeTo Ha
I'IOTpe6VITeJ'IVITe (T.Hap. Lconsent banner”) M BCbLHOCT TOBa € Haﬁ-nonynﬂpHaTa nMnnemMeHTaumna — paako ce ,El,06aBFIT HOBU LEenn.

L
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https://xplora.bg/google-ads-analytics/consent-mode-2-nai-vazhnoto-koeto-triabva-da-znaem/

»Advanced Consent Mode V2 (Pa3wupeH)
Google mazoeeme ce 3apexdam npedu 6aHepa 3a cbasiacue Oa ce 3apedu U koecamo nompebumensm
omkaxxe cbaJsiacue, mazoeeme usrnpauwjam cu2Hasnu, Koumo He udeam om 6uckeumkume (cookieless pings)“

CuHxpoHHaTa paboTa (eqHOTO 3apexga npeguv/cnen apyroto) Ha Ase JS NOrnku e CRoXXHO U PUCKOBaHO NpeanpusTue.
ToBa e o4eBMOHO, KoraTo ce nmnnemeTtupa CMP noruka cbOupaHe Ha cbrnacue Ypes OMpPekTHO aobaBsiHe Ha JS
ounbnunortekarta B Inline HTML.

Hopu n npu nmnnementauus npe3s GTM Ha 3apexagaHeTo Ha CMP 6nbnnoteknute, npenopbKkuTe ca norvkata 3a
nosiyyaBaHe Ha cbrnacue ga 3apeav NMPEOWM Bcuykn octaHanu Tarose. 3a uenta Google nobasu cneunaneH GTM
Tpurep — Consent Initialisation, KONTO rapaHTMpaHO MMHaBa Npean BCUYKM OCTaHanm Tpurepu.

MmnnemeHTaumMoHHaTa nornka Ha gtag(,consent) Moxe ga npeaswxkga npoynTaHe Ha 3anaseHuTe B OMCKBUTKA
CTOMHOCTM Ha NOTPebUTENCKOTO Chriacme 1 aa Bpblua TEXHUTE CTOMHOCTU Ha Default.
Mpn Update, gtag.js we cbobpasn Ha4ymHa Ha nogaBaHe Ha gaHHuUTe, 6e3 Hyaa oT npomeHun 3a Google TaroeeTe.

3a BCUYKM OCTaHanu TaroBe LLe Ce HanoXxu paspaboTka Ha cneundunyHa norvka 3a U3nbiHeHeTo um!

CurHanuTe He nasaT oT GUCKBUTKUTE. MIHbopMaumsaTa, nepcucTupaHa B TAX € BaxkHa yacT oT payload-a nm.

L
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BTOPA HACT

https://netpeak.net/bg/blog/consent-mode-koyto-promeni-reklamiraneto-prez-2024/

,»O6ukHoeeHusim Consent Mode (CM) npedcmaessiea 6aHep, Ype3 Kolimo ce cnazeam pasnopedbume 3a
nosepumenHocm Ha 0aHHume (GDPR). “

MmMMM...He, BU3yanHuaT nHtepdenc (baHepsbT) € camo yacT oT Consent norukaTa.

“(Komenmupam Google Consent Mode V2) Ts ynpaensiea 3apexxdaHemo Ha mazoeeme u CKpurnmoseme 8
Hawus caum.”

He. MbpBo, GCM V2 ynpaBnsBa noBegeHneTo Ha Google Tarose.
BTopo — kacae camo paboTtata Ha onucaHute Google TaroBe 1 He ynpasnsBa 3apeXxaaHeTo UM Ha HaLUS CanT.

,,B 3aeucumocm om HanpaeeHusi u3bop calimbm we u3npamu cu2Has dasiu u Kakeu 0aHHU Mo2am Oa ce
obpabomeam om nnamgopmume Google Analytics u Google Ads.“
CantoBeTe He MoraT Aa uanpatlaTt cMrHanu, Ho peanuaMpaHaTta oT Hac Nnornka Moxe aa ro Hanpasu, npes gtag.js

L
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https://netpeak.net/bg/blog/consent-mode-koyto-promeni-reklamiraneto-prez-2024/

»Ha4yuHu 3a uHmeepayust Ha Google Consent Mode:

- ype3 dobaesiHe Ha cmamu4eH CKpunm e Kkoda Ha cmpaHuyama, 3apexodauwj ce npedu ecu4Kku opyau
CKpunmoesee;

- ype3 umnnemeHmupaHe Ha Google Consent Mode e koda Ha calima 4pe3 Gtag unu Tag Manager.“

BecbuwHocT, morat ga ce M3nonseart 1 gBaTa MeToga — Hanp. Aa nHuumanunsunpame gtag(“consent”) upes back-end
bYHKLMOHANHOCT, KOATO aHanManpa CTOMHOCTUTE B OBUCKBUTKATa, OTroBapsilla 3a 3anMcBaHeTOo Ha CbrnacueTo, crej
koeTo ype3 GTM Consent mode cyHkunoHanHocTuTe aa ynpasnsea OTOENHO 3acerHatute Google n octaHanute
Tarose.

ToBa € 1 NpenopbYBAHNAT OT HAC HA4YMH 3a UMNMEeMeHTauus, 3a Aa He 3aBucu obpaboTkaTta Ha noTpedbuTenckuTe
cbrnacus ot Google Tag Manager.

L
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NMPOBEPKA HA UMIMJIEMEHTALUUATA

Cneaum B JS KOH30MnaTa KakBu ca CTOMHOCTMTE Ha NapameTpuTe OT 3asiBKaTa.

gcd nHaukupa cbrnacueTo no nogpasbupaHe

analytics_storage

gcs Moxe aa npveme GyneBn CTOMHOCTY

G100 Denied Denied
(1 vnn 0), mapknpalm cnegHoTo:

G101 Denied Granted
G110 Granted Denied
Gl11 Granted Granted
G1-- Did not require Did not require

consent consent

[ ]
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NMPOBEPKA HA MMIMTTIEMEHTALUUATA

| (manko L) He e nanpateH consent curHan
URL napameTbp gcd nma cnegHma popmar: p denied no default, 6e3 update
&gcd=13<ad_storage>3<analytics_storage>3<a :
g - g .yt o g q denied no default n cnep update
d_user_data>2<ad_personalization>5
t granted no default, 6e3 update
r denied no default n granted cneg update
m denied cneq update, 6e3 default
n granted cnep update, 6e3 default
u granted no default, denied cnea update
v granted no default, granted cneg update
[ ]
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EPEKTU BbPXY OAHHUTE

GA4

[ ]
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BASIC CONSENT MODE

Basic Consent Mode, 6e3 noTpebuTterncko cbrnacue:
TaroBeTe He ce U3NbIIHABAT.
He ce nogasat gaHHU KbM HMKOS OT Google nnatdopmuTe.

Mpunoxum e caMo 3a onucaHuTe TaroBe oT Google peknamogaTenckaTa ekocucremal

L
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GA4 — ADVANCED CONSENT MODE

Mpun nunca Ha noTpebuTtencko ckrnacue, gtag.js nanbnHsaea 1.Hap. "Cookieless pings”.
B Tax nuncea:
» user_pseudo_id (Client ID, cTonHOCTTa Ha _ga buckBuTKaTa)

» (Qga_session_number

L
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event_name event_params.key

session_start

event_params.value.string_valu

event_params.v

user_pseudo_id

22371403.1711506167

d privac

privacy_info.an privacy_info.a os_tre

e alue.int_value

gtm_id GTM-KMHCGS

batch_page_id 1711621657447

abandoned_cart Undefined

batch_ordering_id 1

i 3

Iga_session_id 1711621658

gtm_version 397

ignore_referrer true

session_engaged 0

page_title

page_location
session_start  page_title
abandoned_cart
page_referrer
page_location
ga_session_number
gtm_id
ignore_referrer
batch_page _id
gtm_version
session_engaged
batch_ordering_id

Powerful Digital Leadership.

Chaos: 3D Rendering & Simulation Software, featuring V-Ray

Chaos
Undefined

GTM-KMHCGS
true

alytics_storage s_storage

Yes Yes No
1

No No No

1711621642145
397

-~ - redacted)&firstName=RIYAZ&fullName=RIYAZ+GOURI&lastName=GOURI

)&fullName=RIYAZ+GOURI&return_to=https%3A%2F %z

]
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PE3YJITAT BbPXY CYPOBUTE JAHHU

Row event_date ~ total_session_starts empty_user_pseudo_

1 2024-03-10 18210 984
OaHHu oT noTpebutenu 6es cbrnacue: 2 | 20240309 18956 268
3 2024-03-08 26808 1478
> XwuToBeTe npecTasaT Aa ce obeanHABaT B “Session” u 4 | 20240307 31054 1855
U se r“ 5 2024-03-06 32321 1955
” 6  2024-03-05 32753 1871
> DeduHuuuute, 6a3npaxHmn Ha User n Session 7 | 20240304 31255 1784
8 2024-03-03 17994 958
METPUKUTE He paboTAT 3a TAX
9 2024-03-02 19269 1022
> [aHHuTe 3a npuaobrBaHeTo ce ry6sT 10| 20240501 28326 1563
11 2024-02-29 31096 1057
» ATpubyTtupaHeTo He paboTun 12 | 20240228 32924 0
13 2024-02-27 33302 0
14 2024-02-26 30936 0
15 2024-02-25 17348 0
16 2024-02-24 18652 0
17 2024-02-23 27849 0
[ ]
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NMPEOJTOXEHOTO PELLEHUE

Google Analytics behavioral modeling:

MexaHn3bM 3a gonbiHUTENHA 06paboTka Ha AaHHUTE, Ypead device fingerpinting n cpaBHeHMe
Ha NOBEAEHMETO Ha Te3n NnoTpebuTtenn ¢ ToBa Ha ocTaHanuTe.

L
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https://support.google.com/analytics/answer/11161109

Google Analytics conversion modeling:

(

»1he term ‘conversion' now aligns with how conversions are defined in Google Ads, addressing previous discrepancies
across platforms. Important events previously labeled as 'conversions' in Analytics will be reclassified as 'key events.’
These key events, when shared with Google Ads, will be considered conversions, facilitating more accurate
\performance measurement of ad campaigns and enabling better-informed marketing decisions. “

Maintain rigorous reporting
Modeled key events are only included when there is high confidence of quality.|If there isn’t enough traffic to inform
the model, then]modeled key events aren't reported (or, in the case of Google Analytics, are attributed to the "Direct” )
channel). This approach allows Google to recover loss of observability while also preventing over-prediction.

Don’t identify individual users

Google doesn't allow fingerprint IDs or other attempts to identify individual users. Instead, Google aggregates data
(such as historical key event rates, device type, time of day, geo, etc.) to predict the likelihood of key events.

Some countries require consent to use cookies for advertising activities. When advertisers use consent mode, key
events are modeled for unconsented users.

Key event modeling covers both click-based events and engaged views for YouTube, to help with attribution for
engaged-view key events.

[
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https://support.google.com/analytics/answer/10710245
https://support.google.com/analytics/answer/9682282?sjid=17968559521504685484-EU
https://support.google.com/analytics/answer/9976101

Shot in the dark :

GA4 we anpokcnmmpart, U3rnon3Bamkm TUNUYHOTO MNPOLLEHTHO
pasnpeneneHne Ha gencTBusaTa Ha notTpebutenuTte oT U3Bagkarta c
HafMYHM JaHHW BbpXY n3BagkaTa 6es.

T.e. ako nmame 2% conversion rate 3a notTpebutenun ot gageHa
reorpagusi, yCTpOMUCTBO, Bpay3bp, Te3n koeuueHTn we obaat
NPUNOXEHN BbpXy Habopa XMTOBE C MAEHTUYHN NapamMeTpu.

HaHHnTe By we nonyyaTt no-ronsiMo cTaTMCcTMYECKO OTKIOHEHNE
(Mo-HeHadeXXaHW) N OTKITOHABALLM Ce OT Te3n B gpyrute
nnatopmu.

Nma naen 3a peweHust, ¢ noTeHuuan aa nogobpar cutyauusTa.

L
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EPEKTU BbPXY OAHHUTE

Google Ads

[ ]
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GOOGLE ADS CONSENT MODE MODELING

“Understanding what happens after you implement consent mode:
In order to be able to meet our rigorous confidence thresholds, you'll need to meet the following quality checks:
- You have correctly implemented consent mode or the IAB Transparency & Consent Framework (TCF v2.0).

- You have aaily ad click threshold of 700 ad clicks over a 7 day period, per country and domain grouping.

“Once the above criteria are met, our models enter training periods.|You can expect to gradually notice modeled
conversions flow into your conversion reporting, and are likely to see gradual improvements in reported performance.”

“When a user doesn’t consent to ads cookies or analytics cookies, Consent Mode, using Google Al, adjusts the
relevant Google tags’ behavior to not read or write cookies for advertising or analytics purposes. Without cookies,
fﬂdvertisers experience a gap in their measurement and lose visibility into user paths on their site. They are no longer ]

able to directly tie users' ad interactions to conversions.”

“Conversion modeling may still be available to advertisers blocking cookieless pings, but our systems will be unable to
generate advertiser-specific calibration factors, which may impact modeling accurac% Cookieless pings are critical to
generate custom calibration factors for each advertiser.”

L
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https://support.google.com/google-ads/answer/10548233

GOOGLE ADS ONLINE CONVERSION MODELING

“When Google surfaces modeled conversions in Google Ads, we're predicting attributed conversions. In most cases, Google will
receive ad interactions and online conversions but is missing the linkage between the twol Our modeling determines whether a
Google ad interaction led to the online conversion. It doesn't determine whether or not a conversion happened.

“Regulations in some countries require that advertisers obtain consent for use of cookies related to advertising activities.

Advertisers who have adopted consent mode will experience conversion modeling in line with their unconsented users.
Conversions are modeled for unconsented users.”

‘Rigorous thresholds for reporting

We only include modeled conversions in our reporting when we're highly confident that conversions actually occurred as a result
of ad interactions| We avoid systematically reporting more conversions than reality and always aim to minimize over-reporting.
This means for some users, we don’t observe enough conversions on a regular basis to be able to confidently model. In these
cases, we don't report any modeled conversions.”

“Automatic integration

Where we can accurately do so, [5oogle will use available data to provide integrated conversion modeling in your conversion
reporting and optimization. In some cases, such as when conversions cannot be observed for a set of users that hasn't consented
fo cookies, we'll need data about your consent rates so that we can provide conversion modeling.”

L
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https://support.google.com/google-ads/answer/10081327
https://support.google.com/google-ads/answer/10000067

Powerful Digital Leadership.

Shot in the dark :

OTKNOHEHUATa MeXay AaHHUTE U peanHocTTa e cTaHaT Nno-rofiemu.
Cbaenkun no TeHAeHUM1Te npes nocrnegHuTe roguHn, o4akeam
Google anropuTbMbT 4a CTaHe No-ONTUMUCTUYEH B aTpuUbyTUpaHeTo
Ha KoHBepcuu kbM Google Ads.

ToBa LWe yBEJIMYN CyMapHaTa pa3sinka Mmexagy KOHBEPCUUTE OT
BCUYKN N3MNOJS13BaHU I'IJ'IaT(*)OpMVI.

Google n Meta He nonynapusnpaTt Bb3MOXHOCTUTE 3a U3MNOSI3BAHETO
Ha 3'd party (TexHuTe naeHTUdmKaTopun) gaHHW, 3a Aa ctumynupat
nogaBaHeTo Ha HawwuTe (15t party) gaHHw.

Korato Habnwxku BpemMeTo 3a NnpemMaxBaHe Ha BUCKBUTKUTE, O4aKBaM
[a ce oKaxke, Ye MMa anTepHaTUBHU pelleHns @

]
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AONMBbINHUTENTHA PECYPCU

About consent mode

Consent mode overview

Google tag API reference

Updates to consent mode for traffic in European Economic Area (EEA)

(Meta) Cookie Consent Resource

L
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https://support.google.com/google-ads/answer/10000067?hl=en
https://developers.google.com/tag-platform/security/concepts/consent-mode
https://developers.google.com/tag-platform/gtagjs/reference
https://support.google.com/tagmanager/answer/13695607?hl=en
https://developers.facebook.com/docs/privacy/
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PRIVACY SANDBOX

FONAMATA KAPTUHA

[ ]
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TOBA INbK KAKBO E?

Powerful Digital Leadership.




»1he Privacy Sandbox introduces a set of privacy-preserving APIs to support business models that
fund the open web in the absence of tracking mechanisms like third-party cookies.”

v MHﬂ,yCTpMaJ'IHa MHMUMaTUBA, Lenslia cb3gaBaHe Ha TEXHOOrMM cnocobHu aa pelwaBaTt
MHOIO>KeCTBO UsSe Cases, npu ,,3ana3BaHe noBepuUTENIHOCTTa Ha MHTEpPHEeT n0Tpe6|/|Ten|/|Te“

v" OuakBaHusTa ca T aa moandmumpa W3C web standards (Hewo 3Ha4numo!) B Ta3n nocoka.

v" Ule ce npunara 3a WEB u Android. YacT oT 6pay3bpute He NoaabpxaT BCUYKM MHALMATUBN.

Third-Party Cookies (3PC) and Testing

(O Opt-in Testing with Labels @ 1% 3PC Deprecation & Third-Party Cookie Phase Out

2023 2024
Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
NN
Chrome facilitated testing © \\\\
AN

L
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https://www.blog.google/products/chrome/building-a-more-private-web/
https://www.w3.org/standards/
https://privacysandbox.com/open-web/
https://privacysandbox.com/android/

KAKBO BAXA 39 PARTY COOKIES

» 1 hird-party cookies are stored by a service that operates across multiple sites. For example, an
ad platform might store a cookie when you visit a news site.

First-party cookies are stored by a website itself.”

Cobc curypHocT HTTP cookies He nonagaT B o6xBaTa Ha nHMyuaTtmeaTa.

Bcsika octaHana 6ucksutka, opu 1 3anncaHa ot JS Ha Bawwua gomenH, we 6bae nsnoxeHa Ha
pUCK OT BrnokunpaHe.

L
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
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OYAKBAHUW PE3YINTATHU

v HamansiBaHe Ha o6LuaTa epeKTUBHOCT Ha peknamara, ¢ JoOKyC: nporpamaTtuyHa, peMapKeTUHr,
NnpPoAyKTOoBU (hurgose.

v' GDN u Pmax LLle NoHecaT AOMbJIHUTENHO HaManeHne Ha ePEKTUBHOCTTA

v MpoMmsiHa Ha No3nLMMTE Ha peknaMHuTe Nnatdopmu: Hali-obnarogaTencreaHu ca Meta
(cobcTBeH login 3a Bcu4dkn notpebutenn), Google Search (acHn noTpedutenckmn HamepeHus)

v" Heob6xoaMMocCT OT AOMbAHUTENTHU MHBECTMLMN 3a:
* 3pgaTtenu — OOMbHUTENTHU HACTPOWKK, Jo6aBsAHE Ha HOBU PeLLeHUs

* PeknamopgaTtenu — HanacsaHe KbM HOBUTE U3UCKBAHWUSA, Ype3 aHann3 Ha nnaTtgopmeHnTe
OaHHU N MOgudMKaLMK Ha peknaMmHUTe cTpaTernm n TakTUKn

L
Powerful Digital Leadership. Iqbo bulgaria
I



L
Powerful Digital Leadership. Iqbo bulgaria




Privacy Sandbox APls

WHNMUUWATUBUTE

© Discussion @ Pre-Launch Testing {3 General Availability

2023 2024
Q3 Q4 Q1 Q2 Q3 Qa el Q2 Q3
Fight spam and fraud on

|
the web

OT HSKOMKO rognHu ce paspaboTtear
peLlleHnsl, 3aMecTBaLlM He3aMeHUMUTe N
BuckBUTKM, Nog popmaTta Ha Habop oT API.  ende

Topics API

Private State Tokens API

Protected Audience API

Measure digital ads

Attribution Reporting API

Strengthen Cross-site

Privacy Boundaries

Related Website Sets API

Shared Storage API TARTED
CHIPS API
Fenced Frames AP| TARTED
Federated Credential -
Management API TARTED | |Gl | [eee el
Powerful Digital Leadership. 1AP . bulgaria
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BU3HEC UEJIU U UHCTPYMEHTHU
R T 2 R s

N3mepBaHe n atpmnbyTtmupaHe Attribution Reporting API Click-through u view-through namepsane
Ha KOHBepcuuTe Event-level n ArpervpaHum ot4yetu
CepBupaHe Ha peneBaHTHU Protected Audience API (ex Fledge) — [aHHuTe 3a noTpebutenure ce cbxpaHsasaT OT
peknamm 3a peMapKeTUHr 6paysbpa, BMECTO — OT nnatopmumTe.
Topics APl — 3a aygutopus no Cb3paBa coarse-grained Temu, Ha 6a3a ML
NHTEpecu aHanua Ha HMBO hostnames &
JInmuTtunpane Ha fingerprinting Privacy Budget JIumntnpa obema gaHHM JoctbneH 3a JS, User-
Agent header, Client Hints, device orientation n
Ap.
CurypHocT Ha IP agpecute Gnatcatcher npeanoxeHue KoHTponupa goctbena go IP agpecute
Bopba cbc CIMNAM u nsmamm Trust Tokens API lMoTBbpXOaBaHe Ha NOEHTUYHOCTTA Ha
nocetutens 6ea fingerprinting
‘pynupaHe Ha ooMenHu, First Party Sets [laBa Bb3MOXHOCT 3a AeknapupaHe Ha Habop oT
coBCTBEHOCT Ha efHa 1 Cblua 3 party GUCKBUTKM KaTo 1stparty B pamkuTe Ha
opraHusauus AafeHa rpyna JoMenHu.
[ ]
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https://developers.google.com/privacy-sandbox/relevance/protected-audience?hl=en
https://github.com/jkarlin/topics
https://github.com/bslassey/privacy-budget
https://github.com/bslassey/ip-blindness
https://github.com/dvorak42/trust-token-api
https://github.com/krgovind/first-party-sets/

PROTECTED AUDIENCE API (ex-FLEDGE)

Llenta Ha API e ga ocurypu cepsrpaHeTo Ha remarketing n custom aygutopum, Ho 6e3 Aa AaBa Bb3MOXHOCT Ha TPeTU
CTpaHu Aa nony4daeaT nHGoOpMauua 3a Cross-site noTpedbuTenckoTo nosegeHne. [laBa Bb3MOXHOCT NogabpKaHuTe
Opay3sbpu ga acunutmpat on-device pekraMHU ayKLMOHN.

MexaHn3mbT Ha paboTa npeaswxkaa Asa Habopa oT komaHan, 3a DSP n SSP. Besika cTpaHa nogabpka crnmcbk ¢ key-
value pairs, KbM KOUTO e ce 06bpHe knmeHTa (bpay3sbp/Android) B cboTBeTHMA MOoMeHT (bid time — kbm DSP, ad score
time — kbm SSP).

Bpaysbpute nogavpxat metoa, Ypes konto DSP/peknamogaten moxe ga 6bae nobaBeH B AageHa rpyna, Heroea
cobcTeeHocCT. Besika rpyna e 6paysbp-cneuundudHa! BaxxHa ocob6eHOCT e cnocobHocTTa cantoBeTe camu Aa
AecdmHMpaT rpynm ot UHTepec.

[Mpun noceleHne Ha n3gaTencku canT, bpay3bpa UHULMUPA ayKLUUOH, B KOWTO U34YMTa HanM4yHUTe rpynn oT MHTEpeC n ce
obpblia kbM Key/Value services permcrbpa 3a nHpopmaumsa 4ymsi COGCTBEHOCT ca, 3a Aa MM nokaHu 3a HagaasaHe. Cneg
TOBa NPOLIECHT € NoA00EH Ha TeKYLLUNS — B OTrOBOpA Ha 3auHTepecyBaHUTE CTPaHN nMma NpeanioxeHue 3a LeHa u
peKnamMHn akTUBM.

bpay3bpbT 3apexaa akTUBUTE Ha eBeHTYyarnHNa neyYenmeLL 1 panopTyBa pe3ynTaTT OT ayKuMoHa. [1pn eBeHTyarneH Knuk
ce nanons3sa Fenced Frames Ads Reporting.

L
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https://developers.google.com/privacy-sandbox/relevance/protected-audience?hl=en
https://developers.google.com/privacy-sandbox/blog/fledge-api#keyvalue-service
https://github.com/WICG/turtledove/blob/main/Fenced_Frames_Ads_Reporting.md#reportevent

Advertiser*site == Ad-space buyer Site that displays ads Ad-space seller Ad-space seller  Ad-space seller code

A site that pays : code A site that gets paid code code : and
: to advertise its products. for ad impressions. Ad-space buyer code
- bike-maker.example dailynews.example '
joinAdInterestGroup() runAdAuction() reportResult()

reportWin()

seller.example

vee
=, buyer.example

: . H : . —— : ,u_ mom—
| - i : n* _. .
- | - | | e

; 50

Winning ad : Results are

User visits * Browser joins User visits site * Ad auction *
advertiser site : interest group dlsplaymg ads ; ; dlsplayed : reported
The user interacts with The DSP The user visits a site The seller calls the functlon The ad associated with the The seller's code can
a site that wants to (or the advertiser itself) that displays ads. : runAdAuction() E winning bid in the include a reportResult()
advertise its products. - makes a JavaScript call The seller of ad space ' to choose the most - adauctionisdisplayed ~ function to report the
In this scenario, the joinAdInterestGroup() on the site is likely to be . desirable ad, ba_SEd on to the user in a auction outcome.
ad-space buyer asking the browser to add 41 SSP or the site itself. ~ Seller code,.b'lddl.ng code fenced frame.
is likely tobe aDSPor ~ @n interest group named 5 from parhcnpat_lng ad : _ Each buyer's
the advertiser itself. ‘running-shoes’ . buyers, and realtime data : code can include a
to those it belongs to. {from the key/value service.. . reportWin() function.

*A publisher or adtech platform might also want to build interest groups.

L
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KA3YCH

N3nckBaHe 3a K-anonymity — Ypes anroputbM ce onpeaens MMHMMarnHa rpaHuua, Ha Kosito Tpsibea ga oTroBapst
kKoMOUHauMATa oT paKkTopu:

v'URL Ha cobcTBeHMKa Ha interest group
\/URL Ha HagAaBsawmsa CKpUNT

v'URL Ha Kpuentmnea

\/Paslvlep Ha peknamarTa (cneg 2025r.)

KombuHaumsaTa ot paktopum (tuple) Tpabea aa 6buna HanuyHa 3a noHe 50 notpebutens npes nocrnegHute 30 gHKU, KaTo
TekyliaTa umnnemMeHTaums e noctasuna tasm cTonHocT Ha 10 1 e BbNpOC Ha crieBaLlo pelleHure Kora e 6bae
mMurpmpana kem 50.

L
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https://developers.google.com/privacy-sandbox/relevance/protected-audience-api/k-anonymity

ATTRIBUTION REPORTING API

OcHoBHaTa Len e ga no3sonu atpnbytupaHeTo Ha KoHBepcunTe 6e3 ga ce nanonseat 3 party GUCKBUTKM
nnu npekomepeH fingerprinting.

[oBGaBeHnaT WyM (3a nosiydaBaHe Ha no-rpybu aaHHW) Bogu O0:

,The Attribution Reporting API may not be suited for cost-per-conversion billing needs, because of the noise
added to event-level and summary reports”

Mooapwbxka:
Firefox n Edge He ca cnogenunu curHanm

Safari 1 Webkit ca HeratnBHM 1 HAMa fa yyacTBaT B MHMLMATMBATA, KaTo nNpegnarat cobcTeeHa
pa3paboTka - Private Click Measurement.

L
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https://developers.google.com/privacy-sandbox/relevance/attribution-reporting?hl=en
https://developers.google.com/privacy-sandbox/relevance/aggregation-service#noise-scale
https://developer.apple.com/videos/play/wwdc2021/10033/

EVENT-LEVEL REPORTS

Adtech platform

adtech.example

—>
The adtech
script is
loaded.
Publisher
I- el |
i news.example ]
: ' :
I ad <a> : !
I [
l s : .
i 1
| " 1

©

Browser

Ad clicked or viewed! 0
Store the data in
browser storage.

Adtech: “OK, it's a
conversion. We want to get
a report for this, and let's
attach some data to it:

2
This is for us the encoding

for a conversion of type
purchase”.

Advertiser

Source event ID

Powerful Digital Leadere. .._.

| 200400660

Trigger data
2

Adtech
orders the
browser to
send a
report.

~ Later, the browser
~ sends the report:

+ Source Event ID
206400600

* Trigger data
2

~__ »bulgaria




SUMMARY REPORTS

Powerful Digital Leadership.

Bob ca

Publisher Advertiser

s I O

1 . 1 i e, i

source context trigger context
=ad-side data =conversion-
side data
Browser

|

‘ 1 conversion for campaign #12 |

‘ $180 spent for campaign #12 in NYC |

Adtech
e E R EEEEE e E .-
e v Re ampagp $

L el

Raw reports: encrypted. Not readable
to adtech.

Aggregation service

Summary reports, sent in clear but
encoded by adtech (=> meaningless to
anyone but adtech)

l

Sarah

(similar flow)

Reports once decoded by adtech:

o®e 38198 spent due
" to campaign #12

+ Noise and delay

.
Iqbo bulgaria




With third-party cookies: Adtech
joined identity

Event-level report:

@ User device Bob saw ad #200400
:""""""""""""'E and bought something
' : + Noi d del . .
: ' ofse and detay Aggregation service
' (Nothing) ' Bob'’'s activity and data on
E ' news.example
: : L L LRt L
. . Summary report: : 1 conversion for campaign #12 :
1 L}
2@ ' : -
Adtech 5" © 3819S spent due 1 $100 spent for campaign #12 !
to campaign #12 1 :
P s e T eSS e e,
B°g oo :‘t’ ’:23"4:9 @ B ST B & Encoded by adtech. Not
o sl bt Raw report meaningful to the trusted

Bob’s activity and data on servers.

news.example Bob's activity and data on

1
1
- ole: !
111 AND* " 1| news.example
aign —
Bob’'s activity and data on $100 " :|:AND
shoes.example USA. : , L
s | Bob’s activity and data on
, shoes.example
*CROSS-SITE JOINT lcoooco—o——ooocooc—oo—oooo
OF DETAILED DATA .
=> JOINED IDENTITY Raw report: encrypted. Not
readable by adtech.
iab
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KA3YCH

Ho6aBeH wym:
[lo6aBeHuAT WyM (3a nonyyaBaHe Ha No-rpybu 4aHHW) BOAU [0:

»1he Attribution Reporting API may not be suited for cost-per-conversion billing needs, because of the noise added to event-
level and summary reports®

Bceku e repon:

KakBo LLe cTaHe, ako HAKONKO nnaTdopmu NnpeTeHampar 3a pesynrtarta oT JafeH KrK? A KakBO ce cry4Ba ¢ post-view
apbutytnpaHeTo? 3a Meta — AcHo. OcTaHanuTe KakBo Le npaeaT?

OdeTtannHocT:

MoTtpebutenckmnat naeHtndgukatop e 64-6utos (OK), Ho conversion ngeHTndgpukatopa e 1 unm 3 6utos. B 3 Guta moxxem aa
kogmpame 23 = 8 yHMKarnHu CTOMHOCTW.

3abaBsHe:
[aHHuTe We ce n3npallat ¢ “n3BecTHO” 3abaBsiHe, 3a Aa He Ce M3NOoN3BaT 3a NoBeaeHYeCKo NpodunmpaHe.

MopapbxkKa:
Firefox n Edge He ca cnogenunu curHanm

Safari 1 Webkit ca HeraTnBHM 1 HAMa ga yvacTBaT B MHMLMATMBATA, KaTo npeanaraT cobcTBeHa paspaboTka - Private Click
Measurement.

L
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https://developers.google.com/privacy-sandbox/relevance/aggregation-service#noise-scale
https://developer.apple.com/videos/play/wwdc2021/10033/
https://developer.apple.com/videos/play/wwdc2021/10033/

TOPICS API

dyHKUMOHaNHOCT, NpeaBuaeHa ga aktmueupa IBA (interest-based advertising) 6e3 ga ce nsnonsea rpaHyngapHo
npocneasiBaHe Ha noTpebutenckoto nosegeHve. HacnegHwk Ha FLoC.

HaunHbT Ha pa60Ta npeaswxaa Bb3MOXHOCT Ha API, ypes I/I,D,eHTI/I(*)I/ILI,I/IanJ,I/I MHTEepeca CTaTucTtn4eCckn Mmetoaun aa
npennosiara MHTepecunuTe Ha I'IOTpe6I/ITeJ'II/ITe, Ha 6asa CTpaHnuuTe, KOUTo Te noceljaBart.

YacT oT MexaHu3Ma Ha paboTa e nogabp)kaHe Ha nHdopmaumsTa ,ceexa“, upes KoHuenumsTa 3a “Epoch”,
npeacTaBnsaBaLy penaTtuBeH nepuoa ot Bpeme (T.e. 6e3 aa ce 3Hae HayanHUs MOMEHT), Mpe3 KONMTO ce cbbupa
nHpopmauus 3a “User”, kaTo JONBAHUTENHO Ha CnydaeH NpuHUmMn ce n3bvpa egHa oT neTTe Han-nonynsipHU Temu 3a
nepvoga. API caller (peknamHa nnatgopma), Tpsabea Aa e 3asBun HabNAEHNETO Ha KOHKpeTHa Tema npes Haw-
akTyanHute 3 Epochs, 3a ga moxe ga s nony4m kato nHpopmauus. B otroBop Ha 3asBkaTta cu, caller moxe ga nony4u
mexay 0 n 3 Temu.

KoecdmueHTbT Ha paHaomusupaHe e 5%, Kato MMa MHOXECTBO ApPYrn orpaHM4YeHus 3a aa ce nsberHe
Bb3MOXHOCTTa 3a npodmnupade (fingerprinting).

TakcoHomus, v.2 (471 3anuca)

L
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https://developers.google.com/privacy-sandbox/relevance/topics?hl=en
https://github.com/WICG/floc
https://github.com/patcg-individual-drafts/topics/blob/main/taxonomy_v2.md

RELATED WEBSITE SET (RWS)

[1aBa Bb3MOXXHOCT Ha KOMMNaHUMTE Aa AeknapupaT Habop OT canToBe, HerHa
cobCTBEHOCT.

3a Te3un cantoBe Noaabp)KaHUTe Opay3bpy e paspellaBaT 4OCTbMN A0 YacT oT
dyHKUMOHanHocTUTe Ha 3" party GUCKBUTKUTE, 3a cneundnyHn Lenu.

I'IpenopquaM Ha rno-royieMnuTe n3gatesin a npoyyar 1Ta3n "nHnmunatTmuBarta.

RWS Submission Guidelines

Canonical quidelines

L
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https://developers.google.com/privacy-sandbox/3pcd/related-website-sets?hl=en
https://github.com/GoogleChrome/related-website-sets/blob/main/RWS-Submission_Guidelines.md
https://github.com/GoogleChrome/related-website-sets/blob/main/related_website_sets.JSON

SHARED STORAGE API

CDyHKLl,I/IOHaJ'IHOCT, no3eonsBalla Cross-site 4OCTHLMN 3a 3anuc, HO JIMMUTUPaLLla Bb3MOXXHOCTUTE 3a YETEHE.

Mo nges, 6paysbpute TpsbBa fa pasgensaTt BCMYKM BuaoBse storage (cookies, localStorage, caches n T.H.), 3a aa
npemaxHaT Bb3MOXXHOCTTA 3a Cross-site npocneasisaHe. Tbil KaTo Mma GusHec uenu, NpusHaTtn 3a ,JIETMTUMHN® OT
nHMUMaTMBaTa, e paspaboTeH MeToAd, NO3BONABALL, U3KITHOYEHUSI.

3a 4yeTeHeTO Ha JaHHKM Cce U3nona3ea cneunanHa cpeaa, HapeveHa shared storage worklet. B Hero JS moxe aa
n3Bnu4ya HepasgeneHa nHdopmaums, HoO HAMa Bb3MOXHOCT A4a KOMYHUKMPa C BbHLUHA CTpaHuua.

M3nonssaHeTo My € Noaxo4sLlo 3a creHuTe uenu:
\/POTau,Mﬂ Ha KPUENTUBK
v A/b TecTBaHe

v Custom UX

L
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https://developers.google.com/privacy-sandbox/relevance/shared-storage?hl=en

Shared Storage news.com Shared Storage retail.com

news.com
AN - 0
= = n-» =
Lastlreative= LastCreative='G
null lohe"
Click='True'
< Buyer wins 12 Buyer checks (el Buyer returns (4 Buyer © For next ad win,
auction and Shared Storage the globe ad. updates buyer selects
needs to and finds user The user Shared and displays the
select an ad has not clicks on the Storage hotel creative.
creative. previously ad. variables.
viewed or
clicked for this
campaign.
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COOKIES HAVING INDEPENDENT PARTITIONED
STATE (CHIPS)

Mo cbLLECTBO € Ha4MH 3a u3nonasaHe Ha 3' party 6ucksuTkn. No3BonsBa JobaBsaHETO Ha
BMCcKBUTKM KbM partitioned storage n nanona3esaHe Ha ABOEH KoY 3a A4OCTbNBAHETO M.

TekyLo BUCKBUTKMTE nMaTt camo eaunH kntod, host. C BHeapsiBaHETO Ha NPeASIOKEHNETO, KbM HETO
e ce go6aBu HOB KITtoY — partition, peanuaunpaH 4pes HoB cookie aTpunbyT: Partitbned

Partitioned GuckeBuTkaTa ce 3anucea oT 3" party service, kaTo MoXe aa ce 6bJe NpodYeTeHa OT TO3U
service caMo Ha cbLuus top-level domain.
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https://developers.google.com/privacy-sandbox/3pcd/chips?hl=en
https://developers.google.com/privacy-sandbox/3pcd/chips?hl=en

Partitioned

A,B - top-level sites
C - embedded site
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FENCED FRAMES

Mo3BonsiBa Brpa)kgaHe Ha CbAbpXKaHWe OT TpeTa cTpaHa, 6e3 cross-site cnogensiHe Ha AaHHW.

<fencedframe> e HTML enemeHT nogobeH Ha iframe, HO Npunarawy, cneynduyHn orpaHn4YeHnd
BbPXY KOMyHUKaLMSATA MEXOY HErO N BrpaXKaalLmMs ro KOHTEKCT.

B komBuHauus cbe storage partitioning, MHMUMaTMBAT alle NO3BONN MaKCUManHoO pasgensHe Ha
AaHHUTE N n3bsireaHe Ha cross-domain npocnegsiaHe.

OTHOBO ce npunarat U3KNYeHns 3a cneunuyHmn busHec Kasycu, KOMTo NO3BoSIsIBa Cross-site
obmeH Ha cbabpXaHue, Hanp. opaque-ads
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https://developers.google.com/privacy-sandbox/relevance/fenced-frame?hl=en

Before

news.example shoes.example
<iframe>
shoes .example __?
APter
news.example shoes.example
<iframe>
shoes.example
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PRIVATE STATE TOKENS (ex-TRUST TOKENS)

®DyHKUMOHANHOCT, NpeABuaeHa fa Banuaupa Cross-site caMonn4yHoCTTa Ha notpebutenure, Ypes
N3Nosi3BaHe Ha KpMnTorpadCckn TOKbHN (BUMXXTE TYK OOMEHUS UM KypC 3a OeHs).

Jinmntnpa HyxxgaTta oT nacMBHO nNpocrnenssaHe, Hanp. Ypes device fingerprinting, IP monitoring,
npomMmeHu B device state.

BaxkHu Hanp. 3a naeHTUdULMpaHeTo Ha 60ToBE, reHepupaLLm U3KYyCTBEH Tpaduk/KnuKoBe.
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https://developers.google.com/privacy-sandbox/protections/private-state-tokens?hl=en
https://www.google.com/search?q=seriously%3F&tbm=isch&ved=2ahUKEwign8Dg-5aFAxU46QIHHabuARIQ2-cCegQIABAA&oq=seriously%3F&gs_lp=EgNpbWciCnNlcmlvdXNseT8yBRAAGIAEMgUQABiABDIKEAAYgAQYigUYQzIFEAAYgAQyBRAAGIAEMgUQABiABDIKEAAYgAQYigUYQzIFEAAYgAQyBRAAGIAEMgUQABiABEigGlDpBFi-GHAAeACQAQCYAXCgAfoHqgEDOS4yuAEDyAEA-AEBigILZ3dzLXdpei1pbWeIBgE&sclient=img&ei=q2MFZuAduNKL6A-m3YeQAQ&bih=820&biw=1496&client=firefox-b-d&prmd=invbz

FEDERATED CREDENTIAL MANAGEMENT API

[MpeasmaeHo e ga obenyxeBa HYXAUTe Ha ycnyrn, kouto peanusupar federated identity services.
Mpumep 3a Takmea ycnyrn ca SSO goctaBunymTe.

3a ga ce orpaHu4aT Bb3MOXHOCTUTE 3a 3roynoTpeda ¢ TekyLmTe peLleHns, ce BbBexaa
KOHLenumuaTa 3a JoBepeHa TpeTa cTpaHa — Identity provider (IdP)

L
Powerful Digital Leadership. Iqbo bulgaria


https://developers.google.com/privacy-sandbox/3pcd/fedcm?hl=en

AONMBbINHUTENTHA PECYPCU

Private State Tokens (ex-Trust Tokens)

Topics API
Protected Audience API

Attribution Reporting

Related Website Sets

Shared Storage

Cookies Having Independent Partitioned State (CHIPS)

Fenced frames

Federated Credential Management API
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https://developers.google.com/privacy-sandbox/protections/private-state-tokens?hl=en
https://developers.google.com/privacy-sandbox/relevance/topics/developer-guide?hl=en
https://developers.google.com/privacy-sandbox/relevance/protected-audience?hl=en
https://developers.google.com/privacy-sandbox/relevance/attribution-reporting?hl=en
https://developers.google.com/privacy-sandbox/3pcd/related-website-sets?hl=en
https://developers.google.com/privacy-sandbox/relevance/shared-storage?hl=en
https://developers.google.com/privacy-sandbox/3pcd/chips?hl=en
https://developers.google.com/privacy-sandbox/relevance/fenced-frame?hl=en
https://developers.google.com/privacy-sandbox/3pcd/fedcm?hl=en
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In God we trust:‘all
others bring data.

W. Edwards Deming




BJIATOLNAPA 3A
BHUMAHUETO!

[ ]
iab. bigeric
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