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Dear Members of the European Parliament, 

Dear Member States of the Council of the European Union, 

Joint statement of scientists and researchers on the Proposal for the Child Sexual 

Abuse Regulation (9 September 2024) 

In September 2024, the EU Member States are considering an updated proposal of the regulation 

for client-side scanning, in which providers of applications with end-to-end encrypted 

communications would be forced to scan the content of all images for known Child Sexual Abuse 

Material (CSAM). 

Child sexual abuse and exploitation are serious crimes that can cause lifelong harm to survivors. 

We acknowledge that governments, service providers, and society at large take major 

responsibility in tackling these crimes. But this cannot be done at any cost. We explain in this 

open letter why we have strong objections against the proposed regulation. 

Background 

In July 2023, more than 400 scientists and researchers signed an open letter to express their 

concerns about the proposed EU Child Sexual Abuse Regulation (https://edri.org/wp-

content/uploads/2023/07/Open-Letter-CSA-Scientific-community.pdf). The letter pointed out 

numerous technical issues but also broader human rights and societal risks. The European 

Parliament rejected the proposal in November 2023. 

In the Spring of 2024, the Belgian presidency presented another version of the proposal to the 

EU Member States. In May 2024 more than 300 scientists wrote a second letter explaining why 

this version was still unacceptable: https://nce.mpi-sp.org/index.php/s/eqjiKaAw9yYQF87. In the 

European council, no consensus was reached on this Spring 2024 proposal, and it was therefore 

never submitted to parliament. 

The new draft regulation of August 2024 

Compared to earlier versions, the newest proposal from August 2024 is reduced in scope: the 

detection of new CSAM content and of grooming in chat and audio using AI are, for now, left as 

optional. This is only a minor concession, as the Commission can make this detection mandatory 

in the future. We refer to our open letter from July 2023, where we explained that both goals are 

technically infeasible and will remain infeasible in the next decade and thus, they should not 

appear in any form in a regulatory framework. 

The latest proposal forces providers of end-to-end encrypted messaging services (iMessage, 

Matrix, Messenger, Signal, Threema, WhatsApp, Wire but also encrypted email) to check whether 

users send known CSAM material. The regulation leaves it open how this should be done. The 

only known approach to perform this verification on encrypted messaging with an acceptable 

efficiency is client-side scanning: before they are sent, images on a phone are compared with 
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a hashed database of known CSAM content. If a match is detected, the user is reported to law 

enforcement. 

There are several reasons why this proposal remains unacceptable. 

● First and foremost, the current detection technology is ineffective: it is very easy to modify 

an image such that it evades detection (false negatives), which means that only a small fraction 

of offenders will be reported. In addition, it is trivial to maliciously modify an innocent image such 

that it is detected as CSAM (false positives). Given the volume of images to be analysed (all 

images sent in all messaging services), some of the current designs would generate a very large 

number of false positives, that would be further increased if we consider malicious modifications. 

Each of these errors result in innocent users being reported of heinous crimes. To reduce the 

number of both false negatives and false positives, the hashing algorithms have to be configured 

in a way that the hashed database will necessarily leak information on the original pictures, which 

is highly problematic as it could lead to reconstruction of the very CSAM material whose spreading 

scanning aims to prevent. After twenty years of research on this topic, there is no reliable method 

to address these problems and it is doubtful whether this problem can be solved at all. 

 
● Second, reducing the scope to leave the use of AI to detect new CSAM and grooming as 

optional does not solve one of the main problems of client-side scanning: scanning images before 

encryption completely defeats the purpose of end-to-end encryption. While the regulation 

claims that such scanning respects end-to-end encryption, it is obvious that it does not. An 

analogy would be that the government would claim that it respects the confidentiality of 

correspondence by never opening letters, while it would mandate installing networked cameras 

to look over the shoulders of all citizens before they place each letter in an envelope. 

● Third, despite the reduction in scope, the imposed detection orders are still 

indiscriminate: the proposed mandatory scanning targets every citizen, rather than investigating 

users for which law enforcement has reasonable suspicion that they engage in the exchange of 

CSAM material. Our phones and the pictures on the phones document our complete lives; giving 

the government full access to this content is highly intrusive. From a legal perspective, this means 

that client-side scanning is disproportional and violates the fundamental right to privacy. 

 

● Fourth, there is the risk of mission creep. The proposal focuses on CSAM, but once 

client-side scanning would be deployed on the devices of the EU citizens, it is trivial to expand 

the scanning to all images stored on the device and to extend the hash database with new content 

(terrorism or organized crime) without open democratic oversight. As the database is hashed, 

there is no transparency on the nature of the content that is being detected. In addition, it is highly 

likely that less democratic regimes will use client-side scanning to detect at scale content critical 

of the government. This technology will deliver them instantaneously a list of journalists, human 

right activists, and opposition members, who spread such content. It is ironic that the EU wants 

to be seen as a beacon of democracy but would also be prepared to hand to dictators a ready-

made tool for mass surveillance. 
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● Finally, client-side scanning adds complexity to a system providing end-to-end security. 

Additional interfaces and code have to be added to download and update the database, to perform 

verifications and to send reports. These mechanisms are extremely sensitive and require very 

robust secure measures. Any error could enable hackers, criminals, or unfriendly governments to 

scan the content of devices in a targeted manner or at scale. There is also a substantial risk that 

the database of hashed images will leak, ultimately weakening protections that are relied on by 

service providers for detecting abuse in unencrypted environments (such as email, or public photo 

sharing). Overall, the increased complexity is likely to lead to new vulnerabilities making 

everyone less secure. 

Secure paths forward for child protection 

To conclude, we repeat the message from our earlier letter: technocentric solutions based on 

surveillance are a very poor option to combat the spread of CSAM. 

It is important to remember that CSAM content is the output of child sexual abuse. Eradicating 

CSAM relies on eradicating abuse, not only abuse material and its distribution. Proven 

approaches recommended by organisations such as the UN for eradicating abuse include 

education on consent, on norms and values, on digital literacy and online safety, and 

comprehensive sex education, trauma-sensitive reporting hotlines, and keyword-search based 

interventions. With client-side scanning, victims who use these very same secure messenger 

services to communicate with trusted friends or help lines would be at risk of being criminalised 

through flagging their call for help, and therefore less likely to reach out in the first place. 

Educational efforts can take place in partnership with platforms, which can prioritise low barrier 

reporting of CSAM, high quality educational results in search or collaborate with their content 

creators to develop engaging resources. 

Protecting children from (online) abuse while preserving their right to secure 

communications is critical. We recommend substantial increases in investment and effort to 

support existing proven approaches to eradicate abuse, and with it, abusive material. Such 

approaches stand in contrast to the current techno-solutionist proposal, which is focused on 

vacuuming up abusive material from the internet at the cost of communication security, with little 

potential for impact on abuse perpetrated against children. 
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