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UDP>—S 8B E AF_INET SOCK_DGRAM IPPROTO_UDP(17) or O
TCPF—5 8B L AF_INET SOCK_STREAM IPPROTO_TCP(6) or O
UDPAw S8R E AF_INET SOCK_RAW IPPROTO_UDP(17)
TCPAwW SERL E AF_INET SOCK_RAW IPPROTO_TCP(6)
ICMPAw S8R E AF_INET SOCK_RAW IPPROTO_ICMP(1)
IPAw S8R E AF_PACKET SOCK_DGRAM htons(ETH_P_IP)
ARPAw SERI AF_PACKET SOCK_DGRAM htons(ETH_P_ARP)
EthernetANwSEBLIE|  AF_PACKET SOCK_RAW htons(ETH_P_IP)




- Ethernet A\ w5 AF PACKET SOCK RAW htons(ETH P IP) -



-l soccses

require 'socket’

ETH P ALL = 768 # NOTE: htons(ETH P ALL) = linux/if ether.h
Socket.new(Socket :: AF PACKET, Socket ::SOCK RAW, ETH P ALL)
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Socket#bind(my_sockaddr) -> 0
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PACKED ETH P ALL = [ETH P ALL]. pack( 'S"). unpackl( 'S>"')
s = Socket.new(Socket :: AF PACKET, Socket::SOCK RAW, ETH P ALL)

s1l = [Socket :: AF PACKET, PACKED ETH P ALL, mr ifindex]
s.bind(sll.pack('SS>al16"'))




PACKED _ETH P_ALL = [ETH _P_ALL].pack('S").unpackl('S>")
s = Socket.new(Socket :: AF PACKET, Socket::SOCK RAW, ETH P ALL)

sl = [Socket :: AF PACKET, PACKED ETH P ALL, mr ifindex]
s.bind(sll.pack('SS>al16"'))




- sl = [Socket :: AF PACKET, PACKED ETH P ALL, mr ifindex]

sockaddr_IIBEICHEN D




E struct sockaddr II(1)

struct sockaddr_ 11 {
unsigned short sll_family;
unsigned short sll protocol;
int sll 1findex;

unsigned short sll _hatype;
unsigned char sll pkttype;
unsigned char sll _halen;
unsigned char sl1 _addr([8];

(1) https://man7.org/linux/man-pages/man7/packet.7.html



E struct sockaddr I1I(1)

sockaddr 11 {
unsigned short sll _family; /* Always AF_PACKET */
unsigned short sll _protocol; /* Physical-layer protocol =*/
int sll ifindex; /* Interface number =*/

sll _hatype;
sll pkttype;
slLl halen;

sll addr[8];

(1) https://man7.org/linux/man-pages/man7/packet.7.html
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unsigned short sll_family;
unsigned short sll_protocol;
int sll 1findex;

ushort, ushort, int®|A
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unsigned short (2byte) int (4byte)
sll_family sll_1findex

:: AF PACKET, PACKED ETH P ALL, mr ifindex]

pack('SSa16-



unsigned short (2byte) int (4byte)
sll_family sll_i1findex

:: AF PACKET, PACKED ETH P ALL, mr ifindex]
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:: AF PACKET, PACKED ETH P ALL, mr ifindex]

pack('SS



PACKED _ETH P_ALL = [ETH _P_ALL].pack('S").unpackl('S>")
s = Socket.new(Socket :: AF PACKET, Socket::SOCK RAW, ETH P ALL)

s1l = [Socket :: AF PACKET, PACKED ETH P ALL, mr ifindex]
s.bind(sll.pack('SS>al16"))
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BasicSocket#setsockopt(level, optname, optval) -> 0
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s.setsockopt(SOL PACKET, PACKET_ADD MEMBERSHIP, mq _req)
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E struct packet_mreq(1)

struct packet _mreq {
int mr 1findex;
unsigned short mr_type;

unsigned short mr_alen;
unsigned char mr_address[8];

(1) https://man7.org/linux/man-pages/man7/packet.7.html



TNENECS5ENHS

def mr_1ifindex
1 = Socket.getifaddrs.find { |ifaddr| ifaddr.name = @ifname }&.ifindex
[[i].pack('c')].pack('a4")

end

def mr_type
PACKET MR PROMISC = 0x0001
[PACKET_MR_PROMISC].pack('S")
end

def mr_alen
[0].pack('S")
end

def mr _address
[0].pack('C') * 8
end




def mr_1ifindex
1 = Socket.getifaddrs.find { |[ifaddr| ifaddr.name = @ifname }&.ifindex
[[i].pack('c')].pack('a4")

end

Socket.getifaddrs TI/FEMS
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def mr_type
PACKET _MR_PROMISC = 0x0001
[PACKET_MR_PROMISC].pack('S")
end

PACKET MR PROMISC &8¢



mr_alen & mr_address (301£8)

def mr alen
[0].pack('S")
end

def mr _address
[0].pack('C') * 8
end
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Socket#recvfrom(maxlen, flags=0) -> [String, Addrinfo]
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Lloop do
msg, = s.recvfrom(2084)

analyze(msg)
end
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