Zero Trust deployment plan with Microsoft 365

A clickable deployment plan in the Zero Trust universe

Deploying Zero Trust using Microsoft 365 capabilities Prescriptive solution guides Supporting illustrations

Each of these guides describe how to accomplish specific units of work that are prescribed by

This poster represents the work of deploying Zero Trust capabilities with Microsoft 365. This work is broken the deployment plan.

into units of work that can be configured together, starting from the bottom and working to the top to
ensure that prerequisite work is complete.

Work , .
unit Solution guides
Zero Trust identity and device access policies
This Microsoft 365 Zero Trust deployment stack illustrates the recommended units of work. Read more here — aka.ms/zero-trust-m365.

These illustrations from the prescriptive solution guides are included here for your reference.
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Zero trust
foundation

Configure Starting point Zero Trust identity aka.ms/zero-trust-m365-info-protect

Turn on Multi-Factor Authentication (MFA) and these in the scope of MFA policies
configure Intune app protection policies that don't

I L7 R iag) ClEnfiaes Manage data privacy and data protection
aka.ms/zero-trust-m365-data-privacy

o Protect &
govern
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@ Assess €©) Stay on track

O Respond

Configure cloud identity: cloud only, hybrid with Password Hash Synchronization (PHS),

hybrid with Pass-Through Authentication (PTA), or federated

a Enroll devices into management
e Deploy a Microsoft Information Protection solution

Microsoft 365 Zero Trust deployment stack

Integrate SaaS apps for Zero Trust with Microsoft 365
aka.ms/zero-trust-m365-saas

. |dentity Devices Security operations Information protection & governance

Apply Zero Trust principles to Azure services
aka.ms/zero-trust-azure

This set of articles shows you how to apply the Zero Trust approach to new or
already deployed Azure services, such as storage, virtual machines, virtual
networks (Vnets), Azure Virtual Desktop, and Azure Virtual WAN.

1. Add SaaS apps to Microsoft Entra and MFA
2. Create Defender for Cloud Apps policies

3. Deploy information protection for SaaS apps
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