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ABSTRACT 

Cloud computing has been seen as the next generation 

architecture of IT enterprise. The cloud paradigm advantages 

and its potential for decreasing costs and reducing the time for 

a service that favours towards security issues. Cloud 

Computing is an aggregation of IT services that offered to the 

customer based on leasing. Though a large number of security 

issues are addressed, still some are not addressed and several 

algorithms are proposed for security issues. This paper 

presents a perspective of cloud computing technologies, 

essential characteristics, classifications, delivery models and 

various encryption mechanisms. A comparative study made 

on several encryption techniques are used for maintaining the 

confidentiality in the cloud. Finally, the major data security 

issues present in cloud computing are discussed. 
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1. INTRODUCTION 
Cloud Computing is a set of IT services provided by various 

service providers. The term cloud has originated from the 

internet and cloud computing is a platform that gives people 

the opportunity for sharing resources, services and 

information among the people globally. In general, cloud 

computing has different definitions offered by several 

important organizations. One of the standard definition 

National Institute of Standard and Technology (NIST) [1] 

defined cloud computing as “a model for enabling 

convenient, on demand network access to a shared pool of 

configurable computing resources (e.g., Network, servers, 

storage, applications and services) that can be rapidly 

provisioned and released with minimal management effort or 

service provider interaction”. Security and privacy are always 

the major concerns in cloud computing. According to 

Gartner’s survey, 70% of respondents think that the recent 

CTO of cloud computing without the utilization of the 

primary reasons is that there is data security and privacy 

concerns [2]. Google Apps is the best example of cloud 

computing where everyone can access their applications on 

Google data centers through a web server [3]. Security is 

categorized into two shells such as protecting the assets and 

protecting the data. Storing data in the cloud have many 

benefits which reduce hardware cost and improve storage 

reliability. In cloud computing, data security problem was not 

resolved entirely. Some of the security parameters are 

availability, authentication, confidentiality and integrity. 

Users don’t know where the information will be stored in the 

cloud. Most users care about the confidentiality of their 

information. Confidentiality is the important parameter in all 

cases of deployment. Confidentiality can be categorized into 

two characters, namely weak confidentiality and strong 

confidentiality. Weak confidentiality means only authorized 

users and cloud providers get the meaningful data from cloud 

storage. Strong confidentiality means cloud providers cannot 

access the data. For example confidential business 

information, government secret information, etc. Cloud 

computing provides an efficient storage for computer storage 

and call back the cloud users sensitive data. Using symmetric 

encryption techniques, the user’s data are encrypted before 

storing into the cloud storage. 

This paper is organized as follows: Section 2 explains the 

Essential Characteristics of Cloud Computing and Section 3 

presents the Classifications of Cloud Computing. Section 4 

presents Delivery Models of Cloud Computing. Section 5 

elaborates various Encryption Techniques for Data Security in 

Cloud Computing. Section 6 lists out the current Data 

Security Issues in cloud computing and finally, Section 7 

concludes the paper. 

2. ESSENTIAL CHARACTERISTICS OF 

CLOUD COMPUTING 
 On-demand Self Service: Cloud consumers expect on 

demand services from the cloud environment. The 

service provider must allow self-service access 

according to their request. So that customers can 

request customized, pay and use services without the 

intervention of human operators. 

 Broad Network Access: Cloud resources are globally 

available and utilized through a standard mechanism 

that promotes the user by heterogeneous platform. 

 Resource Pooling: The providers of cloud pooled the 

resources together and serve multiple clients using 

multiple tenant models. 

 Rapid Elasticity: The cloud will be flexible and 

scalable to suit consumer business needs. Consumers 

can easily add or remove users, software features, 

resources, etc. 

 Measured Service: Cloud computing resource usage 

can be measured, controlled and reported providing 

transparency for both provider and consumer of the 

utilized service. 

3. CLASSIFICATION OF CLOUD 

COMPUTING 
Based on the customer service and their usage, the cloud can 

be classified as public, private, community, and hybrid. 
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3.1 Public Cloud 
Public or external cloud infrastructure is available to the 

general owned by an organization for selling cloud service on 

pay-per-use basis. Some examples of public cloud are Google 

App Engine and Windows Azure services platform. 

3.2 Private Cloud 
Private or internal cloud infrastructure is maintained and 

controlled by a single organization. Some examples of private 

cloud are Sun Cloud, Google App Engine, IBM Blue clouds, 

etc. 

3.3 Community cloud 
Community cloud is another type of private clouds. Cloud 

infrastructure is shared by several organizations, typically 

with shared concerns. It may be managed by a group of 

organizations or third party on/ off premises. 

3.4 Hybrid Cloud 
Cloud infrastructure consists of two or more public, private or 

community clouds. The purpose of hybrid cloud is to provide 

extra services and resources to customers to serve their 

demands. 

4. DEPLOYMENT MODELS IN CLOUD 

COMPUTING 
Services are offered by cloud providers can be grouped into 

three categories. Figure 1 explains the cloud delivery models. 

 Software as a Service (Saas) 

 Platform as a Service (Paas) 

 Infrastructure as a Service (IaaS) 

 

Figure 1. Cloud Delivery Models 

4.1 Software as a Service (SaaS) 
Software is provided to the cloud customer as a service. Over 

the web the SaaS applications are delivered to end users [4]. 

SaaS is offered by Google Apps [5], Salesforce.com [6], 

Social media, Gmail is software as a service of Google, etc. 

Advantages of Saas is scalable, flexible pricing, portability, 

user-friendly. 

4.2 Platform as a Service (Paas) 
Platform as a Service means a way to rent hardware, operating 

system and network capacity over the internet. The platform is 

provided to the cloud customer as a service. Google App 

Engine [8], Microsoft Windows Azure [9] is the popular 

example of paas. Advantage of paas is Google minimizing 

developers, maintained customization and configuration. 

4.3 Infrastructure as a Service (IaaS) 
Infrastructure as a Service means just building a home from 

beginning, it consists “on demand” to internet connection, 

space with the flexibility to increase or decrease server 

capacity [7]. The IaaS cloud example is Amazon EC2 [10], 

Go grid, 3tera, etc... The advantage of IaaS is a Cloud solution 

cost scales according to use. 

5. ENCRYPTION TECHNIQUES FOR 

DATA SECURITY IN CLOUD 
Encryption Techniques are used for securing the sensitive 

information [11]. There are two different encryption 

techniques are used commonly. 

Symmetric Key Encryption uses Single key is involved in 

data security. Both sender and receiver use the same key to 

encrypt and decrypt. 

Asymmetric Key Encryption uses two keys are involved. 

The receiver has a secret key which is private and another key 

public which is published to everyone. 

Generally, Classical Encryption algorithms categorized into 

two principles. 

 Substitution Cipher (replaces one character with 

another) 

 Transposition Cipher (transpose or reorder the 

characters). 

Homomorphic encryption concept origin from esoteric world 

of abstract algebra.  Homomorphic means same shape or same 

effect on two different sets of objects can be transformed. The 

fully homomorphic encryption means (FHE), that there are no 

limitations on what manipulations can be performed [12]. 

 The following section analyses the various symmetric 

encryption techniques, which effectively handle large amount 

of data. 

5.1 Classical Substitution Cipher 

Algorithm 
Padmapriya et al [13] have proposed a method for providing 

the inverse of Caesar Cipher that supports more security for 

the data compared with earliest Caesar Cipher. The main 

scope of their paper is a new level of data security solution 

with encryption using ASCII full characters, which is 

important for designing the complete security solution. Caesar 

Cipher is replacing the letter three places down in the 

alphabet. For example “COME” is a plain text which will be 

converted into “FQOH” as cipher text. But this cipher can be 

broken by brute force attack because at the end there are only 

25 possible available options of key. 

Sastry et al [14] proposed playfair cipher which has encrypt 

multiple letters. They used a square matrix of 5x5 alphabetical 

letters are arranged in an appropriate manner. The user can 

select the key and place it in the matrix. The user can select a 

key and place it in the matrix. The remaining letters of the 

English alphabet from the key are then one by one placed in 

the matrix of playfair cipher. The plain text is broken into 
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pairs and if a pair ha same alphabet is separated by 

introducing a filler letter with ‘x’. 

5.2 Fully Homomorphic Encryption 
Maha tebaa et al [15] proposed an application of a method to 

execute operations on encrypted data without decrypting 

them, which will provide us with the same results after 

calculations as if the authors have worked directly on the raw 

data. Homomorphic Encryption method is able to perform 

operations on encrypted data without decrypting. 

Homomorphic Encryption systems are used to perform 

operations on encrypted data without knowing the private key 

(without decryption), the client is the only holder of the secret 

key. In their paper, a new concept of security which enables 

providing results of calculations on encrypted data without 

knowing the raw data on which the calculation was carried 

out, in respect of the data confidentiality. The improvement of 

the complexity of the Homomorphic encryption algorithms 

and compares the response time of the requests to the public 

key. 

Huda et al [16] proposed fully homomorphic encryption 

(FHE) allows a user that does not have the secret decryption 

key to compute any result of the data. The author focused 

technique is based on a FHE algorithm with key delegation to 

ensure data confidentiality, authentication, integrity and 

availability of multi-level hierarchical order. Their proposed 

framework solution is the using of homomophic cryptography 

with Attribute Based Encryption. 

5.3 Cryptography, Encryption Technique 
Sugumaran et al [17] discussed techniques that are 

implemented to protect data and propose an architecture to 

protect the data in the cloud. Their architecture was developed 

to store data in the cloud in encrypted data format using 

cryptography technique which is based on a block cipher. 

Their proposed architecture is based on cryptography 

algorithm, which is secure for data storage. This architecture 

has been designed for data security using block based 

symmetric cryptography, having better speed for storing the 

data. Their algorithm improved encryption of data secured by 

interesting the symmetric layer and using this technology is 

efficient for storing the user’s data in the cloud. 

Prashant et al [18] have proposed a “Three way mechanism” 

ensures all the three protection scheme of authentication, data 

security and verification at the same time. Their proposed 

architecture to make use of digital signature and Diffie 

Hellman key exchange with AES algorithm to protect 

confidentiality of data stored in the cloud. Their proposed 

mechanism makes it tough for hackers to crack the security 

system, thereby protecting data stored in the cloud. 

 Diffie Hellman keys in exchange. 

 Digital Signature used for authentication 

 AES encryption algorithm is used to encrypt or 

decrypt user’s data file. 

In cloud storage environment to avoid data modification, they 

used two separate servers are maintained, one for encryption 

process known as computing platform and another one known 

as a storage server for storing user data. 

5.4 Cloud DES Algorithm 
Neha Jain and Gurpreet et al [19] have proposed Data 

security in cloud computing using the DES algorithm. This 

Cipher Block Chaining system is to be secure for clients and 

server. The security architecture of the system is designed by 

using DES cipher block chaining, which eliminates the fraud 

that’s occurring today with stolen data. The data which are 

sent, being intercepted and replaced has no danger. The 

system with encryption is acceptably secure, but that the level 

of encryption has to be stepped up, as computing power 

increases. Results in order to be secured the communication 

system between the modules are encrypted using a symmetric 

key. The author proposed that the cloud data security must be 

considered to analyze the data security risk, the data security 

requirements, deployment of security functions and the data 

security process through encryption. The main contribution of 

their paper is the new view of data security solutions with 

encryption, which is important and can be used as reference 

for designing the complete security solution. 

Monikandan et al [20] have described an encryption 

algorithm to address the security and privacy issue in cloud 

storage to protect the data from unauthorized access. Data can 

be attacked in two ways. An insider attack is an administrator 

having the possibility to hack the user’s data. Outsider attack 

is third party can access the user’s data. The Author proposed 

a symmetric encryption algorithm to protect the data stored in 

cloud storage from the unauthorized access. Their proposed 

technique is converting plain text into the corresponding 

ASCII code value of each alphabet and the key value ranges 

between 1 to 256. This technique improves classical 

encryption techniques by integrating substitution cipher and 

transposition cipher. Symmetric encryption has the speed and 

computational efficiently to handle encryption of large 

volumes of data in cloud storage. Their proposed algorithm is 

used to encrypt the user data in cloud storage and it can’t be 

accessed by administrators or attackers. The main contribution 

of this paper is a comparison between various Symmetric 

Encryption algorithms are compared based on its techniques, 

description, concepts, security, issues addressed. 

 

Table 1. Comparison Techniques of Existing Encryption Algorithms

Author Techniques Used Description Concepts Used Security 

Applied On 

Issues 

Addressed 

Padmapriya et al Inverse Caesar 

Cipher 

Classical Substitution 

Cipher Same key used 

for Encryption & 

Decryption 

ASCII full characters 

(256 characters) 

Cloud 

customer and 

Cloud provider 

side 

Data Security 

and Privacy 

Sastry et al Playfair Cipher Classical substitution 

Cipher. Same key used 

for Encryption & 

5x5 matrix and 

Alphabetic characters 

used  

Cloud 

customer and  

Cloud provider  

Data Security 

and Privacy  
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Decryption side 

Maha et al Fully 

Homomorphic 

Encryption 

The private key is used 

for Encryption 

(without Decryption) 

Cryptosystem based 

on fully 

Homomorphic 

Encryption 

Cloud  

provider side 

only 

Data Security 

Huda et al Fully 

Homomorphic 

Encryption 

The private key is used 

for Encryption 

(without Decryption) 

Electronic Health 

Records classify 

based on PI 

(Personally 

Identifiable 

information) 

Cloud 

Customer and 

Cloud Provider 

side. 

Data 

confidentiality, 

Authentication, 

Availability 

and Integrity. 

Sugumaran et al Block based  

Symmetric 

Cryptography  

Symmetric layer 

inserted for encrypting 

the secure data using a 

symmetric algorithm 

The private key 

concept is used 

between sender and 

receiver 

Cloud 

Customer side 

Data Security 

and Privacy 

Monikandan et al Classical 

Encryption  

Both Substitution and 

Transposition. Same 

key used for 

encryption and 

Decryption 

Palin text is 

converted to ASCII 

code value, key range 

between 1 to 256 

Customer's 

side only  

Data Security 

and Privacy 

Neha Jain et al DES Algorithm The same key is used 

for Encryption and 

Decryption 

Cipher Block 

Chaining mode 

Both Cloud 

customer and 

Cloud provider 

Data Security 

6. DATA SECURITY ISSUES IN CLOUD 

COMPUTING 
Data Security means protecting data from unauthorized 

access, modification or destruction. In the cloud model, 

service provider is responsible for maintaining the data 

security. Recently, technology has focused on only one stage 

for a data security life cycle, which is process manage from 

creation to destroy. Figure 2 explains the data security life 

cycle and the phases in it. 

 Create: This phase is the generation of new digital 

content in client or server in the cloud. 

 Store: This phase occurs simultaneously after the 

creation process, therefore storage of data occurs in 

the repository or stored in multiple nodes. 

 

Figure 2. Data Security Life Cycle 

 Use: This phase uses the data in the repository for 

various processes. 

 Share: In this phase, the transmission of data occurs 

between customers and the partners. 

 Archive: In this phase, stored data is utilized for 

future use. 

 Destroy: This phase will permanently remove the 

data in the repository. 

Data security threats can be classified into internal 

threats and external threats. Internal threats, mainly come 

from an insider attack because cloud service providers 

and users, are the main reason for these threats. External 

threats, mainly come from outside attack because data 

can be accessed from third party. The attacker can steal 

the user’s personal data. [21]. There are Six types of 

major issues [22], while discussing data security in the 

cloud. 

 Data Authentication 

 Data Privacy and Confidentiality 

 Data Integrity 

 Data Location 

 Data Availability 

 Data Storage, Backup and Recovery 

6.1 Data Authentication 
A user may gain access within a LAN by entering a cloud 

identification and password, which may be affirmed by a 

cloud authentication mechanism. If the authentication 

mechanism validates the certification, the user identification 

and password are stored locally for subsequent authentication 

requests. The authentication mechanism may be applied in 

both domain and Workgroup LAN and may function in 
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parallel with other users who may have a LAN or client 

credentials which may not be authenticated from the cloud. 

6.2 Data Privacy and Confidentiality 
Once the clients outsource data to the cloud there should be 

assurance that data is accessible to only authorized users. The 

cloud computing service provider should make secure the 

customer personal data is well protected from other service 

provider’s and user. Authentication is the best solution for 

data privacy because service provider must make sure who is 

accessing the data and who is maintaining the server; so that 

the customer’s personal data is protected. The cloud customer 

must be guaranteed that data stored in the cloud will be 

confidential [22]. 

6.3 Data Integrity 
Data Integrity means data is complete and consistent. The data 

stored in the cloud may suffer from damage during integration 

operations. The cloud provider must make the client aware of 

what particular data are outsourced to the cloud, the native 

and the integrity mechanisms put in place [22]. 

6.4 Data Location 
The cloud users did not know where the data will be hosted 

and in fact, their users want to know the location exactly. It 

requires a contractual agreement between the users that data 

should stay in a particular location. 

6.5 Data Availability 
Data provided by the customer is normally stored in different 

servers often placing in different locations or in different 

clouds. Data availability becomes a major legitimate issue as 

the availability of corrupted and relatively difficult servers. 

6.6 Data Storage, Backup and Recovery 
The cloud users decide to move their data to the cloud 

provider should ensure adequate resilience storage systems. 

The process of recovering and backing up data is simplified. 

The cloud providers will store the data in several places across 

many independent servers. 

7. CONCLUSION 
Cloud computing is a versatile technology, widely studied in 

recent years. The providers and the clients must make sure 

that the cloud is safe from all the internal threats, external 

threats and mutual understanding between the customer and 

provider when it comes to the security of cloud. The major 

issues in cloud computing is data security and it has many 

aspects like confidentiality, Integrity, surveillance, reliability, 

availability, Security, anonymity, telecommunications 

capacity, government and backup & recovery. But the most 

important issue in data security is security and privacy for 

protecting the data in cloud storage. This paper analyses the 

importance of the data security in the cloud. Reason for 

choosing symmetric encryption algorithms are effective to 

handle encryption for large amount of data, and effective 

speed of storing data in the cloud. In this paper, table 1 

explains the comparison among various encryption techniques 

used in the cloud. 
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