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Abstract

we obtain some results as follows.

IB-DRE schemes.

functions with high min-entropy

Dual receiver encryption (DRE) is an important cryptographic primitive introduced by Diament et al. at CCS'04, which
allows two independent receivers to decrypt a same ciphertext to obtain the same plaintext. This primitive is quite
useful in designing combined public key cryptosystems and denial of service attack-resilient protocols. In this paper,

e Using weak lattice-based programmable hash functions (wLPHF) with high min-entropy (Crypto’16), we give a
generic IND-CCA secure DRE construction in the standard model. Furthermore, we get a concrete DRE scheme
by instantiating a concrete wLPHF with high min-entropy.

e For DRE notion in the identity-based setting, identity-based DRE (IB-DRE), basing on lattice-based programmable
hash functions (LPHF) with high min-entropy, we give a framework of IND-ID-CPA secure IB-DRE construction in
the standard model. When instantiating with concrete LPHFs with high min-entropy, we obtain five concrete
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Introduction

Dual receiver encryption, which was proposed by
Diament, Lee, Keromytis and Yung (Diament et al. 2004),
is a special kind of public-key encryption which allows two
independent users to decrypt a ciphertext to obtain the
same plaintext by using their own secret keys. More pre-
cisely, in a DRE scheme, the encryption algorithm takes
as input a message M and two receivers’ independently
generated public keys pk; and pk; and produces a cipher-
text c¢. Once the receivers receive the ciphertext c, either
of them can decrypt ¢ and obtain the message M using
their respective secret key. This primitive is quite use-
ful in designing combined public key cryptosystems and
denial of service attack-resilient protocols. Ten years later,
S. Chow, Franklin and Zhang (Chow et al. 2014) refined
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the notion of DRE and appended some appealing features
for DRE. Zhang et al. (2016a) extended the DRE in public-
key setting to the identity-based setting: identity-based
dual receiver encryption (IB-DRE), so as to handle the
difficulty of certificate management.

Many constructions from pairings and lattices have
been emerged since the notions of DRE and IB-DRE was
proposed.

Constructions from pairings. In Diament et al. (2004),
presented the first DRE scheme by transforming the three-
party one-round Diffie-Hellman key exchange scheme by
Joux (2000), and also proved that it is indistinguishable
secure against chosen ciphertext attacks. However, their
scheme relied on the existence of random oracle heuris-
tic, where a DRE that proven to be secure in the random
oracle model (ROM) may turn into insecure one when the
RO is instantiated by an actual hash function in practice.
Hence, (Youn and Smith: An efficent construction of dual-
receiver encryption, unpublished) began with attempting
to give a provably secure DRE scheme in the standard
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model by combining an adaptively CCA secure encryption
scheme and a non-interactive zero-knowledge protocol,
while suffered low efficiency due to the prohibitively huge
proof size. Later on, Chow, Franklin, and Zhang (Chow
et al. 2014) proposed a CCA secure DRE scheme via
combining a selective-tag weakly CCA-secure tag-based
DRE (based on the tag-based encryption scheme in Kiltz
(2006)) and a strong one-time signature scheme, as well
as other DRE instantiations for non-malleable and other
properties 1. Recently, Zhang et al. (2016a) constructed
two provably secure IB-DRE schemes against adaptively
chosen plaintext or ciphertext and chosen identity attacks
based on an identity-based encryption scheme in (Waters
2005).

Constructions from lattices. As studied in (Chow et
al. 2014; Zhang et al. 2016a), the DRE or IB-DRE can
be viewed as a special instance of broadcast encryp-
tion (BE, for short) or identity-based broadcast encryp-
tion (IBBE, for short) primitive which supports multiple
recipients in an encryption system. So a construction of
BE or IBBE implies a construction of DRE or IB-DRE.
Georgescu (2013) constructed a tag-based anonymous
hint system (Libert et al. 2012) under the ring learning
with errors (RLWE) assumption. Combining an IND-CCA
secure public key encryption (PKE) scheme and a strongly
unforgeable one-time signature (OTS), we can get an
IND-CCA secure BE scheme which is a conclusion in
Libert et al. (2012). Wang et al. (2015) presented a con-
struction of BE which is indistinguishable against adap-
tively chosen plaintext attacks (IND-CPA), based on the
LWE problem. As for IBBE constructions, Wang and Bi
(2010) proposed an adaptively secure IBBE scheme in the
ROM, under the LWE assumption.

Our Contributions. In this paper, we pay atten-
tion to using lattice-based programmable hash func-
tion to construct the DRE and IB-DRE on lattices.
Our schemes are constructed in the standard model
and satisfy chosen-ciphertext or chosen-plaintext secu-
rity based on the hardness of the Learning With Errors
(LWE) problem. Specifically, our works are stated as
follows.

e We give a generic DRE construction from weak
lattice-based programmable hash functions (wLPHF)
with high min-entropy which defined in Zhang et al.
(2016b). The construction is indistinguishable against
chosen-ciphertext attacks (IND-CCA) in the
standard model. When instantiating with a wLPHF
with high min-entropy, we get a concrete DRE
scheme. We also compare our DRE scheme with the
existing lattice-based DRE schemes. Please see more
details in Table 1.

e We also give a framework of IB-DRE from
lattice-based programmable hash functions (LPHF)
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with high min-entropy. The construction is secure
against chosen-plaintext and adaptively
chosen-identity attacks (IND-ID-CPA). When
instantiating with five concrete LPHFs with high
min-entropy, we obtain five concrete IB-DRE
schemes. The differences between our IB-DRE
schemes and the existing lattice-based IB-DRE
schemes are described in Table 2.

Remark 1. This work is relevant to Zhang et al. (2018b)
in which we constructed DREspp and IB-DREapp directly
from the identity-based encryption scheme in Agrawal
et al. (2010), and it is a concrete case of our generic
construction. As our growing understanding, we find
that DREagp (or, IB-DREagg) can be explained by using
wLPHFs or LPHFs with high min-entropy. So, in this
paper, we present a generic DRE (IB-DRE) construction
from wLPHFs (LPHFs) with high min-entropy.

Preliminaries

Notations. Let L be the security parameter, poly(i)
denotes the function f (1) = O (1°) for some constant ¢
and negl (1) represents a negligible function. For positive
integer n € N, [ n] represents the set {1, - - - , n}. Z, denotes
the ring of integer modulo g for integer g > 2. Matrices
are written as bold capital letters such as A, B, and column
vectors are written as bold lowercase letters such as x,y.
The transpose of the matrix A stands for AT and [A|B]
represents the matrix by concatenating A and B. (a); and
(A); signify i-th element of a and the i-th column of A. I,
and Inv, stand for the #n x n identity matrix and the set
consists of invertible matrices in Zz*", respectively.

Dual Receiver Encryption

Definition 1 (Dual receiver encryption (DRE) (Chow
et al. 2014)) A dual receiver encryption scheme DRE =
(CGenpge, Genpge, Encpre, Decpre) is defined as follows:

e CGenpge(1*) — crs. The randomized common
reference string (CRS) generation algorithm on input
a security parameter A, output a CRS crs.

e Genpge(crs) — (pk, sk). The randomized key
generation algorithm on input crs, output a pair of
public key and secret key (pk, sk). Run the Genpge
twice independently to generate the key pairs
(pky, sk1) and (pko, sky) for two independent users.
Without loss of generality, assume pk; and pky are
ordered based on lexicographic order.

e Encpge(crs, pki, pka, M) — c¢. The randomized
encryption algorithm takes crs, two public keys pk;
and pky (such that pky <? pky) and a message M as
input, outputs a ciphertext c.

® Decpge(crs, pk1, pka, skj, ) — M. The deterministic
decryption algorithm on input two public keys pk;
and pka, one secret keys sk; (j € {1,2}), and a
ciphertext c, output a message M or L.
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Table 1 Comparison of DRE Schemes from Lattices
# of # of # of Other
Schemes Zy™™ matrix Zg>™ matrix Zg vector Assumption Security primitives
Pk [sk|* ey
Geo'13" (Georgescu 2013) — - - RLWE IND-CCA PKE, OTS
WWW'15 (Wang et al. 2015) 1 1 1 LWE IND-CPA
Ours: DREags 1 1 4 LWE IND-CCA oTs

*, |pk|, [sk| and |c| show the size of public key, secret key and ciphertext, respectively.

T, Because of the usage of an IND-CCA secure PKE scheme from lattices, we do not know how to show the detail of |pk|, |sk| and |c| about Geo'13 scheme

Correctness. For all cas <«  CGenpge (1%), all
(pk1,sk1) <« Genppe(crs) and all (pko,sky) <«
Genpge(crs), and ¢ < Encpge(crs, pky, pko, M), the follow-
ing holds:

Pr [DecDRE (crs, pky, pka, sk1,¢) = M
= Decpre(crs, pki1, pka, ska, ©)] < 1 — negl(n).
Security. DRE is said to be IND-CCA secure if for

any probabilistic polynomial time (PPT) adversary A, its
advantage denoted as

) ) 1
[aavitees () = o [poitet 0 = 1] - 3|
is negligible in A, where Expig‘;{;j(l}‘) is defined in
Table 3.

Identity-Based Dual Receiver Encryption

Definition 2 (Identity-based dual receiver encryp-
tion (IB-DRE) (Zhang et al. 2016a)) An identity-based
dual receiver encryption scheme IB-DRE = (Setupp,
KeyGen|p, Encip, Decip) is defined as follows:

e Setupyp (1*) — (PP, Msk). The setup algorithm on
inputs a security parameter 1*, outputs a pair of
public parameters and master secret key (PP, Msk).

o KeyGenp (PP, Msk, id1st, idoyg € ID) —

skiq,,»skia,,,- The key generation algorithm on inputs

Table 2 Comparison of IB-DRE Schemes from Lattices

the public parameters PP, master secret key Msk, and
two identities idst, ida,g, outputs skiy, , and sk, . as
the secret keys for the first receiver idis; and the
second receiver idy,4, respectively.

e Encp(PP, idis, idyy,g, M) — c. The encryption
algorithm on inputs the public parameters PP, two
identities id1ss and idy, 4, and a message M, outputs a
ciphertext c.

e Decp(PP,c, sk,-d},) — M. The decryption algorithm
on inputs the public parameters PP, a ciphertext c,
and one secret key sk,»dj,j € {1st,2nd}, outputs a
message M or L.

Correctness. For all (PP, Msk) & Setupp (1*), all
identities id; € ZID, all messages M, all sk,'dl. <~
KeyGen (PP, Msk, id)), all ¢ <— Encip(PP, idst, idanq, M),
it holds that

Pr [Dqu(PP, Skidm:c) = M = Decp(PP, Skidz”d, C)]
< 1—negl()).

Security. An IB-DRE scheme is said to be IND-ID-CPA

secure if for any PPT adversary A, its advantage denoted
as

ind—id—cpa A
Advzs prea (1Y) =

indid— 1
Pr[Expl pREa () =1] - 2‘

# of # of # of Standard
Schemes Zg™ matrix Zg*™ matrix Zg vector Assumption Security model
|PP* [Msk|* |cI* ?
WB'10 (Wang and Bi 2010) 1 1 3 LWE IND-ID-CPA ROM
Ours:
IB — DREags o) 1 3 LWE IND-ID-CPA v
IB — DREzcz O(log Q) 1 3 LWE IND-ID-CPA v
IB — DREyam w(x/n) 1 3 LWE IND-ID-CPA v
IB — DREpiaH w(log? n) 1 3 LWE IND-ID-CPA v
IB — DREAfr w(logn) 1 3 LWE IND-ID-CPA v

*, |PP|, [Msk| and |c| show the size of public parameters, master secret key and ciphertext, respectively. Q is the number bound of the secret key queries
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Table 3 IND-CCA security for DRE

Experiment Exp%d;g A(M

ars & CGenpre (1%);

(pkj, sky) <$— Genpge(crs) forj € {1,2};
(Mo, My, 5) < AP=€ore(56:9) (crs, phy, py);
b <$— {0,1}, c* <S— Encpre(crs, pki, pka, Mp);
b & ADCORGHONAS (),

if b’ = b then return 1 else return 0.

is negligible in A, where Expi;g:ig;;g;(l)”) is defined in

Table 4.

Lattice-Based Programmable Hash Function with High
Min-Entropy

Let ¢,m,m,n,q,v be some polynomials in the security
parameter A. A hash function H : X — Zz*" con-
tains two algorithms (#.Gen,H.Eval), where the PPT
key generation algorithm 7.Gen(1*) takes the security
parameter A as input and outputs a key K, namely, K <«
H.Gen (1)‘), and the efficiently deterministic evaluation
algorithm H.Eval(K, X) takes X € X = {0, 1}¢ as input
and outputs a hash value Z € Z7*", namely, Z =
‘H.Eval(K, X).

Definition 3 (Lattice-based programmable hash func-
tions (LPHF) (Zhang et al. 2016b)) A hash function H :
X — Zg*™ is a (1, v, B,v,0)-LPHF if there exist a PPT
trapdoor key generation algorithm H.TrapGen and a PPT
deterministic trapdoor evaluation algorithm H.TrapEval
such that the following properties hold:

Syntax : Given a uniformly random matrix A € ZZXW
and a (public) trapdoor matrix B € Zy*", the PPT
algorithm H.TrapGen outputs a key K' along with a
trapdoor td. ie, (K',td) <« H.TrapGen (1*,A,B).
Moreover, given td, K' and X € X, the determinis-
tic algorithm H.TrapEval returns Ry € Z7*" and
Sy € ZZX”, i.e, (Ry,S%) = H.TrapEval(td, K, X), such
that s1(Ry) < B and S} € Inv, U {0} with overwhelm-
ing probability over the trapdoor td generated together
with K', where s1(-) is defined in Appendix A, and Inv,,
denotes the set of invertible matrices in Z;*".

Table 4 IND-ID-CPA security for IB-DRE
Experiment Exp;%jdggg‘“’& A(TA) :
(PP, Msk) <= Setupo(1%)

(ider' /'dgnd' /\/’O, /\/h ,5) é AKeyGemD(PP,Msk,/dwm/’dznd)(PP);

b < {01}, c* & Encip(PP, id,, id5, , Mp);

b (S_ AKeyGen‘D(PP,Msk,fdlSf,fdzm)Afd/;m/jlzww(C*’S);

if b’ = b then return 1 else return 0.
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Correctness : For all (K',td) < H.TrapGen (1*, A, B),
all X € X and (RY,Sy) = H.TrapEval(td,K’, X), it
holds that H.Eval(K’, X) = AR} + S}B.

Statistically close trapdoor keys : For all (K’, td) <«
H.TrapGen(1*, A, B), and all K < H.Gen (1), the
statistical distance between (A, K’) and (A,K) is at
most y.

Well-distributed hidden matrices : For all (K',td) <«
H.TrapGen (1*, A, B), any inputs X*, Xy, - - , X, where
X* % X; for any j €[ V), it holds that

Pr[Ss+ =0 A S}(I, e ,S}(V e Inv,] > 6,
where (Ry.,Sy.) <« H.TrapEval(td,K’,X*) and
<R3(j, SS(/> < H.Trapkval(td, K', X)) forj €[ v, and the

probability is over the trapdoor td generated together
with K'.

A weak LPHF (wLPHF) is a relaxed version
of LPHF with only a little difference that the
‘H.TrapGen additionally takes X* as input. i.e.,
(K, td) < H.TrapGen(1*, A, G, X*).

Definition 4 (Lattice-based programmable hash func-
tions with high min-entropy (Zhang et al. 2016b)) Assume
the hash function H : X — Zp*™ isa (1,v,B,y,8)-LPHF
where y = negl(A) and noticeable 5 > 0. The key space
of H is K, and H.TrapGen and H.TrapEval are the cor-
responding trapdoor generation and trapdoor evaluation
algorithms. H is called as a LPHF with high min-entropy
if for uniformly random matrix A € ZZXW and a (public)
trapdoor matrix B € Zg*", the following condition holds:

e Forany (K',td) < H.TrapGen(1*,A,B), any X € X
and (RY, Sy) = H.TrapEval(td, K’, X), the
distributions

(A,K',v,u) and (A, Ky, (Rg()Tv)
are statistically close, where u & Zy,v & qu,

In a similar way, wLPHF with high min-entropy can be
defined.

Definition 5 (Weak lattice-based programmable hash
functions with high min-entropy) Assume the hash func-
tionH : X — Z;X”’ is a (1,v,B,y,8)-wLPHF where
y = negl(}) and noticeable § > 0. The corresponding
trapdoor generation and trapdoor evaluation algorithms
are H.TrapGen and H.TrapEval. H is called as a wLPHF
with high min-entropy if for uniformly random matrix A €
Z;’XW and a (public) trapdoor matrix B € Z*":

e Forany (K, td) < H.TrapGen (IA, A, B, X*), and the
corresponding (Ry., Sk.) = H.TrapEval(td, K, X*),
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the distributions

(A,K',v,u) and (A, K',v, Ry )Tv)
are statistically close, where u & Zy,v & qu.

Dual Receiver Encryption Construction

In this section, we will give the generic construction of
DRE using the weak lattice-based programmable hash
function with high min-entropy, and give the parameter
selection and the security proof of the scheme.

In order to obtain the IND-CCA security, we require
two primitives: a strong one-time signature scheme OT S
= (Genors, Sigots, Vrfors) which defined in Definition 6 in
Appendix B and a (1,v, 8, y,8)-wLPHF H : {0,1}} —
Zy ™ with high min-entropy, where y is negligible and
8 > 0 is noticeable. Let integers », m, g, v, B be polynomi-
als in the security parameter A, and set m = m. Assume
the message space M € {0, 1} and the size of verification
key is A bits , our DRE scheme DRE is as follows.

e CGenpge(1%): On input a security parameter A,
algorithm CGenpge sets the parameters n, m, q as
specified in Correctness and Parameter Selection as
below. Then choose a uniformly random matrix
U € Zz*". Finally, output a CRS crs = (n,m, q, U).

® Genpge(crs): Generate a pair of matrices
(A;,Ta;) € Z;’X’" X ZZ’X”‘ by using
TrapGen(1”, 1, g), and compute K; & H.Gen(1%)
twice independently for i € {1, 2}. Finally, output
pki = (A, K;) and sk; = Ta,;.

e Encpge(crs, pky, pka, m € {0, 1}"): Generate a pair
(vk, sk) & Genots (1Y) and compute
C; =[A;|H.Eval(Ky,vk)] € ngzm,

Cy =[ Ay|H.Eval(Ky, vk)] € Z2**". Then, pick

$ ~ $
s <« Zg, €y < Dznug, and

e1,1,€21,€1,2,€22 <$— Dypm 4. Finally, compute and
return the ciphertext ¢ = (vk, ¢, 1, €3, p), where
p = Sigors(sk, (co, €1, ¢2)) and

c =U's+e+m-[1]e zy,

e €
a=Cls+| " ez ca=Cls+| > | ez
el €22

—

o Decpge(crs, pk1, pka, ski, c): To decrypt a ciphertext
¢ = (vk, co, ¢1, €2, p) with a private key sk; = Ta,,
the algorithm Decpgg does as follows:

— Run Vrfors(vk), (co, €1, €2), p), outputs L if
Vrfors rejects;

— Forie[n], run (Ey); <
SampleLeft(Ay, H.Eval (K3, vk), (U);, Ta,,0).
Then obtain E; € Zé’"x" such that
Ci-Ei=1;
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— Computeb = ¢y — Echl and treat each
element of b = ((b)1,-- -, (b),) | as an integer
in Z, and set (m); = 1if |(b); — [41] < [1],
else (m); = 0, where i €[ n];

— Finally, it returns the plaintext
m = ((m)g,---,(m),)".

Correctness and Parameter Selection
To make sure the correctness and the security proof
works, we need to satisfy the following:

e Fori €[ n], the corresponding error terms are less
than g/4 with overwhelming probability (i.e.

ag/m+ 2a'omq < q/4)

|(e0)i — (B0 - [e“ ] | < 1@l + 1(E); - [e“} |

€12 €12
< agym+-o~2m - o' g 2m < q/4.

e TrapGen algorithm can works (i.e. m > 6nloggq).
e SampleLeft algorithms can operate (i.e., o0 >
ITall - @ (,/logm) =0 (\/nlogq) -w (/logm).

e SampleRight algorithms can operate(i.e.

o = [Tl -s1 (R) - (y/logm) and
o = I Tall 51 (Ry) -  (/logm), where

s1 (R}, ) < Bands; (R),) < B).
e ReRand algorithm can works (i.e., &’ /2a > s1(V;) for
i =1,2, where
siV1) =81 ([InR).]T) <1+ (R),.) <1+ 8
and s1(V2) < 1+ B respectively, and ag >
max [a) (\/log m) , @ <\/log 2m>] =w (,/log 2m))
e The worst case to average case reduction works (i.e.

aq > 2+/2n).

To satisfy the above requirements, we set the parameters
as follows:

r=mnml =nm= O(nlogqg),

o :«/g-ﬁ-w<\/logm>,
aq =3ynd'q=6(1+p)-/n,
q = 12/mn +48v/5 (B + p%) - m n-w(dlogm).

Security Proof

Theorem 1 Let n,q,m € Z, and o, € R be polyno-
mials in the security parameter A. For large enough v =
poly(n), let H = (H.Gen,H.Eval) be any (1,v,B,y,9)-
wLPHF with high min-entropy from {0, 1}* to Lg*™, where
v = poly(n) is large enough, y = negl(A) and § > 0 is
noticeable. Then, if OT S is a strongly existential unforge-
able one-time signature scheme and the DLWE, ;, 1 2/.4
assumption holds, then the generic DRE scheme DRE is
IND-CCA secure.
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Proof (of Theorem 1). Assume A is a PPT adversary
against DRE in a chosen-ciphertext attack. The cipher-
text ¢ = (vk, (co,c1,€2), p) is valid if Vrfors(vk, (co, 1,
c2),p) = 1. The challenge ciphertext is ¢* =
(vk*, (¢}, ¢}, c3), p*) during the experiment, and Forge
is the event that A submits a valid ciphertext ¢ =
(vk*, (¢, €1,€2), p) to the decryption oracle during the
query phase (assume that vk* is chosen at the outer of the
experiment). Note that

AdVipR €, (1) =

; 1
Pl Bxple sty (1) = 11— 3|

ind—cca

1
< |Pr[ ExpDR&A(IA) =1 A Forge] -5 Pr[ Forge]

o 1 1
+ |Pr[ Exp%‘%cg“;(l’\) = 1 A Forge] +5 Pr[ Forge] 75‘

1 .
= Pr[Forge] + ‘Pr[ Exp‘,l‘;d,,g‘giA (1"

— 1 1
= 1 A Forge] +5 Pr[ Forge] —5‘ .

By the security of OTS defined in Definition 6 in
Appendix B, Pr[ Forge] is negligible. So in order to com-
plete the proof of Theorem 1, we only need to prove the
following lemma.

. 1 1
Lemma 1 |Pr[ Exp%‘;ggfj\ (1")=1n Forge]+§ Pr[ Forge] -5

is negligible, assuming the DLWEy, 1omq« assumption
holds.

Proof (of Lemma 1). We will prove the lemma by a
sequences of games. We show that if there is a PPT adver-
sary A can breaks our DRE scheme with a non-negligible
advantage € (i.e. the success probability is %—f—e), then there
exists a reduction can break the DLWE ;; ;14 2m,o assump-
tion with an advantage §%€. For simplicity, we set the
trapdoor matrix B = G € Zz*" throughout the proof.
Assume that the adversary .4 makes Q; and Qy times
queries for Dec(sky, -) and Dec(sko, -), respectively, and v =
Q1 + Q2. In the following, define X; as the event that the
challenger outputs 1 in Game; for i € {1,2,3,4,5,6,7}.

Game; This game is the same as the original exper-
iment Expgc}ggfﬁz(l)‘) as described in Table 3 except
that when the adversary A submits a valid ciphertext
(vk*, (co, €1,€2), p) to the decryption oracle, namely, the
Forge event happens, C aborts and outputs a random bit.
It is easy to see that

1 .
Pr[ X;] —2‘ - ‘Pr[Expg‘;g;j(ﬂ)
1 1 1)
= 1 A Forge] +§ Pr[ Forge] —5

Gamey This game is identical to the Game; except
that C changes the generation of the public keys and the
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challenge ciphertext, and the way that the decrypt oracle
answered.

Setup phase: For i = 1,2, generate a pair of matrices
(A;, Ta,) < TrapGen(1”%,1",¢q), and generate the key of
the wLPHF as (K, td;) < H.TrapGen(1*, A;, G, vk*).

Decryption queries: When A submits a valid ciphertext
(vk # vk*, (co, €1, €2), p), the challenger generates E; or
E; as follows:

(E1); < SampleLeft (A1, A1R], + S, G, (U);, Ta,,0)

(Ep); < SampleLeft (Ag, AoR]) + S{, G, (U);, Ta,,0)
for j €[ n], where H.TrapEval(tdy, K}, vk) = (R(,k, S(,k) and
H.TrapEval (tdy, K}, vk) = (R}, S, )-

Challenge phase: Generate (R,.,S/,.) and (R,.,S,.)
using H.TrapEval algorithm as in Decryption queries
phase, and set C; = [A1|A1R(/k* + S(Ik* ] , C =
[A2|A2R<I/k* + 8 G] . By the well-distribution hidden

vk*

matrices property of wLPHF,

Pr(S,. =0 A2, S, € Inv,] > 6,

Pr[S). =0 /\l.Qj1 vk, € Inv,,] > 8.
Thus, with noticeable probability 82, (c},c},c}) in the

challenge ciphertext are as follows:

= U's+¢ +my- ’Vg-‘ ,
" AT ] [61,1 :|
= S 5
‘1 [(R’Vk*)T(AnT T er

. [@AnT €1
2= [ R/ DT (AT ] St [62,2 } '

Game3 This game is identical to the Gamey except
that C chooses the matrices A; and A uniformly random
from Z;*™ instead of generated by TrapGen, and gener-
ate the matrices E; and E; using SampleRight instead of
Sampleleft. i.e., forj €[ n],

(E1); < SampleRight (A1, G, R}y, Sy, (U);, Tg,0),
(E2); < SampleRight (A2, G, R(}, Sy, (U), Tg,0),
where H.TrapEval (td1,K],vk) = (R[,,S/,) and

H.TrapEval(tay, K, vk) = (R0 Sy )

Gamey This game is identical to the Games except that
we change the way that the challenge ciphertext is gener-

. $ ~ $ ~ o~ $
ated. Pick s < Zg, €y < Dzngg,and ey1, €21 < Dzm gy,

and setw = UTs + ¢y, b; = A;'—s +e11,by = A;s +¢€1.
Then compute

ct=U"s+¢ +my- {%W
I i
CT = ReRand ([ e T } ,b1,Olq, ) )
(R;k*) 107

o

2

I o
* = ReRand " ,bo,ag, — .
“ ([(RW] B za)
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Games; This game is identical to the Game, except that
the challenge ciphertext generated as follows. The chal-

lenger C first picks w & 7", by & Ly by & Zy', and

~ ~ ~ ~
€11,€21 < Dzmyg andsetsby = by +ej;, by =by+exs.
Then it computes

wem [1].

" L, o
= R R d )b ) y S ’
= renn ([(RW] el za)
1 o
* — ReRand " by, g, — | .
“ ([(RW] » e za)

Gameg In this game, the challenge ciphertext generated
as follows: C picks w <$— Z;, Bl <$— Zg”, Ez <$— Zg”, and

$ .
e11,€21,€e12,€2 < Dgmgyy. Then it computes

G=wem [1].

b el }
T = ng + ’ )
“ [ (R),.) by ] [61,2
b, €1
> = ~ |+ 2
@ [ (R.) by ] [ €22 i|

Gamey In this game, (cfj, ¢}, ¢}) in the challenge cipher-
text ¢* = (vk¥, (c§, ¢}, c3), p*) is chosen from ZZ X Z,ZI’” X
Zfim uniform randomly. At this time, p* is a signature on
a random message. In this cases, the adversary A has no
more advantage than random guess. Thus, Pr[ X7] = %

Analysis of Games.
Lemma 2 | Pr[Xp] —1| = 6% Pr[X1] — | + negl().

Proof This lemma can be proved by the the statistically
close trapdoor keys and well-distributed hidden matrices
properties of the wLPHEF.

Lemma 3 Games and Gamey are statistically indistin-
guishable, namely, |Pr[ X3] — Pr[ X2] | < negl(X).

Proof By the first, second and third items in Lemma 16,
the matrix A that generated by TrapGen is statisti-
cally close to uniform in Z}*™, and the vectors gen-
erated by SamplelLeft and SampleRight are statistically
close. Those changes only make negligible difference,
[Pr[X3] — Pr[Xa] | < negl(}).

Lemma 4 Gamey and Games are statistically indistin-
guishable, namely, | Pr[ X4] — Pr[ X3] | < negl(}).
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Proof This lemma can be proved by using the property
of ReRand in Lemma 17.

Lemma 5 Assume that the DLWE, ,,om« assump-
tion holds, then Games and Gamey are computa-
tionally indistinguishable, namely, |Pr[Xs] —Pr[X4]| <
DLWEn,q,n—O—Zm,ot'

Proof Suppose there exists an adversary A can distin-
guish Gamey and Games with non-negligible advantage,
then we can construct an reduction 3 who can break the
DLWE assumption as follows.

The simulator 5B is given the LWE

(U;AleZ»W =W+ €o,b; = by +€11,by = by +52,1> €

instance:

~ %
Z’;X” X ZZX”’ XZ’;X’” X ZZ X Z;” X Z[’]” whereeg < Dz gy,

€1,1,€21 il Dzmag. The task of B is to distinguish

whether w = UTs, El = A]—s, Ez = A;s for s & Zy

orw <$— ZZ, El,gz <$— Z;” . Note that this subtle change
from the standard LWE problem is done only for the
convenience of the proof. Then it works as follows:

Setup phase: The same as in Gamey.
Decryption queries: During the game,
queries made by A are answered as in Gamey.

Challenge phase: When A sends two messages mg, my,
B generates the challenge ciphertext as follows:

decryption

= em [1].

ci = ReRand /Im T ,bl,aq’i/ )
(Rvk*) 200

I o
* — ReRand " ,bo, g, — | .
cs = | g7 | b )

Guess phase: After being allowed to make additional
queries, A guesses if it interacts with the challenger in
Game,y or Games.

It is easy to see that if (U,A,w,b) is a valid LWE
instance, then the view of A is the same as in
Gamey; otherwise, the view of A corresponds to that in
Gamey. By the DLWE,, 4 i 12m,« assumption, it holds that
| Pr{Xs] —Pr[X4] | < DLWEn,q,n—O—Zm,ot'

Lemma 6 Gameg and Games are statistically indistin-
guishable, namely, | Pr[ Xg] — Pr[ X5] | < negl(}).

Proof This lemma can be proved by property of ReRand
in Lemma 17.

Lemma 7 Game; and Gameg are statistically indistin-
guishable, namely, | Pr[ X7] — Pr[ X¢] | < negl(}).
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Proof This lemma can be obtained by the property of
wLPHF with high min-entropy.

Complete the Proof of Theorem 1. By Lemmas 3-7
and the fact that Pr[ X;] = %, we can get |Pr[X2] —%| <
DLWE,gn+2ma + negl(A). Note that |Pr[X;]—3| +
3 Pr[Forge] > ¢ and Pr[Forge] < negl(1), and by
Lemma 2, we obtain that DLWE,, ; , {2m,e > 82€ +negl(r).

Identity-Based Dual Receiver Encryption
Construction

In this section, we will give the generic construction of IB-
DRE using lattice-based programmable hash functions,
and give the parameter selection and the security proof of
the scheme.

In our IB-DRE scheme, we require that the hash func-
tion H : {0,1}* — Zy™isa (1,v, B, y,8)-LPHF with high
min-entropy which is defined in Definition 4, where y is
negligible and § > 0 is noticeable. Let integers n, m, q, v, B
be polynomials in the security parameter A. And in our
concrete construction, set 71 = m. Assume the identity
space is D = {0,1}¢, and a message space M = {0,1}",
our IB-DRE scheme ZB-DRE is as follows:

e Setup,p(1%): Given a security parameter A, first set
the parameters n, m, q as specified in parameter
selection in Parameter selection as below. Then,
obtain a pair of matrices (A, Ty) € Z;’X’” X ZZ’X”‘ by
using TrapGen(1”, 1™, q), generate Kj, K by running
H.Gen(1*) twice independently, and choose a
uniformly random matrix U € Zg*". Finally, output
PP = (n,m,q, A, K1,K,U) and Msk = Ty.

o KeyGen (PP, Msk,idig, idy,; € ID) : Given public
parameters PP, a master key Msk, and identities
idyg, idyy,y, first compute

Ajq, = H.Eval(Ky,idig), Ajq, = H.Eval(Ky, idy,,).

Then, for i €[ n],
(Eiq,); < SampleLeft(A, Aiq,, (U);, Ta,0). Set
Skidlst =Ejq, € ZEIW’X” satisfying [A|Aid1] -Ejq, =U.
Similarly, obtain skjq,,, = Eid, such that
[AlAidz] . Eidz =U

® Encp(PP,idys;, idy,q, m): Compute Ayq,, Aig, as
above. Then, pick s <$; ZZ, ) <$— Dyn g and ey 1,

$ .
€12, €13 < Dzm g, Finally, compute and return the
ciphertext ¢ = (cg, c1), where

cozUTs+e0+{g—‘ -meZZ,

.
c11 A e1,1 ;

a=|cz|=|Ag)" |s+|e2|eZ)
C1,3 (Aid,) " €13
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e Decp(PP, Skid,, c): To decrypt a ciphertext
¢ = (¢, ¢1) with a private key skiq,, = Eiq,, it

T . C1,1
id; c1

b= ((b)1, -, (b)) €Z]. Set (m); = 1if

|(b)i - I'%H < f%l; otherwise set (m); = 0 where
i€ {l,---,n}. Finally, it returns a plaintext

m = ((m);,---, (m),) .

computesb = ¢y — E ] and let

Correctness and Parameter Selection
Parameter selection. To make sure the correctness and
the security proof works, we need to satisfy the following

e Fori €[ n], the corresponding error term should be
less than g/4 with overwhelming probability

€1,2 €1,2

<aqym+o2m-o'qV2m < q/4.

|(e0): — (Eia,)] - [e“] | < I(eo)il + (i)} - [e“} |

e the TrapGen algorithm can works (i.e. m > 6nlogq)
e SampleLeft algorithms can operate (i.e. 0 >

ITAll - @ (iogm) = O (\/nlogq) w (logm))

e SampleRight algorithms can operate(i.e. 0 >
ITal-s1 <R£d;:) 0 ((/logm) = V5--w (/logm),
where s; (R;d;) <B,i€[Ql,j=12)

e ReRand algorithm can works (i.e. &’/2a > s1(V)
where 51 (V) = s, <(1m|R; o R, d;)T) <
1+5 (Rgdi) + 51 <R;d,£> <1+2B,and ag >

max {a) (\/log m) , @ (\/log 3m> } =w (w/log 3m>>
e the worst case to average case reduction works (i.e.

ag > 2+/2n)

To satisfy the above requirements, we set the parameters
as follows:

r=ml=nm= O(nlogqg),

o :\/g-ﬂ-w(‘/logm),
aq =3vna'q=6(1+28) - /n,q=12mn
+48«/§(ﬂ +2ﬂ2) ~m/n-w (dlogm).

Security Proof

Theorem 2 Let n,q,m € Z, and o, B € R be polyno-
mials in the security parameter A. For large enough v =
poly(n), let H = (H.Gen, H.Eval) be any (1,v, B, y,8)-PHF
with high min-entropy from {0,1}" to Zg*™, where y =
negl(L) and § > 0 is noticeable. Then, if the DLWE 1,111 1,0
assumption holds, then the above scheme IB-DRE is a
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secure IB-DRE scheme against chosen-plaintext and adap-
tively chosen-identity attacks.

Proof (of Theorem 2) We show that if there is a PPT
adversary A can breaks our ZB-DRE scheme with a non-
negligible advantage € (i.e. the success probability is % +
€), then there exists a reduction that can break the LWE
assumption with an advantage 3276.

Let Q = Q(1) be the upper bound of the number of

key queries and I* = [(id’fst, id;, ), (id’ist, idénd)ie[Q]]
the set of challenge ID and ID’s for key queries. We will
prove the theorem by a sequences of games where the
first game is the real IND-ID-CPA game in Table 4 and in
the last game the adversary has advantage zero. In each

game, the challenger C selects a uniform coin b & {0,1}
in the challenge phase, while finally A returns a guess bit
b’ for b to the challenger. In the first game, the challenger
sets b = b/, these values might be different in the latter
games. We define X; as the event that b =bin Game;
fori € {0,1,2,3,4,5,6,7}. As mentioned in the proof of
Lemma 1, we fix the trapdoor matrix B = G € Zz*"
throughout the proof.

Gameg This game is the real IND-ID-CPA game. By the
definition, it holds that

Pr{ Xo] —;’ _

~ 1
Pr[b=b]—=| =
r[ ] 2‘

1
Pr[ &' :b]—z‘ =e.

Game; This game is identical to Gameg except that C
changes the setup and challenge phases.

Setup phase: Same as in Gameg except that generate
(K], td;) < H.TrapGen(1*, A, G) fori = 1,2.

Challenge phase: ~ Generate  Ajg:
using H.TrapEval instead of H. Eval.

and  Ajg
Compute

(Riy:, Siqe) < H.TrapEval(Kj, tds, idj,), (R/d*, ’d*) <«
1 1
H.TrapEval(Ky, td>,id;,,;), and set Ajqr = AR, @ T Sld*G

for i = 1,2. Then, choose a random coin b € {0 1}, p1cl<

$ $ $
s <« ZZ, ey < Dznag €11, €12, €13 < Dgm gy Compute

the challenge ciphertext ¢* = (c{, ¢}) where
=U's+ey+ {g—l -my € Z7,
AT er1
= | A" |s+| ez | €2
(Aigy) " e13

Game; This game is identical to Game; except that add
an abort event that is independent of the adversary’s view.

Guess phase: Finally, A outputs his guess ¥’ € {0,1} of
b. C defines the following function

o (@0 T K )

0,8.,=0AS,=0r2 S  clnvg AL S . €lnvy,
_ id; id; i=1 i n =1 %q) "

1, otherwise,
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where (Rld*,S’d*), i = 1,2, generated as in Gamey,
and ( d”s/ ) <« H.TrapEval (f(\{,ni/\l,id’ist)
(r; i ) « .TrapEval(K}, tdy, id’, ) for i €[ Q].

Abort check: Let (td;, K]),i = 1,2 be produced at setup
phase as in Game;. The challenger C computes 7 (td1, tda,
K|, K3, I*). If t(tdy, tdy, K{, K}, I*) = 1, the challenger

aborts the game and sets b {0, 1} ignoring the output

of A.

Artificial abort: Given the identities set I*, let

p = Pr[t(ﬂi,@,f{?,@,l*):O] over the
random choice of (tci/\l,l/(\{) and (td/\z,I/(; The

challenger  samples O (6’2 log (e’l) 1 llog ()»’1))
times the probability p by independently running
(@,Ki’) < H.TrapGen (1*,A;,G) and evaluating
T (td/\l,td/\z,l/(\{,l/(z,l*) to compute an estimate p’, where

A is the lower bound of the p for any set I*. If p’ > 2,

probability
of A.
Finally, when receiving b’ from A, the challenger sets
b="v.
Games This game is identical to Gamey except that
change the generation of A and the way that answering the

key query.
Setup phase: Choose a random matrix A € Zz""

instead of running the TrapGen algorithm. ’ '
Key query: For the i-th secret key query (id‘lst, id,, ),
i €[Q], generate (R/d,,S/ ) and (
!
H.TrapEval such that Aldtl = ARi d

/ / r /
ARidg+SidgG' IfSid,-1 —OorSidé

17), and set b <— {O, 1} ignoring the output

d” ) by using
/ JR—
+ Sile and Aidtz =

= 0, abort the game and

seth < {0, 1} ignoring the output of .A. Otherwise, com-
pute (Ei ) < SampleRight (A GRS Tc (U)j,a)
fort = 1,2 andj €[ n], set and send skdl = Eidil € ZEIWIxn

and Skdz =E, id, € Zz”’x”, where i €[ Q].
Challenge phase \X/hen the adversary outputs 1dlst,

id}, ; and two messages mg, my, for ( ld*’S/d* L Qo=

1,2, generated as in Gamey, the challenger first checks if
S’d* =0AS d* = 0. If not, abort the game and output a

random bit 5 & {0,1}. Thus, Ajqr = AR}, i = 1,2. Pick

$ $ $
s <« Z;’, ey < Dznag, 11,812, €13 < Dzm gy, compute
and send the challenge ciphertext ¢* = (¢, c]) where

cé:UTs—i—eo—l—’Vg-‘ -my € 77,
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AT er1
(AidT)T S+ | e12
(Aigy) " €13
ATTs . eL1
!
= (Rldik) A's + el,z € Z;m.
(R ) ATs e13
2

=

At the guess phase, it also executes the artificial abort
check.

Game, This game is identical to Games except that
change the way that the challenge ciphertext generated.
Pick s <$; ZZ, eo <$; Dyrwg €1 <$¥ Dymag, and set
w="U"s+ey,b; =ATs + e;. Compute

g=w+ {g—‘ - my,

Ly
T
(R;d#{ ) -
/
(R}y.)

!

o
* = ReRand b1, g, —
a Loq 20

Game; In this game, the challenge ciphertext is gener-
ated as follows. Pick w & Z;, b & Z(’I”, e & Dz aqs
b; = b + e;. Then compute

g=w+ {Z—‘ - my,

2
o T o
¢} = ReRand (Rﬁdf;) ,b1,ag, —
7 NT 20
(R )
id;

Gameg In this game, the challenge ciphertext is gener-

ated as follows. Pick w <fi Zg, b <$— Z;”, e11,€12,€1,3 <$—
Dym qq- Then compute

q /b ™" 11

=w+ b—‘ -my, ¢ = (Rid’{) bt e
/ RN

(Rid;) b €13

Game; In this game, choose the challenge ciphertext

randomly uniform, namely, ¢ = (c{j, c}) . Ly x ng. In
this game, the advantage of the adversary is zero. Namely,
Pr[X7;]= % By the definition of I'7, we have I'; = 0.

Analysis of Games.

Lemma 8 If H is a LPHF with high min-entropy, then
| Pr[X1] — Pr[Xo] | < negl(2).

Proof This lemma can be proved by the statistically
close trapdoor keys property of LPHF in definition 3.

For i € {2,3,4,5,6,7}, let p; be the probability that
the challenger does not abort in the abort check stage in
Game;, and the probability in the artificial abort stage in
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Game; is defined as p; = Pr [r (td/\l, td/\z,l/(\{, f(Z, 1*) = 0].
Since the adversary might obtain some information of td;
and td, from the challenge ciphertext, the probability p;
might not be equal to p;. Formally, let I'; be the difference
between p; and p;, i.e. I'; = |p; — pil.

Lemma 9 If H isa (1,v,8,y,8)-LPHE and Q < v, then
| Pr[Xo] —3| > 3€(82 — Ty).

So as not to interrupt the proof of Theorem 2, we skip
the proof of Lemma 9 for time being.

Lemma 10 If H isa (1,v, B,y,8)-LPHE and Q < v, then
| Pr[ X3] — Pr[X3] | < negl(X) and |T'3 — I'z| < negl(}).

Proof Note that abort check and the artificial abort in
Game; and in Games are identical. By the item 1, item 2
and item 3 of Lemma 16, those changes that generating the
matrix A using TrapGen and secret key skid;;, i€lQl,j=

1,2, using SampleRight instead of SampleLeft make only
negligible difference. In conclusion, | Pr[ X3] — Pr[Xa] | <
negl(A) and |I's — I'y| < negl().

Lemma 11 If H isa (1,v,8,y,8)-LPHE and Q < v, then
| Pr[ Xa] — Pr[X3] | < negl(X) and [T — I'3| < negl(}).

Proof This lemma can be proved by the property of
ReRand in Lemma 17.

Lemma 12 Assume that the DOIWE, g 1y, assumption
holds, then | Pr[ X5] — Pr[ Xy] | < DLWE,; 4,14 m,« and |I's —
F4| = DLWEn,q,n—O—m,ao

Proof we can construct an adversary B to against the
DLWE,,,n+m« problem using the ability of A, where A
is an adversary in Gamey or Games. The simulator B is
given the LWE instance: (A/,u' = b’ +¢) € ZZX(HW') X

ZZ”" where €’ & Dgpm qq- And the task of B is to dis-

tinguish whether b’ = (A’)Ts for s & Zyor b & ZZJF’” .
Note that this subtle change from the standard LWE prob-
lem is done only for the convenience of the proof. Then
works as follows:

Setup phase: Let the first # columns of A’ be the matrix
U € Zy"" and the last m columns the matrix A € Zz*".
The rest is the same as in Gameyg.

Key query: During the game, key extraction queries
made by A are answered as in Game4 without knowing
Ta.

Challenge phase: For (R;d?,S;df), i = 1,2, generated
as in Gamey, first check if S;d; =0A S;d§ = 0. If not,
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abort the game as in Gamey. Otherwise, Ajgx = AR; &
1

_ /
Aigg = ARy
first n coefficients of u’ be w € Z;’, and the last m coeffi-

cients by € Z7'. Then the challenge ciphertext generated
as follows:

«. Pick a random coin b & {0,1}. Let the
2

In
o
ch=w+ (%—‘ -my, c;=ReRand (R:d*)T ,bl,ozq,5
(Rig:)
If v (A)Ts for s 52 Zy, then (A, = b +
= (U,A)"s + &) is a valid LWE sample, the view of

the adversary A is the same as in Gamey. And if b’ <
ZZ*’”’, then the view of the adversary A is the same as in
Games. So the advantage of B is | Pr[ X5] — Pr[ X4] |, by
the DLWE assumption, it holds that | Pr[ X5] — Pr[ X4] | <
DLWE,, g n4m and |T's — Ta| < DLWE,, 4 m,a-

Lemma 13 | Pr[ Xg] —
I's| < negl(}).

Pr[X5]| < negl(A) and |T'g —

Proof This lemma can be proved just according to the
property of ReRand in Lemma 17.

Lemma 14 If H is LPHF with high min-entropy, then
| Pr[ X7] — Pr[ Xg] | < negl(X) and |T'7 — Tg| < negl(}).

Proof This lemma can be obtained by the property of
LPHF with high min-entropy in definition 4.

Complete the proof of Theorem 2. By Lemmas 9-14-and
the fact that Pr[ X7] = %, it holds that

1
DLWEy, g ntma > 56(52 ~

;) — negl(®).

And by Lemmas 10-14 again, we can obtain that I'y <
2

DLWEy; g ntma + Negl(r). Thus, DLWE,gpima > %5
negl(}).

In order to complete the proof of Theorem 2, we need
to prove the Lemma 9 by using the Lemma 28 in the
full vision of Agrawal et al. (2010), which is described as
follows.

Lemma 15 (Lemma 28 in Agrawal et al. (2010)) Let I* be
a (Q+1)-ID tuple {id*, {id;};c(q)} denoted the challenge ID
along with the queried ID’s, and n(I*) the probability that
an abort does not happen in Gamey. Let 1,5, = max n(I*)
and Nmin = Min n(I*). Fori = 1,2, we set X; be the event
that b = b at the end of Gamey. Then

1 1 1
Pr[X5] _i > Nimin |Pr[X1] _5 - i(nmax — Nmin)-

Lemma 9: If H is a (1,v, 8, ¢,8)-LPHF, and Q < v, then
|Pr[Xa] —1| > €(82 — Iy).
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Proof (of Lemma 9) As the generations of (tdl,K ) and

(tdg,](z) are independent, by the well-distributed hidden
matrices property of the #, it holds that

p= Pr[Sld*—O/\Sd*—O/\lQIS/ieInvn nLy S, Lelnvn]

_Pr[S c=0a2 1 8jgi € Inval - PILS] *—OAlQIS/ : eInvn:|
1

>5-8=258%=x

According to Lemma 15, we only need to evaluate 1,,,y,
Nmin and Nyax — Nmin. By the definition of pp and ps
in Gamey, it holds that n(/*) = ]721%, where p’
an estimate of po. Since the challenger always sam-
ples O (e ?log(e~!) 2 tlog(17!)) times py to com-
pute p’, according to the Chernoff bounds, we have
Prp >py(1+§)] <AgandPrp <ps(1-%)] <15
Then,

N2

<<1—)\E) #
Nmax = 3 Pz(l—%)’

€\ ~ A 7\p>
Nmin = (1 _)\*) 2 = P

8/ P00+~ ops

€ AED? 16Aepy
Nmax — Nmin = (1 — A*) P2 =< L

8/ 41— )py ~ 032

Substitute them and the value of A into the inequality in
Lemma 15, we can get

7A 1 16ieps
Pr[le——zﬁ-e——- P2
9p2 2 63p
Ae bl Fg) 1
M) STy =26 (7 - T).
2[)2 2

Instantiation of Generic DRE construction
As said in Zhang et al. (2016b), the selectively secure
IBE in Agrawal et al. (2010) implies a weak LPHF with
high min-entropy, thus we can use this weak LPHF to
instantiate our IND-CCA secure DRE scheme.

The wLPHF Happ : ZZ — ZZX’” in Agrawal et al. (2010)
consists of two algorithms (H app.Gen, Hapg.Eval) which
are defined as follows:

o Happ.Gen(1*) — K: Ag = 2™, and output
K = Ay.

o Happ.Eval(K,X) > Z € ngm: For X € Z;, an FRD
encoding function Hy,q : Zy — Zy™" which was
introduced in Zhang et al. (2018b), output
Z = Ao+ H,g(X)G.

The associating algorithms Happ.TrapGen and

Happ.TrapEval are defined as follows:
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e Happ.TrapGen(1*, A, G, X*) — (K, td): Randomly

choose R & {—1,1}"*™ and set
Ao = AR — H,,4(X*)G, and output K’ = Ag and
td = {R}.

o Hapg.TrapEval(td, K’,X) — (Rx,Sx): For X € Z;,
Z = AR + (H,;(X) — Hyg(X*))G, where Ry = R
and Sy = Hyq(X) — Hy 4(X¥).

The above function Hagp is a (1, v, O(£/m), negl(}), 1)-
wLPHF with high min-entropy (Zhang et al. 2016b), and
using it to instantiate our generic DRE construction, we
can get the concrete DREspp scheme in Table 5.

Instantiations of Generic IB-DRE construction

As mentioned in Zhang et al. (2019), the adaptively secure
and anonymous IBE schemes in Agrawal et al. (2010);
Yamada (2016); Yamada (2017) naturally imply instantia-
tions of LPHFs with high min-entropy. In this section, we
will use them to instantiate our generic IB-DRE construc-
tions.

IB-DRE construction from LPHF H agg
Hage : {—1,1}¢ — Z;X’” in Agrawal et al. (2010) consists
of two algorithms (#.Gen, H.Eval) are defined as follows:
e Hagpp.Gen(1*) — K: Randomly choose
Ap-- Ag & 2, and output K = ({Ajhie(e)-
* Happ-Eval(K,X) — Z € Z)™: For X € {—1, 1}¢,
Z=G+ Y\ (X0 A; € ZP",

Table 5 DREagg scheme
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The associating algorithms Happ.TrapGen and

Hapg.TrapEval are defined as follows:

o Happ.TrapGen(1*, A, G) — (K’, td): Randomly

choose Ry, -+, Ry <$— {—1,1}"" and set
A; = AR; + Ht,q(hi) ® Lyt - G, where
Hyq : 7% — 725" is a FRD function introduced in

Zhang et al. (2018b), and h; & Z;,i €[ £]. Output
K" = ({Ai}icey) and td = ({hi}icpe), {Ri}icpe))-
o Happ.TrapEval(td, K, id) — (Riq, Sia): For
id € {(—1,1}",
I /
Z=AY idR+1,+> idi-Ht,q(hi)QZ)In/t)G, where
i=1 i=1
) /
Ry =) idiR;and Sjgy = I, + ) id; - Hy4(h;) ® L.
i=1

i=1 i=
Happ can be proved as a (1,v, O(£/m), negl(}), %(1 -
%))-LPHF with high min-entropy (Zhang et al. 2016b),
where ¢ is the smallest integer satisfying 4 > 2v. And

using it to instantiate our generic IB-DRE construction,
we can get our concrete IB-DREapp scheme in Table 6.

IB-DRE constructions from other LPHFs with high
min-entropy

In this section, we plug the LPHFs with high min-entropy
corresponding to the adaptively secure IBE schemes in
Zhang et al. (2016b); Yamada (2016); Yamada (2017)
into our generic IB-DRE construction, and obtain some

Table 6 IB-DRExgg scheme

CGenpre(1*) : U < 23", output crs = U.
Genpge(crs):(A;, Ta;) <$—TrapGen(1”, 1M.q), B <$— ngm fori=1,2. Output
pki = (A, By), ski = Ta,.
Encpre(crs, pk1, pko, m € {0,1}7) :
1. Generate (vk, sk) < Gengrs(1%).
2.Compute €; = (A1|B; + Hpg(VK) - G), C& = (A2]B + Hyg(VK) - G)).
3.Picks < 7, % 2 Dzrgg and e, e1,€12,€ 2z Dz
compute and return the ciphertext € = (vk, €o, €1, €2, p), where
o = Sigors (sk, (€o, €1, €2)) and
o=UTs+&+m-[{]e z;,
c = CTs + |:e1,1 e Zém, = C2Ts+ |:e2,1 } € Zém.
€12 €2
Decpge(crs, pki, pka, ski,€)
1. Run Vrfors (Vk, (€o, €1, €2), p), outputs L if Vifors rejects;
2. (Ey); < SampleLeft(Ay, By + Hpq(VK) - G, (U);, Ta,, 0), i €[ n], to obtain
E e Zémx” suchthatCy - E; = U;

3.Computeb = ¢y — El¢; = ((b)1,---,(b)n) T € Z".
Set (m); = 1if |(b); — [41] < [47, else (m); = 0, €[ nl.
4. Return the plaintext m = ((m)7,---, (m),) .

Setupp (1) : (A, Ta) <= TrapGen(17,17,9), U < Z*", Al A2 < Z)X™

fori e[€].Output PP = (A, {A}ier, {A?}ice, U) and Msk = Ta.
KeyGenp (PP, Msk, id 1, id2ng € ZD) :

1.Compute Aig, = G+ Y, (idi50)/A], Aig, = G + 3|, (idy,)/A7.

2. (Eig,) <-SampleLeft(A, Aig,, (U);, Ta, o) for i €[ nland setskid,,, =Eid,

Similarly, it obtain skig,., = Eig, such that [A|Aig, | - Eig, = U.

3. Output the secret key skig,,, =Eid, € Zém”andskide:Eidz € Zémx’\
Encip (PP, id 1, id)ng, m):

Compute Ajg,, Aig, as above. Pick 55<—ZQ, €05 <Dyzrqg €11, €1,

e3 & Dzrwyg-

=UTs+e+[%] meZ,

ci1 AT e
a=|az |=| (Ag)" [s+]| e2|€ sz'
€3 (Aig,)) T e13

. T €
Decp (PP, skig;, ©): Compute b = ¢o — Ejy, -
Ci2
= ((b)y,-+-, (b)) € Z". Set
(m); = 1if [(b); — [1] < [47; otherwise sets (m); = 0

where i €[ n]. Finally, output a plaintext m = ((m), - - - Lm))T.
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concrete IB-DRE schemes on lattice in the standard
model. Please see more details in Table 7.

Conclusion

In this paper, we give the frameworks of the DRE and IB-
DRE by using the (weak) LPHFs with high min-entropy on
lattice. The constructions are based on the learning with
error assumption in the standard model and have adap-
tively secure. And when instantiating with the concrete
(w)LPHFs with high min-entropy, we get a concrete DRE
scheme and five concrete IB-DRE schemes.

Endnote

!Note that Chow et al. (2014) also gave two generic
DRE constructions: one is combining Naor-Yung “two-
key” paradigm (Naor and Yung 1990) with Groth-Sahai
proof system (Groth and Sahai 2008), the other is from
lossy trapdoor functions (Peikert and Waters 2011).

Appendix A: Lattice Background

For a prime g, the positive integers n,m and A € ngm,
we define the m-dimensional integer lattices as: A4z(A) =
{y:y=ATsforsomes € Z"} and AIJI-(A) ={y:Ay=0
mod g}.

Let S = {s1,---,s,} be a set of vectors in R™. The
Gram-Schmidt orthogonalization of the vectors sy, - - - , s,
is denoted as S = {81, ,3u). IS := the length of the
longest vector in S. For a real matrix R, let s;(R) =
maxu=1 [|Ru|| (respectively, | R||cc = max ||1;||o0).

For x € A, pgc(x) = exp(—r[||x—c||/32) represents
the Gaussian function psc(x) over A € Z” which cen-
tered at ¢ € R” with parameter s > 0. Let psc(A) =
> xen Ps,c(X), and the discrete Gaussian distribution over

A defined as Dy zc(x) ;;;C“((f\))

simplicity, ps0 and Do are written as p; and Dy,
respectively.

, where x € A. For

Table 7 1B-DRE schemes from other LPHF with high min-entropy
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Learning with Errors Assumption. The learning with
errors (LWE) problem was introduced by Regev (2005).
For integer n,m = m(n), a prime integer g > 2, an error
rate o € (0, 1), the LWE problem LWEy,;1s¢ is to distin-

guish {A,ATs+ e} and [A,u), where A & 75 &

Zg,u <$— Z;” and e <$— Dym qq. Regev (2005) showed that
for ag > 2+/2m, solving the decisional version LWEg,1,im,0
(DLWE,1,m,«) problem is (quantumly) as hard as approx-
imating the SIVP and GapSVP problems within 5(71/04)
factors in the worst case.

Lemma 16 Let p,q,n,m be positive integers with q >
p > 2 and q prime, the following holds:

e (Ajtai (1999); Alwen and Peikert (2009)): When
m > 6nflogq], the randomized algorithm
TrapGen(1”,1", q) outputs a matrix A € ZZX”’ which
is statistically close to uniform in Zz™", and a matrix
Ta € Z"™*™ which is a basis oqul (A), satisfying
||'f;\|| < O(y/nlogq) with overwhelming probability.

e (Cash etal. (2010)): The randomized algorithm
SampleLeft(A, B,u, Ta, o) on inputs a full rank
matrix A € Z;X”’, a matrix B € ng”’, a basis Tp of
AL(A), avectoru € Z and o > | Tal - w(y/logm),
outputs a vectorr € Zém which is distributed
statistically close to DA;(F),U where F =[ A|B].

e (Agrawal et al. (2010)): The randomized algorithm
SampleRight(A, G, R, S,u, Tg, o) on inputs a full
rank matrix A € Z"*", a matrixR € ZZ”‘”‘, an
invertible matrix S € ZZX”, avectoru € Zg and
o> ||f;;|| -s1(R) - w(y/log m), outputs a vector
re Zé’" which is statistically close to D AY(E),0 where
F =[A|AR + SG].

® (Gadget Matrix Micciancio and Peikert (2012)):
When m > n[loggq], there exists a full-rank matrix
G € Zz™™ which is called gadget matrix, satisties that

# of Sample Error Error Reduction
Schemes Zg™ matrix Modulus width width width cost

|PPI* q o a'q ag
IB-DREsc716 O(log Q) OS5+ Sm+4c) O (n25+35n+2c) O(n3+3nt2cyt 0 (n%) o <K7€Q")
IB-DREyarm1e (/7 O(ns5+35m+2cy OIS0+ On25+1+cyt 0 (n) 1) (;;4)
IB-DREyian w(log? n) OS5+ 5m) O(n2+35m) O(n25+3n) o) (no.S) ) <eé‘”;; >§
IB-DREare w(logn) poly(n) poly(n) poly(n) O (n%) o (%)

*, |PP|, [Msk| and |c| show the size of public parameters, master secret key and ciphertext, respectively. £ is the length of identity and Q is the bound of secret key queries.
 Assume that 5 such that n" > Tlogq] = @ (log n), and c is the smallest integer satisfying that n° > Q + 1.

$c = + ¢ wherecy, ¢ satisfying % >Q+1landn @ <e

1
§¢ > 1isthe constant which satisfyings = 1 — 27, where s € {0, 1} is the relative distance of the underlying error correcting code. We can take ¢ as close to 1 as one wants
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the lattice Af{ (G) has a public known basis
Tg € Z;*" with | Tgll < V5.

In Katsumata and Yamada (2016), Katsuamta and
Yamada introduced the “Noise Rerandomization” lemma
which plays an important role in the security proof
because of creating a well distributed challenge ciphertext.

Lemma 17 (Noise Rerandomization (Katsumata and
Yamada 2016)) Let q, w, m be positive integers and r a pos-
itive real number with r > max{w(y/logm), w(\/logw)}.
For arbitrary column vector b € Z, vector e chosen from
Dzgm v, any matrix V. € 7" and positive real number
o > 51(V), there exists a PPT algorithm ReRand(V,b +
e,r,0) that outputs ¥ = Vb + € € ZY where € is
distributed statistically close to Dzw 2yc-.

Appendix B: Signature
Definition 6 (Signature Scheme) A signature scheme
S)} = (Gen, Sign, Ver) is defined as follows:

e Gen(1%): given the security parameter X, output a
pair of verification key and signing key (vk, sk).

e Sign(sk, t): given sk and a message u € {0, 1}*,
output a signature o € {0, 1}*.

e Ver(vk, u,0): output either accept if the signature o
is the signature of message . under vk or reject.

Correctness. For any message u € M, any (vk, sk) &

Gen(1*), and o <$4 Sign(sk; w), Pr[Ver(vk, u, o) accept] =
1 — negl(®).

Security. In our construction IND-CCA DRE construc-
tion, we need the signature scheme satisfies strong existen-
tial unforgeability under one-time chosen message attack.
The game between the challenger C and the forger S is as

follows: generate (vk, sk) <$— Gen(1*) and give vk to S; S

outputs a message |i; generate and send o . Sign(sk, w)
to S. S wins if it outputs (u*,0*) # (u,0) such that
Ver(vk, u*,0*) accepts. The signature scheme is secure if
for every PPT adversary S, Pr[ S wins] = negl(}).
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