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workforce framework
for cybersecurity

CompT A NNICE
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Investigate

Securely Provision

Protect & Defend Oversee & Govern Operate & Maintain

Cyber Defense Analysis
Cyber Defense Analyst
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Cyber Defense Infrastructure Support
Cyber Defense Infrastructure
Support Specialist
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Incident Response
Cyber Defense Incident Responder

ol OBV

Vulnerability Assessment and Management
Vulnerability Assessment Analyst
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Strategic Planning and Policy
Cyber Policy and Strategy Planner
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Program/Project Management and Acquisition
IT Project Manager
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IT Investment/Portfolio Manager
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Program Manager
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IT Program Auditor
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Cybersecurity Management
Information Systems Security Manager
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COMSEC Manager
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Customer Service and Technical Support

Technical Support Specialist
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Data Administration
Database Administrator
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Data Analyst

il

Knowledge Management
Knowledge Manager
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Network Services
Network Operations Specialist
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Systems Administration
Systems Administrator
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Systems Analysis
Systems Security Analyst

5 © 0

Systems Requirements Planning
Systems Requirements Planner

v

Test and Evaluation
System Testing and Evaluation Specialist
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Systems Architecture
Enterprise Architect
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Security Architect
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Technology R&D
Research & Development Specialist

D

Risk Management
Security Control Assessor
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Systems Development
Information Systems Security Developer

D

Software Development
Secure Software Assessor
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Digital Forensics
Cyber Defense Forensics Analyst
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Law Enforcement/Counterintelligence Forensics Analyst
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Cyber Investigation
Cyber Crime Investigator

©0

Analyze

All-Source Analysis
All-Source Analyst
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Exploitation Analysis
Exploitation Analyst
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Threat Analysis
Threat/Warning Analyst
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Work Role Mapping

CompTIA certifications can support your growing

IT career. These exams align to the accompanying

cyber job roles, giving you peace of mind that
your CompTIA credential validates your
knowledge and skills to do your job successfully.
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