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Abstract

Users’ privacy is one of the main concerns of users who use recommender systems in general and tourist
recommender systems in particular, due to the fact that they must share personal information (like preferences
and location) with the system in exchange for recommendations. The personal information collected by the
system is used for creating user models used for personalization of recommendations, but may be used and / or
shared or sold to 3rd parties. Still, when considering content-based recommender systems, the situation may be
different if the user’s model is built, maintained and stored locally on the user’s device/personal cloud. The paper
presents a simple yet effective privacy preserving content-based recommender system architecture that uses a
hypercube-based model for representing user preferences.
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1. Motivation

Since the early days of recommender systems, users’ privacy became a major concern. Users have to
share relevant private information with recommender systems in order to receive personalized service.
This can be done explicitly and willingly - by answering a questionnaire, ticking a check-box etc’ or
implicitly and unknowingly, simply by browsing a website where the recommender system builds a
user model based on the user’s behavior. The risks for users’ privacy in recommender systems attracted
considerable research efforts over the years, as can be seen in a recent review [1]. In their review, the
authors analyze threats and issues for users’ privacy in recommender systems, as they appeared in
previous studies and consider three types of solutions that are offered: Architecture based solution for
data leakage, algorithm based data protection mechanism and ethical guidelines and regulations for
privacy. The authors refer mainly to the prevailing recommender systems technology - collaborative
filtering “A RS is designed in such a way that it allows users to give their input for identifying their
preferences and mapping these attributes to their neighborhood for an accurate prediction and robust
recommendation [2]” With respect to these systems, the authors also discuss the idea of anonymization,
but note that it does not guarantee privacy as it can be breached. While this is the main strength as well
as limitation of collaborative filtering approach, there are also content-based recommender systems
that rely solely on users’ preferences for the recommended item’s attributes. Here, there is no real
need to share any information with the recommender system - all is needed is to build a user model
locally, get a database of items and find the most appropriate one without any additional interaction
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with the recommender system [3]. Still, when a selection/purchase is made through the system, the
recommender system may infer the user’s preferences. However, if the purchase is made directly
from the service provider, the user’s privacy is preserved. We follow this line of thought - in order
to protect the user’s privacy while interacting with recommender systems, we advocate the use of
they content-based technique for recommender system, while the purchase is done directly from the
provider and not via a recommender system [4]. In this short paper we propose a simple yet effective
content-based recommender system architecture, based on a hypercube model [5] and present our
current implementation (work in progress) and planned evaluation in the tourism domain. See [6] for
examples of such applications in the tourist domain .

2. System overview

The system consists of two parts. The first part sits on a server(s) and is concerned with generating the
non-personalized (generic) information about the restaurants and constructing the hyper-cube. The
second part is located on the user’s device and is concerned with the user interface, construction of the
user profile, and using the user profile to search the hypercube. The server contains a json file which
describes each of the restaurants’ features and additional information about the restaurant which could
be useful for the user (but not necessarily for the collaborative filtering).The features are translated into
a binary vector. Thus the multi-valued cuisine type (Turkish, Chinese, Fast Food...) feature is translated
into a number of binary (Yes, No) features (isTurkish, isChinese, isFastFood ...). Once a restaurant is
translated into a feature vector, a hypercube is built and the original information about the restaurant
is sent to the user. The user device application consists of the user interface which shows the user a
ranked list of restaurants (sorted by hypercube recommendations, with a rank score), which he can
filter for location and features they are presently interested in (this fine tunes the recommendations by
allowing the user to express contextual concerns which are appropriate for this particular visit). They
can select a restaurant to get more detailed information than is contained in the listing. In addition,
they can evaluate a restaurant that they like by giving it a score. These scores are used to determine
the user profile as described in the next sections,

3. Recommendation engine description - Hypercube

The hypercube-based model for CB recommender systems is a graph-based approach with multiple
Boolean features. The system is represented by a hypercube-graph Qn in which edges exist between
nodes that differ in one bit (Hertz et al.,, 2021). The graph vertices represent the items in the system
which are characterized by n attributes. Each item is associated with a vector of attributes indicating
for each attribute whether the item has the attribute or not, as shown in Figure 1 below, for n=3. For
example, for a set of tourist attractions with n = 3 Boolean attributes, the first one being ‘low-price’, the
second one ‘unique landscapes’, and the third one ‘accessible’, then vector (1,1,0) is associated with low
price tourist attractions located in unique landscapes but are not accessible to the disabled.

Each user has his preferences, represented by the user model wu which is a vector of attributes
associated with the user. wu indicates for each attribute whether the user likes the attribute, doesn’t
care about it, or dislikes the attribute. So, the attributes have 3 possible values: Yes, Don’t care (no
opinion), No (or 1, 0, -1, respectively). For the above example, the vector (0,1,1) would be associated
with all users who do not care about the price of a tourist attraction, if it is in unique landscapes and
accessible to people with disabilities.

4. Recommendation engine implementation

The user model is inferred by the system based on the user’s past ratings. A maximum score given by a
user to an item i means that he or she likes all attributes in i, where the minimum score means that the
user does not like the attributes in the item. To estimate the user model, we first need to transform a
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Figure 1: The hypercube graph Q3

rating into a number of attributes that do not fit with the user preferences. In the formula below, the
rating ri of item i which is given using an s-star scale (i.e., a rating in 1, 2, ...., s) is converted by function
T into a distance 8i € [0,n] to the user preferences, where n is the number of attributes characterizing
an item [5]. For example, for a 5-star rating of items with n = 20 Boolean attributes, we have t(1) =
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20, t(2) = 15, ©(3) =10, t©(4) = 5 and 1(5) = 0. The distance between an item and a user model is defined
as the number of attributes that the item has and the user does not like, plus the number of attributes
that the item does not have and the user likes, while ignoring the attributes that the user does not care
about. For a vector wu corresponding to the user model of u and a vector vi associated with an item i,
this distance is denoted d(vi,wu). For example, for wu=(0,1,1) and vi=(1,1,0), we have d(vi,wu)=1 since
the first attribute is ignored and the user likes the third attribute that is not present in the item. Now, if
a vector x corresponds to the user model wu of user u, then the rating ri of each item i rated by the
user u (converted to distance 8i) should be equal to the distance between x and the vector vi associated
with item i. Therefore, to estimate the user model, we determine a vector x that minimizes which is the
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cumulative error over the rated items, that results from imprecise user’s ratings. We model this problem
as an integer linear program. The optimal solution can be obtained in one or two seconds (Hertz et
al., 2021). In order to recommend to the user items that suit her or his preferences, i.e. closest to the
user model, we estimate the rating ri given by u to item i by computing a predicted rating pi as follows:
where vi is the vector associated with item i, and x is the vector associated with our estimate of the
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user model of u. For example, for a 5-star rating, x = (0,1,1) and vi = (1,1,0) we get pi = 5 - 1 = 4. Finally,
the hypercube-based recommender system offers the user the items with the highest predicted ratings.



5. Hypercube Advantages

Graphs are applied for user modeling as they provide convenient structures for representing complex
relationships among users and items, integrating entities and links without loss of information [7] [8].
Our model uses the hypercube graph that allows defining distances to indicate the similarity between
items, specifying the difference between the item’s features and the features desired by the user, and
predicting rating of an item. The hypercube-based model is suitable for application in areas such as
restaurants and tourism, that allow the representation of an item through many features. As shown in
[5], using a hypercube-based model is helpful in obtaining accurate predictions, even when the number
of user ratings is small. Moreover, as a CB recommender system, the hypercube model does not require
users to share their information with a system in order to generate recommendations for other users,
S0 user privacy is preserved.

The hypercube differs from other distributed systems such as[9] in that the user’s data does not
need to be shared. This derives from the hypercube being a CB system as opposed to the distributed
collaborative filter system (In fact [9] disputes our basic assumption and claims that users do not care
about sharing tourist preferences, since they are seen in these public places)

6. Practical considerations to work on mobile device

At present, the user profile construction and the search for a match on the hypercube are done on the
server. The major problems in migrating them to a less powerful user device are discussed below:

6.1. ILP on mobile

The setup heavily relies on integer linear programming and uses a python package (GLPK) to solve
problems involving user profile construction and ranking the user preferences as discussed above. We
are presently looking for a package to run on Android or we may port the GLPK to something that can
run on Android.

6.2. Feature Reduction

Clearly, a server is much more powerful than a mobile device, therefore computational complexity is of
importance. In addition, since many multi-varied features get translated to a number of binary features,
there is an explosion of features. In the restaurant example we are working on we have approximately
165 features, 48 of which have only one item matching them (while this can be useful for filtering to find
unique restaurants, they are useless in collaborative filtering to find similar items. Thus by removing
them from the hypercube we can speed up computations. If we consider the group of features from
among 450 restaurants that have a count of less than 5 we can reduce by 50 percent, but this maybe a
too radical reduction

7. Problems

7.1. How can we do personalized ads

What is the economical model that would make someone want to provide this service? Normally
personalized ads and exposures pay for these kinds of services. One could do a model of paying to
be part of the hypercube but that doesn’t reflect real value to the restaurant. A possible solution is to
send a generic package of 10-100 adds, the user-side application knowing the user profile could pick
appropriate ads (the ads could have vectors similar to restaurants How can we order directly or how
do we know the system is effective If as discussed in the introduction the user orders directly to the
restaurant, how does the service know how effective it has been and hence its value. The restaurant
can know the value as a direct result of the order (maybe containing a value of who the referral is from.



However because of privacy concerns this information is withheld from the service. Thus this is a price
negotiation problem where only one side has true knowledge. Perhaps by limiting the number of places
in the cube and having restaurants bid for a place on the cube, they have incentive to ask for the true
worth..

7.2. How do we share data among multiple personal devices

Today many people have multiple devices, how can user profiles be shared among different devices?
We don’t want this information on a central server; so perhaps some form of encrypted peer to peer
communication would be useful in allowing users to share profiles and migrate from and to different
devices,

7.3. Cold Start problem

How do we get a user profile when the user has not rated any restaurants. Our present solution involves
having the user rate 6 restaurants that they are familiar with before beginning to work with the system.
The user profile is then built up over time as the user visits more and more restaurants.

8. Evaluation Plan

We plan to evaluate our system by giving two systems to the user to evaluate (the order being balanced so
to counter first use effects). The first gives the restaurants in a generic order as provided by the services’
generic ranking; the second system gives them the personalized hypercube order. After experiencing
each system we ask questions about satisfaction and to evaluate 6 of the recommendations for accuracy
and usefulness At the end we ask some comparative questions. This is to determine whether the system
brings reasonable results, maybe not as precise as some of the state of the art techniques, but with the
advantage of preserving the user’s privacy. We also will try to examine users attitudes towards privacy
to determine if this is a needed consideration.

We also plan on comparing the methods computational complexity to other RS algorithms to show
that the hypercube has a comparatively low overhead. In particular we will focus on content based
methods.

9. Conclusion

The Hypercube-based content-based recommendation model enables users to preserve their privacy
while seeking recommendations for services/items to purchase. It was already shown that it may be
effective with a small number of ratings. Using this approach, a user profile is kept locally on the user’s
device (or private cloud) and there the section of item/service is performed. The hypercube-based model
provides a compact and effective representation for content based recommendations. The planned
study will focus on demonstrating its effectiveness and will seek to understand users’ perceptions.
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