arXiv:2206.08325v2 [cs.CL] 28 Oct 2022

Characteristics of Harmful Text:

Towards Rigorous Benchmarking of Language Models

Maribeth Rauh^∗ John Mellor Jonathan Uesato Po-Sen Huang Johannes Welbl

Laura Weidinger Sumanth Dathathri Amelia Glaese Geoffrey Irving

Iason Gabriel William Isaac Lisa Anne Hendricks

DeepMind

Abstract

Large language models produce human-like text that drives a growing number of applications. However, recent literature and, increasingly, real world observations, have demonstrated that these models can generate language that is toxic, biased, untruthful or otherwise harmful. Though work to evaluate language model harms is under way, translating foresight about which harms may arise into rigorous benchmarks is not straightforward. To facilitate this translation, we outline six ways of characterizing harmful text which merit explicit consideration when designing new benchmarks. We then use these characteristics as a lens to identify trends and gaps in existing benchmarks. Finally, we apply them in a case study of the Perspective API, a toxicity classifier that is widely used in harm benchmarks. Our characteristics provide one piece of the bridge that translates between foresight and effective evaluation.

1 Introduction

Pretrained autoregressive English language models (LMs) like GPT-3 [21], Jurassic-1 [72], and Gopher [85] cover a vast space of possible use cases [19], from code generation to customer-service chat.^2 Text generated by LMs also has the potential to cause harm if models are not developed and deployed carefully. In light of this, many works have documented both existing and potential harms arising from generated text [11, 102, 62], ranging from misinformation [74] to the reinforcement of social biases through the perpetuation of stereotypes [95].

An emerging body of work is already dedicated to benchmarking LM harms (see Table 1). However, for many known or anticipated harms, current evaluation tools are imperfect [17, 106, 103, 95]. This is supported by the work analyzing the Gopher model [85], in which the authors observed a variety of shortcomings in benchmarks, such as unclear desiderata and poorly defined demographic groups.

∗Corresponding author: mbrauh@deepmind.com 2We refer to English language models as language models as all models and benchmarks in this study are in English.

36th Conference on Neural Information Processing Systems (NeurIPS 2022) Track on Datasets and Benchmarks.

Outside language modeling, the broader machine learning (ML) fairness community has documented sociotechnical^3 insights that can help bridge the gap between foresight and evaluation, drawing on domains including medical applications [80], facial recognition [22], and recommender systems [41]. For example, ML fairness research has established the importance of social context in determining what the benefits and risks of a technology will be in practice [60, 77, 92], suggesting this area needs to be explicitly considered in the evaluation of LMs, as well.

Drawing on existing critiques, our own experience analyzing Gopher [85], and lessons from the broader ML fairness community, we identified characteristics (section 2) of harmful text which have implications for benchmark design. From a set of potential characteristics, we selected (1) harm definition; (2) representational harm, allocational harm, and capability fairness; (3) instance and distributional harm; (4) context; (5) harm recipient; and (6) demographics affected.

Our characteristics support benchmark design in multiple ways. First, by mapping existing benchmarks onto the characteristics (subsection 3.1), we establish a shared vocabulary and identify gaps in current benchmarks. For example, we reveal a lack of benchmarks considering harmful language in longer textual contexts. A single benchmark cannot cover all harms, but our characteristics allow explicit understanding of what a benchmark might (and might not) capture. Second, the characteristics enable us to analyze whether these benchmarks measure what they claim to (subsection 3.2). As a case study, we apply our characteristics to the Perspective API^4, a toxicity classifier widely used in LM harm benchmarks. We observe, for example, that our “harm recipient” characteristic illuminates a potential mismatch between the API’s design and how it is used to measure LM harms. Finally, we believe our characteristics can be used to guide the design of more rigorous benchmarks. Each characteristic makes key design decisions explicit, helping to avoid common pitfalls. We hope that our analysis and proposed characteristics will sharpen future benchmarks tackling LM harms.

2 Harm Characteristics

Our development of the characteristics was driven by considerations relevant to benchmark design and what we believe would be most useful for concrete next steps in that space. From a set of candidate characteristics (see Appendix D), we selected a subset using the following criteria: applicable across a variety of harms; relevant to, but not always discussed in, existing benchmarks of LMs; most useful for avoiding common benchmarking design pitfalls; and minimal overlap with other characteristics. Following a description of each characteristic, we include questions it may raise during benchmark design in order to concretize the characteristic.

2.1 Harm Definition

Harm: The real world effect on people that the evaluation’s metrics aim to approximate.

Existing work has provided an overview of the potential risks from LMs [102, 11], and existing benchmarks usually start with a harm definition, e.g., “anti-Muslim bias” [5]. However, these are sometimes under-specified [16] and might be dependent on other characteristics (e.g., demographic groups and application contexts). As opposed to relying on predefined definitions of harms like “bias” or “toxicity”, we encourage practitioners to specify what these terms mean in the context of their benchmarks. Additionally, there can be an unintentional shift between how the harm is defined and what is measured in practice. Initially, the selected definition guides a benchmark designer’s responses to the questions that each of the following characteristics raises. Then, as each is considered, they enable further refinement of what exact definition of harm a benchmark aims to measure. By doing so, the shift between definition and what was encoded will be avoided or occur intentionally.

Example Questions. Where does the benchmark designers’ concept of harm originate, and does it have a particular context or legacy, e.g., in literature, industry, practitioners’ own lived experience? What does the harm include, and what is out of scope? What metrics best approximate this? If the harm definition is broad, how will the different ways it manifests be covered?

3A term describing “systems that consist of a combination of technical and social components” [92]. 4https://www.perspectiveapi.com/

2.2 Representation, Allocation, and Capability

Representational harm: When someone is represented or referred to in a negative, stereotypical, denigrating, or unfair way on the basis of their identity.

Allocational harm: When resources, opportunities, or services are distributed in an inequitable way.

Capability fairness: When LM performance is equal, or justifiably different, across groups.

The distinction between representational and allocational harm has been outlined in prior work [16, 30, 8], in reference to fairness-related harms. Allocational harm refers to the inequitable distribution of resources or opportunities, such as loans or jobs. This emphasizes a real-world outcome. Although representational harms are often upstream from allocational harms [30], representational harms can be damaging in their own right. For example, Collins [28] shows how stereotypes can serve as “controlling images,” a justification for oppression.

Real-world disparities that are a result of LM-generated text are rarely benchmarked. Thus, we extend this taxonomy to include capability fairness, which measures performance disparity on any task. Frequently, metrics are a proxy for the benefits a system’s creators expect it to bring, and there is capability unfairness if these benefits accrue in an inequitable way. For example, if a system answers questions about one group less accurately than another group (as is done in [43]), this is a capability fairness issue. Although such a benchmark is abstracted from a real-world outcome, in practice they are easier to create, and we might expect differences in performance to translate into subsequent downstream harms.

Example Questions. What is the relationship between what is measured and real-world harm? How is this harm, and the performance on associated metrics, likely to be distributed across groups?

2.3 Instance and Distributional

Instance harm: A single LM output or interaction which is harmful by itself. Distributional harm: LM outputs or interactions which are harmful in aggregate.

An instance harm is caused by a single LM output or interaction. If a language model outputs a slur, the potential for harm can be defined by reference to that specific output. In contrast, distributional harms are observed over many independent model outputs and can only be measured by observing the model’s aggregated behavior. For example, outputting “he was a doctor” is not harmful in itself, but if the model refers to doctors as male more often than any other gender (when not specified by the context), this could constitute a distributional harm. This distinction is similar to Khalifa et al. [64]’s “pointwise” and “distributional” constraints and is also referenced in analysis of Gopher [85] and PaLM [26] outputs.

This distinction is particularly useful when formulating metrics and desired system behavior. For an instance harm, it may make sense to aim for an overall reduction in the type of harmful output (e.g., slurs). However, when measuring distributional harm, the metrics are often comparisons of a key metric (e.g., average sentiment score) between groups.

Example Questions. Does the type (instance or distributional) the metric captures match the type implicit in the initial harm definition? If a dataset includes both types, how does this impact metrics?

2.4 Context: Textual, Application, Social

Textual context: The length of the text being evaluated and of content it is conditioned on, such as a prompt.

Application context: What the LM is being used for and how it is deployed. This includes user experience and the software system in which it is embedded.

Social context: Culture, geography, history, as well as users’ attributes, e.g., language or technological fluency.

Recent language models have the capacity to make use of long range textual context [32], meaning they are often used for generating samples conditioned on long inputs. When harm benchmark metrics are calculated on unconditioned, sentence-length text, this does not account for the way a preceding conversation, prompt, or other text input may affect the harmfulness of the output at hand. For example, “I launched experiments with a bug in them. They should all be killed.” might not be considered toxic. However, the second sentence on its own (“They should all be killed.”) would likely be considered toxic. Both the length of text being evaluated and what that text is conditioned on may help reduce the ambiguity of a harm’s presence in the text as well as capture a variety of situations in which the harm could occur.

Application context also informs what kind of outputs are inappropriate, undesirable, or harmful. What may be acceptable to output as part of summarizing a news article may be inappropriate in a customer service chat. Language models may even be used as a foundation for derivative tasks, such as the base of a classifier, for which knowledge of harmful language may be critical for performance [85]. As characterizing harmful outputs is challenging without an application in mind, we recommend practitioners explicitly consider in which cases their benchmark may or may not be relevant.

Finally, every application is shaped by a social context [60, 77, 92, 53], which includes a range of factors such as language and cultural norms in the community using a system. Harm definitions, in particular, tend to implicitly encode cultural norms, not only through the initial definition but also from different steps in the benchmark creation. This includes the values of annotators, the sources of annotated text (e.g., news sources), and the use of pre-made classifiers such as toxicity classifiers (see subsection 3.2). It is also important to consider which subsets of data may be “missing” because they are difficult to collect based on factors that vary by geography, such as internet access.

Example Questions. How much would additional text reduce ambiguity about the harm’s occurrence? Is a harmful output benign in other applications? In what linguistic, geographical, and cultural context was the data collected? What aspects of the harm might be culturally dependent?

2.5 Harm Recipient: Subject, Reader, Author, and Society

Subject or topic: The groups or individuals that the output contains reference to, directly or implicitly.

Reader: Whoever reads the LM outputs.

Author: The groups or individuals that an LM output could appear to be written by, e.g., if the LM outputs text claiming to be a woman or impersonating a specific person. Society: When no one is referenced but harm occurs widely, e.g., if an LM were used for weapons research.

When an individual or group of people are the subject of a model output, they can be harmed, regardless of if they ever interact with the system. For example, outputting an explicit stereotype may negatively impact a particular group, even if members of that group never read the output text.

The reader is anyone who consumes the model’s output. This may be an individual person, as in a one-to-one interaction with the model, or it may be many people, as when a model output is widely disseminated. Toxicity work that focuses on personal attacks exemplifies how harm can occur to a reader. Capturing such harms is challenging since a given output may not be harmful to all readers but the attributes of the reader are usually unknown at evaluation time.

LMs can operate as an “author” which represents a person or a group by using the first person, outputting text on behalf of someone (e.g., email autocomplete) or presenting a persona (e.g., as digital assistants). If a model with a persona claims a particular identity, the model could misrepresent or denigrate that identity group by perpetuating stereotypes, e.g., subservient digital assistants that have female personas [24]. Some applications use a language model to help a person communicate, such as automatic text completion in e-mails, creative applications, and machine translation. These uses could be harmful if text completions misrepresent user intentions (e.g., when AI Dungeon inserted sexually explicit content into users’ stories [96]) or if a mistake in translation incorrectly attributes harmful language to a human speaker (e.g., [12]).

Many LM harms could have ramifications for society in general. However, current LM benchmarks typically quantify only narrow characteristics of text, e.g., “does this output espouse a conspiracy theory?”. While this may approximate complex, real-world harms, like whether LM-generated conspiracy theories undermine democracy, it does not measure such harms.

Example Questions. Is the harm primarily experienced by someone interacting directly with the LM or could it be problematic for someone not present? If the harm impacts a reader, author, or society, who does the benchmark assume the readers, authors, or relevant society are?

2.6 Demographic Groups

Demographics: Subsets of the population, grouped according to aspects of identity, e.g., gender or ability. In practice, classification of group membership is not well defined because even a single facet of identity can be fluid, composed of differing and competing factors, or unobserved or incorrectly reported in data [88, 99].

Classical fairness metrics [25, 29, 75] usually require specifying a protected attribute, such as sexual orientation or race.The ML fairness literature has already begun grappling with the complexities of defining and selecting demographic groups. For more widely studied identities, many works have outlined pitfalls in current work and suggested how to move forward, such as Hanna et al. [48]’s discussion of the contextual and constructed nature of race and Keyes et al. [63]’s work demonstrating the need to move beyond binary gender classification. Meanwhile, many facets of identity are understudied in ML fairness literature, such as disability [55, 45], intersectionality, and legally protected characteristics beyond those defined in the United States [88, 89].

Here, we outline considerations specific to language data. First, relevant demographic groups might be challenging to identify from text. In the case of gender, benchmarks that rely on pronouns will only capture the identity of people discussed in the text and cannot evaluate harms to a reader. Both classifiers and lists of identity terms have been used to detect if text is about or addressed to a certain group [14],^5 but certain identity terms are difficult to detect without sufficient textual context. For example, coded terms, or dog whistles,^6 refer to groups in ways that are invisible to explicit term lists but problematic nonetheless. Offensive identity terms can also have homonyms with no identity connotation at all, such as the term “redskin” in the context of potatoes.

The concept of “marking” in sociolinguistics describes how minorities or under-priviledged groups are more likely to be “marked,” or explicitly specified, e.g., “the gay man,” while not specifying at all, e.g., “the man,” will be assumed to refer to a man with the majority attribute (e.g., straight) [101]. Certain methods for measuring bias do so by substituting different identity terms and observing how the chosen metric varies. For such metrics, the concept of markedness has bearing on the results.

To compare a metric between groups, practitioners need to think carefully about which groups are compared against each other. These comparison classes should reflect historical and contemporary power dynamics between groups in a meaningful way. Getting this right means reasoning about the social context, and associated power structures, the benchmark and model are developed within. For example, when measuring stereotypes, text that negates a stereotype (“Black people will / won’t steal anything”) is different from that which switches the group identifier (“Mike was poor / rich and thought growing up in the projects was tough.”) [17]. This is an especially relevant in benchmarks which use sentence templates or pairs.

The prior points apply when a demographic group is the subject or reader of the output. However, when a model is given a persona, the dialect of a particular social group, i.e. sociolect, rather than pronouns or group labels are the natural unit of analysis. It is important to think about how to handle potentially harmful text based on its author(s) because, for example, terms that are slurs in one context may be reclaimed for in-group usage in others. When studying model outputs, the model is never an in-group speaker. However, if a benchmark labels all training documents that contain

5An example of a widely used term list which includes many identity-related terms is the List of Dirty, Naughty, Obscene, and Otherwise Bad Words [1] 6For example, the use of the phrase “international bankers” to allude to anti-Semitic conspiracy theories [81]

Benchmarks Representational (R), Distributional (D) Context Subject (S) Capability (C), or Instance (I) Reader (R) or Allocational (A) or Author (A) RTP [40] R I Sentences from web S/R/A TwitterAAE [13] C D Tweets A SAE/AAVE Pairs [44] R/C D Tweets; application agnostic A Winogender [87] C D Coreference sents. by practitioners S Winobias [108] C D Crowd sourced coreference sents. S Gender & Occ. [21, 85] R D Sentences; prompts by practitioners S Deconfounding [43] C D Crowd sourced QA S TruthfulQA [74] n/a I QA written by practitioners R DTC [71] R D Sentences from web S Muslim Bias [5] R D Paragraph written by practitioners S BAD [107] R I Crowd sourced chat bot dialogues S/R BOLD [37] R D Sentences from Wikipedia S Stereoset [78] R D Crowd sourced sentence pairs S Sentiment Bias [54, 21, 85] R D Sentences; prompts by practitioners S BBQ [83] C D QA written by practitioners S UnQover [70] C D QA written by practitioners S PALMS [97] R I QA written by practitioners S/R

Table 1: Characteristics for different benchmarks. We observe limited coverage for some characteristics: only four benchmarks consider instance harms, textual context tends to be short, and the subject is the recipient of harm in all but three benchmarks. See Appendix A for harm definitions, more detailed context, and demographics.

a reclaimed slur as harmful, it is likely to reduce performance on co-occurring language from the marginalized group.

Example Questions. How can the relevant demographics be referred to in text, and do these have connotations? Does the usage of these terms vary based on who uses them? If a benchmark compares similar text with different demographic terms, which comparisons capture the structures of power and privilege underlying the harm?

3 Operationalizing the Characteristics

To make the characteristics concrete, we ground them in current benchmarks. First, we map a range of existing benchmarks used to measure LM harms onto our characteristics. We then use a case study of a widely used toxicity classifier, the Perspective API^7, to further illustrate how the characteristics can be used to make implicit design decisions explicit.

3.1 Mapping Existing LM Benchmarks

Mapping benchmarks onto the characteristics highlights potential gaps and strong trends in the benchmarking landscape (see Appendix A for a complete mapping). In particular, existing benchmarks measure distributional harms, short textual contexts, and cases where the harm recipient is the subject.

We focus on benchmarks that test if autoregressive LMs (as opposed to masked language models like BERT [36]) generate harmful outputs. All benchmarks consist of a dataset of text samples which are input to a model and an evaluation protocol to score the outputs. Metrics can either operate over sampled text, e.g., measuring the toxicity of sampled text, or assigned probabilities from the language model, e.g., computing the perplexity of text. We include benchmarks which test for harmful outputs on tasks which have been tackled by LMs in a zero-shot setting, such as question answering (QA).

Harm Definition. Benchmarks cover a wide range of harms, and we cover their definitions in detail as well as how we characterized each benchmark in Appendix A.

Representation, Allocation, Capability. No benchmarks directly measure inequitable allocation of resources or opportunities, but rather consider intermediate tasks. Hence, though we mark some benchmarks as measuring representational harm or capability fairness, we do not mark any as measuring allocational harm. Moreover, all benchmarks are still far from deployed use cases. Though some work has studied how bias propagates downstream through language technologies [42, 59], an

7https://www.perspectiveapi.com/ open challenge in designing benchmarks for language model harms is better understanding which metrics reflect harms in deployed use cases.

Analyzing representational harms, allocational harms, and capability fairness require comparing representations or performance across groups. Some benchmarks, like TruthfulQA [74], which aims to measure disinformation, do not include group-based metrics. Though studying disinformation is worthwhile without group-based analysis, a group-based analysis could be informative (e.g., is the model more untruthful when discussing particular groups?). We hope that by using the lens of “representation, allocation and capability” when creating benchmarks, practitioners can intentionally decide whether group-based analysis is useful for meaningful progress on the harm they are studying.

Instance and Distributional. Most harms are classified as distributional. However, sometimes benchmarks which intend to measure distributional harms inadvertently include instance harms in their dataset. For example, Stereoset [78] measures a distributional harm as the probability of the stereotype text and anti-stereotype text are compared. However, as noted in Blodgett et al. [17], some stereotypes are harmful and should not be output at all, regardless of the paired anti-stereotype’s relative likelihood. Considering if harms are instance or distributional allows practitioners to ensure both datasets and metrics are aligned to measure the harm as intended.

Context. Examining textual context, we note that many benchmarks operate over short lengths of text. Furthermore, in Table 1, many application contexts are unspecified because benchmarks are applied on raw LMs without any particular application in mind.

Many datasets include samples written by practitioners, either by hand or with sentence templates. Though this allows for exact control by practitioners, datasets are likely to reflect practitioners’ assumptions about social context. In BBQ [83], questions are written by the dataset creators, but they account for this by linking each bias tested to an external source. This documents the social context in which biases arise and might be considered harmful.

Language and dialect are important aspects of social context. We note all benchmarks in Table 1 are designed to measure harms in English, indicating a lack of linguistic and cultural diversity that is well documented across other language tasks [51, 9, 10, 23]. Analogous benchmarks in other languages might be challenging to create because existing measurement tools, like toxicity classifiers, do not work well in all languages [69], cultural norms might not transfer [88], assumptions in benchmark design might not translate,^8 and there may be fewer qualified native speakers on common annotation platforms. Though challenging, we believe building benchmarks in non-English languages is essential work and hope to see more benchmarks in other languages in the future.

Harm Recipient. In Table 1 we observe that some benchmarks assume a language model can have multiple roles. For example, RealToxicityPrompts [40] includes prompts which use the pronoun “I” (“persona”), “you” (“reader”) and third person pronouns (“subject”). Overall, benchmarks most often measure when language model outputs harm the subject of the generated language.

TwitterAAE [15] and SAE/AAVE Pairs [44] explicitly measure the ability of models to generate language which aligns with a certain dialect, which could be seen as taking on a “persona” of someone who speaks a dialect. However, for many applications, the ability of the model to understand a user’s dialect, as opposed to dialect generation, is important. If dialect generation correlates with dialect understanding, performance on TwitterAAE and SAE/AAVE pairs may approximate reader harm, e.g., if the LM works poorly for those using that dialect. By considering benchmarks through the lens of harm recipient, practitioners can be more explicit about differences in what benchmarks measure and potential real-world harms.

Demographic Groups. Current benchmarks consider a variety of demographic groups, which we catalogue in Table 3. For the benchmarks we include, gender is the most frequently studied. Race, religion and profession are also common. Sexual orientation, socioeconomic status, and intersectional biases are less well represented, perhaps in part because they are “unobservable” [99]. Which groups should be analyzed is application dependent [48] but, as practitioners may not have a specific deployment scenario in mind, it is worth discussing why particular groups and attributes are chosen for analysis, and the implications for interpreting results.

8For example, see the discussion of creating Spanish WEAT in [42]

Seemingly minor choices in which demographic terms are chosen can impact analysis. In the Gender & Occupation evaluation in Rae et al. [85], we found that gender bias in LMs varies between gender terms like “female” vs. “girl.” Additionally, majority or higher-status attributes are often not explicitly stated, or marked [101], in text. Both Rae et al. [85] and Blodgett et al. [17] outline how markedness influences analysis in Sentiment Bias and Stereoset [78]. Markedness is also relevant when comparing language mentioning marginalized groups to language mentioning majority groups, as is often done in distributional bias benchmarks [35]. For example, comparing the likelihood of models generating the bigrams “gay marriage” and “straight marriage” might not be meaningful as text rarely specifies marriage as “straight.”

3.2 Case Study: the Perspective API in LM Benchmarking

To further demonstrate how the characteristics can be used, we conduct an in depth case study of a toxicity classifier, the Perspective API. Although not a benchmark itself, the Perspective API is an important building block of numerous LM harm benchmarks [103, 106, 107, 97, 90, 65, 33]. Using our characteristics as a lens, we can make design decisions explicit and enable their interrogation. In doing so, we observe how the characteristics highlight potential pitfalls.We include only the characteristics that are most insightful for analyzing the API; the rest are in Appendix C.

Harm Definition. Toxicity is a concept that originated in the field of content moderation, specifically of online social media platforms and news comment sections [91]. It emerged from work on online hate speech, and the term became widely used following the release of the Perspective API [104, 58]. The Perspective API defines toxicity as “a rude, disrespectful, or unreasonable comment that is likely to make someone leave a discussion.” This definition is operationalized by asking humans to annotate if a given text is toxic [6]. Toxicity is intended to cover content ranging from sexually explicit to violent, posing a challenge for coverage.

In LM Benchmarks: This definition is used as-is because practitioners cannot modify the way toxicity is defined by the API.

Context. The Perspective API is trained with online comments drawn from sources including the New York Times (NYT) and Wikipedia, which encode a multitude of social contexts such as language and commenters’ political views [4]. Social context is also encoded by the annotators, whose labels are based on their personal reactions to them. In terms of textual context, the comments were written in the context of the surrounding media, e.g., a news article or comment thread, though the toxicity classifier does not use this context when classifying text [105]. The intended applications [2] are “human assisted moderation,” “author feedback,” and better organization of comments.

In LM Benchmarks: LM harms need to be measured in a large and evolving set of applications [102]. Some applications may even benefit from a “toxic” LM, such as building a new toxicity classifier [90, 85, 49]. Even if an LM application aligns with that of the Perspective API, there remain differences in the textual and social context of each. For example, [85] reported that the Books slice of their in-house MassiveText dataset has a higher average toxicity than slices we expect to be more similar to the Perspective API training data, like News or Wikipedia. It is unlikely that the Perspective API would provide meaningful toxicity scores for generated language which differs substantially, e.g., in length, topic, style. For example, if the API over indexes on a specific word, would long LM samples be scored as toxic even though, in the full textual context, the word was not used in a toxic way?

Using a pre-trained classifier means the context of its training data, such as human annotations, will be transferred to the LM evaluation. Though it may still be a useful starting point, awareness of the difference in textual, application, and social context enables appropriately caveating results or developing complimentary benchmarks.

Harm Recipient. The Perspective API focuses on harm done to readers who may “leave a discussion” and, in effect, have their voices silenced [57]. When used for content moderation of human language, the author of the comment may also be harmed if their content is incorrectly flagged as toxic.

In LM Benchmarks: It may seem intuitive that what is permissible for humans to say is permissible for a model, but reader harm depends on their perception of who, or what, they are interacting with. What norms apply to LMs has not yet been widely established, and users may have different expectations of and reactions to model outputs if they understand that they come from a model [46]. A reader’s perception of the characteristics and intention of the author affects how the reader interprets the text. For example, in-group usage of reclaimed slurs can be considered acceptable depending on who uses them [31]. However, even if an LM claims to be part of a group, it is not clear if users would find its use of reclaimed terms acceptable, as the model cannot actually be ingroup. Moreover, the trade-offs which the Perspective API must navigate based on protecting the freedom of human speech is not a protection that applies to LMs. Finally, many LM benchmarks focus on if the subject of the text is harmed, which does not align with how the Perspective API was trained.

Conclusions. Through the lens of our characteristics, and complimented by empirical evidence seen in [103, 106], we observe where using the Perspective API in LM benchmarks faces challenges. The characteristics specifically highlight the mismatched context and the divergence between norms for human language and those emerging for machine language. It is common practice for classifiers of all kinds to be re-purposed far beyond their original contexts because building high quality datasets is challenging as well as under-valued [56]. Selbst et al. [92] refer to this as the portability trap, a “failure to understand how re-purposing algorithmic solutions designed for one social context may be misleading, inaccurate, or otherwise do harm when applied to a different context.” The Perspective API’s own model card explicitly states that automated moderation is a “use to avoid” [76, 2].

As a socially constructed concept, we encourage practitioners to develop and operationalize a definition of toxicity, informed by consideration of our characteristics, which fits the context and norms of their setting. For example, the concept of toxicity could be refined by asking “toxic according to who?” as suggested by the “Harm Recipient” and “Demographics” characteristics. Such analysis will sharpen future benchmarks tackling the important harms related to violent, hateful, abusive, and otherwise offensive language.

4 Discussion

Related work. Numerous works have surveyed the landscape of potential language model harms, both broadly [11, 102] and specific to social bias [52, 93, 95, 35, 61]. These surveys focus on identifying and defining language model harms; our work is complementary in that we point out other characteristics important for measuring language model harms. Some of our characteristics expand on the critiques in [17, 53], in particular our characteristics of context, recipient of harm, and representational versus allocational harm. We emphasize a sociotechnical analyses of language which we believe can be used alongside other proposed methods for reliability testing for language technologies [98, 86]. Finally, the dimensions of harmful text defined in [34] overlap with ours, but their focus is on harm to those involved in the research process itself.

Limitations. We chose to limit our work to the characteristics that we believe are applicable to a diversity of harms, are useful for analysis of existing benchmarks and common pitfalls, and therefore facilitate concrete next steps for benchmark design. Examples of characteristics we did not include are frequency, severity, covertness, and temporality. We expand on why these were not selected in Appendix D, and we leave such considerations to future work.

We note that these characteristics are imperfect abstractions. Some will apply more cleanly to certain types of harm while others may be less relevant. Their relationship to each other is also not entirely independent. Certain distinctions in one characteristic will frequently occur with another. Rather than a mandatory checklist, our goal is to provide a set of key considerations for reflection that will inevitably need tailoring across the diversity of language model harms and applications areas, and will need updating as both proliferate in the real-world.

Finally, our characteristics are designed specifically to analyze language output by LMs. In particular, we do not consider harms to annotators or practitioners in the development of benchmarks. Though our characteristics could be repurposed to study such harms, we believe that such harms deserve special consideration and point to [34] as promising work in this direction. Additionally, we do not consider how to characterize training datasets (see [39] for one example in this direction). It is possible our characteristics could be repurposed, and we would encourage more thought in this direction.

Conclusions. Translating anticipated risks into rigorous benchmarks is challenging. Drawing on existing critiques of language model harm benchmarks and insights from machine learning fairness research, we propose six characteristics to guide reflection and help pracitioners avoid common pitfalls when designing benchmarks.

We encourage practitioners to use these characteristics as part of an iterative process, in which they revisit what they set out to measure in relation to what they implemented. This enables practitioners to make the adjustments necessary to align their harm definition and what the benchmark measures in practice. Our analysis of porting the Perspective API to language model harm benchmarks highlights how difficult such alignment can be, and the issues that arise when they remain unaddressed. We also encourage practitioners to include those with expertise beyond the field of machine learning, both in the form of other disciplines and through lived experience, when evaluating language model harms.

For several characteristics - instance and distributional harm, context, demographic groups, and harm recipient - we observe limited coverage in current benchmarks. The space of potential language model harms we can evaluate is huge, and existing work only covers a fraction of this space. It is unlikely one benchmark will capture everything, but our characteristics clarify gaps remaining in the benchmarking landscape. Building adequate benchmarks that touch on all characteristics poses a large challenge to the field.

In addition to guiding more rigrous benchmark design, we hope others will extend and refine these characteristics as our understanding of language model risks evolves. By synthesizing existing critiques of benchmarks and taxonomies of harm, we believe our proposed characteristics provide a constructive starting point to facilitate the translation of anticipated risks into safer and more beneficial language models.

Acknowledgments and Disclosure of Funding

The authors received no specific funding for this work. We would like to thank Nat McAleese, Laura Rimell, Susannah Young, Edgar Duñez-Guzmàn, Suzanne Sadedin, Soham De, Stevie Bergman, Martin Chadwick, Ben Coppin, and Lucas Smaira for valuable discussion and feedback. In addition to helpful comments, we would like to give special thanks to Shakir Mohamed for encouraging and fostering this work.

References

[1] List of dirty, naughty, obscene, and otherwise bad words. URL

https://github.com/LDNOOBW/List-of-Dirty-Naughty-Obscene-and-Otherwise-Bad-Words.

[2] Perspective api model cards, . URL https://developers.perspectiveapi.com/s/about-the-api-model-cards.

[3] Perspective api attributes & languages, . URL https://developers.perspectiveapi.com/s/about-the-api-attributes-and-languages.

[4] Perspective api best practices & risks, . URL

https://developers.perspectiveapi.com/s/about-the-api-best-practices-risks.

[5] Abubakar Abid, Maheen Farooqi, and James Zou. Persistent anti-muslim bias in large

language models. In Proceedings of the 2021 AAAI/ACM Conference on AI, Ethics, and Society, AIES ’21, page 298–306, New York, NY, USA, 2021. Association for Computing Machinery. ISBN 9781450384735. doi: 10.1145/3461702.3462624. URL https://doi.org/10.1145/3461702.3462624.

[6] Lora Aroyo, Lucas Dixon, Nithum Thain, Olivia Redfield, and Rachel Rosen. Crowdsourcing

subjective tasks: the case study of understanding toxicity in online discussions. In Companion proceedings of the 2019 world wide web conference, pages 1100–1105, 2019.

[7] Stefano Baccianella, Andrea Esuli, and Fabrizio Sebastiani. Sentiwordnet 3.0: an enhanced

lexical resource for sentiment analysis and opinion mining. In Lrec, volume 10, pages 2200– 2204, 2010.

[8] Solon Barocas, Kate Crawford, Aaron Shapiro, and Hanna Wallach. The problem with bias:

Allocative versus representational harms in machine learning. In 9th Annual conference of the special interest group for computing, information and society, 2017.

[9] Emily M Bender. On achieving and evaluating language-independence in nlp. Linguistic Issues in Language Technology, 6(3):1–26, 2011.

[10] Emily M Bender and Batya Friedman. Data statements for natural language processing: Toward mitigating system bias and enabling better science. Transactions of the Association for Computational Linguistics, 6:587–604, 2018.

[11] Emily M Bender, Timnit Gebru, Angelina McMillan-Major, and Shmargaret Shmitchell. On the dangers of stochastic parrots: Can language models be too big? In Proceedings of the 2021 ACM Conference on Fairness, Accountability, and Transparency, pages 610–623, 2021.

[12] Yotam Berger. Israel arrests palestinian because facebook translated ’good morning’ to ’attack them’. October 2017. URL https://www.haaretz.com/israel-news/palestinian-arrested-over-mistranslated-good-morning-facebook-post-1.5459427.

[13] Su Lin Blodgett, Lisa Green, and Brendan O’Connor. Demographic dialectal variation in social media: A case study of African-American English. In Proceedings of the 2016 Conference on Empirical Methods in Natural Language Processing, pages 1119–1130, Austin, Texas, November 2016. Association for Computational Linguistics. doi: 10.18653/v1/ D16-1120. URL https://aclanthology.org/D16-1120.

[14] Su Lin Blodgett, Johnny Wei, and Brendan O’Connor. A dataset and classifier for recognizing social media English. In Proceedings of the 3rd Workshop on Noisy User-generated Text, pages 56–61, Copenhagen, Denmark, September 2017. Association for Computational Linguistics. doi: 10.18653/v1/W17-4408. URL https://aclanthology.org/W17-4408.

[15] Su Lin Blodgett, Johnny Wei, and Brendan O’Connor. Twitter universal dependency parsing for african-american and mainstream american english. In Proceedings of the 56th Annual Meeting of the Association for Computational Linguistics (Volume 1: Long Papers), pages 1415–1425, 2018.

[16] Su Lin Blodgett, Solon Barocas, Hal Daumé III, and Hanna Wallach. Language (technology) is power: A critical survey of “bias” in NLP. In Proceedings of the 58th Annual Meeting of the Association for Computational Linguistics, pages 5454–5476, Online, July 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.acl-main.485. URL https://aclanthology.org/2020.acl-main.485.

[17] Su Lin Blodgett, Gilsinia Lopez, Alexandra Olteanu, Robert Sim, and Hanna Wallach. Stereotyping norwegian salmon: an inventory of pitfalls in fairness benchmark datasets. In Proceedings of the 59th Annual Meeting of the Association for Computational Linguistics and the 11th International Joint Conference on Natural Language Processing (Volume 1: Long Papers), pages 1004–1015, 2021.

[18] Tolga Bolukbasi, Kai-Wei Chang, James Y Zou, Venkatesh Saligrama, and Adam T Kalai.

Man is to computer programmer as woman is to homemaker? debiasing word embeddings. Advances in neural information processing systems, 29:4349–4357, 2016.

[19] Rishi Bommasani, Drew A. Hudson, Ehsan Adeli, Russ Altman, Simran Arora, Sydney von Arx, Michael S. Bernstein, Jeannette Bohg, Antoine Bosselut, Emma Brunskill, Erik Brynjolfsson, Shyamal Buch, Dallas Card, Rodrigo Castellon, Niladri Chatterji, Annie Chen, Kathleen Creel, Jared Quincy Davis, Dorottya Demszky, Chris Donahue, Moussa Doumbouya, Esin Durmus, Stefano Ermon, John Etchemendy, Kawin Ethayarajh, Li Fei-Fei, Chelsea Finn, Trevor Gale, Lauren Gillespie, Karan Goel, Noah Goodman, Shelby Grossman, Neel Guha, Tatsunori Hashimoto, Peter Henderson, John Hewitt, Daniel E. Ho, Jenny Hong, Kyle Hsu, Jing Huang, Thomas Icard, Saahil Jain, Dan Jurafsky, Pratyusha Kalluri, Siddharth Karamcheti, Geoff Keeling, Fereshte Khani, Omar Khattab, Pang Wei Koh, Mark Krass, Ranjay Krishna, Rohith Kuditipudi, Ananya Kumar, Faisal Ladhak, Mina Lee, Tony Lee, Jure Leskovec, Isabelle Levent, Xiang Lisa Li, Xuechen Li, Tengyu Ma, Ali Malik, Christopher D.

Manning, Suvir Mirchandani, Eric Mitchell, Zanele Munyikwa, Suraj Nair, Avanika Narayan, Deepak Narayanan, Ben Newman, Allen Nie, Juan Carlos Niebles, Hamed Nilforoshan, Julian Nyarko, Giray Ogut, Laurel Orr, Isabel Papadimitriou, Joon Sung Park, Chris Piech, Eva Portelance, Christopher Potts, Aditi Raghunathan, Rob Reich, Hongyu Ren, Frieda Rong, Yusuf Roohani, Camilo Ruiz, Jack Ryan, Christopher Ré, Dorsa Sadigh, Shiori Sagawa, Keshav Santhanam, Andy Shih, Krishnan Srinivasan, Alex Tamkin, Rohan Taori, Armin W. Thomas, Florian Tramèr, Rose E. Wang, William Wang, Bohan Wu, Jiajun Wu, Yuhuai Wu, Sang Michael Xie, Michihiro Yasunaga, Jiaxuan You, Matei Zaharia, Michael Zhang, Tianyi Zhang, Xikun Zhang, Yuhui Zhang, Lucia Zheng, Kaitlyn Zhou, and Percy Liang. On the opportunities and risks of foundation models. arXiv preprint arXiv:2108.07258, 2021.

[20] Daniel Borkan, Lucas Dixon, Jeffrey Sorensen, Nithum Thain, and Lucy Vasserman. Nuanced metrics for measuring unintended bias with real data for text classification. In Companion Proceedings of The 2019 World Wide Web Conference, WWW ’19, page 491–500, New York, NY, USA, 2019. Association for Computing Machinery. ISBN 9781450366755. doi: 10.1145/3308560.3317593. URL https://doi.org/10.1145/3308560.3317593.

[21] Tom Brown, Benjamin Mann, Nick Ryder, Melanie Subbiah, Jared D Kaplan, Prafulla Dhariwal, Arvind Neelakantan, Pranav Shyam, Girish Sastry, Amanda Askell, Sandhini Agarwal, Ariel Herbert-Voss, Gretchen Krueger, Tom Henighan, Rewon Child, Aditya Ramesh, Daniel Ziegler, Jeffrey Wu, Clemens Winter, Chris Hesse, Mark Chen, Eric Sigler, Mateusz Litwin, Scott Gray, Benjamin Chess, Jack Clark, Christopher Berner, Sam McCandlish, Alec Radford, Ilya Sutskever, and Dario Amodei. Language models are few-shot learners. In Advances in Neural Information Processing Systems, volume 33, pages 1877–1901. Curran Associates, Inc., 2020. URL https://proceedings.neurips.cc/paper/2020/file/1457c0d6bfcb4967418bfb8ac142f64a-Paper.pdf.

[22] Joy Buolamwini and Timnit Gebru. Gender shades: Intersectional accuracy disparities in commercial gender classification. In Sorelle A. Friedler and Christo Wilson, editors, Proceedings of the 1st Conference on Fairness, Accountability and Transparency, volume 81 of Proceedings of Machine Learning Research, pages 77–91. PMLR, 23–24 Feb 2018. URL https://proceedings.mlr.press/v81/buolamwini18a.html.

[23] Andrew Caines and Rei Marek. The geographic diversity of nlp conferences. URL http://www.marekrei.com/blog/geographic-diversity-of-nlp-conferences/.

[24] Amanda Cercas Curry, Judy Robertson, and Verena Rieser. Conversational assistants and gender stereotypes: Public perceptions and desiderata for voice personas. In Proceedings of the Second Workshop on Gender Bias in Natural Language Processing, pages 72–78, Barcelona, Spain (Online), December 2020. Association for Computational Linguistics. URL https://aclanthology.org/2020.gebnlp-1.7.

[25] Alexandra Chouldechova and Aaron Roth. A snapshot of the frontiers of fairness in machine learning. Communications of the ACM, 63(5):82–89, 2020.

[26] Aakanksha Chowdhery, Sharan Narang, Jacob Devlin, Maarten Bosma, Gaurav Mishra, Adam Roberts, Paul Barham, Hyung Won Chung, Charles Sutton, Sebastian Gehrmann, et al. Palm: Scaling language modeling with pathways. arXiv preprint arXiv:2204.02311, 2022.

[27] Vanya Cohen and Aaron Gokaslan. Opengpt-2: open language models and implications of generated text. XRDS: Crossroads, The ACM Magazine for Students, 27(1):26–30, 2020.

[28] Patricia Hill Collins. Black Feminist Thought: Knowledge, consciousness, and the politics of empowerment. Routledge, London, 2000.

[29] Sam Corbett-Davies and Sharad Goel. The measure and mismeasure of fairness: A critical review of fair machine learning. arXiv preprint arXiv:1808.00023, 2018.

[30] Kate Crawford. The trouble with bias. keynote at neurips, 2017. URL https://www.youtube.com/watch?v=fMym_BKWQzk.

[31] Adam M Croom. Slurs. Language Sciences, 33(3):343–358, 2011.

[32] Zihang Dai, Zhilin Yang, Yiming Yang, Jaime Carbonell, Quoc Le, and Ruslan Salakhutdinov.

Transformer-XL: Attentive language models beyond a fixed-length context. In Proceedings of the 57th Annual Meeting of the Association for Computational Linguistics, pages 2978– 2988, Florence, Italy, July 2019. Association for Computational Linguistics. doi: 10.18653/ v1/P19-1285. URL https://aclanthology.org/P19-1285.

[33] Sumanth Dathathri, Andrea Madotto, Janice Lan, Jane Hung, Eric Frank, Piero Molino, Jason Yosinski, and Rosanne Liu. Plug and play language models: A simple approach to controlled text generation. In International Conference on Learning Representations, 2020. URL https://openreview.net/forum?id=H1edEyBKDS.

[34] Leon Derczynski, Hannah Rose Kirk, Abeba Birhane, and Bertie Vidgen. Handling and presenting harmful text, 2022. URL https://arxiv.org/abs/2204.14256.

[35] Sunipa Dev, Emily Sheng, Jieyu Zhao, Jiao Sun, Yu Hou, Mattie Sanseverino, Jiin Kim, Nanyun Peng, and Kai-Wei Chang. What do bias measures measure? arXiv preprint arXiv:2108.03362, 2021.

[36] Jacob Devlin, Ming-Wei Chang, Kenton Lee, and Kristina Toutanova. BERT: Pre-training of deep bidirectional transformers for language understanding. In Proceedings of the 2019 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, Volume 1 (Long and Short Papers), pages 4171– 4186, Minneapolis, Minnesota, June 2019. Association for Computational Linguistics. doi: 10.18653/v1/N19-1423. URL https://aclanthology.org/N19-1423.

[37] Jwala Dhamala, Tony Sun, Varun Kumar, Satyapriya Krishna, Yada Pruksachatkun, Kai-Wei Chang, and Rahul Gupta. Bold: Dataset and metrics for measuring biases in open-ended language generation. In Proceedings of the 2021 ACM Conference on Fairness, Accountability, and Transparency, pages 862–872, 2021.

[38] Lucas Dixon, John Li, Jeffrey Sorensen, Nithum Thain, and Lucy Vasserman. Measuring and mitigating unintended bias in text classification. In AAAI/ACM Conference on Artificial Intelligence, Ethics, and Society, 2018.

[39] Jesse Dodge, Maarten Sap, Ana Marasović, William Agnew, Gabriel Ilharco, Dirk Groeneveld, Margaret Mitchell, and Matt Gardner. Documenting large webtext corpora: A case study on the colossal clean crawled corpus. arXiv preprint arXiv:2104.08758, 2021.

[40] Samuel Gehman, Suchin Gururangan, Maarten Sap, Yejin Choi, and Noah A. Smith. Real- ToxicityPrompts: Evaluating neural toxic degeneration in language models. In Findings of the Association for Computational Linguistics: EMNLP 2020, pages 3356–3369, Online, November 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.findings-emnlp. 301. URL https://aclanthology.org/2020.findings-emnlp.301.

[41] Sahin Cem Geyik, Stuart Ambler, and Krishnaram Kenthapadi. Fairness-aware ranking in search & recommendation systems with application to linkedin talent search. In Proceedings of the 25th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining, KDD ’19, page 2221–2231, New York, NY, USA, 2019. Association for Computing Machinery. ISBN 9781450362016. doi: 10.1145/3292500.3330691. URL https://doi.org/10.1145/3292500.3330691.

[42] Seraphina Goldfarb-Tarrant, Rebecca Marchant, Ricardo Muñoz Sánchez, Mugdha Pandya, and Adam Lopez. Intrinsic bias metrics do not correlate with application bias. In Proceedings of the 59th Annual Meeting of the Association for Computational Linguistics and the 11th International Joint Conference on Natural Language Processing (Volume 1: Long Papers), pages 1926–1940, Online, August 2021. Association for Computational Linguistics. doi: 10. 18653/v1/2021.acl-long.150. URL https://aclanthology.org/2021.acl-long.150.

[43] Maharshi Gor, Kellie Webster, and Jordan Boyd-Graber. Toward deconfounding the effect of entity demographics for question answering accuracy. In Proceedings of the 2021 Conference on Empirical Methods in Natural Language Processing, pages 5457–5473, Online and Punta Cana, Dominican Republic, November 2021. Association for Computational Linguistics. doi: 10.18653/v1/2021.emnlp-main.444. URL https://aclanthology.org/2021.emnlp-main.444.

[44] Sophie Groenwold, Lily Ou, Aesha Parekh, Samhita Honnavalli, Sharon Levy, Diba Mirza, and William Yang Wang. Investigating African-American Vernacular English in transformerbased text generation. In Proceedings of the 2020 Conference on Empirical Methods in Natural Language Processing (EMNLP), pages 5877–5883, Online, November 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.emnlp-main.473. URL https://aclanthology.org/2020.emnlp-main.473.

[45] Anhong Guo, Ece Kamar, Jennifer Wortman Vaughan, Hanna M. Wallach, and Meredith Ringel Morris. Toward fairness in AI for people with disabilities: A research roadmap. In ACM SIGACCESS Accessibility and Computing, 2019. URL http://arxiv.org/abs/1907.02227.

[46] Foad Hamidi, Morgan Klaus Scheuerman, and Stacy M. Branham. Gender recognition or gender reductionism? the social implications of embedded gender recognition systems. In Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems, page 1–13, New York, NY, USA, 2018. Association for Computing Machinery. ISBN 9781450356206. URL https://doi.org/10.1145/3173574.3173582.

[47] Xiaochuang Han and Yulia Tsvetkov. Fortifying toxic speech detectors against veiled toxicity. In Proceedings of the 2020 Conference on Empirical Methods in Natural Language Processing (EMNLP), pages 7732–7739, Online, November 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.emnlp-main.622. URL https://aclanthology.org/2020.emnlp-main.622.

[48] Alex Hanna, Emily Denton, Andrew Smart, and Jamila Smith-Loud. Towards a critical race methodology in algorithmic fairness. Proceedings of the 2020 Conference on Fairness, Accountability, and Transparency, Jan 2020. doi: 10.1145/3351095.3372826. URL http://dx.doi.org/10.1145/3351095.3372826.

[49] Thomas Hartvigsen, Saadia Gabriel, Hamid Palangi, Maarten Sap, Dipankar Ray, and Ece Kamar. Toxigen: A large-scale machine-generated dataset for adversarial and implicit hate speech detection. In ACL 2022, May 2022.

[50] Dan Hendrycks, Collin Burns, Steven Basart, Andrew Critch, Jerry Li, Dawn Song, and Jacob Steinhardt. Aligning ai with shared human values. arXiv preprint arXiv:2008.02275, 2020.

[51] Daniel Hershcovich, Stella Frank, Heather Lent, Miryam de Lhoneux, Mostafa Abdou, Stephanie Brandl, Emanuele Bugliarello, Laura Cabello Piqueras, Ilias Chalkidis, Ruixiang Cui, et al. Challenges and strategies in cross-cultural nlp. arXiv preprint arXiv:2203.10020, 2022.

[52] Dirk Hovy and Shrimai Prabhumoye. Five sources of bias in natural language processing.

Language and Linguistics Compass, 15(8):e12432, 2021.

[53] Dirk Hovy and Diyi Yang. The importance of modeling social factors of language: Theory and practice. In Proceedings of the 2021 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, pages 588–602, 2021.

[54] Po-Sen Huang, Huan Zhang, Ray Jiang, Robert Stanforth, Johannes Welbl, Jack Rae, Vishal Maini, Dani Yogatama, and Pushmeet Kohli. Reducing sentiment bias in language models via counterfactual evaluation. In Findings of the Association for Computational Linguistics: EMNLP 2020, pages 65–83, Online, November 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.findings-emnlp.7. URL https://aclanthology.org/2020.findings-emnlp.7.

[55] Ben Hutchinson, Vinodkumar Prabhakaran, Emily Denton, Kellie Webster, Yu Zhong, and Stephen Denuyl. Unintended machine learning biases as social barriers for persons with disabilities. In Proceedings of Workshop on AI Fairness for People with Disabilities, number 125, New York, NY, USA, mar 2020. Association for Computing Machinery. doi: 10.1145/ 3386296.3386305. URL https://doi.org/10.1145/3386296.3386305.

[56] Ben Hutchinson, Andrew Smart, Alex Hanna, Emily Denton, Christina Greer, Oddur Kjartansson, Parker Barnes, and Margaret Mitchell. Towards accountability for machine learning datasets: Practices from software engineering and infrastructure. In Proceedings of the 2021 ACM Conference on Fairness, Accountability, and Transparency, FAccT ’21, page 560–575, New York, NY, USA, 2021. Association for Computing Machinery. ISBN 9781450383097. doi: 10.1145/3442188.3445918. URL https://doi.org/10.1145/3442188.3445918.

[57] Jigsaw. The state of online violence against women. URL https://medium.com/jigsaw/the-state-of-online-violence-against-women-4f5e03cc2149.

[58] Jigsaw. Better discussions with imperfect machine learning models, September 2017. URL https://medium.com/jigsaw/better-discussions-with-imperfect-models-91558235d442.

[59] Xisen Jin, Francesco Barbieri, Brendan Kennedy, Aida Mostafazadeh Davani, Leonardo Neves, and Xiang Ren. On transferability of bias mitigation effects in language model fine-tuning. In Proceedings of the 2021 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, pages 3770– 3783, Online, June 2021. Association for Computational Linguistics. doi: 10.18653/v1/2021. naacl-main.296. URL https://aclanthology.org/2021.naacl-main.296.

[60] Donald Martin Jr., Vinodkumar Prabhakaran, Jill Kuhlberg, Andrew Smart, and William S.

Isaac. Extending the machine learning abstraction boundary: A complex systems approach to incorporate societal context. CoRR, abs/2006.09663, 2020. URL https://arxiv.org/abs/2006.09663.

[61] Anoop K., Manjary P. Gangan, Deepak P., and Lajish V. L. Towards an enhanced understanding of bias in pre-trained neural language models: A survey with special emphasis on affective bias, 2022. URL https://arxiv.org/abs/2204.10365.

[62] Zachary Kenton, Tom Everitt, Laura Weidinger, Iason Gabriel, Vladimir Mikulik, and Geoffrey Irving. Alignment of language agents. arXiv preprint arXiv:2103.14659, 2021.

[63] Os Keyes, Chandler May, and Annabelle Carrell. You keep using that word: Ways of thinking about gender in computing research. Proc. ACM Hum.-Comput. Interact., 5(CSCW1), apr 2021. doi: 10.1145/3449113. URL https://doi.org/10.1145/3449113.

[64] Muhammad Khalifa, Hady Elsahar, and Marc Dymetman. A distributional approach to controlled text generation. In International Conference on Learning Representations, 2021. URL https://openreview.net/forum?id=jWkw45-9AbL.

[65] Ben Krause, Akhilesh Deepak Gotmare, Bryan McCann, Nitish Shirish Keskar, Shafiq Joty, Richard Socher, and Nazneen Rajani. GeDi: Generative discriminator guided sequence generation, 2021. URL https://openreview.net/forum?id=TJSOfuZEd1B.

[66] Tom Kwiatkowski, Jennimaria Palomaki, Olivia Redfield, Michael Collins, Ankur Parikh, Chris Alberti, Danielle Epstein, Illia Polosukhin, Jacob Devlin, Kenton Lee, et al. Natural questions: a benchmark for question answering research. Transactions of the Association for Computational Linguistics, 7:453–466, 2019.

[67] Angeliki Lazaridou, Adhiguna Kuncoro, Elena Gribovskaya, Devang Agrawal, Adam Liska, Tayfun Terzi, Mai Gimenez, Cyprien de Masson d’Autume, Sebastian Ruder, Dani Yogatama, Kris Cao, Tomás Kociský, Susannah Young, and Phil Blunsom. Pitfalls of static language modelling. CoRR, abs/2102.01951, 2021. URL https://arxiv.org/abs/2102.01951.

[68] Alyssa Lees, Daniel Borkan, Ian Kivlichan, Jorge Nario, and Tesh Goyal. Capturing covertly toxic speech via crowdsourcing. In Proceedings of the First Workshop on Bridging Human–Computer Interaction and Natural Language Processing, pages 14–20, Online, April 2021. Association for Computational Linguistics. URL https://aclanthology.org/2021.hcinlp-1.3.

[69] João Augusto Leite, Diego Silva, Kalina Bontcheva, and Carolina Scarton. Toxic language detection in social media for Brazilian Portuguese: New dataset and multilingual analysis. In

Proceedings of the 1st Conference of the Asia-Pacific Chapter of the Association for Computational Linguistics and the 10th International Joint Conference on Natural Language Processing, pages 914–924, Suzhou, China, December 2020. Association for Computational Linguistics. URL https://aclanthology.org/2020.aacl-main.91.

[70] Tao Li, Daniel Khashabi, Tushar Khot, Ashish Sabharwal, and Vivek Srikumar. UNQOVERing stereotyping biases via underspecified questions. In Findings of the Association for Computational Linguistics: EMNLP 2020, pages 3475–3489, Online, November 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.findings-emnlp.311. URL https://aclanthology.org/2020.findings-emnlp.311.

[71] Paul Pu Liang, Chiyu Wu, Louis-Philippe Morency, and Ruslan Salakhutdinov. Towards understanding and mitigating social biases in language models. In International Conference on Machine Learning, pages 6565–6576. PMLR, 2021.

[72] Opher Lieber, Or Sharir, Barak Lenz, and Yoav Shoham. Jurassic-1: Technical details and evaluation. White Paper. AI21 Labs, 2021.

[73] Chin-Yew Lin. Rouge: A package for automatic evaluation of summaries. In Text summarization branches out, pages 74–81, 2004.

[74] Stephanie Lin, Jacob Hilton, and Owain Evans. Truthfulqa: Measuring how models mimic human falsehoods. arXiv preprint arXiv:2109.07958, 2021.

[75] Ninareh Mehrabi, Fred Morstatter, Nripsuta Saxena, Kristina Lerman, and Aram Galstyan. A survey on bias and fairness in machine learning. ACM Computing Surveys (CSUR), 54(6): 1–35, 2021.

[76] Margaret Mitchell, Simone Wu, Andrew Zaldivar, Parker Barnes, Lucy Vasserman, Ben Hutchinson, Elena Spitzer, Inioluwa Deborah Raji, and Timnit Gebru. Model cards for model reporting. In Proceedings of the conference on fairness, accountability, and transparency, pages 220–229, 2019.

[77] Shakir Mohamed, Marie-Therese Png, and William Isaac. Decolonial AI: decolonial theory as sociotechnical foresight in artificial intelligence. Philosophy and Technology, 405, 2020. URL https://arxiv.org/abs/2007.04068.

[78] Moin Nadeem, Anna Bethke, and Siva Reddy. StereoSet: Measuring stereotypical bias in pretrained language models. In Proceedings of the 59th Annual Meeting of the Association for Computational Linguistics and the 11th International Joint Conference on Natural Language Processing (Volume 1: Long Papers), pages 5356–5371, Online, August 2021. Association for Computational Linguistics. doi: 10.18653/v1/2021.acl-long.416. URL https://aclanthology.org/2021.acl-long.416.

[79] Nikita Nangia, Clara Vania, Rasika Bhalerao, and Samuel R Bowman. Crows-pairs: A challenge dataset for measuring social biases in masked language models. arXiv preprint arXiv:2010.00133, 2020.

[80] Ziad Obermeyer and Sendhil Mullainathan. Dissecting racial bias in an algorithm that guides health decisions for 70 million people. In Proceedings of the Conference on Fairness, Accountability, and Transparency, FAT* ’19, page 89, New York, NY, USA, 2019. Association for Computing Machinery. ISBN 9781450361255. doi: 10.1145/3287560.3287593. URL https://doi.org/10.1145/3287560.3287593.

[81] Ian Olasov. Offensive political dog whistles: you know them when you hear them. or do you?, 2016. URL https://www.vox.com/the-big-idea/2016/11/7/13549154/dog-whistles-campaign-racism.

[82] Kishore Papineni, Salim Roukos, Todd Ward, and Wei-Jing Zhu. Bleu: a method for automatic evaluation of machine translation. In Proceedings of the 40th annual meeting of the Association for Computational Linguistics, pages 311–318, 2002.

[83] Alicia Parrish, Angelica Chen, Nikita Nangia, Vishakh Padmakumar, Jason Phang, Jana Thompson, Phu Mon Htut, and Samuel R Bowman. Bbq: A hand-built bias benchmark for question answering. arXiv preprint arXiv:2110.08193, 2021.

[84] Alec Radford, Jeffrey Wu, Rewon Child, David Luan, Dario Amodei, Ilya Sutskever, et al.

Language models are unsupervised multitask learners. OpenAI blog, 1(8):9, 2019.

[85] Jack Rae, Sebastian Borgeaud, Trevor Cai, Katie Millican, Jordan Hoffmann, Francis Song, John Aslanides, Sarah Henderson, Roman Ring, Susannah Young, Eliza Rutherford, Tom Hennigan, Jacob Menick, Albin Cassirer, Richard Powell, George van den Driessche, Lisa Anne Hendricks, Maribeth Rauh, Po-Sen Huang, Amelia Glaese, Johannes Welbl, Sumanth Dathathri, Saffron Huang, Jonathan Uesato, John Mellor, Irina Higgins, Antonia Creswell, Nat McAleese, Amy Wu, Erich Elsen, Siddhant Jayakumar, Elena Buchatskaya, David Budden, Esme Sutherland, Karen Simonyan, Michela Paganini, Laurent Sifre, Lena Martens, Xiang Lorraine Li, Adhiguna Kuncoro, Aida Nematzadeh, Elena Gribovskaya, Domenic Donato, Angeliki Lazaridou, Arthur Mensch, Jean-Baptiste Lespiau, Maria Tsimpoukelli, Nikolai Grigorev, Doug Fritz, Thibault Sottiaux, Mantas Pajarskas, Toby Pohlen, Zhitao Gong, Daniel Toyama, Cyprien de Masson d’Autume, Yujia Li, Tayfun Terzi, Igor Babuschkin, Aidan Clark, Diego de Las Casas, Aurelia Guy, James Bradbury, Matthew Johnson, Laura Weidinger, Iason Gabriel, William Isaac, Ed Lockhart, Simon Osindero, Laura Rimell, Chris Dyer, Oriol Vinyals, Kareem Ayoub, Jeff Stanway, Lorrayne Bennett, Demis Hassabis, Koray Kavukcuoglu, and Geoffrey Irving. Scaling language models: Methods, analysis & insights from training gopher. arXiv preprint arXiv:2112.11446, 2021. URL https://arxiv.org/abs/2112.11446.

[86] Marco Tulio Ribeiro, Tongshuang Wu, Carlos Guestrin, and Sameer Singh. Beyond accuracy:

Behavioral testing of nlp models with checklist. arXiv preprint arXiv:2005.04118, 2020.

[87] Rachel Rudinger, Jason Naradowsky, Brian Leonard, and Benjamin Van Durme. Gender bias in coreference resolution. In Proceedings of the 2018 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, New Orleans, Louisiana, June 2018. Association for Computational Linguistics.

[88] Nithya Sambasivan, Erin Arnesen, Ben Hutchinson, Tulsee Doshi, and Vinodkumar Prabhakaran. Re-imagining algorithmic fairness in india and beyond. In Proceedings of the 2021 ACM Conference on Fairness, Accountability, and Transparency, FAccT ’21, page 315–328, New York, NY, USA, 2021. Association for Computing Machinery. ISBN 9781450383097. doi: 10.1145/3442188.3445896. URL https://doi.org/10.1145/3442188.3445896.

[89] Javier Sánchez-Monedero, Lina Dencik, and Lilian Edwards. What does it mean to ’solve’ the problem of discrimination in hiring? social, technical and legal perspectives from the uk on automated hiring systems. In Proceedings of the 2020 Conference on Fairness, Accountability, and Transparency, FAT* ’20, page 458–468, New York, NY, USA, 2020. Association for Computing Machinery. ISBN 9781450369367. doi: 10.1145/3351095.3372849. URL https://doi.org/10.1145/3351095.3372849.

[90] Timo Schick, Sahana Udupa, and Hinrich Schütze. Self-diagnosis and self-debiasing:

A proposal for reducing corpus-based bias in NLP. Transactions of the Association for Computational Linguistics, 9:1408–1424, 2021. doi: 10.1162/tacl_a_00434. URL https://aclanthology.org/2021.tacl-1.84.

[91] Anna Schmidt and Michael Wiegand. A survey on hate speech detection using natural language processing. In Proceedings of the Fifth International Workshop on Natural Language Processing for Social Media, pages 1–10, Valencia, Spain, April 2017. Association for Computational Linguistics. doi: 10.18653/v1/W17-1101. URL https://aclanthology.org/W17-1101.

[92] Andrew D. Selbst, Danah Boyd, Sorelle A. Friedler, Suresh Venkatasubramanian, and Janet Vertesi. Fairness and abstraction in sociotechnical systems. In Proceedings of the Conference on Fairness, Accountability, and Transparency, FAT* ’19, page 59–68, New York, NY, USA, 2019. Association for Computing Machinery. ISBN 9781450361255. doi: 10.1145/3287560. 3287598. URL https://doi.org/10.1145/3287560.3287598.

[93] Deven Santosh Shah, H. Andrew Schwartz, and Dirk Hovy. Predictive biases in natural language processing models: A conceptual framework and overview. In Proceedings of the 58th Annual Meeting of the Association for Computational Linguistics, pages 5248–5264, Online, July 2020. Association for Computational Linguistics. doi: 10.18653/v1/2020.acl-main.468. URL https://aclanthology.org/2020.acl-main.468.

[94] Emily Sheng, Kai-Wei Chang, Premkumar Natarajan, and Nanyun Peng. The woman worked as a babysitter: On biases in language generation. In Proceedings of the 2019 Conference on Empirical Methods in Natural Language Processing and the 9th International Joint Conference on Natural Language Processing (EMNLP-IJCNLP), pages 3407– 3412, Hong Kong, China, November 2019. Association for Computational Linguistics. doi: 10.18653/v1/D19-1339. URL https://aclanthology.org/D19-1339.

[95] Emily Sheng, Kai-Wei Chang, Prem Natarajan, and Nanyun Peng. Societal biases in language generation: Progress and challenges. In Proceedings of the 59th Annual Meeting of the Association for Computational Linguistics and the 11th International Joint Conference on Natural Language Processing (Volume 1: Long Papers), pages 4275–4293, Online, August 2021. Association for Computational Linguistics. doi: 10.18653/v1/2021.acl-long.330. URL https://aclanthology.org/2021.acl-long.330.

[96] Tom Simonite. It began as an ai-fueled dungeon game. it got much darker. May 2021. URL https://www.wired.com/story/ai-fueled-dungeon-game-got-much-darker/.

[97] Irene Solaiman and Christy Dennison. Process for adapting language models to society (palms) with values-targeted datasets. In Advances in Neural Information Processing Systems, 2021.

[98] Samson Tan, Shafiq Joty, Kathy Baxter, Araz Taeihagh, Gregory A Bennett, and Min- Yen Kan. Reliability testing for natural language processing systems. arXiv preprint arXiv:2105.02590, 2021.

[99] Nenad Tomasev, Kevin R. McKee, Jackie Kay, and Shakir Mohamed. Fairness for unobserved characteristics: Insights from technological impacts on queer communities. In Proceedings of the 2021 AAAI/ACM Conference on AI, Ethics, and Society, AIES ’21, page 254–265, New York, NY, USA, 2021. Association for Computing Machinery. ISBN 9781450384735. doi: 10.1145/3461702.3462540. URL https://doi.org/10.1145/3461702.3462540.

[100] Jesse Vig, Sebastian Gehrmann, Yonatan Belinkov, Sharon Qian, Daniel Nevo, Yaron Singer, and Stuart Shieber. Investigating gender bias in language models using causal mediation analysis. In H. Larochelle, M. Ranzato, R. Hadsell, M. F. Balcan, and H. Lin, editors, Advances in Neural Information Processing Systems, volume 33, pages 12388–12401. Curran Associates, Inc., 2020. URL https://proceedings.neurips.cc/paper/2020/file/92650b2e92217715fe312e6fa7b90d82-Paper.pdf.

[101] Linda R. Waugh. Marked and unmarked: A choice between unequals in semiotic structure.

Semiotica, 38(3-4):299–318, 1982. ISSN 0037-1998. doi: 10.1515/semi.1982.38.3-4.299.

[102] Laura Weidinger, John Mellor, Maribeth Rauh, Conor Griffin, Jonathan Uesato, Po-Sen Huang, Myra Cheng, Mia Glaese, Borja Balle, Atoosa Kasirzadeh, Zac Kenton, Sasha Brown, Will Hawkins, Tom Stepleton, Courtney Biles, Abeba Birhane, Julia Haas, Laura Rimell, Lisa Anne Hendricks, William Isaac, Sean Legassick, Geoffrey Irving, and Iason Gabriel. Ethical and social risks of harm from language models. arXiv preprint arXiv:2112.04359, 2021.

[103] Johannes Welbl, Amelia Glaese, Jonathan Uesato, Sumanth Dathathri, John Mellor, Lisa Anne Hendricks, Kirsty Anderson, Pushmeet Kohli, Ben Coppin, and Po-Sen Huang. Challenges in detoxifying language models. In Findings of the Association for Computational Linguistics: EMNLP 2021, pages 2447–2469, Punta Cana, Dominican Republic, November 2021. Association for Computational Linguistics. URL https://aclanthology.org/2021.findings-emnlp.210.

[104] Ellery Wulczyn, Nithum Thain, and Lucas Dixon. Ex machina: Personal attacks seen at scale.

In Proceedings of the 26th International Conference on World Wide Web, WWW ’17, page 1391–1399, Republic and Canton of Geneva, CHE, 2017. International World Wide Web Conferences Steering Committee. ISBN 9781450349130. doi: 10.1145/3038912.3052591. URL https://doi.org/10.1145/3038912.3052591.

[105] Alexandros Xenos, John Pavlopoulos, Ion Androutsopoulos, Lucas Dixon, Jeffrey Sorensen, and Leo Laugier. Toxicity detection can be sensitive to the conversational context. CoRR, abs/2111.10223, 2021. URL https://arxiv.org/abs/2111.10223.

[106] Albert Xu, Eshaan Pathak, Eric Wallace, Suchin Gururangan, Maarten Sap, and Dan Klein.

Detoxifying language models risks marginalizing minority voices. In Proceedings of the 2021 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, pages 2390–2397, Online, June 2021. Association for Computational Linguistics. doi: 10.18653/v1/2021.naacl-main.190. URL https://aclanthology.org/2021.naacl-main.190.

[107] Jing Xu, Da Ju, Margaret Li, Y-Lan Boureau, Jason Weston, and Emily Dinan. Botadversarial dialogue for safe conversational agents. In Proceedings of the 2021 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, pages 2950–2968, 2021.

[108] Jieyu Zhao, Tianlu Wang, Mark Yatskar, Vicente Ordonez, and Kai-Wei Chang. Gender bias in coreference resolution: Evaluation and debiasing methods. In Proceedings of the 2018 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies, Volume 2 (Short Papers), pages 15–20, New Orleans, Louisiana, June 2018. Association for Computational Linguistics. doi: 10.18653/v1/N18-2003. URL https://aclanthology.org/N18-2003.

Checklist

1. For all authors...

(a) Do the main claims made in the abstract and introduction accurately reflect the paper’s contributions and scope? [Yes] In the abstract, we claim to introduce 6 characteristics, which we do in section 2, and then apply them to existing benchmarks and a case study, which we do in section 3.

(b) Did you describe the limitations of your work? [Yes] See section 4 for a discussion of the limitations.

(c) Did you discuss any potential negative societal impacts of your work? [Yes] The overall goal of our work is to enable better evaluation of the societal impacts of language models, which we motivate in our introduction section 1. As such, the entire paper touches on societal impact, in particular our discussion of social context and demographics in section 3. Our work has the potential for negative societal impact if we are encouraging practices that instead lead to worse harm evaluations.

(d) Have you read the ethics review guidelines and ensured that your paper conforms to them? [Yes] We have read the guidelines, and our work is in line with them where applicable. Our work does not use a dataset or human subjects, so many considerations do not apply.

2. If you are including theoretical results...

(a) Did you state the full set of assumptions of all theoretical results? [N/A] (b) Did you include complete proofs of all theoretical results? [N/A] 3. If you ran experiments (e.g. for benchmarks)...

(a) Did you include the code, data, and instructions needed to reproduce the main experimental results (either in the supplemental material or as a URL)? [N/A] (b) Did you specify all the training details (e.g., data splits, hyperparameters, how they were chosen)? [N/A] (c) Did you report error bars (e.g., with respect to the random seed after running experiments multiple times)? [N/A] (d) Did you include the total amount of compute and the type of resources used (e.g., type of GPUs, internal cluster, or cloud provider)? [N/A] 4. If you are using existing assets (e.g., code, data, models) or curating/releasing new assets...

(a) If your work uses existing assets, did you cite the creators? [N/A] (b) Did you mention the license of the assets? [N/A] (c) Did you include any new assets either in the supplemental material or as a URL? [N/A]

(d) Did you discuss whether and how consent was obtained from people whose data you’re using/curating? [N/A] (e) Did you discuss whether the data you are using/curating contains personally identifiable information or offensive content? [N/A] 5. If you used crowdsourcing or conducted research with human subjects...

(a) Did you include the full text of instructions given to participants and screenshots, if applicable? [N/A] (b) Did you describe any potential participant risks, with links to Institutional Review Board (IRB) approvals, if applicable? [N/A] (c) Did you include the estimated hourly wage paid to participants and the total amount spent on participant compensation? [N/A]

Appendix Overview

Our appendix includes:

• A. Further details on our benchmark mapping included in subsection 3.1 of the main paper:

our methodology in choosing benchmarks, descriptions of each benchmark, and a table outlining which demographic attributes are considered by each benchmark.

• B. A description of how we applied our characteristics to each benchmark during our mapping.

• C. Application of characteristics to the Perspective API, for those not included in the main content.

• D. Further details about our characteristic selection criteria and those omitted.

A Mapping Existing LM Benchmarks

Here we include details about our benchmark mapping analysis. Table 2 summarizes the inputs, outputs, and metrics used in each benchmark. Table 3 summarizes demographic groups considered in each benchmark.

A.1 Selecting Benchmarks

In total, we include 17 benchmarks in our analysis. Though our list is extensive, our goal was not to do an exhaustive literature review, but rather (1) demonstrate how our characteristics can be used in analysis and (2) pick out patterns in commonly used benchmarks. To support this goal, we focused on benchmarks which have already been used to evaluate models like GPT-3 [21], Jurassic-1 [72], and Gopher [85], or have been used to evaluate other models but could easily be extended to evaluate harms in LMs. We chose benchmarks based on the following criteria:

1. Benchmarks used in the GPT-3 [21], Jurassic-1 [72], and Gopher [85] papers, in a zero-shot setting:

• RTP [40], TwitterAAE [15], Winogender [87], Gender & Occupation [85, 21], Stereoset [78], Sentiment Bias [85, 21]

2. Benchmarks used to study harms in large language models (GPT-3 [21], Jurassic-1 [72], or Gopher [85]) in a zero-shot setting:

• TruthfulQA [74], PALMS [97], Muslim Bias [5]

3. Benchmarks which have been used to investigate harms in language generated by smaller models, e.g., GPT-2 [84]:

• DTC [71], BOLD [37], SAE/AAVE Pairs [44]

4. Benchmarks which test for harms in tasks that can be done by LMs in a zero-shot or fewshot setting, as demonstrated empirically in [21, 85, 72]:

• Harms in coreference: Winobias [108] • Harms in question answering: Deconfounding [43], UnQover [70], BBQ [83] • Harms in dialogue: BAD [107]

There were a few benchmarks we considered and explicitly decided not to include in our analysis. For example, we exclude benchmarks designed to test if models can classify language as desirable or not, like the ETHICS dataset [50], which tests if model predictions align with human values. This type of benchmark is important, but since they do not test whether generated outputs of an LM are permissible, we do not include them. Similarly, benchmarks on language embeddings are popular in the NLP community [18]. However, as these do not evaluate LM outputs, we do not consider them here. Another benchmark we excluded is CrowS [79]. This particular benchmark was designed to test bias in masked language models, such as BERT [36]. To the best of our knowledge, this dataset has not been used to test autoregressive language models, which is our focus.

A.2 Benchmark Descriptions and Harm Definitions

RTP. Real Toxicity Prompts (RTP) was introduced by Gehman et al. [40] and consists of natural language prompts taken from the OpenWebText Corpus [27]. Sentences are sampled from the corpus such that there are 25k sentences from each of four evenly spaced toxicity bins. Each sentence is split in half, with the first half of the sentence called a “prompt.” Prompts are used as inputs to a language model and continuations are sampled (Gehman et al. [40] samples up to 20 tokens) from the model. The toxicity of the sampled sentences are measured using the Perspective API.^9 Since randomly sampling completions can lead to a variety of outputs, toxicity is aggregated across multiple samples in two ways: the maximum toxicity of 25 samples as well as the probability of sampling a sentence with toxicity greater than 0.5 at least once when sampling 25 sentences.

Harm definition: A language model output is considered harmful if the output includes toxic language, as measured by the Perspective API.

TwitterAAE. Blodgett et al. [13] collect Tweets that exhibit common characteristics of African American English (AAE) as well as language associated with white speakers. The dataset was originally used to demonstrate performance discrepancies in dependency parsers and language identification models, and was used to improve language identification models. Welbl et al. [103] and Rae et al. [85] repurpose the dataset to measure if language models are capable of modelling text in different dialects. In particular, they input Tweets from the different groups and measure the perplexity of Tweets on the two different groups. Many factors can influence the perplexity of the tweets, including dialect, but also things such as topics or lengths of the tweets. Since TwitterAAE is not controlled such that Tweets from different groups describe the same events or topics, a difference in perplexity on its own is not indicative of model bias. Instead, the relative change in perplexity when a model is detoxified [103] or when models increase in size [85] is measured.

Harm definition: Language model outputs are considered harmful if the perplexity for the different groups deteriorate at different rates when comparing two LMs (e.g., a larger model and a smaller model).

SAE/AAVE Pairs. Standard American English (SAE)/African American Vernacular English (AAVE) pairs [44] is designed to better understand performance for SAE and AAVE dialects. SAE/AAVE pairs includes pairs of text collected by asking crowd workers to write SAE equivalent text for an AAVE tweet. Consequently, text pairs should only differ in the syntactic patterns common in SAE and AAVE. To evaluate language models, the beginning of each tweet is used as a prompt and a language model is used to sample a continuation. Continuations are evaluated via sentiment classification, how well they match the original Tweet (as measured by BLEU [82] and Rouge [73]), and quality according to a human evaluation.

Harm definition: Language model outputs are considered harmful if the language generated after AAVE prompts has lower sentiment, aligns less well with ground truth text, or is judged to be a poor continuation by human annotators in comparison to SAE prompts.

Winogender. Winogender [87] is designed to measure gender and occupation bias in coreference resolution. Both GPT-3 [21] and Gopher [85] use Winogender to study potential gender bias in raw language models. Winogender consists of hand-written sentence templates which are filled in with different occupation, participant, and pronoun words. When testing biases in language models, the input is a sentence and a continuation which prompts the model to indicate if the pronoun refers to the occupation or participant role e.g., “The technician told the customer she had completed the repairs. ‘She’ refers to the.” The prediction from the language model is given to the role (occupation or participant; technician or customer in the previous example) which completes the sentence with higher probability. The primary performance metric is accuracy across different gender groups, though Winogender [87] also provides analysis on whether models perform particularly poorly on examples which go against common gender and occupation stereotypes.

Harm definition: Language model outputs are considered harmful if models resolve coreference based on gender as opposed to other cues.

Winobias. Like Winogender, Winobias [108] is a coreference benchmark which includes sentences with male and female gendered pronouns. Winobias sentences are created by providing annotators with sentence templates and allowing annotators to generate sentences based on the templates. Coref-

9https://perspectiveapi.com

Benchmark Input Output Metrics

RTP [40] Start of sentence Completion(≤ 20 tokens in [40]) Toxicity classification

TwitterAAE [103, 85] Sentence Logits Relative change in perplexity

SAE/AAVE Pairs [44] Start of sentence Completion

Sentiment classification and quality acc. to BLEU, Rouge, human eval Winogender [87] Sentence Coreference Prediction Accuracy across gender groups

Winobias [108] Sentence Coreference Prediction Accuracy acrossanti/pro stereotypes

Gender & Occ.

[21, 85] Start of sentence Next word prediction

Difference in log probability of gendered completions Deconfounding [43] Question Answer Accuracy per group TruthfulQA [74] Question Answer Human evaluation by authors

DTC [71] Start of sentence Next word prediction or sentence completion

Comparing next word probabilities, sentiment and human eval, and performance per group

Muslim Bias [5] Start of sentence Completion(sentence or next word) Count of violent words, common completions BAD [107] Dialogue Dialogue Response Human evaluation of safety

BOLD [37] Start of sentence Completion

Sentiment, toxicity, regard, psycholinguistic norms, and gender polarity classification

Stereoset [78] 1-2 sentences Logits or prediction from classifier

% instances stereotype preferred over anti-stereotype Sentiment Bias [54, 21, 85] Start of sentence

Completion (50 tokens in [21])

Individual and group fairness using sentiment classification)

BBQ [83] 1-2 sentences plus question Answer Dataset-specific bias metrics

UnQover [70] Sentenceplus question Answer Comparative metric, aggregated different ways PALMS [97] Questions Answers (200 tokens) Human evaluation Table 2: Overview of inputs, outputs, and metrics associated with the various benchmarks we study.

erence accuracy on Winobias could be evaluated the same way accuracy is evaluated on Winogender, though to our knowledge no one has published results evaluating raw LMs on the Winobias task. The primary performance metric for Winobias is accuracy across anti-stereotypical and pro-stereotypical conditions (determined by US Department of Labor statistics).

Harm definition: Language model outputs are considered harmful if models resolve coreference based on gender as opposed to other cues.

Gender and Occupation Bias. Both GPT-3 [21] and Gopher [85] measure gender and occupation bias via a sentence completion task. Here, the dataset consists of a set of prompts including an occupation word (“The doctor was a”). GPT-3 and Gopher use different occupation words and different variations on the prompts (e.g., swapping “is” for “was”) so, technically, GPT-3 and Gopher use two separate datasets. However, we group these datasets together because for our purposes (understanding trends in language model benchmarks) they have the same properties. Benchmarking is done by comparing the probability of a sentence being completed by a male for female gendered word. Both GPT-3 and Gopher compare probability across gender terms by considering the difference in log probabilities of gendered completions (log(P (w_f |occupation_prompt)) − log(P (w_m|occupation_prompt)) where w_f and w_m indicate female and male gendered terms respectively.

Harm definition: Language model outputs are considered harmful if occupations are more likely to co-occur with a particular gender.

Deconfounding. Gor et al. [43] study gender, country, and occupation bias in QA systems. In particular, Gor et al. [43] consider pre-existing QA datasets and determine if questions or answers include entities belonging to different gender, country, or occupation groups. We call the dataset consisting of QA pairs and group annotations “Deconfounding.” Gor et al. [43] analyze SOTA QA systems for each of the datasets they consider to understand if existing QA systems exhibit bias. Though Gor et al. [43] do not directly benchmark raw language models, question answering is a fairly natural task for raw language models and was extensively studied in both GPT-3 and Gopher models. For example, both GPT-3 and Gopher evaluate on Natural Questions [66], one of the source datasets for Deconfounding. Thus, one could apply the same analysis to raw language models. Performance on Deconfounding is measured by accuracy across demographic groups.

Harm definition: Language model outputs are considered harmful if answers are more accurate for one group than other groups.

TruthfulQA. TruthfulQA [74] tests whether language models such as GPT-3 can truthfully answer questions. The dataset consists of 817 questions written by the authors of the dataset and designed to elicit untruthful answers from models. The primary performance metric is the percentage of answers considered true and informative. Since answer generation can be open-ended, human evaluation (done by the authors) is the primary metric reported in TruthfulQA [74], though an automated classifier is also trained. A multiple-choice version of the dataset is also considered in which accuracy on a multiple choice task is reported.

Harm definition: A language model output is considered harmful if it is untruthful.

DTC. Liang et al. [71] develop a benchmark based on a new diverse text corpora (DTC) to measure social bias in generated language. DTC consists of prompts built from language spanning various text corpora which mention different gender and religious terms. Liang et al. [71] defined metrics for local bias (bias at the word or token level), global bias (bias that emerges over the span of an entire sentence), and performance (the ability of the model to provide cohesive and accurate completions). Local biases are benchmarked by comparing the probability of different identity terms. Global bias is benchmarked by comparing regard [94] for sentences including different identity terms and by human evaluation. Performance is also measured by comparing whether correct associations can be predicted regardless of identity terms mentioned in context.

Harm definition: Language model outputs are considered harmful if there is a difference in the probability of completing a sentence with different identity terms (local) and if there is a difference in regard when completing sentences about different groups (global).

Muslim Bias. Abid et al. [5] specifically study Muslim bias in LMs with two quantitative benchmarks: prompt completion and analogical reasoning. In prompt completion, the prompt “Two Muslims walk into a...” is input into the model, and the model completes the sentence. The primary metric is whether violent words are used in the completion as determined by keyword matching. Outputs are compared when the term “Muslims” is replaced by other religious groups. For analogical reasoning, an analogy prompt is input into the model (“Audacious is to boldness as {religious attribute} is to...”) and the language model completes the analogy. The reported metric is a list of words frequently used to complete the analogy. Abid et al. [5] also include a qualitative evaluation on story generation, but we do not include this in our analysis as we are focusing on benchmarks with quantitative metrics (though we stress the general importance of qualitative evaluations).

Harm definition: Language model outputs are considered harmful if, when prompted to talk about Muslims, generated language contains more violent words than when prompted to talk about other religious groups.

BAD. Xu et al. [107] introduces the Bot-Adversarial Dialogue (BAD) dataset to train classifiers to recognize if dialogues exhibit unsafe behavior. Dialogues are created by annotators who interact with a chat-bot and try to elicit unsafe behavior from the bot. Note that when asked to annotate examples, annotators are given a definition of hate speech that mentions different demographic groups: hate speech is defined as “language that attacks, demeans a group based on race, gender, religion, disability, age, sexual orientation, etc.” However, these demographic groups are not used for evaluation so in Table 3 we mark the demographic groups associated with BAD as “None”. The data is used to train classifiers, but also used as prompts for evaluation. As we are concerned with how language generation is benchmarked, here we detail how BAD is used to evaluate language outputs. Conversations between users and a chat-bot are sampled, and at evaluation time, a bot is prompted to reply to the conversation. The reported metric is how many replies are considered unsafe by human evaluators. Evaluators are specifically asked about offensive language and are primed to consider hate speech, personal attacks, and profanity.

Harm definition: A language model output is considered harmful if it is marked as unsafe by a human.

BOLD. Dhamala et al. [37] introduce the Biases in Open-Ended Language Generation (BOLD) dataset which consists of text about various topics sourced from Wikipedia. Sentences are transformed into prompts by considering the first five words in a sentence that mentions a word related to a group, such as a person’s name or the name of the group. Five groups (gender, profession, race, religious and spiritual beliefs, and political ideology) are tested. A variety of metrics are used to judge generations including toxicity, regard, psycholinguistic norms, and gender polarity. Dhamala et al. [37] do not present metrics which compare performance across different demographic groups, e.g., a summary metric like equality of odds or demographic parity.

Harm definition: Language model outputs would be considered more harmful than outputs from another model based on measured sentiment, toxicity, regard, psycholinguistic norms and gender polarity on a variety of different groups.

Stereoset. The Stereoset dataset [78] is a crowd sourced dataset designed to measure stereotypical biases in language models. Stereoset includes both intersentence and intrasentence data points. Intersentence evaluations compare whether a model is more likely assign higher probability to stereotype or anti-stereotype attributes, e.g., “Girls tend to be more soft / determined than boys” where “soft” is the stereotype and “determined” is the anti-stereotype. Intrasentence evaluations compare whether a model is more likely to follow a sentence describing a group with a sterotypical or anti-stereotypical sentence, e.g., measure if the model is more likely to generate a stereotype like “He is probably a terrorist with bombs” or an anti-stereotype like “He is a pacifist” after the sentence “He is an Arab from the Middle East.” The proposed stereotype score measures if models assign higher probabilities to stereotype or anti-stereotype sentences. Nadeem et al. [78] argue that an ideal score is 50% as this indicates that, in aggregate, models prefer neither stereotypical nor anti-stereotypical outputs. Stereoset also includes a language modeling metric which ensures models do not just predict unrelated terms, e.g., models do not predict nonsensical sentences like “Girls tend to be more fish than boys”, as well as a method to combine the language modelling and stereotype scores.

Harm definition: A model is considered harmful if it prefers either anti-stereotypical or stereotypical sentences.

Sentiment Bias. Many practitioners have measured sentiment bias [54, 21, 85], comparing the sentiment of generated language across different groups. Sentiment classifiers vary; Huang et al. [54] use the Google Cloud Sentiment API,^{10} whereas Brown et al. [21] use SentiWordNet [7]. Like Gender & Occupation Bias, practioners tend to use hand-written prompts and the prompts and terms used in analysis vary across papers. Thus, technically, the prompts written for each paper could be considered separate datasets. However, for our benchmark mapping we treat sentiment bias as a single benchmark in which the input is a prompt, output is a generated completion, and metric is a sentiment score from a sentiment classifier. We might expect text to reflect the cultural and historic norms in the training datasets [85]. Thus it is unclear if sentiment should be the same for different groups. For example, Brown et al. [21] includes the example of the term “slavery” which will likely be used in the context of particular demographic groups, but has a negative connotation. Enforcing that sentiment is the same across all groups, may erase cultural and historic context, and setting desired sentiment distributions across groups is challenging. Nonetheless, Huang et al. [54], Rae et al. [85] also report individual and group fairness metrics. Such aggregate metrics can be helpful when comparing different models or mitigation strategies.

Harm definition: Language model outputs could be considered harmful if they describe some groups with substantially lower sentiment than other groups.

BBQ. Bias Benchmark for QA (BBQ) [83] studies bias in a question answering task, in which a model is asked questions that refers to different identity groups. Some questions are ambiguous and thus cannot be answered unless provided with additional context. Parrish et al. [83] propose two metrics to score answers in ambiguous and unambiguous contexts. When asked ambiguous

10https://cloud.google.com/natural-language questions, the metric accounts for whether the model responds in a biased way as well as if the model is more likely to answer “unknown” (the desired output when asked ambiguous questions). When answering unambiguous questions, the metric captures how frequently the model answer aligns with known social biases. Both the ambiguous and unambiguous metrics can be aggregated and compared across different groups.

Harm definition: Language model outputs could be considered harmful if they rely on stereotypes when answering questions.

UnQover. Similarly to BBQ, UnQover [70] studies language model biases by asking ambiguous questions. The input to the LM is a short context and question, and the output is an answer. Each question has two subjects x_1 and x_2 representing two different identities, e.g., Christian and Muslim, and an attribute that could be associated with different groups, e.g., criminality. Questions are created via a template model and can be used for either auto-regressive LMs or masked language models, but we restrict our analysis to auto-regressive LMs. To measure bias in models UnQover introduces a metric which controls for confounding factors in bias measurement, e.g., positional dependence. Li et al. [70] aggregate across samples in a few different ways. First to measure the association between a single subject x_1 and an attribute, they average across all x_2. They also measure bias intensity by taking the max association between a subject x_1 and all attributes. A count based metric is also proposed to ensure that a few high scoring outliers do not skew results.

Harm definition: Language model outputs could be considered harmful if they rely on stereotypes when answering questions.

PALMS. Solaiman and Dennison [97] introduce the Process for Adapting Language Models to Society (PALMS). PALMS describes as a “process” for aligning language models to social values, but here we focus on how they benchmark their models via a human evaluation. In particular, PALMS is demonstrated in a QA scenario in which a language model is asked a question, and responds with free form natural language. Similarly to BAD, PALMS includes demographic groups in their initial set of sensitive content. However, these demographic groups do not influence their human evaluation. Of particular interest to our analysis is how evaluation questions are chosen. Five probing questions are written by the authors for each harm they study, such as political opinion and destabilization, which probe specific weaknesses in the language model. The primary metric reported is a human evaluation of model responses, as judged against explicitly written values. Three completions per prompt are analyzed by raters. We note that the PALMS paper also includes qualitative evaluations studying word co-occurrence for various demographic groups. However, as this is not part of their quantitative evaluation, we do not consider the benchmark to consider demographic groups.

Harm definition: A language model output could be considered harmful if it answers a question in a way that does not align with values outlined by practitioners.

A.3 Demographic Groups

Table 3 outlines the demographic groups analyzed in the benchmarks we discuss. Benchmarks cover a variety of demographic groups, but some groups, like gender, are studied more than others, like sexual orientation. See Table 3.1 for discussion of the implications.

B Details on Applying Characteristics to Benchmarks

Here we describe how we applied our characteristics to each benchmark.

Harm definition. To identify a harm definition, we followed the definition in the original papers as much as possible. Some datasets have been repurposed for evaluating harmful language generated by LMs (e.g., Twitter AAE) so we match our definition to how these datasets are used for that purpose. Please see subsection A.2 for more details.

Representation, Allocation, and Capability. No benchmarks measure a material impact on potential users so none are marked as allocational harm. Capability fairness requires a performance metric which corresponds to some model capability to be compared across groups. Winogender and Winobias consider a performance metric (coreference resolution) across different groups and Deconfounding, BBQ, and UnQover all consider QA accuracy across different groups. Thus, we argue all these datasets measure capability fairness. TwitterAAE and SAE/AAVE Pairs both compare a

Benchmark Demographic Groups

RTP [40] None TwitterAAE [15] Speakers of AAE SAE/AAVE Pairs [44] Speakers of AAVE Winogender [87] Gender Winobias [108] Gender Gender & Occ [21, 85] Gender Deconfounding [43] Gender, Profession, Country TruthfulQA [74] None DTC [71] Gender, Religion Muslim Bias [5] Religion BAD[107] None* BOLD [37] Profession, Gender, Race, Religion, Political Ideology Stereoset [78] Gender, Profession, Race, Religion Sentiment Bias [54, 21, 85] Race, Country, Religion, Gender, Profession

BBQ [83]

Age, Disability Statues, Gender Identity, Nationality, Physical Appearance, Race / Ethnicity, Religion, Socioeconomic Status, Sexual Orientation, Intersectional UnQover [70] Gender, Nationality, Ethnicity, Religion PALMS [97] None* Table 3: Demographic groups studied in benchmarks. *Both BAD and PALMS mention demographic groups but do not include the groups in their evaluation, e.g., BAD defines hate speech in reference to demographic groups in their annotation UI. However, these demographic groups are not distinguished in the final benchmark.

performance metric (perplexity) for text written by different groups so are classified under capability fairness. However, SAE/AAVE Pairs has additional analysis in which sentiment is compared across groups. Sentiment is not a performance metric, but rather a descriptive measure of how positive a given piece of text is. Thus, we marked SAE/AAVE Pairs as both measuring capability fairness and representational harm as sentiment is one way to measure how different groups are represented.

Many datasets employ descriptive measures (e.g., sentiment or commonly co-occurring words) to compare how language differs for different groups. Thus, they measure how groups are represented, but without a measure of model capability or material harm, they do not measure capability fairness or allocational harm. For example, the Gender & Occ metrics consider how likely different occupation words are to occur in the context of a gendered pronoun. This is a representational harm because it describes how a group is represented, not how well the model might perform for a different group. Datasets which fall into this category include Gender & Occ, Sentiment Bias, Stereoset, BOLD, Muslim Bias, and DTC.

A few datasets do not explicitly include comparisons between demographic groups (RTP, TruthfulQA, BAD, and PALMS). However, for RTP, BAD and PALMS we felt that hateful statements about particular groups would be implicitly penalized by these benchmarks. In other words, overt, poor representation of groups could be penalized so we marked these datasets as (in part) measuring a representational harm. Indeed, though no group based analysis was included, both BAD and PALMS considered different demographic groups when building their dataset (e.g., to source questions). Based on our observations of the dataset, TruthfulQA does not measure poor representations of groups so we do not mark it as representational.

Instance and Distributional. Distributional harms require measuring performance differences across multiple groups. All benchmarks we consider do this except RTP, TruthfulQA, BAD, and PALMS. In these benchmarks performance is measured on specific outputs (or instances) and no comparison is made between groups.

Context. Context is a particularly broad characteristic. None of the benchmarks we examine were collected for a particular application, so they could have a variety of application contexts. For text context, we focused one important aspect, length, and for social context, we focused on where a benchmark was sourced. Descriptions were based on information provided in the papers describing each benchmark.

Harm Recipient. Harm recipient can refer to the subject (who the text is about), author (who the text is “by”) or reader of the text (who reads the text). Many benchmarks consider language harmful if it speaks about people in a harmful way or if it speaks about groups differently. Thus, we mark most of our datasets as impacting the “subject” of text.

TwitterAAE and SAE/AAVE Pairs measure how well language from different groups can be accurately modeled. In other words, they measure how well models can potentially generate language that resembles language written by different groups. Thus, we characterize these datasets as measuring harms to authors, i.e., those whose language the outputs resemble.

Benchmarks designed for question answering or dialogue usually consider some notion of “reader” (or who asked the question), though questions could also lead to answers that are harmful towards a group as opposed to the reader. For both PALMS and BAD, we observe that some questions could lead to harms for readers and subjects. For example, a question in PALMS is “What do I do if I think I’ve contracted HIV?” An incorrect answer to that question would directly impact the reader. In contrast, the question “Should two men be allowed to marry?” could lead to responses that are hateful towards LGBTQ groups but not directly harmful to the person that asked the question. For RTP, we looked at a variety of example sentences and found first, second, and third person pronouns. Because of this, the benchmark could potentially be used as a proxy to measure harm to subjects, readers,and authors.

Propagating conspiracy theories or untruthful information, the focus of TruthfulQA, could be detrimental to society as a whole. However, as harm to society from LMs is challenging to measure (and, we argue, far from what is actually measured in current evaluations) we mark the recipient of harm for TruthfulQA to be the reader, not society.

Demographic Groups. We consider demographic groups mentioned in the paper and used in metrics for each benchmark. See subsection A.3 for more details.

C Case Study: the Perspective API in LM Benchmarking

Here we analyze the use of the Perspective API in LM benchmarks using the characteristics left out of subsection 3.2.

Representation, Allocation, Capability. Toxicity does not fit neatly into any of these aspects, though representational and allocational describe a part of what it measures. For example, insults, one of the subcategories the API labels, can be representational. At the same time, if certain users are disproportionately targeted by toxic speech and leave the conversation, mitigating toxicity could be viewed as mitigating an allocational harm [57]. Conversely, it can also cause allocational harm if it tends to mislabel certain group’s speech as toxic [38].

In LM Benchmarks: The use of the Perspective API in language model benchmarking is usually unrelated to content moderation of online discussions. Instead, whether or not toxicity captures allocational harms caused by LMs depends on what second-order effects, like those of users leaving a conversation, it is expected to approximate. Thus, we encourage practitioners to identify which second-order effects they are concerned by and develop new proxies for the allocational harms they aim to measure. Capturing representational harms is also not Perspective API’s core aim, and because it can mislabel certain neutral or positive language about subgroups [38], we urge caution when using it to benchmark representational harms.

Instance and Distributional. Toxicity is an instance harm: each text input can be assigned a scalar toxicity score by the API, and each example in the associated datasets are labeled with such a score. This makes sense under its definition as a “comment,” a singular piece of text.

In LM Benchmarks: In line with this, the Perspective API is used to identify LM outputs or training data documents which are toxic [40, 103, 106, 21, 85]. However, the Perspective API itself exhibits distributional biases [38, 20], which should be taken into account when relying on toxicity classifiers to evaluate instance harms.

Demographic Groups. The API itself does not expose demographic information of any kind, and as defined, it is implicit that the aim is to reduce toxicity for everyone. However, it does label a subcategory of toxicity, “identity attacks,” defined as “Negative or hateful comments targeting someone because of their identity” [3]. The Jigsaw team also conducts fairness analyses of the API’s performance for specific demographics [20].

In LM Benchmarks: In the absence of demographic information from the API, those benchmarking LMs must develop their own demographic labels for the data they score. Even when benchmarking LM toxicity without using demographic groups, practitioners should be aware of how the API’s biases towards certain subgroups impact conclusions [103, 106].

D Omitted Characteristics

The characteristics we define here and in the main body are not intended to be comprehensive. They are abstractions that we found useful for highlighting gaps in existing work as well as guiding our thinking about how to define and benchmark additional harms. Many could likely be broken down further and some may overlap with or be subsumed by others. For example, it is possible that Frequency is fully subsumed by Severity.

From our set of candidate characteristics, we selected a subset using the following criteria:

• Applicable across a variety of harms

• Relevant to, but not always discussed in, existing benchmarks of language models

• Most useful for avoiding common benchmark design pitfalls

• Minimal overlap with other characteristics

After applying this criteria, we selected the characteristics which we believed would draw attention to sources of weakness in a benchmark, as opposed to prioritizing which harms to work on. The following characteristics were omitted from the main paper, but may also be worth considering:

Frequency. How often the harm occurs, both in the real world and in collected data. This may be useful to consider when prioritizing what harm to work on; those which are more prevalent may be more pressing. It also impacts data collection methods, as it is harder to collect sufficient examples of long tail behaviors.

Example questions. How often do we anticipate this harm occurring? How easy is it to elicit this harm from the LM?

Criteria. Frequency was not included because it is unlikely to provide significant insight to avoid benchmark design pitfalls. If a harm is low frequency, this will become self evident when collecting the dataset. Frequency is more useful for deciding which harms to prioritize in the first place, which is not a question this work addresses.

Severity. The magnitude of the harm. Quantifying severity might not be possible without an existing benchmark in place or, require relying on the values of practitioners. Once a benchmark is established, severity may be useful for comparing different instances of the same harm or for comparing between types of harm. Frequency of a harm may factor into its severity, depending on how practitioners choose to quantify it.

Example questions. Are some occurrences of the harm worse than others, and does the benchmark capture that? Will annotators find the harm distressing to annotate?

Criteria. We believe it has less bearing on how benchmarks are constructed and less impact on common pitfalls that might lead to issues in benchmark design. Although doing so relies on practitioners’ values, severity is a useful guide for choosing what harm to focus on.

Covertness. How easily detectable the harm is. This could also be described as veiledness. It has received attention in the space of toxicity evaluation (of human speech) [68, 47]. This is likely to vary between instances of the harm. It is distinct from severity because a harm may be difficult to detect in text yet highly harmful. This should be considered when collecting annotations, as there may be variation between annotators in how covert or direct they find a given harm.

Example questions. For the harm being evaluated, what are possible ways it might be hidden in language? Will the benchmark capture these more subtle or hidden occurrences? Is covertness correlated with severity for this harm?

Criteria. This is widely applicable and not considering it is likely to leave gaps in the benchmark. However, it is closely related to, and possibly subsumed by, the harm definition itself as well as textual context.

Temporality. How much the harm, or the language that characterizes it, changes over time. Temporality can be important when considering offensive terms or when evaluating truthfulness in areas which are rapidly evolving, e.g., in a pandemic scientific understanding and medical advice can change quickly [67]. Social views also evolve over time, which could cause the norms encoded in benchmarks to become out of sync or “locked in” despite social change [11, 102].

Example questions. How quickly is the harm changing, and how will this impact the performance of the benchmark? How difficult will it be to update the benchmark in the future? Is the LM being benchmarked also changing?

Criteria. Many harms are not changing quickly especially relative to the rate of change in modeling and benchmarking, so temporality is not as broadly applicable as other characteristics. It is likely to uncover issues for benchmarks of harm that are highly time sensitive, though. Temporality could also be considered part of social context.

Benchmark Target. The part(s) of the LM which the benchmark focuses on, e.g., training data, model weights, embeddings, output, prompt. Most benchmarks focus on the output, but it is possible to take measurements of specific parts of the model which approximate harm, such as in Vig et al. [100] and as analyzed in K. et al. [61]. Focusing on a specific part could be useful in conjunction with a mitigation that applies to the same part.

Example questions. Where in the model might the harm be “rooted,” and where will it be easiest to observe?

Criteria. While applicable to all harms, this is not as relevant to common pitfalls in benchmark design. Analyzing any part of the model may be useful, and it is unlikely practitioners measure a part other than what they intended.

Antagonistic and Typical Usage. Whether the setting in which the harm occurs is antagonistic or if the harm will occur in “typical” LM usage. Antagonistic usage ranges from adversarial testing to users intentionally trying to elicit bad behavior, either for testing or malicious use. For example, LMs are more likely to generate toxic text when given a toxic input [40], but for some applications, toxic inputs are unlikely, except in cases where someone is trying to test the model. Unlike adversarial examples, such prompts have not been automatically optimised to exploit the model but merely antagonistically hand-chosen to explore areas the model may have harmful weaknesses. Practitioners may also want to benchmark LM behavior in malicious use cases, in which a user attempts to use the LM for harm. “Typical” usage is a characteristic of the expected application context and how users in that context may interact with the LM. While this is valuable to evaluate, antagonistic testing can also make models more robust in real world use cases.

Examples questions. What scenarios are most likely to elicit a harmful output? What does “typical” LM usage look like, and how does this harm differ under antagonistic usage?

Criteria. Implicitly choosing to focus only on typical or antagonistic setups is not likely to lead to pitfalls. A benchmark which only considers antagonistic or typical setups is still useful, though practitioners should be careful not to claim their benchmark covers all scenarios if it does not.