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Abstract

Membership Inference Attacks have emerged as a dominant method for empir-
ically measuring privacy leakage from machine learning models. Here, privacy
is measured by the advantage or gap between a score or a function computed
on the training and the test data. A major barrier to the practical deployment of
these attacks is that they do not scale to large well-generalized models — either the
advantage is relatively low, or the attack involves training multiple shadow models
which is high compute-intensive. In this work, inspired by discrepancy theory, we
propose a new empirical privacy metric that is an upper bound on the advantage
of a specific family of membership inference attacks. We introduce an easy-to-
compute approximation CPM to the upper bound. We empirically validate CPM is
higher than the advantage of most popular existing attacks and because of its light
computation, it can be applied to large ImageNet classification models in-the-wild.
More interestingly, we find the gaps between the new metric and the advantage of
existing attacks are larger on advanced models trained with sophisticated training
recipes. Motivated by this empirical result, we propose new membership inference
attacks tailored to those advanced models.

1 Introduction

Many machine-learning models are now trained on highly sensitive data, such as medical records,
browsing history and financial information, and leakage of training data from these models would
cause serious concern [14, 40, 3]. Consequently, there has been a body of technical literature on
how to measure privacy leakage from the training data of machine learning models [45, 53, 59, 34].
One of the most dominant methods for empirically measuring privacy leakage is Membership
Inference [45, 53, 25, 49, 46, 4, 60], that has been designated as a potential confidentiality violation
by government organizations such as NIST (US) as well as the ICO (UK), and deployed in industry
applications, such as the privacy auditing library of Tensorflow [47]. Given a model, a data point, and
possibly some auxiliary information, a Membership Inference Attack (MIA) predicts whether the
given data point is included in the training data of the model or not. Privacy leakage is measured by
the gap between the accuracy of a membership inference attack on the training data and the test data
of a model; this gap is called the advantage and higher advantage indicates more privacy leakage.

The current literature on MIA falls into two main categories. The first one is score-based MIA, which
is motivated by the idea that certain scoring functions computed on a model and a data point, such as
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the cross-entropy loss, are quite different on average when evaluated on training and test data points.
This idea has led to a proliferation of a number of score functions [45, 53, 46, 44]; this class of MIAs
are computationally efficient, but tend to have a low advantage on large well-generalized models.
The second category also uses scoring functions, but adjusts them per data point using “shadow
models” [45, 49, 4], which are models very similar to the model in question, but trained on a different
auxiliary dataset. These MIAs require the attacker to train multiple shadow models which makes
them computationally infeasible for large-scale models.

In this work, inspired by discrepancy theory, we propose a new metric for empirically measuring
privacy leakage from models. We observe that the discrepancy between the training and test data
with respect to a class of sets Q is an upper bound on the advantage of any score-based MIA whose
discriminative set lies in Q. An advantage upper bound is stronger than the advantage of any single
MIA to ensure a model is privacy-preserving — the advantage of any MIA in this family would not
exceed this upper bound. Thus, we propose the discrepancy with respect to all convex sets in the
probability space of a neural network as an empirical privacy metric. We prove that this metric is
a upper bound on the advantage of four popular score-based MIAs — entropy, maximum-softmax-
probability, cross-entropy and modified entropy [46] —and is hence at least as strong as either of them.
Additionally, our numerical experiments show that this metric has discriminative power, and is able
to distinguish between a large number of models. Finally, even though the exact computation of our
metric may be hard, we propose a new algorithm for approximating it using a surrogate loss function
— a metric that we call CPM, and we show the value of CPM is reachable by some score-based MIA.
Comparing our new metric to the two categories of existing MIAs, it is stronger than the popular
score-based MIAs and more computational-feasible than the MIAs leveraging “shadow models".

We then extensively evaluate CPM by comparing it with score-based MIAs on various models and
several datasets, where we follow the setups in the MIA literature, as well as out-of-the-box ImageNet
pre-trained models released by the PyTorch Torchvision library [42]. We observe that existing MIAs
are upper-bounded by the CPM, which supports that it is a stronger privacy metric. Interestingly, we
find the gap between CPM and existing score-based MIAs is small for standard models trained with
cross-entropy loss, but considerably larger for models trained with more sophisticated generalization
methods or an MIA defense. Because CPM is reachable by some score-based MIA, this suggests that
the design of existing scoring-based MIAs may be overfitting to standard models, and other better
scoring functions may be needed to measure membership inference properly in the more modern
models. This is also corroborated by our findings on the Pytorch ImageNet pre-trained models, where
CPM outperforms the baselines significantly in the Resnetv2 models that use a complicated training
recipe, and not as much in the simpler Resnetvl models.

A natural question suggested by these experimental results is whether there are scoring functions
that perform better on models trained in a more sophisticated way. This is an interesting question;
for example, prior work [11] has shown that currents MIAs do not work for really large language
models. One possible solution is to design training-procedure aware scores. Motivated from this,
for the model trained by the generalization technique MixUp [56] or the MIA defense algorithm
RelaxLoss [6], we propose two new score-based MIAs, the MixUp score and the RelaxLoss score,
that mimic their training procedure respectively. We empirically observe that the advantage of the
training procedure aligned MIA score is the highest. This suggests that a plausible reason why MIAs
do not work as well on really large models might be the use of incorrect scores; we leave the design
of more training-aware MIA scores for these modern models for future work.

2 Preliminaries

Membership inference attack (MIA; [45]) is a privacy attack where the goal is to predict whether a
specific data point is included in the training data. This membership information can be sensitive — for
example, the membership to a medical dataset indicates whether a person has a medical record or not.
These attacks have been studied for a variety of machine learning models including classification [53],
generative models [5], multi-modal models [28] and large language models [50].

Suppose we have a model f that is trained on a training dataset S drawn from an underlying data
distribution D. The input to an MIA m is a data point z = (z,y) and a trained model f, and the
output is a 0/1 value. m(z, f) = 1 means that the MIA predicts that the data point z is in the training
set S of f. The advantage of an MIA m w.r.t. the model f, training data S, and data distribution D is



Table 1: MIA scores in the literature.

Name Definition
Maximum-Softmax-Probability (MSP) [53] —maxcc) f ()
Entropy (ENT) [45] >ceie) —f(2)clog(f(@)c)
Cross-Entropy Loss (CE) [53] ZCG[C] —yelog(f(x)c)
Modified Entropy (ME) [46] =2 eeie) (L= f(@)e) log(f(2)e)ye + f(2)clog(l — f(2)e)(1 — ye))

defined as the difference between how frequently m predicts 1 on a point in the training set, and how
frequently it predicts 1 on points drawn from an independent test set:

Adv(m; f,5,D) :=Pous(m(z, f) = 1) = Pzup(m(z, f) = 1) € [-1,1]. M
Observe that the advantage is an empirical measure of privacy; if it is high, then it is easier to
distinguish between training and test data points, which may, in turn, lead to the leakage of other
private training data information even beyond the membership inference, such as attribute inference

attack [53]. We also observe that we need both training and some test data to calculate the advantage
and evaluate how private a model is.

Finally, we note that contrary to some of the literature [53, 38], our definition of advantage does not
require multiple runs of training; this allows us to scale to large datasets and models where training
multiple models for the purpose of evaluating privacy is too expensive.

Existing MIA literature has two classes of MIA. The first, which we call score-based MIA, is
motivated by the intuition that certain functions of a model f, such as training loss, are lower
for training data points than test on average. Accordingly, they use a scoring function h(z, f) €
R [45, 53], where z is the input data and a threshold to determine membership — specifically,

mp (2, f) =1[h(z, ) < 7]. 2)

In addition to the training loss, prior work has proposed several probability-based scoring functions
for classification models. Suppose f(x) € Ax_1 is the softmax vector of probabilities output by a
C-class classification model, and suppose the label y is in one-hot format. Then, we summarize some
popular probability-based scoring functions in the literature in Table 1. The gradient-based scoring
function is another popular choice [44], which is the norm of the gradient of = or the gradient of
parameters in f w.r.t. the loss.

While score-based MIA attacks are computationally efficient, they may have lower advantage; more
recent work [45, 49, 4] has sought to improve the advantage of the MIAs by leveraging “shadow
models” — which are essentially similar models (to the input model f) trained on auxiliary data drawn
from the same distribution. With these additional models, one can design a more elaborate attack:
instead of sharing one threshold 7 for all data z as defined in Equation 2, one can now design a
data-dependent threshold 7(z) or even a more complicated data-dependent decision boundary for
h(z, f) than just a threshold. Watson et al. [49] trains multiple shadow models by following the same
training procedure of the target model f on the auxiliary dataset. It then calibrates the score of z by
subtracting the average score of z among shadow models. Another representative method LiRA [4] is
to estimate density functions for the two distributions of scores of z when the model is trained with /
without the input data z, where the scoring function is pre-defined. After calculating the score of z
and f, it computes the ratio of density values of the two distributions and thresholds this ratio.

While MIAs that use shadow models tend to have higher advantage than score-based ones, they can
be impractical because of two reasons. First, their performance is very sensitive to the knowledge
of the adversary, including the distribution of auxiliary datasets and the details of the learning
procedure [4, 11]. The second and more important aspect is computational cost. For modern models,
training even a single model can take multiple GPUs and many days — Llama2-70B takes 1720320
GPU hours for example [48] — which makes it infeasible to train multiple (or even one) shadow
model. With this in mind, we focus our attention to pure score-based MIAs in this paper.

3 A Better Empirical Privacy Metric

Recall from Section 2 that the advantage of an MIA on a model f is an empirical privacy metric that
measures how much f “leaks” its training data, and that different scoring functions yield different



empirical privacy metric values depending on the model and dataset. This raises a natural question:
can we find an empirical privacy metric that encompasses all these scores-based advantages?

Before defining the metric, let us first discuss three properties that we expect from it. First, it should
be an upper bound on the advantage of a family of score-based MIAs and this indicates that it is a
reasonably strict privacy metric to ensure a model is privacy-preserving — the advantage of any MIA
in this family would not exceed this upper bound. Second, the metric should be able to distinguish
between different models so that we can use it to compare models by their privacy leakage; one
counter-example is that the family of score-based MIAs are so expressive that training and test data
can always be perfectly separated. Finally, it should be efficiently computable, or at the very least,
approximately computable with relative ease.

3.1 Better Privacy Metric through Discrepancy Distance

Connecting MIA to discrepancy distance. Yeom et al. [53] showed that the advantage of a loss-
function-based MIA is equal to the generalization gap between the training and test loss. But what
happens when we look at, not a single score, but a family of scores?

Suppose (z,y) is a labeled data and f(xz) € Ac_; is the softmax vector of probabilities output by a
C'-class classification model. For any MIA m that is a post-hoc function of (f(x), y), we can define
the discriminative set of m as

Qm = {(f(x),y)|(x,y) € supp(D) and m((x,y)j) = 1}7

where supp(D) is the support of data distribution D. This is essentially the set where the scoring
function underlying the MIA predicts that (z,y) lies in the training set. We can now rewrite the
advantage of a MIA m in terms of its discriminative set as follows:

Adv(m; f7 57 D) = P(m,y)NS’((f(x)vy) € Qm) - P(a:,y)~D((f(x)vy) € Qm)-

Now, suppose Q is a family of discriminative sets and @),,, € Q; then, the advantage of m is naturally
bounded by the discrepancy distance [31, 9] between the training set .S and the test distribution D
with respect to @, which is defined as
Dg(S,D) := sup D(S,D|Q),
QeQ

where D(S, D|Q) = |P(yy)~s((f(2),y) € Q) — Prayy~p((f(2),y) € Q)| . Formally, we state the
relation between the advantage and discrepancy in the following proposition.

Proposition 1. For any MIA m, if Q,, € Q, Adv(m; f, S,D) < Dg(S, D).

Choosing a discriminative set family ©. What are some of the popular scoring functions for MIA?
Two of the most popular ones are MSP and ENT, both of which are based on scores that are convex
or concave functions of (f(z),y) and hence have convex discriminative sets. This suggests convex
discriminative sets Q.,, = {Q|Q C R2¢,Q is a convex set} as a potential candidate. Are there any
more such scoring functions? It turns out that two other popular ones — CE and ME — while not based
on convex functions — can be shown to have advantages that are equal to that of a convex or concave
scoring function; hence, the discrepancy over convex discriminative sets is an upper bound on their
advantage as well. This is encapsulated by the following theorem.

Theorem 1. For an arbitrary threshold T € R and any of m € {Mmsp,rs Ment. v, Mee,rs Mme.r §
Adv(m; f,S,D) < Dg,_,.(S,D).

Proof sketch of Theorem 1. The proof for m,sp » and meps, - is straightforward because the MSP
score and the ENT score are convex/concave in (f(x),y), hence thresholding the convex/concave
function gives a convex/concave discriminative set. The proof for m. » and my,. , takes more
effort because the cross-entropy score and modified-entropy score are indeed not convex/concave
in (f(x),y). For each of mce  and m,e -, we can construct another function g(f, z) such that
1. it agrees with the score (CE or ME) for any (f, z) and 2. it is convex or concave in (f(x),y),
V f(z),y € (0,1]¢ x [0,1]°. Hence, the discriminative set of g(f, z) is the same as the dis-
criminative set of the score (CE or ME) in domain (0,1]¢ x {0,1}¢ and is convex in domain
(0,1]¢ x [0,1]€. This is possible because by definition the label 3 of z should be a one-hot vector
and the convexity is discussed for a larger domain. With this construction, Adv(mscore.; f, S, D) =
Adv(my.+: f,8,D) = Pos(f(2),) € Qm, ) — Paun((f(2),4) € Om, ) < Da.,.(S,D) for
score € {ce,me}. O



It is worthwhile to highlight from the theorem that Adv (M .,.; f, S, D) can be proved to be an upper
bound for the advantage of an MIA m even when (), is neither convex nor concave — @y, , and
Qm.,, » are the examples as proved in Theorem 1.

We propose Dg_, (S, D) as a new privacy metric and now we turn to the three criteria discussed
at the beginning of Section 3. First, from Proposition 1, Dg_,_ (S, D) is an upper bound for all
MIA, whose discriminative sets are convex or concave; Theorem 1 further shows MIAs with four
popular existing scores, where two of them are even not convex or concave functions, are upper
bounded by Dg_, (S, D). Second, observe that as Q... is not arbitrarily expressive — Q € Q.y is
constrained to be a convex set in R2¢, Dg_, (S, D) should not be loose enough to be a trivial upper
bound. In particular, our numerical experiments will illustrate that this upper bound Dg_,_ (S, D)
is non-vacuous in many common cases and is capable of distinguishing between different models
and different datasets. Third, we are going to show that an approximation of Dg_, (.S, D) can be
computed efficiently; this is the topic of the next subsection.

Comparison with the existing MIAs. We now compare our new metric to two categories of the
existing MIAs introduced in Section 2. As proved in Theorem 1, the new metric is stronger than
the popular score-based MIAs. On the other hand, because its computation doesn’t involve training
multiple “shadow models", it is more computational-feasible than the MIAs leveraging “shadow
models" and can be applied to large models.

3.2 Approximation of the discrepancy

In general, it is challenging to represent arbitrary convex sets, and hence a natural strategy is to
approximate the set Q.. by a set Q.. x of all convex polytopes with K facets for large K. It
turns out that there exists a K such that this approximation is exact when considering closed sets,
suggesting this is a viable solution strategy.

Proposition 2. Suppose Q.. and Q.. . - are the sets of all closed convex sets and closed convex

(S,D) for K = (Sl

polytopes respectively. We have Do, (S, D) = Do lzc)

cvz, K
Unfortunately, exactly calculating the discrepancy distance Dg_, (.S, D) over even polytopes with 2
facets is NP-hard [17]! To overcome this hardness, we first observe that each convex polytope with K
facets can be parameterized as Q. 5, .ic[x] = {ala € R2C, w;a +b; <0, where w; € R?,b; €
R,i € [K]}. After this parameterization, we can use a standard technique in machine learning —
instead of optimizing over the 0/1 loss in discrepancy, we instead use a smoother surrogate loss and
optimize over it. Specifically, we choose logistic regression ;4. By notating a. ¢ = (f(z),y), the
objective function can be written as

1
DR il asf+bi, E.p [¢ ilazf+bi,—s||.
e B 7 33 o (g Tons 00048 |t (g T )|
3)

Now the objective function is both parametric and continuous. Although it is still non-convex, we
can use gradient descent to find the approximate solution.

To distinguish the exact solution (w;, b} ) representing the best polytope and the approximate solution
(w;, f)i) solved by Equation 3, we name the optimal value D(.S, D|Qw;,b; sic[k]) as the CPB (Convex
Polytope Bound) and by following Kantchelian et al. [27] name D(S, D\th;}h il K]) as the CPM
(Convex Polytope Machine). Moreover, we notice that CPM is achievable by some score-based MIA:

D(S, D‘Qwi besic] K]) is equivalent to the advantage of a score-based MIA with scoring function

max; e[k ’LLA)Z‘Tazyf + bAZ Or — MaxX;e[K] w; Tag r+ b;

4 Experiment

In this section, we investigate the empirical performance of CPM on both various models and several
datasets, where we follow the setups in the MIA literature [6], and pre-trained ImageNet classification
models in the wild. In particular, we are interested in the following questions:

1. How does CPM perform compared to other scoring functions on models trained with different
learning algorithms?
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Figure 1: CPM and the advantage of baselines on models trained on CIFAR-10 1(a), CIFAR-100
1(b), Texas 1(c) and Purchase 1(d). As shown in the figures, CPM is an upper bound to the advantage
of the baseline scores for most models.

2. How good is the approximation quality of CPM with K facets as a function of K?
3. How does CPM perform on models in the wild?

4.1 Experimental Setup

Datasets and Models. We first consider two image classification datasets: CIFAR-10 [29], CIFAR-
100 [29] and two tabular datasets [45]: Texas100, Purchase100. The CIFAR-10 has 10 classes and
the other three datasets have 100 classes. The following settings for these four datasets and the
to-be-test models mainly follow the MIA literature [4, 6] and we call these models by models trained
from scratch. We use ResNet-20 [19] as the model architecture for CIFAR-10 and CIFAR-100,
and MLP [18] as the model architecture for Texas100 and Purchase100. Models are trained with
10000 balanced training samples. We use three different training methods. The first, vanilla, is
trained by minimizing the standard cross-entropy loss. Mixup [56] is trained by minimizing the
cross-entropy loss after linear interpolation of the training data and labels — a method that is known
to promote generalization. Finally, our third method RelaxLoss [6] trains models by minimizing the
the cross-entropy loss in a dynamic way, which is a state-of-the-art empirical defense against MIAs.
These three methods lead to models with accuracy varying between 78 — 84% for CIFAR-10 and
39 — 52% for CIFAR-100, 52 — 58% for Texas-100 and 78 — 89% for Purchase-100.

We further test our methods on ImageNet [8] dataset and pre-trained Imagenet models downloaded
from the publicly available Pytorch Torchvision library [41]; surprisingly, there are no previous
published MIA results on these models. We pick ResNet-50, ResNet-101 and ResNet-152 models
from Pytorch [42] pre-trained on ImageNet with both versions 1 and version 2°.The version 1 models
are trained by minimizing the usual cross-entropy loss, while the version 2 models, which are more
accurate, use an advanced training recipe that includes many generalization-promoting techniques
such as Label Smoothing [37], Mixup, Cutmix [55], Random Erasing [58] and so on.

CPM setup. we get our new metric CPM by optimizing the objective in Equation 3 with K = 1000.
All optimizations are conducted with GPU on NVIDIA GeForce RTX 3080, and the longest time for
one optimization is 20 minutes. See optimization details in Appendix B.

Baselines. We compare CPM with four popular baseline scores used in the literature: maximum-
softmax-probability (MSP), entropy (ENT), cross-entropy loss (CE) and modified entropy (ME); see
Table 1 for their definitions.

3The models are from https://pytorch.org/vision/stable/models.html.
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Figure 2: CPM with different numbers of facets K. The figures show CPM achieves a higher
advantage than the existing MIAs as an uppper bound with a moderate value of K.

Evaluation Method. To evaluate the advantage (from equation 1) of MIAs between training samples
and testing distribution, for each target model, the CPM is computed by optimizing Equation 3 on the
entire training set and half of the test set. We then report the actual advantage of the CPM calculated
over the training set and the rest of the testing samples. Similarly, for the other scores, we choose the
optimal threshold based on the training set and half of the testing samples, and evaluate the actual
advantage similarly.

4.2 Observations

Models trained from scratch. The results for oz cPM
CIFAR-10, CIFAR-100, Texas-100 and Purchase-100  ous] o
are presented in Figures 1(a), 1(b), 1(c) and 1(d) | MSP

respectively. We see that for most models, CPM is
an upper bound on the advantage of the four baseline
scores. This corroborates Theorem 1, and shows that  o.100
the approximate solution CPM for the upper bound . |
serves as a stronger privacy metric. Note that only for
the vanilla model in CIFAR-10, Cross-Entropy loss
achieves slightly higher advantage than CPM. This 9]
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might be due to approximation error. Figure 3: CPM and the advantage of baseline
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nificantly larger for the V2 models.
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More interestingly, we observe that CPM is very close
to the advantage of the Cross-Entropy loss in vanilla
models, while there is a sizeable gap between the
advantages for Mixup and Relaxloss models. Recall
that CPM is achievable by some score-based MIA as
discussed in Section 3.2. This suggests the design of scores such as Cross-Entropy and MSP, which
are used because of their high empirical performance on cross-entropy trained models, might be
overfitting to these kinds of models. Different scores may be needed for more effective membership
inference in more sophisticated models.

Effect of K for approximation quality of CPM. Recall that the parameter K in the CPM computa-
tion measures approximation quality. We plot CPM on CIFAR-100 versus the number of facets K in
Figure 2. We see that this is a monotone increasing function where larger K has higher advantage,
suggesting that CPM is approaching the true upper bound CPB well when K is getting larger. Fur-
thermore, we see that the CPM outperforms the advantage of other scores even at X = 10, which
suggests that in these cases, even a reasonably large value of K can achieve larger advantage. We
make the similar evaluation for K on other three datasets in Appendix B.

Models in the Wild. The results for PyTorch models are shown in Figure 3. We observe that CPM
is very close to the advantage of the baseline scores for the Version 1 models which are trained by
minimizing the cross-entropy loss, whereas the gap is significantly larger for the version 2 models,
which are trained with a more advanced recipe. This shows that our observation from Figure 1 that
the existing baseline scores may not be very effective for membership inference in more sophisticated
models also holds for pre-trained models in the wild.



S Improving MI Attacks for More Sophisticated Models

Our results from Section 4 show that while the current loss-based membership inference attacks are
effective for cross-entropy trained models, they are considerably less so for the more sophisticated
models of today. Thus, a natural question to ask is whether there are other better score-based
membership inference attacks for the models trained through different procedures?

This suggests us to design training-procedure aware scores. Although this requires the additional
knowledge for the training procedure, this assumption can be realistic — the public foundation models,
for example Pytorch pre-trained ImageNet classification models and public large language models
(GPT [43], Llama [48]), are always accompanied with the certain level of training details — and this
assumption is much easier than other common assumptions in literatures that require either the full
model weights or the additional auxiliary dataset.

Also, notice that the training-procedure aware score is different from the loss aware score — for
example in the previous experiments, vanilla, MixUp and RelaxLoss models are all trained based
on cross-entropy loss, but their training-procedures are different. We are going to design training-
procedure aware scores next for the MixUp and RelaxLoss models.

For Mixup models, the training loss is the cross-entropy loss of a “Mixup” — or, linear combination —
of two training points. This suggests the following Mixup score. Suppose we have a small auxiliary
subset S,y of the training data; 4 then we define the Mixup score maixup(2, f), as the CE loss
between a linear combination of z and z,,x € Saux:

: Z gce(f@mix), Ymix ) s

R|Saux| rE€[R], Zaux € Saux

where Zmix = A -2+ (1 — Ar) * Zauxs Ymix = M- ¥ + (1 = Ap) - Yaux, and A, (r € [R)]) are i.i.d.
sampled from a uniform distribution U[g 5. 1;.

For RelaxLoss models, there is no static loss function cross optimization iterations and the training
procedure is more complicated. If the loss on an example is more than «, then Chen et al. [6] does
standard SGD. Otherwise, if the classifier predicts correctly on the example, then we do gradient
ascent; if not, then they do gradient descent on a modified loss function that incorporates a smoothed
label. We mimic this dynamic training procedure into the following RelaxLoss score mgelaxloss (2, f):

[ee(f(),y) — af + (1~5 - 50/1(fa Z)) Lee(f(7),y) + (0-5 =+ gO/l(fv Z)) Aees(f(2),y), @)
where « is a hyperparameter, {,/; is the classification error, and fe.s(f(7),y) :=
Zf:l log(f(z)c)ys°™) is the cross-entropy loss after label smoothing as defined in Chen et al. [6].
The soft label y*°! is defined as 5% = min{ f(x).~, u} where y.- = 1 and y3°* = %

c* c

for any ¢ # ¢* and p is another hyperparameter to soften the original one-hot label.

5.1 Experiments with Mixup and RelaxLoss Scores

In this section, we implement the Mixup score and RelaxLoss score attack on pre-trained models
from the previous section. We are interested in the following question: Do the Mixup score and
RelaxLoss score outperform existing MIA scores for Mixup and RelaxLoss models respectively?

Experimental Setups. For the Mixup experiments, we implement a number of values of | .S, | and
R. For two image datasets, we randomly sample our auxiliary dataset S, from the test set with
|Sauz| equal to 30 and R = 10. For tabular datasets, we randomly sample S, from the train set
with |Sgu.| = 100, R = 100 for Purchase-100, and |S,..| = 150, R = 150 for Texas-100. For the
RelaxLoss experiments, we set the hyperparameters («, 1) in Equation 4 as what they were used in
the RelaxLoss training procedure [6]. The two values of («, ) are (1,1),(3,1), (2.5,0.1), (0.8,0.3)
for CIFAR-10, CIFAR-100, Texas-100 and Purchase-100 respectively.

Observations. The results for CIFAR-10, CIFAR-100, Texas-100 and Purchase-100 are presented
in Table 1(a), 1(b), 1(c), 1(d) respectively. We see that as we expected, the Mixup score and the
RelaxLoss score have the highest advantage for the Mixup and the RelaxLoss model respectively. In
other words, the advantage is the highest when the training procedure and the MIA scores are aligned.

*In our evaluation | Sayux| is smaller than 200.



(a) CIFAR-10 (b) CIFAR-100

Model \ Score CE Mixup | RelaxLoss Model \ Score CE Mixup | RelaxLoss
Vanilla 28.45 | 15.11 12.53 Vanilla 56.80 | 50.60 48.65
Mixup 18.50 | 18.92 13.80 Mixup 3336 | 33.95 31.89

RelaxLoss 4.9 4.75 5.24 RelaxLoss 6.62 6.73 8.64
(c) Texas (d) Purchase

Model \ Score CE Mixup | RelaxLoss Model \ Score CE Mixup | RelaxLoss
Vanilla 58.53 | 58.52 46.91 Vanilla 29.17 | 22.77 11.07
Mixup 41.16 | 41.25 35.34 Mixup 39.11 | 39.12 32.77

RelaxLoss 13.10 | 13.09 13.45 RelaxLoss 22.82 | 22.77 22.86

Table 2: The advantage of MIA with cross-entropy score, Mixup score, and RelaxLoss score (columns)
for models (rows) trained on CIFAR-10 1(a), CIFAR-100 1(b), Texas 1(c) and Purchase 1(d). The
tables show that the advantage is the highest when the training loss and the MIA scores are aligned.

This suggests that for the modern models, that are trained with more sophisticated procedures, we
may be able to design better MIA scores that are training-procedure aware.

6 Related Work

Membership inference attack in large-scale foundation models. While this paper mainly discusses
the membership inference attack for classification models, many literature study the membership
inference attack for more recent large-scale foundation models. Several work study the MIA for the
unsupervised models such as GAN [5], contrastive learning [30, 20] and diffusion models [32, 10].
MIA has been explored for multi-modal models such as CLIP [28, 21], text-to-image generation
models [52], and image captioning models [22]. Mireshghallah et al. [36], Mattern et al. [33], Fu
et al. [15] explore MIA for the latest large language models.

Attribute inference attack. Another popular empirical privacy metric is attribute inference, where
the input is the partial knowledge of a training data point and the model, and the output is an estimation
of the unknown sensitive attributes. Attribute inference has been studied in various data domains.
Fredrikson et al. [14], Yeom et al. [53], Mehnaz et al. [35] study the attribute inference on tabular
dataset, Zhang et al. [57], Aivodji et al. [2], Meehan et al. [34] focus on the unsupervised image
models, and Jia et al. [26], Gong and Liu [16] explore the attribute inference in social networks.

Differential privacy. Differential privacy [12, 13] is a theoretical privacy definition for any learning
algorithm. Different from empirical privacy metrics which are measured by any designed attacks,
the DP parameters for the learning algorithm, which indicates the privacy leakage, need to be
proved. Yeom et al. [53], Humphries et al. [23], Wu et al. [51] have discussed the relationship
between differential privacy and empirical privacy metrics such as membership inference attack or
attribute inference attack. On the other hand, its good theoretical property motivates the design of
privacy-preserving algorithms and it has been widely deployed in many tasks [1, 24, 7, 54].

7 Conclusion

In this work, we proposed a new empirical privacy metric based on discrepancy distance, i.e. the
discrepancy distance between the training and test data with respect to a class of sets. We show that
this is a stronger privacy metric than four current score-based MIAs and gives an informative upper
bound. In addition, we introduce an approximation CPM to the new metric, that is computationally
efficient. In our experiment section, we observe that existing MIAs are upper-bounded by the CPM.
More interestingly, we find that the design of existing score-based MIA may overfit standard models
and is suboptimal for the model trained by sophisticated recipes. Motivated by this observation, we
propose two new score-based MIAs for MixUp and RelaxLoss, which achieve higher advantages.

Limitation and future work. First, this paper considers the discrepancy distance with respect to
the convex family of sets in the probability space. One extension can be either considering a more
general family than the convex family or exploring the discriminative set in the logit space or the
feature space. Another future direction motivated by this work is to design better score-based MIA
for models trained by more sophisticated learning techniques in various data domains.
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A Proofs of Theorems in Section 3

A.1 Proof of Theorem 1

Proof of Theorem 1. We start from some notations. Given a discriminative set Q C R?“, we define
an MIA mqo(f, z) := 1[(f(z),y) € Q.

The proof for m,sp » and Mmept - is straightforward because the MSP score and the ENT score are
convex/concave in (f(z),y), hence thresholding the convex/concave function gives a convex/concave
discriminative set.

For mcg, it takes more effort, because () —¥clog(f(x)c) is no longer convex in (f (), y). We
1

will construct a m(f, z) = 1 [g(f, 2) < 7] for (f(x),y) € (0,1]¢ x [0,1]¢, which has the following
property:

1 g(f7 Z) = Ece[c] —Yc IOg(f('r)c)’ fOI‘ (f(x),y) in (Oa l]c X {Ov l}c'
2. g(f, 2) is a convex function of (f(z),y) on (0,1] x [0,1]¢.

If such m exists, because of the second property, by following the same argument for my;gp, we can
prove there exists a convex set @ C R2Y s.t. mg(f, 2) = m(f, z). Moreover, property 1 implies that
m(f,z) =m(f,z) forall (f(x),y) € {(f(x),y)|(z,y) € SU Dtest }» which completes the proof.

Now we are going to show the construction of m(f,z) = 1 [g(f, z) < 7]. We define

9(f,2) =Y —yelog(f(x)e) + > yelog(ye), ¥(f(2),y) € (0,19 x [0,1]¢

ce[C] c:y.#0

By definition, property 1 naturally holds. We are going to verify the property 2. Firstly, g(f, z) is a

contlnuous function on (0, 1]¢ x [0, 1] by the fact that lim,_, a log(a) = 0. Secondly, we can prove

Vi).9(f:2) = 0Y(f(x),y) € (0,1] x (0,1]°. Tt is sufficient to prove V3, g(f.2) = 0
z) =

because Vf(l_)c 4., 9(f,2) =0 when c # ¢’ To see \% 9(f,z) = 0,Vae R2?,

f(@)e

Ye o

2 1 L/ oy 2
V0T = et = o el = () 20

Therefore g(f, z) is a convex function of (f(z),%) on (0, 1]¢ x [0, 1]°.

Similarly, for myg, we are going to construct an F' such that

Log(f.2) = —Xeeie) (L= F@)e)log(f(z)e)ye + f(z)clog(l — f(x)e)(1 —ye)) for
(f(x),y)in (0,1]¢ x {0,1}¢.

2. g(f, 2) is a convex function of (f(z),y) on (0,1] x [0,1]¢.

We define
9(f,2) == > (1= f(x)e)log(f(2)e)ye + f(@)elog(1 — f(2)e)(1 — ye))

ce[C]

+5 Z Yelog(ye) +5 Z (1 —ye)log(1 — ye).
c:y.#0 ciyc#l

By definition, property 1 naturally holds. We are going to verify the property 2. Firstly, g(f, z) is a
contlnuous function on (0, 1]¢ x [0, 1]¢ by the fact that lim,_,¢ alog(a) = 0. Secondly, we can prove
f(w g(f,2) = 0Y(f(z),y) € (0,1]¢ x (0,1]°. Tt is sufficient to prove Vf(w 9(f,2) =
z)

becausevf(x)cyk/g(f, = 0 when ¢ # ¢. To see V2 (f, z) = 0,Va € R?,

f(@)e
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av f(z)e yL (f7 )

- (y (f(ic)i ! f(i») ) (g Jlf@c)c)) )

7 <1 T o @) ~los(1 — 1 (I)”)) st (; o y> x

— 1 Ye 2 1 l_yc 2
“ (=) i (e =)

+ (f(y;)caf + 2log(f(x).)ajas + ;ca§> + <1 1_}(34 I a1 +2log(1 — f(x).)ajas + . :Lycag

4 1-— 4
> ( Yo a2 4 2log(f(x)e)aras + ya%) + (ycaf +2log(1 — f(z)c)a1as + a’

f(@)e

We are going to first prove

]-_f(x)c ]-_yc

a?+2log(f(z)e )ala2+ 32 > 0. Because > 0, itis sufficient

f(ft) f( ).
to prove (2log(f(x).))? < 4- f(;)c . y—c, which is equivalent to — log(f(z).) < 2 f( ) . Define

h(f(x)e) = 24/ 7 + log(f(x)e). Vf(x)e € (0,1], I (f(x)e) = \/f(w
Thus, 2(f(z).) > h(1) = /2 > 0 and

a? + 2log(f(z)c)aras + Ea2 >0 has been proved.

f(w)

Similarly, we can prove (1 f( 5 a? + 2log(1 — f(z).)ajag + ﬁag) > 0 and we have com-

pleted the proof for an(m)C e g(f,z)a’ > 0. We now have the convexity of g(f,z) on
(0,1]¢ x [0,1]¢. O

A.2 Proof of Proposition 2

Proof of Proposition 2. Our proof mostly follows the proof in Niederreiter [39]. Suppose z
(z,y). VQ € Q,,, we are going to find Q1,Q2 € Q,, , such that P, p((f(2),y) € Q1)
]P)ZND((f(x)vy) € Q) < ]P)ZND((f(x)vy) € QQ) and ]PZNS((f(x)7y) € Q) = ]P)ZNS((f(x)ay)
Q1) =P..s((f(z),y) € Q2). Within this Q1, Qo,

D(87D|Q) S maX{D(S7D|Q1)a D(57D|Q2)}7

and therefore Do, (S,D) < Do (S,D). Itis obvious that Do, (S,D) > Do (5,D)
because Q! - QCW Thus Do (S, D)= Do, (S.D).

cvx,k =

To find @1, for any convex set Q € Qcvr, if @ NS = B, we simply choose Q1 = 0. IfQ NS # 0,
we can consider a convex hull )1 for Q N S. From the definition of the convex hull, Q1 C Q. In
both two cases above,

Pons((f(@),y) € Q) = Poan((f(2),y) € Q) < Pons((f(2),y) € Q1) — Ponn((f(2),y) € Q1)

Because ) N S is a discrete point set, the convex hull (); would be a convex polytope whose vertices
are a subset of Q) N S. The Upper Bound Theorem [61] shows that the number of facets of a convex
polytope with at most |S| vertices can be bounded by (‘Sl) where 2C' is the dimensionality of the
space.

m IA I

To find ()2, we follow the proof in Niederreiter [39] to construct a ()’ first: Because @ is a closed
set by assumption, for each z € S\(Q N S), we can find a supporting hyperplane of () such that
@ lies in the closed halfspace H, defined by this supporting hyperplane. Then we can define
Q2 = N.es\(ons)H-. Obviously, Q C @, by the definition of H. Therefore, P.p((f(x),y) €

Q) <P..p((f(z),y) € Qa). Moreover, Vz € S\(QNS),z ¢ Q2:Vz2 € QNS, z € Q C Qs.
Thus, P, s((f(z),y) € Q) = P.ws((f(x),y) € Q2). Lastly, by the definition o, it is a convex

polytope with at most | S| < (L@) facets.
O
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Figure 5: The advantage on Texas when we find CPM with different numbers of facets K.

Purchase s Purchase Purchase
0.30 . 0.45 0.30
0.40
g’ozs g guzs
© @© 0% T
£ 020 £ b
< o S on
2o 3o 3
< <oz <C o015
010{ —— CPM —— CPM —— CPM
Y Max. Advantages of Existing MIAs 015 ) o Max. Advantages of Existing MIAs 010{ , """ Max. Advantages of Existing MIAs
005
10° 10t 10% 10° o0 10° 10t 10? 10° 10° 10t 102 10°
Kin CPM Kin CPM Kin CPM
(a) Vanilla (b) MixUp (c) Relaxloss

Figure 6: The advantage on Purchase when we find CPM with different numbers of facets K.

B Additional Experiment Results

CPM setup. For the models trained on CIFA-10, CIFAR-100, Purchase100 and Texas100, we
get our new metric CPM by optimizing the objective in Equation 3 and pick the number of facets
K = 1000, Ir = 0.1,0.01, 0.001 and batch size 10000. For ImageNet pre-trained models, we get
CPM with K = 1000, Ir = 0.001 and batch size = 512. The optimizer is Adam. We select hyper-
parameters that give the minimum optimization loss. All optimizations are conducted with GPU on
NVIDIA GeForce RTX 3080, and the longest time for one optimization is 20 minutes.

Effect of K for approximation quality of CPM on additional datasets. The parameter K in the
CPM computation measures approximation quality. We plot the advantage of CPM versus the number
of facets K for other three datasets CIFAR-10 (Figure 4), Texas (Figure 5), Purchase (Figure 6).
We see the similar behavior to the figure of CIFAR-100 (Figure 2) in the main paper, that is, this
is a monotone increasing function where larger K has higher advantage, suggesting that CPM is
approaching the true upper bound CPB well when K is getting larger. Furthermore, for MixUp and
RelaxLoss models, we see that the CPM outperforms the advantage of other scores even at K = 100,
which suggests that in these cases, even a reasonably large value of K can achieve larger advantage.
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