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Abstract

Report Noisy Max and Above Threshold are
two classical differentially private (DP) se-
lection mechanisms. Their output is ob-
tained by adding noise to a sequence of low-
sensitivity queries and reporting the iden-
tity of the query whose (noisy) answer sat-
isfies a certain condition. Pure DP guaran-
tees for these mechanisms are easy to obtain
when Laplace noise is added to the queries.
On the other hand, when instantiated us-
ing Gaussian noise, standard analyses only
yield approximate DP guarantees despite the
fact that the outputs of these mechanisms
lie in a discrete space. In this work, we re-
visit the analysis of Report Noisy Max and
Above Threshold with Gaussian noise and
show that, under the additional assumption
that the underlying queries are bounded, it is
possible to provide pure ex-ante DP bounds
for Report Noisy Max and pure ex-post DP
bounds for Above Threshold. The resulting
bounds are tight and depend on closed-form
expressions that can be numerically evalu-
ated using standard methods. Empirically we
find these lead to tighter privacy accounting
in the high privacy, low data regime. Further,
we propose a simple privacy filter for compos-
ing pure ex-post DP guarantees, and use it to
derive a fully adaptive Gaussian Sparse Vec-
tor Technique mechanism. Finally, we pro-
vide experiments on mobility and energy con-
sumption datasets demonstrating that our
Sparse Vector Technique is practically com-
petitive with previous approaches and re-
quires less hyper-parameter tuning.
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1 INTRODUCTION

Differential Privacy (DP) (Dwork} [2006) has become
the standard framework used for the private release
of sensitive statistics. In particular, DP has been
embraced by industry and governments to guarantee
that potentially sensitive statistics cannot be linked
back to individual users. For example, during the
COVID-19 pandemic, Google Maps mobility data was
published with DP (Aktay et al., [2020) in order for
public health authorities to better understand various
curve-flattening measures (such as work-from-home, or
shelter-in-place). Recently, the Wikimedia Foundation
deployed DP for their page-level visit statistics (Des-
fontaines| 2023).

Underpinning the design of differentially private mech-
anisms is a fundamental trade-off between privacy and
utility characterized by the Fundamental Law of Infor-
mation Recovery stating that “overly accurate answers
to too many questions will destroy privacy in a spec-
tacular way” (Dwork and Roth) |2014). In practice
this imposes a limit on how many statistics can be
privately released to a desired accuracy within a pre-
specified privacy budget. In applications where the
space of possible statistics is too large to allow for a
full private and accurate release, analysts can over-
come the privacy-utility trade-off by identifying and
releasing only those statistics that contain relevant in-
formation. This is necessary for example in periodic
data collection where users contribute many times to a
dataset and relevant statistics must be released repeat-
edly (e.g. to report temporal trends, change points, ex-
treme events, etc.) (Hu et al., 2021; Wang et al., 2016;
Xu et al.[|2017)). A notable example is the use of smart
meters in energy grids, where statistics can help man-
age electrical demand and encourage smoother con-
sumption but can also be used to infer information
like income, occupancy, etc. (Acs and Castelluccial,
2011; [Bohli et al., |2010; Haji Mirzaee et al., |2022]).

Private selection mechanisms aim to identify relevant
statistics. This problem is usually framed as query
selection: an analyst defines a collection of queries
against the target dataset, and a private mechanism is
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used to identify queries returning “abnormally” large
values. Two notable settings arise: the offline case,
where all the queries can be specified in advance, and
the online case, where the analyst can adaptively se-
lect queries based on the previous ones. In the of-
fline setting, one of the best known private selection
mechanisms is Report Noisy Max whereby the analyst
submits a collection of low-sensitivity scalar queries.
The mechanism then adds noise to the values of all
the queries and returns the index of the query attain-
ing the largest (noisy) value. The Exponential Mech-
anism (Dwork and Rothl [2014) and Permute-and-flip
are commonly used for offline selection and are gener-
ally considered best-in-class (McKenna and Sheldon,
2020).

In the online setting, the cornerstone selection mech-
anism is Above Threshold, where the analyst submits
a threshold and a sequence of (potentially adaptive)
low-sensitivity scalar queries to which the mechanism
iteratively computes answers, until a noisy value ex-
ceeds the target threshold. Running Above Thresh-
old repeatedly is called the Sparse Vector Technique
(Dwork et all [2009), and is a common privacy prim-
itive in change-point detection, empirical risk mini-
mization, density estimation and other online learn-
ing algorithms (Zhang et al., [2021; [Ligett et al., [2017;
Dwork and Rothl [2014; |Cummings et al., 2018).

When Laplace noise is used, Above Threshold and Re-
port Noisy Max offer pure privacy guarantees — the
strongest type of DP guarantee which does not have
to account for some small failure probability. The use
of the Laplace distribution also has the advantage of
making the mathematical analysis of the privacy guar-
antees relatively simple; however, since the noise dis-
tribution is less concentrated than the Gaussian dis-
tribution, it can lead to a less accurate mechanism.
Replacing the Laplace distribution with a Gaussian
distribution is advantageous in many DP mechanisms,
including online query selection (Abadi et al., [2016;
Zhu and Wang), 2020; |Papernot et al.| 2018)).

Contributions. In this paper we revisit the privacy
analysis of the Above Threshold mechanism instan-
tiated with Gaussian noise. Our main observation
is that under the mild assumption that the queries
submitted are uniformly bounded (in addition to low-
sensitivity), we can provide pure DP guarantees that
can be computed using standard numerical tools. In
particular, we provide pure ex—postﬂ DP guarantees
for Gaussian Above Threshold. In the process, we
also develop an ex-ante DP guarantee for Gaussian
Report Noisy Max. Our analysis relies on identifying

!This is a guarantee that depends on the output pro-
duced by the mechanism; see Section [3| for details.

the worst case values for the query answers on a pair
of neighboring datasets, a technique which might be of
independent interest. Empirically, we find that these
privacy bounds lead to tighter privacy accounting in
the high privacy, low data regime, when compared to
other Gaussian-based mechanisms.

Further, we define a meta-algorithm that composes
Gaussian Above Threshold with ex-post DP guaran-
tees. Thus, we derive a fully-adaptive Sparse Vector
Technique (SVT), which we call Filtered Self-Reporting
Composition (FSRC). Our method is particularly ap-
pealing since an analyst need not choose the number of
releases or the maximum number of queries up front.

Finally, we provide experiments on mobility and en-
ergy consumption datasets demonstrating that our
analyses yield mechanisms that in practice match or
outperform previous approaches.

2 PRELIMINARIES

Differential Privacy. Throughout we will be con-
sidering randomized mechanisms operating on some
dataset D € X. Two datasets D and D’ are said to be
neighboring, denoted D ~ D', if they differ in the data
of a single individual (e.g. one user is added, removed,
or replaced by another).

Definition 1 (DP (Dwork et al. 2006)). Let € > 0
and 6 > 0. A randomized mechanism M : X — O,
is (¢,0)-DP if for every pair of neighboring datasets
D ~ D’ and every subset S C O, we have:

Pr[M(D) € S] < e Pr[M(D') € ]+ .

When § = 0, we write e-DP and say the mechanism
satisfies pure DP; otherwise we say that it satisfies
approzimate DP. If the output space O is discrete, then
a mechanism is e-DP if and only if Pr[M (D) = o] <
e Pr[M(D’) =o] for all o € O and D ~ D’.

A key feature of DP is its resilience to post-processing:
any function of the output of a DP mechanism still
satisfies DP with the same (or better) parameters.
A common way to establish that a mechanism sat-
isfies differential privacy is through a high-probability
bound on the privacy loss random variable.

Definition 2 (Privacy Loss (Dinur and Nissim|
2003)). Let M : X — O be a randomized mecha-
nism and consider neighboring datasets D ~ D’. The
privacy loss of the pair D and D’ under M for a given
output o € O is defined as
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Definition 3 (pDP(Kasiviswanathan and Smith)
2014)). A mechanism M : X — O satisfies (¢, §)-pDP
if forany D ~ D’ € X,

Pr [ﬁM,D,D/(O) > 6} <94 .
o~M (D)

If a mechanism is (e, §)-pDP, then it is also (e, §)-DP
(Kasiviswanathan and Smith| 2014). A simple way
to obtain pDP guarantees is through bounds on the
moment-generating function of the privacy loss ran-
dom variable; this is one of the motivations for Rényi
Differential Privacy (RDP), which relies on a bound of
the Rényi divergence between two distributions.

Definition 4 (Rényi divergence (Rényi, 1961)). Let
a > 1. The Rényi divergence of order a between two
probability distributions P and @ on X is defined by:

Lo 0]

Definition 5 (Rényi DP (Mironov, [2017)). Let o > 1
and € > 0. A randomized mechanism M is («, €)-RDP
for all D ~ D’ if, Do (M (D)||M(D")) <.

Do (P[|Q) =

It is possible to convert RDP guarantees into prob-
abilistic and approximate DP guarantees (Mironov,
2017; Balle et all [2020). In particular, any («,e¢)-
RDP mechanism satisfies (¢p,d)-pDP guarantees with
€, = €+1og(1/0)/(av—1) by Markov’s inequality. RDP
greatly simplifies the analysis of mechanisms based on
Gaussian noise because the Rényi divergence between
Gaussian distributions has a simple expression, as well
as a simple analysis under composition.

Gaussian Mechanism. Adding Gaussian noise to
the result of a low-sensitivity query is a staple of differ-
entially private mechanism design. Let ¢ : X — R be
a query with global sensitivity A, = supp~p [|¢(D) —
q(D")||2 and Z ~ N(0,02I). The Gaussian Mech-
anism defined as M (D) = ¢(D) + Z satisfies («,¢)-

2
RDP with € = O;?Qq for every a > 1 (Mironovj, |2017]).
It is possible to convert this RDP guarantee into an
approximate DP guarantee, although tighter approxi-
mate DP bounds can be obtained directly (Balle and

Wang|, [2018, Theorem 8).

Gaussian Report Noisy Max. In some applica-
tions it is useful to privately select which among a col-
lection of queries q1,...qq : X — R (approximately)
attains the largest value on a given dataset. This leads
to the report noisy mar mechanism — when instanti-
ated using Gaussian noise, the mechanism is given by,
M (D) = argmax;¢c(q) ¢i(D) + Zi, where Z1,...,Z4 ~
N(0,02). Since the argmax operation is merely a
post-processing of the Gaussian mechanism applied to

the d-dimensional query ¢ = (qi,...,qq) : X — RY
with sensitivity A4, the Gaussian Report Noisy Max
mechanism inherits the same privacy guarantees as the
Gaussian mechanism above (e.g. the bounds provided
by Balle and Wang] (2018, Theorem 8) or the RDP to
DP conversion). Note that if each of the individual
queries has sensitivity bounded by A, then we have

A, < VdA.

Gaussian Above Threshold. The Above Thresh-
old mechanism receives a sequence of low-sensitivity
queries and privately identifies the first query (approx-
imately) exceeding a given threshold. The mechanism
was introduced by [Dwork et al.| (2009) and forms the
basis of the Sparse Vector Technique, a composition
of Above Threshold algorithms to find a sparse set of
relevant queries among a large set. The standard ver-
sion of the Above Threshold algorithm uses Laplace
noise, and its privacy analysis is notoriously subtle
(Lyu et all |2016]). |[Zhu and Wang| (2020) recently
proposed an RDP analysis which can be applied to
the Gaussian version of Above Threshold (see Algo-

rithm .

Algorithm 1 Gaussian Above Threshold (Zhu and
Wang, 2020)

input: dataset D; noise parameters ox,0z; a stream
of queries q1, go, . . .; threshold p.
p=p+N(©0,0%)
fort=1,2,...do
qt = qt(D) +N(0,0’%)
if ¢; > p then
| Output x; = T and HALT
else
| Output 2y = L
end

end

Theorem 6 (General RDP Bound on Gaussian Above
Threshold (Zhu and Wang, [2020)). Suppose all queries
given to the mechanism M in Algorithm[3 have sensi-
tivity bounded by A. Then for v > 1, 00 > a > 1,

Do (M(D)||[M(D")) < <7> (aN)

v—1 20%
2aA? log Ex~/\f(0702x) [E[T | l’]”

% v(a—1)

where T is a random variable indicating the stopping

time of M (D).

Unlike in the Laplace-based Above Threshold, the pri-
vacy bound for the Gaussian case depends on how long
it takes the mechanism to stop (the third term in the
expression above). When the queries are known a pri-
ori to be non-negative, it is possible to obtain bounds
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on the running time to provide the RDP guarantee
below.

Theorem 7 (Gaussian Above Threshold RDP (Zhu
and Wang, [2020)). Gaussian Above Threshold, with
oz > \/gax, threshold p > 0, and A-sensitive, non-
negative queries, satisfies («, €)-RDP with

2
log (1 + 237 (1 + %) e"§<>
X

al\?  2aN?
€ =
o3 o2 2(a—1)

Alternative methods to bound the running time of-
ten include the analyst supplying a bound k on the
running time to the algorithm, forcing it to stop af-
ter a certain number of steps even if the threshold has
not been exceeded. |Zhu and Wang| (2020) also pro-
pose a number of composition results for the Sparse
Vector Technique. One version allows the analyst to
continue releasing queries without having to re-sample
the threshold noise ox, but in each case the analyst
must know ahead of time the number of times they
wish to release a “T”, and have an upper bound on
the maximum number of queries they intend to run.

3 PURE PRIVATE GAUSSIAN
MECHANISMS

To introduce our main contribution, we begin with a
warm-up. We propose a pure DP bound for Gaussian
Report Noisy Max. The proof techniques are the same
for Above Threshold, but the analysis is simpler since
all the queries are symmetric.

3.1 Warm-Up: Gaussian Report Noisy Max

The following is a pure DP bound for Gaussian Report
Noisy Max for queries with bounded range.

Theorem 8 (Pure DP for Gaussian Report Noisy
Max). Let M be the Gaussian Report Noisy Max mech-
anism with standard deviation o applied to d > 1
bounded queries qi,...,qq4 : X — [a,b], each with sen-
sitivity bounded by A. Let ¢ = b — a. Let ®(-) be the
standard Gaussian CDF. Then M satisfies e-DP with

E.ono @ (2= <22)"]

E.n(0,1) [‘1’ (2 - ?)dil}

Notably, with the standard analysis of Gaussian Re-
port Noisy Max, the privacy guarantee only depends
on the ratio A/o. However in our case, the bound
on privacy additionally depends on the range of the
queries through ¢/o. In fact, it is easy to see that if
¢ — oo then Gaussian Report Noisy Max cannot admit
a pure DP bound.

The proof, deferred to the supplemental, relies on iden-
tifying the worst-case values that uniformly bounded
queries can attain on a pair of neighboring datasets.
In particular, we show that the worst case is obtained
on a pair of neighboring datasets D and D’ such that
@(D) = = qa-1(D) =b—-A, (D) = a+A,
¢1(D") =+ =qq-1(D") = b, and ¢4(D’) = a.

Note that the classical approach sketched in the previ-
ous section applied to our setting would consider the
privacy of a Gaussian mechanism with a d-dimensional
query of sensitivity A, = Av/d, and treat the arg max
operation as a post-processing step. While our ap-
proach gives a pure DP guarantee, the classical ap-
proach does not because Gaussian noise by itself can-
not provide that guarantee. However, the classical ap-
proach gives a bound that is easy to compute.

The RDP approach gives a simple closed form expres-
sion, while the direct approximate DP approach gives
a bound that has a simple dependence on the CDF
of a standard Gaussian (Balle and Wang} 2018). In
contrast, the bound provided by our result requires
estimating Gaussian expectations of a complex func-
tion; unfortunately, this does not admit a simple closed
form expression. In Section [3.4] we evaluate numeri-
cal methods for computing this quantity and compare
the resulting values of € with those provided by the
classical approach.

3.2 Ex-Post Gaussian Above Threshold

In the preceding section, we introduced a method to
judge the privacy of Above Threshold before execution
(Theorem [7)) — these are often referred to as ezx-ante
privacy guarantees. Alternatively, we can measure the
privacy loss after execution, leading to so-called ex-
post privacy guarantees.

Definition 9 (Ex-Post DP (Ligett et al.,|2017)). Con-
sider a function €, : O — Ry U {oo}. A randomized
mechanism M : & — O satisfies ey-ex-post-DP if for
any possible output o € O and any pair of neighboring
datasets we have Ly, p pr(0) < €p(0).

Since Above Threshold outputs the (approximate)
halting time, we can exploit the difference between
when the ex-post and ex-ante privacy guarantee. In
Fig. [1, we observe when the ex-post analysis is most
beneficial, and when it is most likely to occur. As
the public threshold increases, so does the separation
between the ex-ante analysis and the ex-post analy-
sis. With Above Threshold, we also need to consider
how the mechanism might perform against a worst-
case dataset maximizing the stopping time. Since
queries are non-negative and bounded, this occurs
when ¢;(D) = --- = q:(D) = 0. We then compute the
median stopping time (dashed blue line) and the 80th
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Figure 1: Privacy accounting for A = le—3,J = le—5. The heatmap shows where the ex-post Above Threshold
Analysis offers an improvement over the Gaussian Above Threshold. As a comparison, we simulate expected
stopping times for a range of multipliers, for [a,b] = [0,1]. The blue dotted line corresponds to the median

stopping time when simulating 10k trials with a worst-case dataset.

The red line corresponds to the 80th

percentile. The plot shows a range of hyper-parameters as well as where the worst-case dataset is likely to halt.
Our bounds provide improvements over the baseline below the blue line when squares are blue.

percentile (solid red line) for the worst case dataset.
For bounded range between zero and one, we see the
greatest effect when the mechanism halts early and p
is calibrated to be closer to one.

When the queries have bounded range, Gaussian
Above Threshold (Algorithm [3)) admits the following
ex-post privacy bound.

Theorem 10 (Pure Ex-post Gaussian Above Thresh-
old). Let

<
oy
—
8
~—
I

P((x+p—(b+a)+&) /oz) ,and,
((z—p+ta+§)/oz)

)
o
—
&
~
I

Given a stream qi,qa2,... : X — [a,b] with global
sensitivity A, the Gaussian Above Threshold mecha-
nism (Algorithm @, halting at time step t with o =
{L*=T}, satisfies €p-ex-post-DP with

Erno,1) [a(oxz)tY - Ba(oxa)]
Eono,1) [Yo(oxz) =1 - Bo(ox )]

ep(0) =

Note that this formulation is very similar to the ra-
tio of expectations in our pure DP analysis of Report
Noisy Max (Theorem . The proof, deferred to the
supplemental, follows from Pure DP Gaussian Report
Noisy Max, where we find that the point where the
ratio is maximized is the same in all but the final time
step. In the last step, the query bound is negated.
Hence, the ratio is largest when ¢; = a. A final remark
is that the mechanism’s greatest privacy loss occurs
when each prior step would have been more optimal
than the step at which it halts.

3.3 Fully-Adaptive Composition with
Ex-Post Privacy Guarantees

Above Threshold stops the first time the threshold is
exceeded. The Sparse Vector Technique (SVT) ap-
plies a sequence of Above Threshold mechanisms to
find a set of queries that (approximately) exceed the
pre-defined threshold. In the case of Laplace noise,
the privacy analysis of SVT can be performed either
directly (if the noise applied to the threshold is not
refreshed after each Above Threshold terminates) or
via composition (Dwork and Roth| [2014; Lyu et al.,
2016)). Something similar holds for SVT with Gaus-
sian noise, although in this case the analysis without
noise resampling only applies to a range of parame-
ters (Zhu and Wang, 2020). Here we present a sim-
ple technique for fully adaptive composition of mecha-
nisms that have both pDP and ex-post-DP guarantees,
which can be combined with our analysis of Gaussian
Above Threshold to yield a fully adaptive SVT with
Gaussian noise algorithm without additional hyper-
parameters like the maximum number of queries per
Above Threshold or the maximum number of invoca-
tions of the Above Threshold mechanism.

Our method (Algorithm [4]) sequentially composes a
stream of adaptive mechanisms and applies a stopping
time rule that limits over-spending a predefined pri-
vacy budget. The privacy expenditure of each mech-
anism is tracked based on their output, using the ex-
post privacy guarantee. The stopping rule uses the
probabilistic DP guarantee to halt when there is a high
enough probability of exceeding the privacy budget.
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Figure 2: Ex-Post Above Threshold Privacy Loss (A = 0.001,0x = 0.15). The ex-post privacy loss also changes
as a function of the public threshold p. Note that if the mechanism halts after two timesteps, the minimum is
observed when p = 0.5. As t increases, the privacy loss decreases as p — 1.

Algorithm 2 Filtered Composition, Ex-Post Privacy

input: dataset D; privacy budget €; a stream of adap-
tive mechanisms M7, M, ...; a stream of val-
U€S €max,1; €max,2, - - -; and stream of functions
€p,1,€p,2,- -
fort=1,2,...do
if Z’;} € + €max,t > € then
| HALT
else
0t = Mt(D§ 01:t71)
€ — Gp)t(Ot)
Release oy
end

end

Theorem 11. Suppose the mechanisms My, Mo, . ..
provided to Algorz'thm are such that My is (€max,t,0)-
pDP and €y ¢-ex-post-DP for all t. Then Algorithm
satisfies (e,6)-DP.

In Fig. [2| we plot the ex-post privacy loss bound as a
function of the public threshold parameter, p. Given a
stream of queries i = 1,2, ..., bounded by a < ¢g; < b,
the mechanism will report less privacy loss as p — b.

3.4 Numerical Computation of Bounds

We evaluate two methods for producing numerical es-
timates of the bounds: Monte Carlo and numerical in-
tegration. Monte Carlo density estimation is a natural
starting point for computing bounds for Theorem [12]
and Theorem However, Monte Carlo methods re-
quire a tremendous amount of samples to yield accu-
rate results. Note that in both cases, the CDF is taken
to an exponential power in the numerator and the de-
nominator, causing numerical instabilities. To improve

runtime performance and stability, we use a scientific
library that can compute integrals with high precision.
The Python mpmath (mpmath, 2023) library is able
to compute each density and the outer integral with
arbitrary degree of precision.

o =03
Monte Carlo (le+10 samples)
0.45 —¥— Numerical Integration (50 digit prec.)

0.40 4

=}

o

&
L

Privacy loss (€)

0.30 4

0.25 4

0.20

5 10 15 20 2 30 35 10 15 50
Dimension (d)

Figure 3: Gaussian Report Noisy Max for A = 0.01.
Numerical integration (green) compared to Monte
Carlo estimate (beige) with 10B samples. Shaded re-
gion is the standard deviation over 100 trials. Numer-
ical integration methods are deterministic; error bars
only apply to Monte Carlo estimates, which are known
to converge to the true estimate with infinite samples.

As shown in Fig. [3] for low sensitivity queries A and
o = 0.3, the variance between trials becomes unwieldy,
even when we rely on common open source libraries
that can precisely estimate the CDF of a univariate
Gaussian.
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Figure 4: Scatter plot indicating the accuracy for UCI Bikes with p = 0.575. and final privacy spend over a
range of noise multipliers. Final privacy loss (¢) is reported for FSRC (green). Threshold noise, ox in the range
of [0.09,0.15]. A clear separation in privacy accounting occurs over a range of noise multipliers.

4 EMPIRICAL RESULTS

We benchmark our SVT-like method (FSRC and
Gaussian Above Threshold) on mobility and energy
datasets. Additional experiments with the Pure DP
Gaussian Report Noisy Max bound are included in the
appendix. Experiments were done on a Apple M1 pro-
cessor (32 GB), except for the Monte Carlo numerical
estimation, which was done on a NVIDIA V100 GPU
with 32 GB VRAM.

The UCI Bikes Dataset captures the utilization
of shared bikes in a geographic area over the course
of a year (Fanaee-T and Gama, 2013). Since we do
not know the upper bound on registered customers,
we take the maximum (6,946 users) and assume that
this is a public value. Note that our analysis is still
worst-case, in that a user is assumed to be contribut-
ing to each daily (normalized) count query. We set
Above Threshold to HALT when bike sharing exceeds
a threshold p € [0,1]. In Fig. we plot a range of
calibrations, and in the supplemental we show the pri-
vacy spend over time. The LCL London Energy
Dataset (Greater London Authorityl, [2012)), consists
of energy usage for N = 5, 564 customers over d = 829
days. The larger number of queries increases the pri-
vacy cost; however this is balanced by a decrease in in-
dividual contribution to each query due to each query
having A = 1/N. In Fig. [5| we plot a range of cali-
brations. As the threshold decreases, we witness more
queries released and therefore a greater privacy spend.

4.1 Online Selection with Filtered

Self-Reporting Composition

Answering sequential questions in an interactive set-
ting typically requires the up-front selection of privacy
parameters. The most common method to answer a
large number of queries is the Sparse Vector Tech-

nique. In this setting, Above Threshold serves as a
privacy primitive in more complex algorithms
land Rothblum, 2010). First, the curator decides how
many times they expect to release a query in order to
allocate the privacy budget. The budget is further split
across two noise adding mechanisms. Noise is added
to each query, as well as a public threshold parameter,
which centers whether a point is flagged as a “T” (in-
teresting) or a “1” (not interesting). One solution—
and our baseline for consideration—restricts a cura-
tor to fully-adaptive composition using a privacy filter
(Rogers et all, [2023) and a novel result by
‘Wang| (2020) which places no restriction on the number
of queries. We are primarily concerned with satisfying
the following two requirements: (1) the analyst should
be able to modify queries after Above Threshold halts,
and (2) they should be able to guarantee that an up-
front privacy budget is respected. Therefore, we com-
bine FSRC with the privacy analysis in Theorem
To calibrate €yax, we take an RDP bound of Gaussian
Above Threshold (Theorem [7)) with § = 1/N.

Experiment Parameters. In each case, the
datasets have a temporal axis, meaning that when
the mechanism halts, we restart at the ¢t + 1’ timestep
and continue accumulating privacy spend. To evaluate
FSRC, we compare Algorithm [ using Gaussian Above
Threshold (Algorithm , to a Privacy Filter
lhouse et al., [2023)) with sequential composition of the
same mechanism. In FSRC, we apply Theorem [17] in
our privacy accounting. For the baseline, we compute
an RDP bound using [Zhu and Wang] (2020)). For each
pair of noise multipliers and thresholds, we plot each
result in a scatter plot, and the privacy spend over
50 runs. We use AutoDP with support
for global sensitivity calibration to apply their bound
with A < 1. As in Zhu and Wang (2020)), we fix
o7 =1V30x. We ran all our experiments over 50 runs
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Figure 5: Scatter plot indicating the accuracy and final privacy spend over a range of noise multipliers for
p = 0.33 with the LCL London Energy dataset. Privacy loss (¢) is reported for FSRC (green). Threshold noise,
ox, was evaluated in the range of [0.04,0.16]. Our accounting method provides benefits when ox = 0.04.

with a range of values for ox. Importantly, the pri-
vacy spend using a DP filter cannot be disclosed with-
out leaking privacy, and must therefore be replaced
with a privacy odometer if the data curator wishes to
share the spent budget (Rogers et all [2016). Utility.
We compute the F1 Score to measure utility for both
algorithms. Since each algorithm outputs a binary vec-
tor, we can measure how many times the mechanism
matches with a ground truth algorithm where no noise
is added to the queries or the threshold.

5 RELATED WORK

Our work spans four areas of privacy research, (1) ac-
counting methods for Gaussian mechanisms, (2) max-
imizing the number of interactive, user-level queries,
(3) privacy filters and fully adaptive composition, and
(4) ex-post privacy analysis.

The Gaussian Mechanism adds calibrated noise
to the output of a query. In the learning setting, a
number of privacy accounting techniques exist
. However such approaches do not map di-
rectly to query selection. In the online setting, ex-post
DP accounting already exists for the Laplace Mecha-
nism (Ligett et al.,|2017)); however, many successful de-
ployments of DP rely on Gaussian mechanisms. This
is likely due to the greater noise concentration around
the mean and the thinner tails exhibited by Gaussian
mechanisms (Dwork and Rothl [2014)).

The Sparse Vector Technique (SVT)
is a foundational differentially private al-
gorithm. By splitting the privacy budget between the
cost of returning a binary vector and the query of in-
terest, utility is increased.

A Gaussian version offers better utility over the
Laplace mechanism and can, surprisingly, support a

potentially infinite number of queries (Zhu and Wang,
2020)).

Hartmann et al| (2022) introduce Output DP as a
means of analyzing SVT and the Propose-Test-Release
with Laplace noise. Their work generalizes results
from |Ligett et al.| (2017) and they show how basic
composition bounds can (for few queries) offer better
utility over advanced composition results.

Ex-Post Privacy. [Ligett et al| (2017) defined ex-
post privacy in terms of (e,0)-DP. In common with
this work, they studied SVT, but with a focus on the
Laplace Mechanism. [Redberg and Wang| (2021) con-
sider ex-post privacy with Gaussian mechanisms for
data-dependent privacy parameters with the Gaussian
mechanism over real-valued queries.

Privacy Filters, first proposed by
(2016)), are a key ingredient in allowing adaptive com-

position of privacy-preserving mechanisms as well as
the privacy spend. |[Feldman and Zrnic| (2021), and
extended these results to Rényi DP,
with the caveat that the higher order parameters
needed to be pre-defined. Recently, [Whitehouse et al.|
tightened these results and Rogers et al.| (2023)
then applied ex-post privacy to probabilistic DP mech-
anisms. We consider their efforts to be closest to ours;
however, they do not consider query online selection.

6 CONCLUSION

We provided pure-DP bounds on Gaussian selection
mechanisms with bounded queries. Additionally, we
developed new composition tools for ex-ante and ex-
post privacy analysis. We demonstrated increased
query accuracy for an equivalent privacy budget in en-
ergy and mobility datasets in the online setting.

We consider ex-post privacy analysis a promising
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method tightening privacy accounting in online algo-
rithms, and our composition result, FSRC, could be
applied to other sequential algorithms.

Accounting for user-level privacy over long time hori-
zons is necessary in a number of sequential and inter-
active decision-making tasks. In particular, we foresee
direct benefit in applying these methods to model se-
lection.
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A PROOFS FROM SECTION 2

Our main contribution relies on a number of proof techniques which are extended from the simpler Gaussian
Report Noisy Max setting.

A.1 Pure DP Gaussian Report Noisy Max

Theorem 12 (Pure DP for Gaussian Report Noisy Max). Let M be the Gaussian Report Noisy Maxz mechanism
with standard deviation o applied to d > 1 bounded queries qi,...,qq: X — [a,b], each with sensitivity bounded
by A. Let c=b—a. Then M satisfies e-DP with

E.n0,1) {‘I’ (= — %)d_l}

E.on(0,1) [‘I’ (2 - ﬁ)d_l}

€ =

(1)

To prove our Pure DP Gaussian Report Noisy Max bound, we first analyze the effect of the sensitivity in the
privacy loss of the Gaussian Report Noisy Max mechanism instantiated with uniformly bounded queries.

Lemma 13. Let M be the Gaussian Report Noisy Max mechanism with standard deviation o applied to d > 1
bounded queries qi,...,qq: X — [a,b], each with sensitivity bounded by A. Then we have

IEz~/\/(0,1) [Hj;l o (Z - %)}
< sup

----- Ya—1€[a—b+2A,b—a] EZNN(O,l) [H;j:_ll b (Z — %):|

Pr[M(D) = o
su SuUp ———————~
Pty ¥ 06[2] Pr[M(D') =o

(2)

<
oy

Proof. Fix a pair of neighbouring datasets D and D’. With a slight abuse of notation we let ¢; = ¢;(D) and
q; = qi(D’) for all i € [d]. Recall that M (D) = argmax;¢(q) ¢ + Z; with Z; ~ N(0,0?), and |g; — ¢}] < A for all
i. Without loss of generality fix the output o = d. Then we have:

Pr[M(D) = d] = Pr[AZLqa + Za > ¢ + Zi) (3)
=Pr[AC) Zi < Za+ qa — qi (4)

=PrNZ)Zi < Za+ ) — 4 + (92 — a) — (46 — 4))] (5)

< Pr[nL fZ < Zg+qy— q; +24] (6)

(7)

=K. A(0,02) [Pr[ o 7. < 2+ 4 —q + 2A]] 7
d—1

=E. n(0,02) [H Pr[Z; < z + qél — qz{ + 2A]

i=1

dl:[lq)<z+q&—q§+2A)
o

i=1

o (- o)) o

i=1

= EZNN(O,Uz)

=E.~nv0,1)

Therefore, writing y; = ¢, — ¢};, we get

Pr[M (D) =
Pr[M(D') =

Q

] g E.n,1) {H?;l @ (Z - %)]
|~ E.n0,1) [H;i:_ll ® (2 %)}

Q

Note that a priori we have ¢;,q; € [a,b] for all i € [d]. However, for the above inequality to hold we set
¢ — ¢, =—Afori<dand gg — ¢} =A. These imply ¢ = ¢; + A € [a+ A,b] and ¢, = ¢/, — A € [a,b— A], s0
vyi=¢ —q¢,€la—b+2Ab—al forie [d—1]. O

Given the result above, all that remains is to identify where the supremum over the y; is attained in Equation .
To that end we will show that the ratio is non-decreasing in each of the y;. The following Hopital-like monotonicity
rule and property of ratios of moment generation functions will be useful.
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Lemma 14 ((Pinelis, [2002; |Anderson et al.,[1993)). Let —co < a < b < oo and let f,g : [a,b] — R be continuous
differentiable functions on (a,b), with f(a) = g(a) =0 or f(b) = g(b) =0, and ¢'(x) # 0 for x € (a,b). If f'/g
is non-decreasing in (a,b), then so is f/g.

We say that a random variable Z has tails majorized by an exponential decay if the cumulative distribution
function Fyz of Z is such that there exist positive constants ¢y, ¢z satisfying Fz(z) = O(e“?) for z — —oo and
1—Fz(z) = O(e°*) for z — oo. This is a well-known sufficient condition for the cumulant generating function
Kz(s) =1logE [e*?] to exist.

Lemma 15. Suppose Z is a random variable with tails majorized by an exponential decay. Then for any t > 0
the function

E [e(tJrs)Z]

R(s) = —przy L (12)
is non-decreasing for all s € R.
Proof. Let £(s) = E [eSZ } be the moment generating function of Z. Taking the derivative of R we get:
gt + 5)€(s) — £t + )¢ ()
R'(s) = . 13
(5 o (13
Thus, R'(s) > 0 if and only if £'(t + $)&(s) — &(t + s)&'(s) > 0, which is equivalent to
0 §lt+s) &) _ 0
— — >
55 108 ¢(t+5) €its) 2 £5) s log&(s) . (14)

Therefore R is non-decreasing if the derivative of the cumulant generating function K7 (s) (which exists by
assumption) is non-decreasing. But note that when Kz (s) exists it is known to be convex and infinitely differ-
entiable, and therefore its derivative is non-decreasing. O

Note that by symmetry of the expression of interest in the y; it suffices to establish monotonicity with respect
to a single variable. Thus we define the following functions:

k

z—mH z—cll, (15)
"

z—mH Z_CZ]7 (16)

f((E) = EZNN(t 1)

g(‘r) = EZNN(O 1)

where t > 0 and ¢q,...,c; € R are constants.

Lemma 16. The function F(z) = f(x)/g(x) is non-decreasing for all x € R.

Proof. We are going to apply Lemma First note that since lim, o, ®(z — ) = 0 we have lim,_, f(z) =

'U/Z . .
lim, o g(z) = 0. Next we observe that, writing ¢(u) = e~z /v/27 for the density of a standard Gaussian
random variable, we have

0 o [
(s ) = o /_Oo S(u)du = —6(z — 7) . (17)

Thus, when computing f’(z) we will obtain a term of the form ¢(z — t)¢(z — x), which can be simplified to

1 z—1)2 z—x)? 1 . t2 422
o(z—t)p(z —x) = e ke LR CLU S (18)

2 2T
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From this we can now show that f’(x) is proportional to the moment generating function of a random variable
Z with density p(z) = e~ Hle ® (2 —¢;) /(2nrN) where N is a normalizing constant (independent of = and t):

k
f'(@) = —Esonen [(b z-o)[[eG- Cz‘)l (19)

=1

/ oz —1)o z—m)H@(z—ci)dz (20)

z2
:767 B N/ e* T p(2)dz (21)

t2 ;E2
=7 .N- Ezp [e(“'t)z} . (22)
A similar derivation also yields the following expression for g'(z):

g (z) = —e % N Ezp [e"7] . (23)

Putting these two derivations together we obtain the following expression for the test function in Lemma

o b p [e@t0)Z
H(z) = g/gx;: ]]EEZZNP[EM} ] (24)

Noting that the distribution with density p(z) satisfies the condition of Lemmawe see that H is non-decreasing
and therefore F' is non-decreasing. O

With all these ingredients in place we see that Theorem[I2]follows by using Lemma[I6]to show that the supremum
for each y; in Lemma [13]is attained at y; = b — a.

A.2 Pure DP Above Threshold

Algorithm 3 Gaussian Above Threshold (Zhu and Wang}, 2020)
input: dataset D; noise parameters ox,0yz; a stream of queries ¢1, ¢, . . .; threshold p.
p=p+N00%)
fort=1,2,...do
e = (D) + N(0,0%)
if ¢ > p then
| Output x; = T and HALT

else
| Output z; = L
end
end
Theorem 17 (Pure Ex-post Gaussian Above Threshold). Given a stream qi,qz,... : X — [a,b] with global

sensitivity A, the Gaussian Above Threshold mechanism (Algorz'thm@) satisfies €post-ex-post-DP with

V4 oz

(t—1)
Eyznno,1) [‘I’ (7”“5;(1)%)) ® <_ijz_p+a)]

Overall, our proof follows a similar strategy to the proof in the previous section.

Eazrn(0,1) [‘I’ (w)(t_l) ® (—axw—p+a+A>}

epost({it_l—r}) = (25)
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Lemma 18. Let M be the Gaussian Above Threshold mechanism, with public threshold p > 0, threshold noise
of standard deviation ox, and query noise of standard deviation oz applied to a stream of bounded queries
q1,q2,-..: X = [a,b]. Then for any stopping time t > 1 we have

t—1 —yi+A _ . A
Exznn(0,1) [Hizl Lo} (ngzer) - P (%)}
< sup

p~p' Pr[M(D’) =t viroye-1€latA By €lad=Al B, aro,1) [Hf;i d (w) ) (w)]

oz oz

(26)

Proof. Fix a pair of datasets D ~ D’. Like before, we let ¢; = q:(D) and q; = ¢;(D’); they satisfy |¢: — q;] < A.
First of all we bound the probability that the mechanism on input D stops at time ¢ as follows:

Pr[M(D) =] = Pr[NZHqi+ Zi < X + p} AM{X +p < g1 + Z4}] (27)
=PrNZiH{Zi < X +p—a — (@ — g AN X +p gt — (@ — 1) < Z4}] (29)
SPINZH{Zi < X +p— i+ AIN{X +p—q; — A < Z}] (30)
=Euono,02) [PYINZH{Zi <z +p— i+ A} A {z+p—q, — A < Z,}]] (31)
rt—1
=E.n(0,02) HPr[Zi <z+p—q +A]-Prlx+p—q — A< Z] (32)
Li=1
rt—1
= Eorn(0,02) [[PrlZi <2+p—q +A]-Pr[-Z, < —z— p+q, + A (33)
Li=1
rt—1
=E.n(0,02) HPT[Zi <z+p—q +A]-Pr[Zs < —z—p+q,+ 4] (34)
Li=1
rt—1 p p
r+p—q+A —z—p+tq+A
=E,. P(—m—mMm— )| ——M—— 35
z~N(0,6%) _];[1 ( oy ) ( oy ( )
t—1
oxr+p—q.+A —oxr—p+q +A
=Ezon0,1) H‘I’< AL )‘I’< R (36)
i=1 0z 0z
A similar derivation also yields:
= loxz+p—d —oxT—p+gq,
PrM(D') = 1] = Eyoron) lH o <qu> @ (XP%) (37)
i=1 Oz 0z
Thus, the ratio of probabilities of M stopping at time ¢ on D and D’ can be bounded as:
t—1 oxTHp—qi+A —oxT—ptq,+A
PrM(D) =+t _ Be~n(n) |:Hi:1 o (7)( 7 ) @ (7){ 7 )}
Pr[M(D’) = t] : -1 g (oxztr—gi —oxr—pta (38)
N Ezrno,1) [Hizl o (T) - (Ttﬂ
Now note that in the bound we set ¢; — ¢, = —A for i <t and ¢; — ¢; = A. Since all the queries are bounded in
[a,b] we have that y; = ¢} = ¢ + A € [a+ A, b] for i < tand y, = q; = ¢ — A € [a,b— A]. Taking the supremum
over these ranges completes the proof. O
To conclude, we show that the supremum in Lemma [18]is attained at y; = --- = y;—1 = b and y; = a. This
follows from observing that the ratio is increasing in yi,...,y:—1 and decreasing in y;, which follows from the

same argument used in Lemma
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A.3 Filtered Self-Reporting Composition

Theorem 19. Suppose the mechanisms My, Ms, ... provided to Algorithm are such My s (émax,t,9)-pDP and
€post,t-€L-post-DP for all t. Then Algorithm satisfies (e,6)-DP.

Algorithm 4 Filtered Composition, Ex-Post Privacy
input: dataset D; privacy budget €; a stream of adaptive mechanisms Mj, M, ..
€max,1, €max,2, - - -; & stream of functions €post,1, €post,2; - - -
fort=1,2,...do
if Zf;} € + €max,t > € then
| HALT
else
Oy = Mt(D; 01:t71)
€ = 6post,t(Ot)
Release o,
end

.5 a stream of values

end

Proof. We will prove that the mechanism satisfies (e,d)-pDP and therefore also (e,6)-DP. Let M denote the
mechanism and fix a pair of neighboring datasets D and D’. Let o = o0y,...,0r ~ M (D) be sampled from the
mechanism (here 7' is a random stopping time) and consider the privacy loss random variable

Pr[M(D) = o]

Pr[M (D) halts after outputting o1.7]
Pr[M(D') halts after outputting o1.7]

First of all we observe that given the outputs up to a certain time step ¢, the stopping condition is deterministic
and independent of the dataset. Thus, the last term above vanishes. Furthermore, since each of the mechanisms
M; satisfies €post,-ex-post-DP, for all ¢ € [T' — 1] we have

Pr[M;(D;01:i-1) = 0j]
PI‘[MZ(D/, 01:7;_1) = Oi]

1Og S €post,i (Oz> .

In addition, since My is (€max,,0)-pDP, we also have

Pr[Mr(D;01.7—1) = o)
Pr |l max, 7| <0 .
: [og Pr[Mr(D';01.7-1) = or) 7 €maxT

Now, since the stopping rule guarantees that ZiT;ll €post,i (0i) + €max,7 < €, We get
t—1
Pr[Mr(D;o01.7-1) = or]

ost,i\U1 1
Z;Gp t, (O ) + Og Pr[MT(D/;Ol;T_l) — OT]

Pr[L(o) > ¢ < Pr

>6‘| <6 .
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B PURE DP OFFLINE SELECTION MECHANISMS

In Fig. [6] we illustrate the variance observed when taking a Monte-Carlo estimate over a range of values o when
computing our Pure DP Gaussian Report Noisy Max bound.

Gaussian Report Noisy Max, A=0.01

o =0.2 o =0.24 o =0.3
150
Monte Carlo (le+10 samples)
64 1.95 4 0.45 4 —¥— Numerical Integration (50 digit prec.)
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Figure 6: Comparison of numerical integration (in green) and Monte Carlo estimation (in beige, with 100 trials,
each with 10B samples) are reported. Note Monte Carlo sampling methods are much slower than numerical
methods and require greater numbers of samples as the dimension increases. We observe higher variance in the
privacy loss estimate as dimension increases. The shaded region represents the standard deviation.

B.1 Numerical evaluation compared to post-processing bounds
We study how privacy loss changes as noise (and privacy) are increased in Fig. |7| for Gaussian Report Noisy
Max. The standard deviation of the query noise, o, and the number of queries (dimension d) on the privacy

loss estimate. We note a slow increase in the privacy loss as the number of queries increases, in particular when
compared to the ex-ante analysis with A, = AVd.

Gaussian Report Noisy Max

Pure-DP Numerical Privacy Loss (A=0.001) Post-Processed Privacy Loss (A=0.001, §=1¢-05)
035
- o0l
¥ 0=02
0301 %= 5 =03
%= o0=04
23] —F 0 =05
o
L
& 0.20
=
>
2 0.154
>
=
& 0104
L M
0.05
> ¥ ¥
0.00 - v - - v - v - - v
o > i o » 3 o i » % 7 » 5 o
Query Dimension (d) Query Dimension (d)

Figure 7: Left: numerical evaluation of the privacy loss for Gaussian Report Noisy Max. Privacy loss increase

is very slowly as the number of queries increases. Right: we calculate privacy loss with a classic (e, d) post-
processing bound.
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B.2 Where pure DP offers tighter accounting for Report Noisy Max

To assess whether there are any utility gains from performing a numerical evaluation of the privacy loss, we
produce a heatmap of the difference reported between the standard post-processing bound under RDP and our
method in Fig.[§] There exists a smooth region where the privacy accounting difference is significant, particularly
in the the high privacy, high query setting. As the queries become less sensitive (A — 0), this region becomes
more pronounced.

Privacy Accounting Difference, (6 =1e-05), €cqante — Epost

Budget Gain, A=0.01 Budget Gain, A=0.001 Budget Gain, A=0.0001
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A 22040 = ] - 0.015
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Figure 8: Comparison of the reported privacy loss difference between the standard Gaussian Report Noisy Max
analysis and an ex-post evaluation for different levels of privacy (o) and number of queries (d). For large d and
small o, we observe the greatest difference in reported privacy loss.

B.3 Offline Selection with Gaussian Report Noisy Max

Each accuracy/privacy loss plot reports the mean value over 1,000 trials, with the shaded region covering the
standard error.

In our experiments, we normalize the dataset to values between zero and one. The shaded region represents the
standard error across several runs. The mean value is represented in as a line. A classic example of this sort of
problem is query selection over a long time horizon. Our experiments center on energy and mobility datasets,
which have been known to leak privacy (Narayanan and Shmatikov} |2008)). In both instances, user behavior,
such as whether power consumption deviates from historical levels, can be joined with other datasets to infer
changes to a person’s socio-economic situation.

Dataset Pre-Processing The datasets we consider are temporal event logs over a fixed period of time with
a regular reporting interval (e.g. hour, day, month). In each instance, we re-scale the reported values to be
between zero and one. These transformations do not affects the task result since we are interesting in reporting
a discrete value. In the offline selection task, we wish to find the time step whose reported value is largest, and in
the online selection task, the goal is to produce a binary vector indicating which step exceeds a fixed threshold.

Utility We measure the accuracy of Gaussian Report Noisy Max by comparing the distance between the true
answer and the noisy (private) answer step. Let ¢ be the true query answer and §; be the answer selected by
Report Noisy Max. Then accuracy Acc, is defined as
(D) — q:(D
Acc,(D)=1-E la (D) — ¢;(D)| ) (39)
Qmax

where ¢max is the maximum value of any query. In our experiments, ¢um.x = 1. In this construction, perfect
utility occurs when Acc, (D) = 1. This is a reasonable measure of utility since we wish to measure how close on

average we are to the max query value.
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NEAR Energy Dataset. The NEAR Energy Dataset (Ratnam et al. [2017)) includes the annual energy
consumption of 300 customers, we formulate the following question: Which day was consumption highest?

NEAR Energy Dataset (N = 300, d = 364)

Accuracy / Privacy Loss Privacy Loss / Noise (o)

094 1751 —%— post-processing (§ =3e-03)
’ 1.50 4 —¥— ours (6 =0)

0.8 1
Zor
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=
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<
<< 454

0.4 —— post-processing (§ =3e-03)

03 ours (6 =0)

T T T T T T T 0.00 T T T
0.3 0.4 0.5 0.6 0.7 0.8 0.9 0.1 0.2 0.3 04 0.5

Privacy Loss (¢) Noise Multiplier (o)
Figure 9: Privacy / utility when performing Gaussian Report Noisy Max on a query over d = 364. 90% Accuracy
is attainable with our method whereas the same would only be possible with over double the privacy budget.

London Energy Dataset Here we follow the same analysis as in the case of the NEAR dataset
[London Authorityl, [2012)), however the dataset comprises of N = 5,564 customers over d = 829 days. The larger
number of queries increases the privacy cost, however this is balanced by a decrease in individual contribution
to each query due to each query having A = 1/N.

LCL Energy (N = 5564, d = 829)
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Figure 10: Privacy / utility when performing Gaussian Report Noisy Max on a query over d = 829 with the
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We remark that there are other offline selection mechanisms that guarantee pure DP without Gaussian noise.
The exponential mechanism, which calibrates an exponential distribution with respect to a utility function, is
commonly used solution to the offline query selection problem (Dwork and Roth| 2014). Despite a relatively
simple implementation, the exponential mechanism requires that a sum over all query values be computed to fix
the probability distribution. Permute-and-flip is a drop-in replacement for the exponential mechanism which has
been shown to provide some utility benefits, but has the same calibration requirement (McKenna and Sheldon),
. In both instances the global sensitivity is no longer dependent on the number of queries since the maximum
contribution for each user is taken with respect to each query individually.

In Fig. [[2] we measure compare our method to pure DP baselines with other noise distributions. The global
sensitivity for these exponential-based mechanisms is A := 1/N, where N is the number of users, compared to
our bound, which depends on d queries. One could make apply the same post-processing argument for Gaussian
Report Noisy Max with noise drawn from the Laplace distribution however, this approach was omitted from our
baselines since it did not appear competitive in our setting. Finally, we remark that our method may be easier
to calibrate since each noisy query can be computed separately.

NEAR Energy Dataset (N = 300, d = 364) LCL Energy (N = 5564, d = 365)
Accuracy / Privacy Loss Accuracy / Privacy Loss
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(a) Comparison for d = 364 on the NEAR (b) Comparison for d = 365 on the LCL Energy
Dataset. Dataset.

Figure 12: Comparison between our method and two classical offline selection mechanisms.

UCI Bikes Dataset The UCI Bike Sharing Dataset captures the utilization of shared bikes in a geographic
area over the course of a year (Fanaee-T and Gamal 2013). We apply the same definition of accuracy and report
on the day with peak consumption. Since we do not know the upper bound on registered customers, we take
the maximum (6,946 users) and assume that this is a public value. We note that our analysis is still worst-case,
in that a user is assumed to be contributing to each daily (normalized) count query. We limit our Report Noisy
Max query to 365 days.

UCI Bikes (N = 6946, d = 365)
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Figure 13: Privacy / utility when performing Gaussian Report Noisy Max on a query over d = 365 with the UCI
Bike Sharing Dataset.
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UCI Bikes (N = 6946, d = 90)
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Figure 14: Privacy / utility when performing Gaussian Report Noisy Max on a query over d = 90 with the
UCI Bike Sharing Dataset. Note that as the number of queries, d, decreases, baseline methods become more

competitive.
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Figure 15: Comparison between our method and two classical offline selection mechanisms.

As shown in Fig. the Exponential Mechanism and Permute-and-flip offer a competitive baseline. Fig.
provides a comparison of our method with Laplace Report Noisy Max. We observe a clear improvement in the

pure DP setting using Gaussian noise and our bounds.
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Figure 16: Comparison between our method and the Laplace Report Noisy Max on the UCI Bike Sharing

Dataset.
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C COMPARISON WITH PRIVACY FILTERS

Our baseline for comparison are recent results by (Rogers et al., [2023), who propose a privacy filter which
introduces an additive bound in both € and d, thereby creating a result similar to advanced composition. Their
construction does not rely on computing some €,y

Theorem 20 ((¢,0)-DP Filters (Whitehouse et all [2023))). Suppose (M;) > 1 is a sequence of mechanisms such

that, for any t > 1, M, is (&, 0;)-differentially private conditioned on My.4—1. Let € > 0, and 6 = §' + 6" be maz
privacy parameters s.t. 0' > 0,6"” > 0. Let the stopping time function N : RS, x RZ, — N be given by,

1 1
N((et)t>1,(0)e>1) =inf S n:e < 210g(5/> Z 63n+§ Z e or 8 < Z Om ¢ - (40)

m<t+1 m<t+1 m<t+1
Then My.n(y(-) : X — O= is (€,0)-DP.
To compare Filtered Self-Reporting Composition, we apply the following privacy filter, (Definition with

Algorithm [5} The bound we compute for Gaussian Above Threshold comes from (Zhu and Wang}, |2020)).

Definition 21 (DP Privacy Filter (Rogers et al. |2016])). Let N(-,-) be a (¢,6)-DP Filter. Then the DP
Composition Privacy Filter F(-) is given by

HALT if N((ft)tzla (5t)t21) >t

. (41)
CONT. otherwise

Fes((€)i>1, (0t)i>1) = {

Algorithm 5 Composition with Privacy Filter
input: Dataset D, Privacy budget €max, Omax, (€t,0¢)-differentially private mechanisms My, for ¢t = 1,...,T,
Privacy Filter F 5.
fort=1,...,T do
O = Mt(D)
lf“ femuwtsjial((q)tZl, ((5),521) = HALT then
Ve =

else
| Vg = 0

end

end
return (vy,...,vr)
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D PURE DP ONLINE SELECTION: ADDITIONAL EXPERIMENTS

UCI Bikes Dataset We use the same UCI dataset as before, however this time configure Above Threshold
to HALT when bike sharing exceeds a certain threshold between zero and one. In Fig. we plot a range of
calibrations, and in Fig. |18 we show the privacy spend over time.
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Figure 17: Scatter plot indicating the accuracy and final privacy spend over a range of noise multipliers for
thresholds with the UCI Bikes dataset. Final privacy loss (e) is reported for Filtered Self-Reporting Composition
(green). Threshold noise, ox, evaluated in the range of [0.09,0.15]. We note a clear separation in privacy
accounting over a range of noise multipliers.
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Figure 18: Privacy spend comparison between Gaussian Above Threshold and Filtered Self-Reporting Compo-
sition and Privacy Filters with Gaussian Above Threshold on the UCI Bikes dataset.
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London Energy Dataset.

We plot Gaussian Above Threshold under the same utility metric on the LCL

London energy dataset, with 5,564 customers. In Fig. we plot a range of calibrations. As the threshold
decreases, we witness more queries released and therefore a greater privacy spend. we show the effect over time

in Fig. 20|
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Figure 19: Scatter plot indicating the accuracy and final privacy spend over a range of noise multipliers for
thresholds with the LCL London dataset. Final privacy loss (¢) is reported for FSRC (green). Threshold noise,
ox, was evaluated in the range of [0.04,0.16]. With this dataset, our accounting method provides benefits when

ox > 0.06.
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Figure 20: Privacy spend comparison between Gaussian Above Threshold and FSRC and Privacy Filters with
Gaussian Above Threshold on the LCL London Energy dataset.
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