Supplementary Material

1. Omitted proofs and Additional results

Notations. Let us suppose that (X]|.||) is a normed vector space. B (x,¢) = {z € X | [[x — 2|| < ¢} is the
closed ball of center  and radius € for the norm ||.||. Note that H := {h :  — sgng(z) | g : X — R continuous},
with sgn the function that outputs 1 if g(x) > 0, —1 if g(z) < 0, and 0 otherwise. Hence for any (z,y) ~ D, and
h € H one has 1{h(z) # y} = 1{g(z)y < 0}. Finally, we denote v; and v.; respectively the probabilities of
class 1 and -1.

Introducing remarks. Let us first note that in the paper, the penalties are defined with an 5 norm. However,
Lemma 1 and 2 hold as long as X is an Hilbert space with dot product <|> and associated norm ||.|| = /< .| . >.
We first demonstrate Lemma 2 with these general notations. Then we present the proof of Lemma 1 that follows
the same schema. Note that, for Lemma 1, we do not even need the norm to be Hilbertian, since the core argument
rely on separation property of the norm, i.e. on the property ||z —y|| =0 < z =y.

Lemma 2. Let h € H and ¢ € BRq,,,, (h). Then the following assertion holds:

b1 () = { m(z) ifx € Py(ea)

T otherwise.
Where T is the orthogonal projection on (Ph)c. ¢-1 is characterized symmetrically.

Proof. Let us first simplify the worst case adversarial risk for h. Recall that h = sgn(g) with g continuous. From
the definition of adversarial risk we have:

sup  R%m(h, @) (1)

5 adv
$€(Fxiey)

=, > CE[U{R(6y(X) # y} = AIX = 6y (X)]| = ool {|[ X — 6y (X)| > 2}] (2
€V x)” y==+1 v

= sup Y vy B [1{g(y(X))y <0} = A X = ¢y (X)]| = 00T {[|X = ¢ (X)[ > e2}] 3
GE(Fx)? =1 M

=D vy sup CE Mg (6y(X)y <0} = AIX = ¢y (X)]| = 00T {[|X — ¢y (X)]| > e2}] (&)

y=x1 PvEFx Ty

Finding ¢1 and ¢, are two independent optimization problems, hence, we focus on characterizing ¢ (i.e. y = 1).

sup B [1{g(¢1(X)) <0} = A|X = 1(X)[| = 0oL {[|X = 1 (X)]| > €2} ] (5)
Pr1EFx XM
. [ essup 1(g(2) < 0) — AIX — 2] ©)
Xepn | zeBy (X e2)
:/ essup 1{g(z) <0} — Az — z|| dpa(z). (7)

z€B T,€
fe i1 (%€2)

Let us now consider (H,), e a partition of X', we can write.

sup B [1{g(¢1(X)) <0} = A[X = 1(X)[| = 0oL {[|X — 1 (X)]| > €2} ] (8)
p1E€Fx +HL
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=3[ e 1{ge) <0} Ao~ 2| d(o) ©)

: By (z,e2)
cJ zeby | (z,e2
JSYH;

In particular, we consider here Hy = P,E, Hy = P, \ Py(e2), and Hy = Py(e€3).

For z € Hy = PP. Taking z = z we get 1 {g(z) <0} — M|z — z|| = 1. Since for any z € X we have
1 {g(z) <0} — Az — z|| < 1, this strategy is optimal. Furthermore, for any other optimal strategy z’, we would
have ||z — 2’|| = 0, hence 2’ = z, and an optimal attack will never move the points of Hy = P,E'.

Forz € Hy = Py \ Py(e2). Wehave B (z,€2) C Py by definition of P}, (e2). Hence, for any z € B ||(z, €2),
one gets g(z) > 0. Then 1 {g(z) < 0} — M|z — z|| < 0. The only optimal z will thus be z = z, giving value 0.

Let us now consider = € Hy = P, (e3) which is the interesting case where an attack is possible. We know
that By | (z, e2) N PE = (), and for any z in this intersection, 1(g(z) < 0) = 1. Hence :

essup  1{g(z) <0} — AljJz — z|]| =max(1 — A essinf |l — z||,0) (10)
ZEB| | (we2) 2€B) | (w,e2)N PP
=max(l =g (o )npe(2),0) 1D

Where T By (2.e2) " P is the projection on the closure of By |(x, e2) N PE. Note that TRy (se2) N PE exists: g is

continuous, SO BIHI (z,e2) N P,E is a closed set, bounded, and thus compact, since we are in finite dimension. The
projection is however not guaranteed to be unique since we have no evidence on the convexity of the set. Finally,
let us remark that, since A € (0,1), and €2 < 1, one has 1 — )‘WBH.H(%Q)OPE (z) > 0 for any = € Ho. Hence, on
P (e2), the optimal attack projects all the points on the decision boundary. For simplicity, and since there is no
ambiguity, we write the projection 7.

Finally. Since Hy U H; U Hy, = X, Lemma 2 holds. Furthermore, the score for this optimal attack is:

sup  REm(h, ¢) (12)
¢€(]:x|e2)2
= Z vy / essup  1{g(z)y <0} — Allxz — 2| dpy(x) (13)
y=E1 jety *€Bri(@e)

Since the value is 0 on Pj, \ Pp(e2) (resp. on Np, \ Ny (e2) ) for ¢y (resp. ¢.1), one gets:

| [ @Al r@dm) + [ 1| v | (1M w (@) dia @)+ [ 1)

_Ph(€2) P}? Np(e2) NE
(14)
= / (1= Nz = 7 (@)l dpa () + pa () | + 1 / (1= Mo = m(@)]|)dpt () + 1 (NF)
[Pn(e2) N (e2)
5)
=R(h)+ 11 / (1= Nz —7(z)|)dp (z) + v / (1= Nz —7(z)])dp1(2) (16)
Py (e2) N (e2)

(16) holds since R(h) = P(h(X) # Y)P(g(X)Y <0) = Vlul(P}E) + V_lp_l(NE'). This provides an interesting
decomposition of the adversarial risk into the risk without attack and the loss on the attack zone.

O
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Lemma 1. Let h € H and ¢ € BRq,, . (h). Then the following assertion holds:
{ ¢1(z) € (P ifx € Py(ea)

p1(z) ==z otherwise.

Where (Ph)c, the complement of Py, in X. ¢_1 is characterized symmetrically.

Proof. Following the same proof schema as before the adversarial risk writes as follows:

sup RS&“\“}“ (h,®) (17)
be(Fxiey)”
= sup Z VyXE [1{R (¢4 (X)) # y} — AL{X # ¢ (X)} — 0oL {||X — ¢y (X)|| > e2}] (18)
PE(Fx)? y=1 M
= swp Yy CE g (0y(X))y < 0} = AL{X # ¢y (X)} — ool {[|X — ¢y (X)[ > &2} (19)
Pe(Fx)? y=11 Ty

= w s B[ (60,(0)y <0} =MLY £6,(0) — el (X —0,(X)] >l @0
y=-=+1 yESx Ky

Finding ¢, and ¢; are two independent optimization problem, hence we focus on characterizing ¢, (i.e. y = 1).

S (B[ (X)) S0} =20 {X # 61(X)} — 00l {|IX — 1 (X)| > @2} @1)

= E l essup  1{g(z) <0} — A1 {X # z} (22)
Xevm | zeBy (X e2)
:/ essup  1{g(z) <0} = Al {z # 2} dui(x). (23)

zeB) | (x,e
4 I (z€2)

Let us now consider (H,), e a partition of X', we can write.

¢31€1]}3 X@m [1{g(¢1(X)) <0} = ANL{X # ¢1(X)} — 0ol {||X — ¢ (X)] > e2}] o
= essu 1{g(z 0}y — M {x # 2z} dui(z ’s
jez;fZZGBS,S@m () =0} =AL{a 22} dyn2) (3)

In particular, we can take Hy = PE, Hy = P, \ Py(e2), and Hy = Py(e€2).

For x € Hy = P,? orx € Hy = P, \ Py(e2). With the same reasoning as before, any optimal attack will
choose ¢1(z) = x.

Let + € Hy = Pp(ez). We know that By |(z,e2) N PL = (), and for any z in this intersection, one has

g(z) < 0and z # x. Hence essup 1{g(z) <0} — A1 {z # 2} = max(1 — A,0). Since A € (0,1) one
ZGBHH (:E,Eg)

has 1 {g(z) <0} = Al {z# 2} =1 — Aforany z € B) (7, e2) N P,E. Then any function that givena z € X
outputs ¢1(z) € B (z,€2) N P,E is optimal on Hs.
Finally. Since Hy U H; U H, = X, Lemma 1 holds.

O

Lemma 3. Let us consider ¢ € (.FX‘EZ))Z. If we take h € BR(p), then for y = 1 (resp. y = -1), and for any
B C Py (resp. B C Ny,) one has

P(Y=y|X eB)>PY =—y|X € B)
withY ~vandforally € Y, X|(Y =y) ~ ¢y#iy.
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Proof. We reason ad absurdum. Let us consider y = 1, the proof for y = —1 is symmetrical. Let us suppose that
there exists C' C Py, such that v.1¢.1# 1.1 (C) > v1¢1# 11 (C). We can then construct h as follows:

| h(z) ifzé¢C
hi(z) = { -1 otherwise.

Since h and h; are identical outside C, the difference between the adversarial risks of h and hy writes as follows:

ROz (h, ¢) — R (ha, ) (26)
-y / 1{h(z) # ) — 1 {h(0) £ 4}) ddytbm) () @
y==+1
=v_;1 {h(l’) =1} ¢ 1#p1(C) — il {hi(x) # 1} o1 #11(C) (28)
=v_1¢_1#41-1(C) —v1d1#u1 (C) 29)

Since by hypothesis v_1¢_1#u.1(C) > v1¢1#p1(C) the difference between the adversarial risks of h and h
is strictly positive. This means that i gives strictly better adversarial risk than the best response k. Since, by
definition h is supposed to be optimal, this leads to a contradiction. Hence Lemma 3 holds. O

Additional Result. Let us assume that there is a probability measure ( that dominates both ¢1# 1 and ¢.1F 1.
Let us consider ¢ € (]: X|€2)2. If we take h € BR(¢), then h is the Bayes Optimal Classifier for the distribution
characterized by (v, 1311, b1 #4111 ).

Proof. For simplicity, we denote f; = % and f_1 = d(¢+§#u-1) the Radon-Nikodym derivatives of
¢1# 11 and ¢_1# .1 w.rt. . The best response h minimizes adversarial risk under attack ¢. This minimal risk
writes:

Qmass
figﬁ’,f_l Radv (ha¢) (30)
= jnf, Z vy B [L{R(6y(2)) # 4} = A2 (8). 31)
Since the the penalty function does not depend on A, it suffices to seek
}%n?f_[ vy [1{h(z) #y} d(¢y#py)(x). Moreover thanks to the transfer theorem, one gets the
€ y==+1 X
following:
int 3" vy [ 1{h@) 2} diéytin)(a) (2)
4SS y—=t1 je
it Y vy/n{h )% U} fyl@) do(z) (3)
y +1
- nf / 3" vt (k@) # v} £, (@) dC() 34
y==%1

Finally, since the integral is bounded we get:

inf / 3 o) £} ) 45t 65)
-/ [hlgf v {h(a) # v} £y (2) | de(z). 66)
y==+1

X



Supplementary Material

Hence, the best response h is such that for every x € X, and y € ), one has h(z) = y if and only if
fy(x) < f—y(x). Thus, h is the optimal Bayes classifier for the distribution (v, ¢1# 141, ¢.1#-1). Furthermore,
fory = 1 (resp. y = -1), and for any B C P}, (resp. B C Np,) one has:

P(Y =y|X € B) >P(Y = —y|X € B)
withY ~vandforally € Y, X|(Y = y) ~ ¢y #1y.
O

Theorem 1 (Non-existence of a pure Nash equilibrium). In our zero-sum game with A € (0,1) and penalty
Q € {Qass, QLnorm }» there is no Pure Nash Equilibrium.

Proof. Let h be a classifier, ¢ € BMRq(h) an optimal attack against h. We will show that h ¢ BR(¢p), i.e. that h
does not satisfy the condition from Lemma 3. This suffices for Theorem 1 to hold since it implies that there is no

(h, ) € H x (Faje,)” such that h € BR(p) and ¢ € BRa(h).

According to Lemmas 1 and 2, whatever penalty we use, there exists 6 > 0 such that ¢y # 1 (Py(5)) = 0 or
¢_17#p1 (Np(6)) = 0. Both cases are symmetrical, so let us assume that Py, () is of null measure for the
transported distribution conditioned by y = 1. Furthermore we have ¢_1#.1 (Pr(0)) = p-1 (Pr(d)) > 0 since
¢—_1 is the identity function on Py (4), and since .1 is of full support on X'. Hence we get the following:

¢—1#pa (Pr(0)) > ¢r#tpa (Pr(9)) - 37

Since the right side of the inequality is null, we also get:

G_1#ua (Pr(6)) v > ¢r1#u1 (Pr(0)) v1. (38)

This inequality is incompatible with the characterization of best response for the Defender of Lemma 3. Hence
h ¢ BR(p).
O

Theorem 2. (Randomization matters) Let us consider hy € H, A € (0,1), @ = Quuss, ¢ € BRq(h1) and
ha € BR(@p). Then for any o € (max(\, 1 — \), 1) and for any ¢’ € BRq(my) one has
R (mil, @) < R (h, §).

adv adv

Where h = (h1,h2), q = (a,1 — &), and m3} is the mixture of h by q.

Figure 1. Tllustration of the notations U, U, and U~ for proof of Theorem 2.
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Proof. To demonstrate Theorem 2, let us denote U = P, (e2) and define the ex-dilation of U as U @ €3 :=

{u +v | (u,v) €U x X and v, < 62} . We can construct hy as follows

—hyi(z) ifxeU
hi(x) otherwise.

hate) = {

This means that ho changes the class of all points in U, and do not change the rest, compared to h,. Then taking
a € (0,1), we can define mj, and ¢’ € BRq(m] ). We aim to find a condition on « so that the score of mj is
lower than the score of h;. Finally, let us recall that

RQmass (m27 ¢/)

adv

=1 / essup al{hi(z) =-1} + (1 — )1 {ha(z) = -1} = A\l {z # 2z} du1(z)

ze€B) (z,e2
e 111 (5€2)

+ 1/_1/ essup ol {hi(z) =10} + (1 — o)1 {ho(z) =1} = AL {x # 2} dp.q1(x).
4 2EB|. )| (2,€2)

The only terms that may vary between the score of hy and the score of mj are the integrals on U, U @ €3 N Py,
and ¢__11 (U) - inverse image of U by ¢.1. These sets represent respectively the points we mix on, the points that
may become attacked — when changing from /4 to mj. — by moving them on U, and the ones that were — for h; —
attacked before by moving them on U. Hence, for simplicity, we only write those terms. Furthermore, we denote

Ut :=U®ea NPy, \U, U™ := ¢ (U) and recall U := Py, (e3).

One can refer to Figure 1 for visual interpretation of this sets. We can now evaluate the worst case adversarial
score for h; restricted to the above sets. Thanks to Lemma 1 that characterizes ¢, we can write

Rgc'i"{i“(hlaqb)w, U+, U-
= (1 — )\) X V11 (U) + u_l,u_l(U)

+ 0 X v (UJr) + v (U+)

+vipn (U7) + (1= A) xvapq (U7).

Similarly, we can write the worst case adversarial score of the mixture on the sets we consider. Note that the
max operator comes from the fact that the adversary has to make a choice between attacking the zone or just take
advantage of the error due to randomization.

Ry (mfy, &)y, v+, v

= max (1 —a,1 =) X vyp1 (U) + max (o, 1 — A) x vqp4(U)
+ max (0,1 —a—A) x vy (UY) +vapq (UT)
+ v (U_) + max (0,0 — A) X v.qpg (U_) .

Computing the difference between these two terms, we get the following

Rig (b1, @) — Rigae (mil, &) (39)

= (1-A—max(1—a,1—\) x v (U) (40)
+ (1 —max(a,1—\) x vy (U) (41)
—max (0,1 —a—A) x vy (UT) (42)
+(1 =X —max (0,0 — \)) x vipuq (U7) (43)

Let us now simplify Equation (39) using additional assumptions.
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e First, we have that Equation (41) is equal to
min (1 — o, A) p1 (U)rg > 0.

Thus, a sufficient condition for the difference between the adversarial scores to be positive is to have the
other terms greater or equal to 0.

e To have Equation (40) > 0 we can always set max (1 — a,1 — A\) = 1 — \. This gives us & > A.
e Also note that to get (42) > 0, we can force max (1 — a — A,0) = 0. This givesus o« > 1 — A.

e Finally, since @« > ), we have that 1 — A — max (0, « — \) = 1 — « thus Equations (43) > 0.

With the above simplifications, we have (39) > 0 for any « > max(A, 1 — A) which concludes the proof. O

Theorem 3. (Randomization matters) Let us consider hy € H, A € (0,1), Q@ = Quorm, ¢ € BRq(h1) and
ho € BR(). Let us take § € (0, €2), then for any o € (max (1 — X6, A(e2 — 6)), 1) and for any ¢’ € BRq(myg)
one has

Ragr (my, ') < Regy (ha, @)

adv adv

Where h = (hq,hs), @ = (o, 1 — «), and m{} is the mixture of h by q.

S,
P P res
- . Sy

Q ~*~~ hy (X) >0

~

Figure 2. Tlustration of the notations U/, U, U™ and § for proof of Theorem 3.

Proof. Letustake U C Py, (€3) such that
glgilrjl |z — ﬂ—Ph\Ph(GQ)(‘r)H =06€(0,e2)
. We construct ho as follows.

| —h(z) fzxeU
ha(w) = { hi(x) otherwise.

This means that hs changes the class of all points in U, and do not change the rest. Let o € (0,1), the
corresponding mixture my, and ¢’ € BRq(my). We will find a condition on « so that the score of mj is lower
than the score of hy. Recall that

Rﬂuorm (m?“ d)/)

adv

_— / essup ol {hy(2) = -1} + (1 — @)1 {ha(2) = -1} — A — ]| djus (2)

z€B T,€
4 i1 (z-€2)

bon [ eswp ol (=) = 1)+ (1)1 {a(e) = 1}~ Mo = 2] dieaa),
z€B) | (z,€e2)
X
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As we discussed in proof of Theorem 2, the only terms that may vary between the score of h; and the score of mj,
are the integrals on U, U @ €2 N P, and ¢31 (U). Hence, for simplicity, we only write those terms. Furthermore,
we denote

Ut =U®e NPy, \U, U™ :=¢;"(U)and P,, := Py, (&2).

One can refer to Figure 2 for a visual interpretation of this ensembles. We can now evaluate the worst case
adversarial score for h; restricted to the above sets. Thanks to Lemma 2 that characterizes ¢, we can write

R (h1, @)

adv
= [ (1= Az = g @) din @) + vapa (0)
U
+ 1 / Odul(x)—i—u_l,u_l (U+\PE2)
UH\P,,
+ 1 / <1—)\H$—7Tpgl (m)H) dpa (z) + vapa (U N P,)
U+ne.,
+ o (U7) + v / (1 ~ Az - WU(x)H)d,u_l(x).

U-
Similarly we can evaluate the worst case adversarial score for the mixture,

Ra (mih, ¢')

adv

_ z/l/max (1- a1 Az = @) dui(2)
U

- / max (0,1~ Az — mp+ @)]) djaa (@)
U

+1 / max (0,1 — a — M|z — 7y (2)|]) dpi(2) + vapq (UT\ P,)
U+\Pe,

+ 1 / max (1 —a— Az —7y@)|,1 - Az — Tpp (x)||) dps(x)
UtNPe,

+ vapg (U+ N PQ) + vy (U_)

+ua / ma (0,1~ Mz~ myg o (@)l @~ Az — 70 (@)1]) dieas ().
g

Note that we need to take into account the special case of the points in the dilation that were already in the attacked
zone before, and that can now be attacked in two ways, either by projecting on U — but that works with probability
a, since the classification on U is now randomized — or by projecting on P}El, which works with probability 1 but
may use more distance and so pay more penalty. We can now compute the difference between both scores.

R (hn, @) — R (i, ¢) (44)

. / 1= A& = mpp (2)]] - max (1 —a, 1= Ale g (x)||> dys (z) 45)
U

+us /1 —max (a1 — M| — 7+ (2)]]) ds () (46)
U

-1 / max (1 — o — M|z — 7y (x)],0) dui (x) (47)

Ut\Pe,
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+1 / lfAHx—ﬂPEl (@)l

U+nP,,
~ max (1 —a— Az = mo(@)ll,1 = e —7pp (x)||> dys (z) 48)
+ v / 1= Az — my(2)]

o
— max (0,1 = Az = myg |y (@), @ = Az = 70 (@)]]) dioa (2): (49)

Let us simplify Equation (44) using using additional hypothesis:
e First, note that Equation (46)> 0. Then a sufficient condition for the difference to be strictly positive is to
ensure that other lines are > 0.

e In particular to have (45) > 0 it is sufficient to have for all z € U
max (1 —a,1 = Az — T pg (m)||) =1-Az— T pe ()]
1 1
This gives us a > A(eg — ) > )\maé( |z — 7 po (@)]-
xre vl

e Similarly, to have (47) > 0, we should set forall z € U+ \ P.,
a>1-= Mz —ny(z)].

Since min ||z — my(x)]| = J, we get the condition o > 1 — Ad.
z€UT\P,

e Finally (49) > 0, since by definition of U, for any z € U~ we have

lz =7y \o (@)l 2 llz = 7o (@)l

Finally, by summing all these simplifications, we have (44) > 0. Hence the result hold for any o > max(1 —
Ad, Ae2 — 9)) O

2. Experimental results

In the experimental section, we consider X = [0, 1]3*32%32 (o0 be the set of images, and J = {1,...,10} or
Y ={1,...,100} according to the dataset at hand.

2.1. Adversarial attacks

Let (z,y) ~ D and h € H. We consider the following attacks:

(i) £o-PGD attack. In this scenario, the Adversary maximizes the loss objective function, under the constraint
that the /., norm of the perturbation remains bounded by some value €,. To do so, it recursively computes:

P =T, ey 2+ B3 (2L (1 (+1) 1)) 50)

where L is some differentiable loss (such as the cross-entropy), 3 is a gradient step size, and Ilg is the projection
operator on .S. One can refer to (Madry et al., 2018) for implementation details.

(ii) /o-C&W attack. In this attack, the Adversary optimizes the following objective:

argmin ||7]|, + A X cost(x + T) (51
TEX

where cost(z+7) < 0if and only if #(z+7) # y. The authors use a change of variable T = % (tanh(w)—z+1) to
ensure that x +7 € X, a binary search to optimize the constant A, and Adam or SGD to compute an approximated
solution. One should refer to (Carlini & Wagner, 2017) for implementation details.



Supplementary Material

2.2. Experimental setup

Datasets. To illustrate our theoretical results we did experiments on the CIFAR10 and CIFAR100 datasets.
See (Krizhevsky et al., 2009) for more details.

Classifiers. All the classifiers we use are WideResNets (see (Zagoruyko & Komodakis, 2016)) with 28 layers, a
widen factor of 10, a dropout factor of 0.3 and LeakyRelu activations with a 0.1 slope.

Natural Training. To train an undefended classifier we use the following hyperparameters.

e Number of Epochs: 200
e Batch size: 128
e Loss function: Cross Entropy Loss

e Optimizer : SGD algorithm with momentum 0.9, weight decay of 2 x 10~ and a learning rate that
decreases during the training as follows:

0.1 if 0 < epoch < 60
Ir — 0.02 if 60 < epoch < 120
0.004 if 120 < epoch < 160
0.0008 if 160 < epoch < 200

Adversarial Training. To adversarially train a classifier we use the same hyperparameters as above, and
generate adversarial examples using the £..-PGD attack with 20 iterations. When considering that the input space
is [0, 255]3%32>%32 on CIFAR10 and CIFAR100, a perturbation is considered to be imperceptible for e, = 8.
Here, we consider X = [0, 1]3%32%32 which is the normalization of the pixel space [0.255]3*32%32_ Hence, we
choose €2 = 0.031 (= 8/255) for each attack. Moreover, the step size we use for £,,-PGD is 0.008 (= 2/255),
we use a random initialization for the gradient descent and we repeat the procedure three times to take the best
perturbation over all the iterations i.e the one that maximises the loss. For the /,.-PGD attack against the mixture
m;}, we use the same parameters as above, but compute the gradient over the loss of the expected logits (as
explained in the main paper).

Evaluation Under Attack. At evaluation time, we use 100 iterations instead of 20 for Adaptive-/..-PGD,
and the same remaining hyperparameters as before. For the Adaptive-/5-C&W attack, we use 100 iterations, a
learning rate equal to 0.01, 9 binary search steps, and an initial constant of 0.001. We give results for several
different values of the rejection threshold: e; € {0.4,0.6,0.8}.

Computing Adaptive-/5-C&W on a mixture To attack a randomized model, it is advised in the literature
(Tramer et al., 2020) to compute the expected logits returned by this model. However this advice holds for
randomized models that return logits in the same range for a same example (e.g. classifier with noise injection).
Our randomized model is a mixture and returns logits that depend on selected classifier. Hence, for a same
example, the logits can be very different. This phenomenon made us notice that for some example in the dataset,
computing the expected loss over the classifier (instead of the expected logits) performs better to find a good
perturbation (it can be seen as computing the expectation of the logits normalized thanks to the loss). To ensure a
fair evaluation of our model, in addition of using EOT with the expected logits, we compute in parallel EOT with
the expected loss and take the perturbation that maximizes the expected error of the mixture. See the submitted
code for more details.

Library used. We used the Pytorch and Advertorch libraries for all implementations.

Machine used. 6 Tesla V100-SXM2-32GB GPUs
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2.3. Experimental details

Sanity checks for Adaptive attacks In (Tramer et al., 2020), the authors give a lot of sanity checks and good
practices to design an Adaptive attacks. We follow them and here are the information for Adaptive-/.,-PGD :

e We compute the gradient of the loss by doing the expected logits over the mixture.

The attack is repeated 3 times with random start and we take the best perturbation over all the iterations.

When adding a constant to the logits, it doesn’t change anything to the attack

When doing 200 iterations instead of 100 iterations, it doesn’t change the performance of the attack

When increasing the budget €., the accuracy goes to 0, which ensures that there is no gradient masking.
Here are some values to back this statement:

Epsilon | 0.015 | 0.031 | 0.125 | 0.250
Accuracy | 0.638 | 0.546 | 0.027 | 0.000

Table 1. Evolution of the accuracy under Adaptive-/..-PGD attack depending on the budget €

e The loss doesn’t fluctuate at the end of the optimization process.

Selecting the first element of the mixture. Our algorithm creates classifiers in a boosting fashion, starting with
an adversarially trained classifier. There are several ways of selecting this first element of the mixture: use the
classifier with the best accuracy under attack (option 1, called bestAUA), or rather the one with the best natural
accuracy (option 2). Table 2 compares both options.

Beside the fact that any of the two mixtures outperforms the first classifier, we see that the fisrt option always
outperforms the second. In fact, when taking option 1 (bestAUA = True) the accuracy under ¢..-PGD attack of
the mixture is 3% better than with option 2 (bestAUA = False). One can also note that both mixtures have the
same natural accuracy (0.80), which makes the choice of option 1 natural.

Training method NA of the 1°¢ cIf ~ AUA of the 15¢ cIf ~NA of the mixture ~AUA of the mixture

BAT (bestAUA=True) 0.77 0.46 0.80 0.55
BAT (bestAUA=False) 0.83 0.42 0.80 0.52

Table 2. Comparison of the mixture that has as first classifier the best one in term of natural accuracy and the mixture that has
as first classifier the best one in term of Accuracy under attack. The accuracy under attack is computed with the {o.-PGD
attack. NA means matural accuracy, and AUA means accuracy under attack.

2.4. Extension to more than two classifiers

As we mention in the main part of the paper, a mixture of more than two classifiers can be constructed by adding
at each step ¢ a new classifier trained naturally on the dataset D that contains adversarial examples against the
mixture at step ¢ — 1. Since D has to be constructed from a mixture, one would have to use an adaptive attack as
Adaptive-/,.-PGD. Here is the algorithm for the extented version :
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Algorithm 1 Boosted Adversarial Training
Input : n the number of classifiers, D the training data set and « the weight update parameter.

Create and adversarially train h; on D
h=(h1):q=(1)

fori=2,...,ndo

Generate the adversarial data set D against m;.
Create and naturally train h; on D

@ — (1—a)g, Vkel[i—1]

q; < «
q (..., q)
h + (hl,...,hi)
end
return my!

Here to find the parameter «, the grid search is more costly. In fact in the two-classifier version we only need to
train the first and second classifier without taking care of o, and then test all the values of « using the same two
classifier we trained. For the extended version, the third classifier (and all the other ones added after) depends on
the first classifier, the second one and their weights 1 — « and «. Hence the third classifier for a certain value of «
can’t be use for another one and, to conduct the grid search, one have to retrain all the classifiers from the third
one. Naturally the parameters o depends on the number of classifiers n in the mixtures.



