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Implicit Euler Skip Connections: Enhancing
Adversarial Robustness via Numerical Stability
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1 Preliminaries and Notations

We use (X, yo) to denote a pair of input and label for training or testing. JF(x) represents the output
of the network. For a function f : RY — R?, we use V f(x) to denote its Jacobian at input x. We
let B(™) (x, ) denote n-dimensional ball centered at x with radius 7. We call a N-stage network if
the output xy and input X of the network corresponds to the following equation:

x; = $i(Xi—1), fori=1,..., N,

meanwhile we call s;(+) is the i-th stages of the network.

2 Stability of the ODE-based neural networks

As we will illustrate in the following, we find that the numerical stability on the initial value problem
is similar to the network’s robustness against adversarial attacks which add perturbations to the input,
especially when training the network with least squared regression loss. First of all, we define the
numerical stability for an /V-stage neural network from the dynamic system perspective as follows:

Definition 1. A network with N stages (s; represents its i-th stage) is called C-stable for its initial
value problem at input xo € R", if for a small 6 and all the perturbed inputs for each stage X, _, €

B (xi—1,0), the following equations are satisfied for all the stages:
||SZ'(X;71) — Si(Xi,1)||2 S 0(57 1= ]., ,N
where C < 1 is a constant.

From the above definition, one can see that if the network is C'-stable at certain input xq, then the
impacts of the small adversarial perturbation will not enlarge, or even shrink, during the forward
propagation. Furthermore, we can bound the increment of loss for any attacks n € B()(0, §) for
sample xg if the network is C-stable at xg using the least squared regression loss.

Proposition 1. If a network with N stages is C-stable at x, then the increment of the least squared
regression loss under the adversarial attack n € B™(0,0) on input xq is:

L(F(8;%0 +m),y0) — L(F(8;%0),y0) < CN6,

where F(-) denotes the neural network and y is the label for clean data x.

Proof. Since the ResNet (F) is C-stable, then the following statement is satisfied:
|F(x) = Fx)lla < CNs,

Since
L(F(0;x),y) = ||F(0;x) —yl2
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then

max L(F(0;x +n),y) — L(F(0;%,y)) = max || F(0;x +n) — yl|l2 — | F(0;x) -yl
neD neD

= glgg{llf(é’;x +n) = yl2 = [IF(0;x) — yll2}
< max || F(0;x+n) — F(0;%x)||2
neD
<CcNg
O

Therefore, if the network is C'-stable at sample X, then it can perform more stable or even finally
defend the adversarial attacks on such sample. Since all the testing data and training data belong to a
same distribution, then the more possible the network is to be C-stable under such data distribution,
the more robust the network is under adversarial attacks. On this account, we call the network can
defend the adversarial attacks on x if network is C'-stable with C' < 1 in the following analysis.

Furthermore, we analyze the sufficient conditions that ResNet and our model can defend the adver-
sarial attacks.

Proposition 2. For a N-block Residual Neural Network with f; representing its i-th residual Block
and a small § > 0, if the following statements satisfied.:

HI + vfi(xifl)THQ <1 for: = ]., ...7]\77

where x;_1 denotes the input of the i-th block corresponding to the clean input xq for the network,
then the network with N blocks can defend the attack with perturbation € B(™ (0,9) on certain
sample X.

Proof. The original output for the first residual stage can be formulated as:
x1 = f1(%o) + Xo, (1)
then, with the perturbed input Xo = 1 + Xg, the perturbed output X; can be formulated as:
X1 = f1(Xo) + X0 +n, (2)

Then since the perturbation is small, we do Taylor expansion for f; (-) at xo for Eqn. 2. Then subtract
Eqn. 1:
A =% —x1 = I+ Vfi(xo) )n,
Then since
1T+ Vfi(xi-1) ]2 < Lfori=1,...,N,

we can obtain that:

[Al2 = %1 = x|z = [(T+ V f1(x0) ")mll2
< T+ Vi(xo) "ll2lnll2
= Cilinll2 < [nll2
with C; = [T+ Vf1(x0) " |l2 < 1. Then we figure out that the perturbations for output is smaller
than the input perturbations which means A; € B(")(0, ), then redo the above procedure on next
residual stage, we can find that the perturbation also shrinks with Co = ||[I+V f2(x1) T ||z < 1. Then

for a ResNet with IV blocks, the output perturbation A y corresponding to every initial perturbation
1) obeys:

N
lAaxlz < ] Cillnllz < (m?XCi)N5 < Vs,

i=1

where C' = max; C; < 1. So ResNet can defend the attack on xg. O
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3 Roubst Analysis for our IR ResNet

Proposition 3. For an N-block exact IE-ResNet with f; representing its i-th residual block and a
small § > 0, if the following statement is satisfied.:

Tmin(I =V fi(xi) ") > 1fori=1,.., N, 3)

where 0., denotes the smallest singular value and x; denotes the output of the i-th block corre-
sponding to the clean input xq for the network, then the network with N blocks can defend attacks
with perturbation 1 € B(™ (0, 6) on sample x.

Proof. The original output for the first residual stage can be formulated as:

x1 = fi1(x1) + Xo, “)
then, with the perturbed input Xo = 1 + Xg, the perturbed output X; can be formulated as:
X1 = fi(x1) + %0 +m, &)

Then since the perturbation is small, we do Taylor expansion for f; (-) at x; for Eqn. 5. Then subtract
Eqn. 4:

Then since
Umin(I — Vf1(X1)T) Z lforz' = 1, ...,N,

and use A to denote X; — x1, we can obtain that:
I-Vhix) A =n
Tmin(I= V fi(x1) ) A1]2 < [l

1
[Allz <

= Cilnll2 < lInl2

with C7 = m < 1. Then we figure out that the perturbations for output is smaller

than the input perturbations which means A; € B()(0, §), then redo the above procedure on next
residual stage, we can find that the perturbation also shrinks with Cy = W < 1. hen

for a ResNet with IV blocks, the output perturbation A  corresponding to every initial perturbation
7 obeys:

N
lAanlz < ] Cillml2 < (max ;)6 < CVo,
i=1
where C = max; C; < 1. So, IE-ResNet can defend the attack on xg. O

From the propositions above, one can see that our IE-ResNet is much easier to satisfy the Jacobian’s
condition for the stability. Furthermore, we have proved that our IE-ResNet has higher probability
to defend the attack under our definitions above than its corresponding ResNet. For an /N-block
ResNet with g; representing its i-th residual block and a IN-block exact IE-ResNet with f; denoting
its ¢-th residual block. Furthermore, we use x; to denote the input of i-th block for ResNet while we
use y; to represent the output of ¢-th block for IE-ResNet.

Theorem 1. Suppose that for a input x, which is sampled from a data distribution, its corresponding
Vgi(x;) and V f;(y;:) obey the same distribution since they enjoy the same strategies and Jacobians
{Vgi(x:),Vfi(y:)} are independent. Then, we can obtain the following relations:

PlNi=1, N{IT+ Vgi(x:) "[|l2 < 1}] <
P[Ni=1,. N {Omin(X = Vfi(y:) ") > 1}].
From the above theorem, one can see that the possibility for our IE-ResNet to maintain stable on

a sample is higher than the vanilla ResNet. On this account, the robustness of our IE-ResNet is
superior to the vanilla ResNet.
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Proof. First of all, we define the following sets:
Qi ={Vgi(xi)|[Vgi(x:) " +1][2 < 1},
Qo ={VLiy)IIVfily)" +1I|l2 <1},

Qsi ={Vfi(yi)lomin(I— Vfi(y:) ") > 1}.

Since V f;(x;) and Vg;(y;) corresponding to a same input x, obeys the same distribution, we can

obtain the following equation:

PlMi—1, .~ {1+ Vfi(x:) T [l2 < 1}] = PlNiz1, .~ {|Vagi(y:) T + 1)1z < 13,

Secondly, we prove that Qo; C 23;. Before that, we first prove that (I — V fi—r) is invertible if

Vfi € Qq;. f T — V f; is not invertible, which means:
Ja#0, st. I-VfHa=0

Then,

I+ Vo =2a

X+ VDl =2a < [T+ VD |2]lal2

so that:

1T+ VED]2 > 2.

which is contradicts to the above facts that V f; € Q9,. So (I — V flT |x) is invertible if V f; € Qo;.

Next, we can get that if V f; € (25;, we can obtain that:

2D A+ VEHA-VH T

2

1

I+VHa-vseh

S T

1 .
JI-@-vi)~

(- 7)™ = ST+ @O T+ V)= Vi)

I+ @) T+ VA= V) s

So that
IT= V2 =
1
<
-2
1 T Ty—1 1
(1= ST+ VA A= V) e < 5
Since [T+ V£, |2 < 1, we can acquire that:
1
I-VE) o< — <1,
0= 97) s < 57T, <
Since !
IT= V£l =

Then the following equation is hold:

Umin(I - sz—r) '

Omin(I = V1) > 1.

Therefore, we proved that if V f; € (o;, then it also belongs to §23;. Furthermore, one can see that

—3I only belongs to €23;. So we can conduct that:
Qo; C Q34

So we can conduct,
PlMiz1,..N{IIT+ Vfi(x:) T]l2 < 1}]
PlNi=1,. ~{IIT+ Vgi(x:) " ||l2 < 1}]

<
<

P[mizl,..N{Umin (I
PlNi=1,. N{omin(I

5+ I VDLl @ 957) s

—Vfily)") > 1}]
~Viiy)") > 1}
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Figure 1: The structure sketch for the swResNet. The wights for resblockl and resblock2 are the
same. Meanwhile, the weights for resblock3 and resblock4 are the same.

4 swResNet Skectch

In Section 5.2, we design a share weight ResNet (swResNet) to compare with our model. The
sketch of the swResNet can be depict as follow: As one can see from the above figure, we share
weights for two adjacent residual block with the same dimension. We let the blocks unchanged as
the original ResNet if there are dimension changes in such blocks. Therefore, the parameter size for
swResNet-58 is the same as ResNet-34 and IE-ResNet-34.

5 Hyper-Parameters for TRADES training

We set perturbation § = 0.031, perturbation step size & = 0.007, number of iterations K = 10 and
1/A = 6 for the TRADES adversarial training, which is consistent to the settings in Zhang et al.
[2019].
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