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Abstract

Adversarial robustness has become a fundamental
requirement in modern machine learning appli-
cations. Yet, there has been surprisingly little
statistical understanding so far. In this paper, we
provide the first result of the optimal minimax
guarantees for the excess risk for adversarially ro-
bust classification, under Gaussian mixture model
proposed by (Schmidt et al., 2018). The results
are stated in terms of the Adversarial Signal-to-
Noise Ratio (AdvSNR), which generalizes a simi-
lar notion for standard linear classification to the
adversarial setting. For the Gaussian mixtures
with AdvSNR value of r, we establish an excess
risk lower bound of order © (e~ (8 to(1)r” 4) and
design a computationally efficient estimator that
achieves this optimal rate. Our results built upon
minimal set of assumptions while cover a wide
spectrum of adversarial perturbations including
£, balls for any p > 1.

1. Introduction

Recent years, machine learning algorithms have revolution-
ized our life due to their tremendous success in a variety of
different domains such as image classification, natural lan-
guage processing and strategy games (e.g. Krizhevsky et al.
(2012); Bahdanau et al. (2014); Silver et al. (2016)). These
algorithms often achieve extremely accurate performances
yet are susceptible to small perturbations of the inputs. In
particular, Szegedy et al. (2013) (among others e.g. Good-
fellow et al. (2014); Papernot et al. (2016)) noticed that
small perturbations (nearly imperceptible) to images could
cause neural network classifiers to make wrong predictions
with high confidence. While a growing amount of effort has
been made in order to empirically improve the robustness
of these learning algorithms against adversarial attacks, the
problems of assessing statistical optimality, understanding
generalization and statistical significance are important but
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far less understood. In this paper, we take a step towards
this end.

In this work, we consider the adversarially robust classifica-
tion problem under the Gaussian mixture model proposed
by Schmidt et al. (2018). While the classification for mix-
ture of Gaussian distributions — which is also referred to
as discriminant analysis — has now been standard in statis-
tics and computer science literature (see, e.g. McLachlan &
Peel (2004)), it is only until recently that researchers start
to consider what can go wrong in the adversarial scenarios
for this simple problem. It turns out (and as is shown in the
sequel) that this simple yet instructive model demonstrates
clear tradeoffs between adversarially robustness and the sta-
tistical complexities, and at the same time, capturing some
of the features one would encounter in real applications.

Under minimal assumptions of the adversarial perturbations,
we provide optimal minimax lower bounds, and show that a
natural computationally efficient estimator achieves these
minimax lower bounds in terms of the adversarial signal
to noise ratio. Putting these together gives a sharp charac-
terization of the intrinsic hardness of this problem in terms
of how far one can push towards a robust estimator with-
out any essential loss of statistical accuracy. These optimal
lower and upper bounds are useful since that they provide
a comprehensive view of the adversarially robust sample
complexity of the conditional Gaussian model, which could
then be contrasted with that of the rates of the classical
conditional Gaussian model.

Despite of an extensive line of work considering this prob-
lem, Schmidt et al. (2018) and Bhagoji et al. (2019) lie
most closely to this paper. In order to obtain tight statis-
tical characterizations of the risk, they made a number of
simplifications, which thus do not directly provide answers
to the minimax sample complexity of the original problem.
As one main contrast, they consider the Bayesian setting
where the means of the conditional Gaussians have as prior
an independent standard Gaussian distribution. For other
simplifications, Schmidt et al. (2018) considered the spheri-
cal models so that the covariance is identity and also made
additional simplifications such as large separation between
two Gaussians and an upper bound on the noise level. These
additional assumptions made it hard to compare with that
of the adversary-free scenario. More detailed comparisons
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and discussions are provided after our main results.

1.1. Our contributions

The main contributions of this paper are summarized be-
low, all of which are built upon a careful analysis of the
classification error for linear classifiers.

e We develop the first minimax lower bounds for the
classification excess risk in the conditional Gaussian
model, stated in Theorem 4.1. In terms of the Ad-
versarial Signal-to-Noise Ratio (AdvSNR), this ex-
cess risk scales as Qp(exp(—(% + o(1))r?)£) for
AdvSNR = r, dimension d and sample size n.

e We construct a computationally efficient estimator
based on the solution of a constrained quadratic
optimization problem that has excess risk of order
Op(exp(—(§ + o(1))r?)4). This result is given in
Theorem 3.1. Hence, the upper bound is nearly tight
(up to lower order terms in ) with the minimax lower
bound in our regime of interest in terms of AAdvSNR r,
dimension d and sample size n .

e The recipe provided herein, works for a wide range
of adversarial perturbations, generalizing the result by
Schmidt et al. (2018) who focus only on the £,-type
perturbations.

e Finally, our results are built upon minimum set of as-
sumptions, without assuming strong separations be-
tween two classes, allowing for unknown and arbitrary
covariance structure and the rates are naturally adaptive
to the true signal.

Our findings unveil new insights into the adversarially robust
sample complexity of the conditional Gaussian model which
goes beyond of what the current theory has to offer.

1.2. Other related works

The conditional Gaussian models or mixture of Gaussians
has been studied a lot in statistics and computer science
literature. An incomplete and more recent list includes Kim
et al. (2000); Azizyan et al. (2013); Li et al. (2015; 2017);
Cai & Zhang (2019). In the context of adversarial robust-
ness, since the seminal work of (Schmidt et al., 2018), there
are several other papers that studied the sample complexity
issue in conditional Gaussian models. Bhagoji et al. (2019)
also provided a slightly improved bound in the same set-
ting. Carmon et al. (2019), Stanforth et al. (2019), Zhai
et al. (2019) showed that with the help of unlabeled data, it
is possible to achieve high robust accuracy with the same
number of labeled data required for standard learning.

Another line of research study the sample complexity of
adversarially robust learning under the PAC framework,
using extensions of Rademacher complexity or VC dimen-
sion, including Attias et al. (2018), Khim & Loh (2018),

Yin et al. (2018), Cullina et al. (2018), Montasser et al.
(2019), Awasthi et al. (2020). The tradeoff in standard and
robust accuracy has been theoretically and empirically stud-
ied in Zhang et al. (2019), Suggala et al. (2018), Tsipras
et al. (2018), Raghunathan et al. (2020) and Javanmard et al.
(2020).

Several previous works analyzed the robustness of specific
family of classifiers. The early work of Xu et al. (2009a;b)
estabilished the connections between robust optimization for
linear models and certain types of regularization in classifi-
cation and regression settings. Subsequently, Xu & Mannor
(2012) also showed that under certain notion of robustness,
robust algorithms can generalize well. Wang et al. (2017)
studied the robustness of nearest neighbor classifiers.

From the aspect of computational complexity, some recent
works showed that learning a robust model or even verifying
robustness of a given model can be computationally hard,
including (Bubeck et al., 2018a;b) and (Awasthi et al., 2019;
Weng et al., 2018).

1.3. Notations
For the reader’s convenience, we list here our notational
conventions.

For positive semi-definite matrix A, we use ||z||4 =
vaT Az. Let ®(-) the CDF of standard Gaussian distri-
bution A(0,1) and ®(x) := 1 — ®(x). The notation
f(n,d) = O (g(n,d)) means that there exits a universal
constant ¢ > 0 that does not depend on the problem pa-
rameters such as n, d etc, such that | f(n,d)| < c|g(n,d)|.
Similarly, we define f(n,d) = Q (g(n, d)) when there ex-
ist constants ¢1, c2 > 0 such that ¢1|g(n, d)| < |f(n,d)] <
¢c2|g(n, d)|. Notation Op, {2p are used if the corresponding
relations happen with probability converges to 1 as n — oo
(see e.g. Chapter 2 of (Van der Vaart, 2000)). We define
the ¢, norm ||z||, = (Z?Zl x7)1/? and the corresponding
ly-ball as {x € RY|||z||, < 1}.

2. Preliminaries

This section is devoted to setting up the adversarial robust
classification problem that is considered in this paper. Along
the way, we introduce necessary background and state sev-
eral preliminary results for future comparisons.

Conditional Gaussian Model We consider the binary
classification problem with data pair (z,y) generated from

the mixture of two Gaussian distributions P, s,
1 1

—1)= = - )= =

ply=1)=5 »ly )= 5

p(zly) = N(z;yp, X).

Here p € R?, ¥ € R¥™? 3 = 0 denote the mean and
covariance of the Gaussian distribution. Given n training
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samples (z,%;) ~i.i.a. Pux for1 <i < n, the goal is to
learn a classifier f(x) for predicting the class of a future
data point that is drawn from the same distribution P, 5.

Adversarially Robust Classification In the standard set-
ting of classification, the optimal classifier is defined as the
one that which minimizes the population classification error

R;Sf,%(f) = E(z,y)wP‘L,z []I(f(.fl)) 7é y)] .

which we refer to the standard error throughout. In this
paper, we consider the classification problem under condi-
tional Gaussian generative model in presence of an adver-
sary — which is to say — at the testing stage, an adversary
is allowed to add any perturbation 0 to the input x, that has
bounded magnitude ||d||p < €. The norm defined here is the
standard Minkowski functional that associated with a con-
vex set (Thompson & Thompson, 1996). Formally, given a
closed and origin-symmetric convex set B, the Minkowski
functional is defined as

|zl g :=inf{\ € Ry¢ : & € AB}.

For instance, when B is the ¢, unit ball, then ||x|| 5 boils
down to the classical £, norm of z. In practice, the most
widely considered norm for the adversary are ¢, and ¢
norms.

In the adversarially robust setting, a mapping f : R? —
{—1,+41} classifies a sample (x,y) correctly, if and only
if the prediction agrees with the true label for all possible
perturbations of the adversary. To put it in mathematical
form,

lpe(fizy):=1(30:|6]p <e, fla+d)#y).

Our goal is to obtain a classifier with minimal expected
robust classification error, i.e. finding mapping f that mini-
mizes

REE() = Eoyympys B (F52,9)]

=E(y~p, =T (E0ls <e f(z+0) #y)].
(1)

The optimal risk is then defined as the classification error
regarding the optimal classifier, namely

RIS = RUS(f.), )

and accordingly, we define the excess risk of any classifier

fas
RYS(f) — RPgx, 3)

which by definition is always non-negative.

Robust Bayes Optimal Classifier To motivate the robust
optimal classifiers, we start our discussion with the optimal
risk and optimal classifier in the conditional Gaussian Model.
We note that when ¢ = 0, i.e. there is no adversary, the
classification problem reduces to the well-known Fisher’s
Linear Discriminant Analysis problem, where the Bayes
optimal classifier is a simple linear classifier

JBayes (z) = Sign(,uTx) )

known as Fisher’s linear discriminant rule (see, e.g. Johnson
et al. (2002)). The Bayes optimal classifier minimizes the
misclassification rate. However, the classifier that minimizes
the robust classification error is not known until recently,
where (Bhagoji et al., 2019) provided a tight lower bound on
the minimal robust classification error via optimal transport
techniques. It is also proved that the optimal risk can be
written as the optimal value of a convex program, and the
oracle optimal classifier is a linear classifier that has a closed
form given the solution of the convex program.

We find it is useful to first simplify and restate this result in
order to set the stage for our main result.

Theorem 2.1 (Restated and simplified from Bhagoji et al.
(2019)). Let zx;(u) be the solution of the following convex
program:

o) = argmin 1 — 23 @)
Izl s <e
where ||x||4 = VaT Ax. 'Then, the optimal robust clas-
sifier for P, s is a linear classifier f.(z) = sign(wd x),
where
wo =27 (1 — 2(n), )

and the optimal robust classification error is
B - _
R 5 = ®([lwolls) = ([ln — zs(p)I2-1)-

We remark that the above mentioned classifier is indeed an
oracle classifier since it is constructed using the unknown
parameters p and 3.

Adversarial Signal-To-Noise Ratio (AdvSNR). In the
context of standard classification in the conditional Gaussian
model, the notion of Signal-To-Noise Ratio was introduced
to measure the effective separation which is defined as the
Mahalanobis distance between the means of two conditional
distributions.

Definition 2.1 (Standard Signal-To-Noise Ratio). The Stan-
dard Signal-To-Noise Ratio (StdSNR) of conditional Gaus-
sian model P, x. is defined as

StdSNR(u, ) := 2| pt]| -1

"Note that this notation is different with (Bhagoji et al., 2019),
where in their notation ||z]|a = VaT A~ 1z.
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Here, the constant 2 is introduced to be consistent with the
literature in Fisher’s LDA, e.g. (Cai & Zhang, 2019), where
SNR is defined as the Mahalanobis distance between means
of two mixture components. We make the note that the
StdSNR measures the difficulty of standard classification
in the conditional Gaussian model, since the minimal mis-
classification error equals to ®(2StdSNR(y, X)) (Cai &
Zhang, 2019). In fact, the misclassification error decreases
exponentially as the StdSNR increases.

When it comes to the adversarial setting, StdSNR, however,
is no longer a proper metric for the classification difficulty.
Specifically, conditional Gaussian models with the same
StdSNR can have very different levels of hardness in the
adversarially robust classification problem. In order to illus-
trate this, we demonstrate a simple example.

Example 2.1. Consider an adversary which is allowed to
perturb the input with budget ¢ = % in terms the {
norm. Set the covariance X to be the identity matrix 1.
We examine two conditional Gaussian models, P, s and
P,., = with different means (1, and i3, where

6
:ulzi'(1>1717"'71)T7

= (6,0,0,---,0)T.
\/g M2 ( )

It is easily seen that ||p1]|s-1 = ||p2||g-1+ = 6, therefore
P,, = and P,, 5 have the same StdSNR. However, by The-
orem 2.1, these two distributions actually exhibit completely
different minimal robust classification error, indeed,

B,e T 6
== <L =d(6— —).
2’ RH272 (6 \/&)

When the dimension d is sufficiently large, the optimal risk
Rf;z approaches ®(6) ~ 108, which means there exists
a very good robust classifier for P,, »s. In contrast, the
optimal risk Rf}’fz = %, i.e. no classifier can achieve a
robust accuracy better than a uninformative predictor that
classifies everything as the same class. From this simple
example, it is safe to conclude that StdSNR is not an ideal
measurement for the difficulty in the adversarially robust

classification problem.

To address the above issue, one need a proper definition
of the signal-to-noise-ratio that is suitable for the adversar-
ial robust setting. Therefore we introduce the Adversarial
Signal-To-Noise Ratio (AdvSNR) for any (B, ) adversary.

Definition 2.2 (Adversarial Signal-To-Noise Ratio). Define
the (B, €) Adversarial Signal-To-Noise Ratio (AdvSNR) of
conditional Gaussian model P, s as

AdvSNRp (11, ¥) = 2|l — zs(p) -1 = 2[|wo|x,

where wy is defined in (5).

As a consequence of Theorem 2.1, the minimal robust clas-
sification error satisfies

_ /1
Rfj;g* = <2AdeNR(u, 2)) ) (6)

Consequently, the AdvSNR fully characterizes the diffi-
culty for the adversarially robust setting as the StdSNR in
the standard setting. We also note that when ¢ = 0, i.e.
there is no adversary, the AdvSNR reduces to the traditional
definition of the StdSNR. Thus, AdvSNR is a reasonable
generalization for StdSNR.

Naturally, for every r > 0, one can consider a class of distri-
butions where each of them has the same (B, £)-AdvSNR
equal to r. Within each class, they should enjoy the same
hardness of the classification problem. Formally, let us
define the class Dp (7).

Definition 2.3. The family of conditional Gaussian models
with (B, £)-AdvSNR value of r, is defined as:

Dp.o(r) = {(11,2)|AdvSNRp . (11, D) = 1}

In the sequel, we develop our minimax lower bounds over
these classes of distributions. To assist our analysis, we also
define the family of conditional Gaussian models with a
standard SNR value of r similarly.

Definition 2.4. The family of conditional Gaussian models
with a standard SNR value of 1, is defined as:

Dstd(r) = {(:u’v Z)‘StdSNR(Nv Z) = ’I“}.

In the derivations of our upper bounds and minimax lower
bounds, we make the assumption that the AdvSNR r is
strictly bounded away from zero by a universal constant
2 otherwise as a result of Theorem 2.1, no classifier can
achieve accuracy much better than %, the robust risk of a
constant classifier f(z) = 1.

3. A Coputationally Efficient Estimator and
Risk Upper Bound

Thus far, we introduce the notion of AdvSNR which is

known to characterize the minimal robust classification er-

ror as in expression (6). However, whether there exists a

computation-efficient classifier that behaves similarly to the

oracle best classifier is still unclear.

This section, we aim to answer this question in the affir-
mative by constructing such a classifier. For the classifier
that we shall define in the sequel, we give an exact charac-
terization of its excess robust classification error compared
with the oracle best classifier. Motivated by the fact that the

%for instance, r > 107°
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optimal robust classifier has the form of (5), we design a
’plug-in” estimator for wy. The estimator is described in the
following algorithm.

Algorithm 1 A plug-in estimator of wy

Input: Data pairs {(z,y;) ;.
Output: ©. R
Step 1: Define i and ¥ as

I o I
= — L Y= irfAAT.
i n;yz ngxwz i
Step 2: Solve for Z in the following

5 1= 2g(71) = argmin [ — 2||%_,.
Izll5<e

Step 3: Define @ := £~ 1(1i — 2).

The main theorem of this section is to characterize the excess
risk bound of the classifier induced by @.

Theorem 3.1. For the (|| - ||, €) adversary, suppose the
adversarial signal-to-noise ratio AdvSNR g (11, X) = r,
then the excess risk of fg is upper bounded by

d
Rig(f@) - Rfj;* < Op (e*é?”2 . E)'

We take a moment to make several remarks. First recall
that the AdvSNR is defined as a measurement for the hard-
ness of the classification problem. Indeed, as the above
result shows, the excess risk vanishes exponentially with the
AdvSNR. Moreover, our estimator is adaptive in the sense
that it does not require knowing any information about the
value of r, but the theoretical guarantee improves automat-
ically with larger AdvSNRs. We also note that the depen-
dency with sample size n is O (%L) which is the same as the
rate of Fisher’s LDA, but faster than the typical O (ﬁ)
rate.

Comparisons to (Schmidt et al., 2018) We note that our
result generalizes the one showed in (Schmidt et al., 2018)
in many different aspects:

1. In terms of the perturbations, Schmidt et al. (2018) con-
sidered perturbations in ¢, balls, while ours allow for
any convex, closed and origin-symmentric perturbaion
set B, including all ¢,, balls for p > 1.

2. Our upper and lower bounds hold for both spherical
and non-spherical Gaussians, without the knowledge
of the population covariance structure.

1071

10*2 4

1073_
—&— Algorithm 1,r = 0.5
-@- Schmidtetal., r=20.5
—8— Algorithm 1,r =1
-9~
-
-0-

Excess Risk

-4 ]
10 Schmidtetal.,r=1

Algorithm 1,r = 2
Schmidtetal., r=2

102 10° 104

Figure 1. A simple simulation on the performance of Algorithm
1 and the algorithm proposed in (Schmidt et al., 2018) is shown
here with different values of AdvSNR r. Here we consider a
50-dimensional example under ¢, adversary with € = 0.1. The
covariance matrix is fixed to be ¥ = I, and the mean parame-
ter wissetas u = (r + e,¢e,¢,--+ ,¢) for r € {0.5,1.0,2.0}.
We evaluate the excess risk Rf;g( fo) — Rf";* returned by
the two algorithms using n i.i.d. training data pairs, where
n € {100,200, 400, 800, 1600, 3200, 6400, 12800}. For each
combination of (n,r), the averaged excess risk over 10 random
repetitions is reported respectively.

3. We impose no restrictions on the separation between
Gaussian distributions. Schmidt et al. (2018) studied a
very specific regime, where the budget of /., adversary
is bounded by i , the separation between the means
of two Gaussians is v/d, and the spherical covariance
matrix Y = 27 satisfies 0 < 31—2d1/ 4. This regime is
low-noise by design, while our analysis applies to any
regime whenever there exists a classifier with robust
accuracy slightly better than % .

4. Our estimator is consistent, i.e. the excess risk con-
verges to zero as sample size n — oo. The classifier
used in Schmidt et al. (2018) is actually sign (7).
While this classifier achieve near-optimal classification
error in the regime of their interst (the low noise regime
mentioned above with Gaussian prior on p), the excess
risk does not converge to zero in general. This is due
to the fact that the large-sample limit of their classifier
is actually sign(u”'z), i.e. the Bayes optimal classifier
for the standard setting. As we can see from Theorem
2.1 and a simple simulation in Figure 1, the excess risk
of their algorithm saturates at a level above zero, which
is very different from the behavior of Algorithm 1.

Proof Sketch: Here we provide a brief sketch of the proof.
More details can be found in the Section 6.
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Step 1: First order approximation of the risk. Since
both the learned f; and the optimal robust classifier f, are
linear classifiers, we can calculate the robust excess risk in
closed form using Lemma 6.2 (also shown in (Bhagoji et al.,
2019)):

/\T o~
B,e Be, = [W M_EHU)HB* =1
Rﬂvﬂf@)_R%E*‘q’( I

By the Taylor expansion of ®(-), we have

B AP 7 [P S| 1
) (w 1= clwls ) (o) e,

@]l

where R R
1 @ —e|@ 5
Op=—-1r— —————

2 [@lls

Therefore, it is sufficient to show that §,, = Op(r - %)

Step 2: Controlling §,,. To give an upper bound of 4,,,
we will use the fact that sample mean i and sample covari-
ace X converge to u and X respectively. Furthermore, the
convergence rate is well known as O p(\/g ).
From a high level, the upper bound of §,, is estabished (see
Lemma 6.3) by carefully decomposing §,, into four terms
and each term is in the form of the differences between pop-
ulation and sample quantities like 2 vs 32, 7i vs 1. Invoking
the convergence rates of fi and X5, we are able to bound each
of these terms and complete the proof.

4. Minimax Lower Bounds

This section is dedicated to developing minimax excess risk
lower bounds for the adversarially robust classification with
conditional Gaussian models.

As is mentioned above, we consider a class of distributions
Dg () which have the same AdvSNR g . = r, as in Defi-
nition 2.3. As quantity AdvSNR characterizes the minimal
robust classification error, this class of distributions D g . (7)
all share the same adversarially robust classification error.
Therefore, our lower bounds here measure the fundamental
information-theoretic limit of this problem, namely, no esti-
mator can achieve an essential improvement in terms of the
adversarial classification error.

Theorem 4.1. Let fbe any estimator based on n samples
(@1,91), (T, Yn) ~isid. Pux. We have the following
lower bound on the minimax excess risk:

-~ d
RB,E _RB,E* >0 ( 7(%+o(1))7‘27
[ #72(][’) 0,2 ]7 p\é€ n

min max
f (M7E)EDB,E(T)

Putting together with the upper bound in Theorem 3.1, this
lower bound matches almost exactly with the upper bound

in the regime of interest, therefore they are both optimal up
to lower order terms.

The main technique we used for this lower bound is with a
flavor of black-box reduction. In particular, we show that the
minimax robust excess risk in Dp .(r) cannot be smaller
than the minimax standard excess risk in D4 (7). In other
words,

Lemma 4.1. The minimax excess error satisfies

min max
7 (mD)EDp . (r)
f (u’,zr)réao)itd(r)[R;Sf’(}Z(f) - R/Sff}z*], (7)

[RES(F) — RY g

> min
The right hand side of (7), i.e. the minimax rate for standard
classification, is well-studied in the existing literature of
Fisher’s LDA. For example, (Li et al., 2017) proved the
following lower bound:

Theorem 4.2 (Theorem 1 of (Li et al., 2017)). Suppose
the covariance matrix satisfies ¥ = I and is known to the
learner, then we have the minimax lower bound

[R,sf'(,lz(f ) — th'(,iz*]

min ~ max
F (WDEDsua(r)

ZQP (e_élérz 1d> .
T n

Since the parameter space considered in (Li et al., 2017) is
a subset of Dgi4(r), we have (7) is also lower bounded by

Qp (e’%’"2 . % . %) therefore proves Theorem 4.1.

Comparisons to (Schmidt et al., 2018) and (Bhagoji
et al., 2019) To the best of our knowlege, Theorem 4.1 is
the first minimax-type lower bound in adversarially robust
classification. Existing works (Schmidt et al., 2018) and
(Bhagoji et al., 2019) also studied the sample complexity
of robust learning in conditional Gaussian model. However,
both of them simplified the problem and considered the case
when p follows from a prior distribution A/(0, I). This as-
sumption is crucial to their analysis, otherwise the posterior
distribution of y given training data is intractable. Hence,
the technical tool used in prior works is not sufficient for
developing such a minimax lower bound of our interest.

Proof Sketch: Here we also provide a proof sketch to
Lemma 4.1. More details can be found in the Section 6.

Step 1: Connecting standard and robust risks In
Lemma 6.4, we prove that for any classifier f and a per-
turbed distribution P,/ 5, where || — p||p < €, the robust
risk of f on P, x: is always lower bounded by the standard
risk on P, 5.

As a consequence, in Corollary 6.1 we show that if we
choose 1/ = p — zx(u), then the robust excess risk of f on
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P, s is always lower bounded by the standard excess risk
on P, w o

Step 2: A mapping fron D.4(r) to Dp .(r) To prove
Lemma 4.1, we only need to answer the following question:
forany (', X) € Dgia(r), canwe find a (i, X) € Dp .(r),
so that the robust excess risk on P, s is always lower
bounded by the standard excess risk on P, 5?7 We give
an affirmative answer to this question. The proof in a combi-
nation of Corollary 6.1 showed in Step 1 and an examination
of optimality condition in the optimization problem 4.

5. Comparing Adversarial and Standard
Rates

Putting the upper and lower bounds together provides a com-
prehensive view of the statistical aspect of the adversarially
robust classification. A key question to ask is that: How
much does the classification error blows up as the price of
being adversarially robust?

To answer this question, it is sufficient to compare the op-
timal risks in both cases. Informally, one can write the
logarithm ratio between two rates as

AdvRate 1 2 2
o (e ) ~ 5 (I = 250l = 3 ).

®)

From the definition of zx(p) in (4), we can see that ||u —
zs()|[F-1 < ||pl|%-1, hence adversarial rate is always
slower.

To analyze this difference quantitively and interpretably, we
consider the special case where ¥ = I and the adversary
is 5 bounded. Similar results hold for other adversaries
as well. The key observation is that depending on the dif-
ferent scale of ||u||2 and the budget of perturbation &, this
difference can be as small as O(1), or as large as Q(exp(d)).

Proposition 5.1. When X = I and the adversarial pertur-
bation satisfies ||0||2 < &, then

o Whene < O(72— B ), the adversarial rate is at most
O(1) times slower than the standard rate.

o When ||pl|2 > Q(logd) and € > Q(‘llog”d) the adver-

sarial rate can be slower than the standard rate by a
poly(d) factor.

o When ||ull2 > Q(Vd) and € > Q(” B ), the adver-
sarial rate can be slower than the standard rate by an
exp(d) factor.

In general, the difference is more significant when ¢ or
||2¢]]2 is larger. This example demonstrates a clear tradeoff
between being adversarial robust and obtaining the optimal
accuracy, in particular in the case of large perturbations.

6. Proofs and further details

In this section, we provide detailed proofs for our main
results. The proof details of some lemmas are deferred to
our supplementary file.

6.1. Proof of Theorem 3.1

Before presenting our analysis, we first state a standard
lemma about the convergence of empirical mean and covari-
ance.

Lemma 6.1 (Convergence of the empirical mean and co-
variance (see, e.g. Wainwright (20 1/\9))). The convergence
rates of the empirical mean pi and ¥ to the corresponding
ground truth satisfy

- d
I —plls— = Op (\/>> 7
n
11 d
I=-3S%-% — 1||,, = Op (,/n> .

The following lemma about the classification error of linear
classifiers will also be useful for us.

and

Lemma 6.2 (Robust classification error of linear classifier,
(see e.g. in (Bhagoji et al., 2019), Appendix B.3)). For a lin-
ear classifier f,,(x) = sign(w” x), the robust classification
error with a B, € adversary is

w'p — el|wl b«
B;(w) as

|| B« is the dual norm of || - || 5. We use R);

a shorthand for Ri’; (fw) when the meaning is clear from
context.

Proof of Theorem 3.1. By Lemma 6.2 and Taylor expan-
sion of ®(t) around ¢t = 3r = |lwy||s, the excess risk can

be written as:
/\T ~
w — E||W||B =
& (Tl ) (o))
s

1 1,2
= e85, +0(82),
T (07)

B/~ B
Ruyg(w) -R, Tk =

2w
where
n—ellwlls
677, = ||w0||2 - H@”Z u

Therefore, to analyze the convergence rate of the excess risk,
we only need to analyze the convergence rate of §,,. We
would like to prove that

(5n:Op(’f'd>
n
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The following lemma is the key of our analysis: it decom-
poses d,, into four terms, each in the form of the difﬂerence
between population and sample quantities like 3 vs 3, [i vs

L.
Lemma 6.3. We have the following decomposition for 6,,:

R 1
[@]|£dn = =3

~ 2 ~
5 (lwolls = [[@lls)” +wg (2 = 25(w))
—— ——

Ty T2

1. 1 Sy~ i~
5=z (s +5 (5 = ST+ (@ = )R

T3 T4

~

where % is the shorthand for 2 = zg (ji).

The proof of Lemma 6.3 is provided in Appendix D.1. Based
on this decomposition, our goal is to establish the following
relations.

d
T, <0, T, <0, T3 <0, T4<Op(r2>,
n

It is obvious that T} 0,73 < 0. For the second
term Tb, consider ¢(z) = ||p — z||%_,. Since zs(n) =
argming, <. [l¢ — 2[5 = argming,, .. () , by
the first order optimality condition, we have (2 —
25 (1)) T V(25 (1)) < 0holds for any ||2/|| g < . Choos-

ing 2’ = 2 gives:
(u=25 () =7 (E—25(n) <04 wy (F-25(p)) < 0.

Therefore, T5 < 0 as we desired.

<

The remaining work is to prove that T, < Op ((1 + T)Q%).
By triangle’s inequality,
[E=2)o+(E—p)ls-r < [E=E)@]g-r+[[m—pls-r-

Both terms can be controled using covergence of sample
mean and covariance. By Lemma 6.1, one has

. d
7 — plls-1 < Op (\/7> 7
n

and direct calculations give
(S = D)dllg-1 = (I - B~78875)(S7D)||2
< - 5725872 | |22 @l

=0p (\/2) [@]ls-

Combined pieces together, triangle’s inequality further guar-
antees that

IS =S5+ @~ il <Or (ﬁuwnz + 1>> .

S8

Since /i — 1, & — ¥, we have @ — wy, therefore || @]y, =
(1+ o(1))llwols; = (% + o(1))r, hence,

Ti= (== S)a+ (- )l
<3 ((»(ﬁmnz * 1))
=0Op (r2 . Z) .

Putting things together and recall that » = Q(1), we have

5n:OP(T-d).
n

Therefore we have completed the proof. O

6.2. Proof of Lemma 4.1

To prove Lemma 4.1, we start with a simple observation:
for any classifier f, its standard error on any perturbed
distribution P, 5. is always a lower bound on robust error
of the original distribution P, 5, as long as the perturbation
has bounded B-norm ||p' — pl|p < e:

Lemma 6.4. For any classifier f : R? — {—1,+1} and
any i’ € R, ||p' — plp < ¢

RPS(f) = RSL(f).

Proof. By the definition of robust classification error (1),
we can decompose the error into two parts: the error on
positive class (y = 1) and negative class (y = —1), namely,

RYS(f) =E(ayymp, L C0ll5 <&, fla+6) # y)]

1
:iEwwN(HZ)[H (365 <e, fl@+0) #1)]+
1
iEwwN(,mz)[H (365 < e, flz+0) #—1)].
)

By choosing the adversarial perurbation as § = u’ — u, we
have the error on positive class is lower bounded by:

]EZENN([L,E)[I[ (HH(S”B < & f(.’I} + 6) 7& 1)]
>Eonn (oL (f(z — p+ 1) #1)]
:]EI/NN(M’,E) []I (f(l‘/) 7é 1)]

(10)
(1)

Similarly, by choosing § = pu — 1/, we have the error on
negative class is lower bounded by:

Eoon(—ps) I Gloll <&, f(z+6) #1)]

Byl (f(') £ —1)]. (12)
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Hence, combining (9) , (10) and (12), we get

1
R/S() 2 5B n(e L (f() # 1))+

1

iEx/NN(—p,’,Z)[H (f(l'/) # _1)]
where the last step is by the definition of standard error (2).
Therefore we have completed the proof. O

Next, we show more connections between robust and stan-
dard classification. Namely, the robust Bayes classifier
of P, s coincides with the standard Bayes classifier of
P, _ .5 (), as stated in the following Lemma:

Lemma 6.5. Let zx.(11) be the solution of (4), then the ro-
bust Bayes classifier of P, x, f«(x) = sign(wd z), satisfies
the following conditions:

I RS(f) = B 5 (F):

2. f« is the standard Bayes Optimal Classifier of
Pues(u), >

Proof. Note that by setting ¢ = 0 in Theorem 2.1, we

get the characterization of the standard Bayes error and

Bayes optimal classifier for conditional Gaussian models.

Applying this result for the distribution P,_. () s, we

have

1. The standard Bayes Optimal Classifier of P, . () =
is sign((u — zx(u))T X~ 1), which is exactly f.(z).

2. The standard Bayes error of of P, . (5 is

O(y/(pn — 22()TE " (1 — 22(p)). which is ex-
actly Rf”g*.

Hence we have completed the proof. O

As a direct consequence of Lemma 6.4 and Lemma 6.5, we
have the robust excess risk under P, . is lower bounded by

the standard excess risk under P, () =:

Corollary 6.1. For any classifier f : R® — {—1,+1},

B, B, < <
Ru,;(f) - Ru,g* 2 R:,tiizz(p,),ﬁl(f) - thiizZ(p),E(f*)

std std
= R e (N) = B s %

where
th/iiz * = lgf th/iiz (g)

is the optimal standard risk.

The last piece of tool needed for proving Lemma 4.1 is a
mapping from Dgq(r) to Dp -(r) that keeps the excess
risk non-decreasing. This is established via the following
lemma:

Lemma 6.6. For any (1/,YX) € Dga(r), there exists
(1, X) € Dp (1), such that p — zx(u) = ', here zs;(p) is
the optimal solution of (4).

Proof. The proof is constructive: we choose u = u' +
Zs (1), where 2y (u') is the maximizer of the following
convex program (which is maximizing a linear function
over a convex set):

Zs(y') = argmax /TN 2. (13)

lzlls<e
We want to prove that ;. — z5;(1) = p/. By our choice of
1, we also have u = p’ + Zs;(u'). Hence, we only need to
prove that
Zn(p) = zs(p).

In other words, we only need to show that 25 (y) is the
minimizer of (4).

Since (4) is a convex program with a strongly convex objec-
tive, it suffices to prove the following first order optimality
condition holds for any V||2'|| g < e:

(n=22()"'=71 (= = Z2(1)) <O0.
Since p — 25 (') = 1/, the inequality is equivalent to:
H/Tzflz/ S /J'/Tzile(,u/))

which is correct by the definition of Zx;(1’). Hence we have
completed the proof. O

Equipped with Lemma 6.6, now we can prove the important
lemma:

Proof of Lemma 4.1. By Lemma 6.6, for any (u/,X) €
Dgia(r), there exists (1, X) € Dp(r), such that p —
zs(pn) = p', where zx(u) is the optimal solution of (4).
By Corollary 6.1, we have the following inequality holds
for any fixed f

o~ N B,
Rfff,iz(f) - Rfﬁ,ﬂz* < Rus(f) = R.5 .

Therefore,

RML(F) - R« < max

R, s(f) — RPEx.
(u,mens,a(r)[ wef) = By e

holds for all (i, ¥) € Dp (), which means

RB,E N _ RB’E
(AL»E)%%);,E(T)[ wx(f) 5]

T (W, Z)€Dsa(r)

Then, taking minimum over f on both sides proves the
theorem.

O
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