Supplementary Material for ‘“‘Sharp Statistical Guarantees for
Adversarially Robust Gaussian Classification”

Abstract

This document provides the complete proofs and additional details for the main results stated in the ICML
publication “Sharp Statistical Guarantees for Adversarially Robust Gaussian Classification”.

Notation For positive semi-definite matrix A, we use ||z||a := VaTAx. Let ®(-) the CDF of standard Gaussian
distribution AV(0, 1) and ®(z) := 1 — ® (). The notation f(n,d) = O (g(n, d)) means that there exist a universal constant
¢ > 0 that does not depend on the problem parameters such as n, d etc, such that | f(n, d)| < ¢|g(n, d)|. Similarly, we define
f(n,d) = Q(g(n,d)) when there exist constants c1,co > 0 such that ¢1]g(n,d)| < |f(n,d)| < c2|g(n, d)|. Notation
Op, Qp are used if the corresponding relations happen with probability converges to 1 as n — oo. We define the £, norm

llzll, = (Zle 2?)1/P and the corresponding £,-ball as {z €% |||z||, < 1}.

A. Proof of Theorem 2.1

For completeness, in this section, we present the proof of Theorem 2.1. This result follows from combining Theorem 1,
Theorem 2 and Lemma 1 in (Bhagoji et al., 2019). The proof is mainly a simplified presentation of their proofs (e.g. without
using the language of optimal transport) which make some of their results explicit to interpret for our case (e.g. they did not
provide the expression for optimal linear classifier, which is useful to our algorithmic results).

S (p—zz(n)

w —
Twols = Ti—en(mlly 1
following lemma is implicit in (Bhagoji et al., 2019):

To start with, let us define w; := be the normalized version of wy so that ||w;||s = 1. The

Lemma A.1. Suppose we define
G(z,w) = wl (1 — 2),

then (zs (1), w1) is solution of the following minimax optimization problem:
min  max G(z,w). (14)
lzllp<e wls<1
Proof. We first show that the optimal value of the inner maximization problem can be written as:

max w’ (p—z)=|lp— z||z-1, (15)

lwllz<1

and the maximum is achieved when
R )
= 2lls—1

In fact, for any w such that ||w||s < 1, Cauchy-Schwarz inequality gives

(16)

wl' (i —2) = (S2w) T2V (0 — 2) < 2202 S72 (1 — 2) 2
= [[wllzllp = zlls—
< lp = zlls-1.
Furthermore, it is easy to check that the choice w = qu_—li+z3 directly yields w” (i — z) = || — z||s;—1 achieving the

s—

equality. Therefore we have proved (15) and (16).
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Using (15), the minimax problem (14) therefore simplifies to:

min — zl|s-1.
HzHBge”'u |51

Recall that we define zx (1) (cf. (4)) as

2x() = argmin 1 — 23,
lzll5<e

which is the optimal solution to this outer minimization problem. Combining with the optimality condition for the inner
maximization (16), we conclude that (zx(p), w1 ) is solution of the minimax problem (14) and complete the proof. O

Corollary A.1. The following relation is satisfied for quantities wy and zs,(p):
wi = ellwillpe = llu = 2 ()51

Proof. Since G(z,w) is linear in both z and w and both constraint sets {||z||p < ¢} and {||w||s < 1} are convex, the
minimax problem (14) satisfies strong duality by Von Neumann’s Minimax Theorem. In other words, we can switch the
order of the min and max, namely,

min  max G(z,w)= max min G(z,w),
llzl B<e lwlls<1 lwlils<1lzllp<e

and (zx(u), wy) is the solution to both sides. By the stationary condition of the minimax problem,

zs () = argmin G(z, wy).

l2lls<e
By the definition of dual norm, we also have
min G(z,w;) = min wi (u— 2) = wi p — l|wi] B
llzlls<e ll2llz<e
Hence,
I = zs()llz-r = Glen(u), wr) = min G(zw1) = wip = el
ZllB>
Thus we completed the proof. O

Now we are ready to prove Theorem 2.1.

Proof of Theorem 2.1. The proof can be divided into two parts:
1. Show that f,,, has robust risk Rﬁ’;(fwo) = (|| — 22 (p)||5-1).
2. Show that no classifier can achieve robust risk smaller than ® (|| — 25 (u)||5-1).

The first part is a consequence of Corollary A.1. In order to see this, we first note that since w; is a rescaling of wy, the
induced linear classifiers are the same, hence,

B, B,
R5(fuy) = Ry 5 (fun)-
By Lemma 6.2, the robust risk of f,,, is
T

wip— €H'UJ1||B*)

leuz :(i)(wf/u*E”wl”B*)

Rig(f1U1) = i)(

By Corollary A.1,
O (wi p— ellwil| ) = B(||p = 22 (1) -1)-

Therefore, we have proved the first part.
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For the second part, we invoke Lemma 6.4. By setting 1/ = pt — z5:(14) in Lemma 6.4, we have that for any classifier f,

RIS(f) > R s(f):

We also know that no classifier can achieve standard risk smaller than the Bayes Risk in P, .. (,) s. Recall that for a
conditional Gaussian kmodel P, 5, the standard Bayes Risk is ®(||4'||s-1). In other words, for any classifier f, we have

thfzz(u),z(f) > (i)(”/uf - ZE(:U‘)”E*I)'

Combining the two inequalities, we conclude that

RS(f) 2 @(lp = z()lz-) (17)
holds for all classifiers f. Therefore, we prove the second part and thus complete the proof. O
B. Proof of Proposition 5.1
Proof of Proposition 5.1. Recall that the setting of interest here is ¥ = T and || - || g corresponds to the ¢5 norm. In this

setting, we show that zx; (1) has a simplified form. In fact, directly invoking

25:(y1) = argmin 1 — 2|3 = argmin 1 — 2|3,
[zl <e Izll2<e

gives zs (u) = min(e, ||ul|2) 4 and

— &
- 2n(s) = max(0, 122 =¢)
lallz

From this expression, we can see that when € > ||||2, the Adversarial Signal-to-Noise Ratio of P, 5 is 2| — 25 () |2 = 0.
Hence, no classifier can achieve accuracy better than % Below we only consider the case when € < ||u]|2.

Recall that we want to compare the minimax rate in adversarial and standard setting. As we showed earlier, the minimax
rates are O(exp(—1||u — 25 (10)[13)4) and O(exp(—21||u[|3)£) respectively. The ratio between the two quantities equals to:

exp(—3lu — z=(1)lI3)
exp(—3llp — 2= (w)l3)
Since 0 < & < ||14]|2, we have

= exp( ((lull2 = €)* = [lul13)) = exp(ellull2 — %3). (18)

33 I

1 1 1
el - 5 = e(lula = 329 € | 3elnlas el

Equipped with the above relation, we are in the position of establishing Proposition 5.1.
e Whene < O(1-1— I ), one has
1
llullz = 5¢* < ellull < O(1),
thereby, the adversarial rate is at most exp(O(1)) = O(1) times slower than the standard rate.

e When ||u|l2 > Q(logd) and e > Q( hogud) we conclude

1
ellulla = ¢ > *€||MH2 > Q(logd),
the adversarial rate can be slower than the standard rate by an Q(exp(log d)) = Q(poly(d)) factor.

e When ||z||2 > Q(v/d) and £ > Q(HMH ), it is guaranteed that

1
ellull2 — 55 *€||M||2 > Q(d),

therefore, the adversarial rate can be slower than the standard rate by an (exp(d)) factor.
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C. Improved analysis when . is known

Meticulous readers may find a tiny gap between our bounds: the upper bound in Theorem 3.1 is Op (e’%r2 T %) while

1

the lower bound above gives {2p (67§T2 s

. %) Since the dominant factor is e~ 3" and r = Q(1), this difference is
only in a lower order term. This gap is due to the fact that (Li et al., 2017) assumed the covariance matrix X is known to
the learner. In this section, we will prove that under the same assumption, there is a modified version of Algorithm 1 that
achieves the truly optimal rate which matches the lower bound even with lower order term in 7.

The only modification we made in Algorithm 1 is to replace the sample covariance matrix by the true covariance 3. The
modified algorithm is presented below in Algorithm 2.

Algorithm 2 An improved estimator for wy when ¥ is known

Input: Data pairs {(z;, y;)}7 4.
Output: ©. R
Step 1: Define i and ¥ as

L1 <
o= - .Elyixi, Y=
i=

Step 2: Solve for Z in the following

w)

= 25 (i) = argmin i — 2[)%_,.
Izlle<e

Step 3: Define @ := S~ (fi — 2).

Theorem C.1. For the (|| - ||, ) adversary, suppose the adversarial signal-to-noise ratio AdvSNRp . (i, X) = r, then
the excess risk of [ defined in Algorithm 2 is upper bounded by

€ € _1,2 1 d
Rf,’z(f@)_R,li,z*SOP (e 8 )

r n

This improved rate can be proved by some simple modification to the proof of Theorem 3.1.

Proof. We demonstrate that in this setting, there is a stronger upper bound §,, = Op (% . %) and the rest of proof follows

the same as that of Theorem 3.1. To this end, let us recall that by Lemma 6.3 and one has the decomposition,

. 1 N2 ~ 1. 1 S~
1@]£0n = 3 (lwolls — [[@]l2)” +wg (2 — z5(1)) —5lz- zs (1) I3 HSIE-E)w+ (G- w131 -
_/_/

T T Ts Ty

Similar to the proof of Theorem 3.1, we shall establish that

d
T1<07T2<0»T3<07T4<OP<)'
n

Note that the only difference here is that we can now give a tighter upper bound for 7;: Op (%) instead of Op (7’2 %)

Since ¥ = 2, by Lemma 6.1, we have

1 S~ 1, . d
1= SIE - D0+ @ - Wl = 316 - wlE- = 0r (£). (19)

n

Hence, we have proved that T, = Op (%), and

Therefore we have completed the proof. O
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D. Proofs of auxiliary lemmas

D.1. Proof of Lemma 6.3
Proof of Lemma 6.3. Recall that our goal is to establish

l@lsdn = @5 lwolls — (@74 — ell@]ls. )
1 N 2 . 1, . 1 S~ ~
= —5(\\wo\|z— @]s) +w§(z—22(u))—§||z—ZE(M)II%A+§H(E—E)w+(u—u)llr§fl~ (20)
—_— ——m————
T T2 Ts Ty

o~

Since w = ifl(ﬁ — z¢ (1)), by Theorem 2.1, f3 is the optimal robust classifier for P; &, therefore, one can observe

@\Tﬁ — EH'L/U\HB* _ H{U\HA
~1 - e
ll@]ls;
Hence, direct calculations yield
@56, = l[wollsl|@lls — @[3 — @ (1 - )
= |wollsll@llz = (E -2 @ -2) + (-2 (@ - p)
= [lwolls|@ls; + @ (2 — p).
Now by use of the relation 1 = Ywg + 25 (1), we can further obtain
@56, = [lwolls|[@ls + @ (2 = Swo — 25(w))
= woll||@]|s — @ Swo + @7 (2 = 25 (1))
1
2
_ | PP SYPO Tis o~ \Ts
=T+ 2(w wo)" B(W — wo) + wy (2 — z2(p)) + (0 —wo)” (2 — 25(k))

o h2 1 1 . PR T~
(llwolls = lwlls)” + §Hwo||% + §||w||2z — 0" Zwo +@" (2 - 22(p))

1 . . ~
=T+ §(w —wo) (W — wo) + To + (T — wo)” (2 — 2s(1)),

where the last equality invokes the definitions in expression (20). To finish the proof, we make the observation about
Y (@ — wy) in the following

(B — wp) = (T — 2@ + (20 — Swg)
= =S)0+{—p)— (E—2n(p) :=U + Uy — Us.
—_———— e — —
Ul U2 U3
Therefore, putting everything together and rearranging terms, it is guaranteed that
. [N . . ~
[@ll0n = T2 + Tp + 5 (@ — wo) " S(@ — wo) + (@ — wo)" (2 = 2(n))
1 . - . . 1/~
=T+ To+ 5 (3B — w)) "2 (2@ — wo)) + (D —w0)) 27 (2 = 2m(n)
1
=T +T5 + §(U1 +Us = U3)TS N (UL + Uz — Us) + (Uy + Uz — U3)S™'U5
1
=T+ 15+ §(U1 +Us — U3)TZ_1(U1 +Us + Ug)
1 1
=Ty + T — 5U{E*lUg + §(U1 +U) T "YU, + )
=Ti+Tr+T5+ T}
Thus we have finished the proof. O
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