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Abstract

During the past two decades, side-channel attacks have
become a familiar method of attacking cryptographic sys-
tems, which allow an attacker to learn partial information
about the internal secrets such as the secret key. A scheme
that is secure in the traditional model will be vulnera-
ble in the leakage environments, thus designing a strong,
meaningful, and achievable security scheme to capture the
practical leakage attacks is one of the primary goals of
leakage-resilient cryptography. In this work, we first for-
malize a continuous after-the-fact (AF) security model for
leakage-resilient (LR) group password-authenticated key
exchange (GPAKE) protocol, where the leakages are con-
tinuous and are allowed even after the adversary is given
the challenges. Then, by combining Diffie-Hellman group
key exchange protocol and Dziembowski-Faust leakage-
resilient storage scheme appropriately, we propose the
first LR GPAKE protocol and present a formal security
proof in the standard model.

Keywords: Group Setting; Leakage-Resilience; Password-
based Authenticated Key FExchange; Provable Security;
Side-channel Attacks

1 Introduction

With the development of the Internet of things, the mo-
bile Internet, the Industrial Internet and the Ad Hoc net-
work, there are more and more group communication ap-
plications such as audio or video conferencing, collabo-
rative computing, group chatting, online teaching, and
so on. In order to ensure the security of group applica-
tions, group authenticated key exchange (GAKE) scheme
was proposed, which is used to generate a secure ses-
sion key in the public networks for all group members.
Among GAKE schemes, group password-authenticated
key exchange (GPAKE) is most practical because group
members could generate a shared secure session key by
only using their human-memorable passwords. In 2000,
Asokan and Ginzboorg [5] first proposed a GPAKE pro-

tocol. Then, many scholars have studied GPAKE proto-
cols [1,9,13,16,20,22,39,41,42, 44].

All above GPAKE protocols were secure in the tradi-
tional security model that assumed the adversary could
not get any information of the secret keys. Recently, many
researches showed that an adversary could obtain some
information about the secret keys by the side-channel at-
tacks [25,28]. This kind of attacks can obtain the internal
state of the system by observing the physical properties
of the devices, such as running time, power consumption,
electromagnetic effect, and so on. For example, in the
Internet of things, the mobile Internet or the Ad Hoc
network, most nodes are very vulnerable to side-channel
attacks because they are exploded in the public environ-
ments. Thus, traditional GPAKEs are completely inse-
cure in the leakage environments. Then, it is very nec-
essary to model and construct the leakage-resilient (LR)
GPAKE protocols. However, there is no previous work for
standardizing the security models and designing the LR
GPAKE protocols. In this paper, we propose a contin-
uous after-the-fact (AF) LR (A-CAFLR) security model
for GPAKE protocol. In this model the users can pe-
riodically refresh the secret using some additional fresh
local randomness. The adversary can attack the system
for arbitrarily many instances, where, in each instance,
he can adaptively learn up to A bits of arbitrary informa-
tion about the current witness for some leakage parame-
ter A. The secret is then refreshed for the next instance.
Nevertheless, after attacking the system for any polyno-
mial number of instances, the attacker still cannot pro-
duce a valid witness. Notice that, there is a necessary
bound on the amount of leakage in each instance and
the overall amount of leakage during the attack is un-
bounded. Then, we present a LR, GPAKE protocol based
on Diffie-Hellman (DH) group key exchange protocol [10],
key derivation function (KDF) [29], leakage-resilient stor-
age (LRS) [18] and leakage-resilient refreshing of LRS.
At last, we show a formal security proof in the standard
model based on the new A-CAFLR security model.

The main contributions are shown as follows:
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e First, we first define a A-CAFLR eCK security model
for GPAKE by extending the eCK security PAKE
model properly. In the model, the leakages are con-
tinuous and are allowed even after the adversary se-
lects the test session, and the whole leakage size may
be infinitely large, and for each protocol instance the
amount of leakage is bounded by A.

e Second, we propose the first LR GPAKE protocol
by combining DH GKE protocol and Dziembowski-
Faust (DF) LRS (DF-LRS) scheme appropriately.

e Third, we formally prove the CAFLR eCK security
in the standard model based on the game simulation
techniques.

Our paper is organized as follows. In Section 2, we review
related works. In Section 3, we present the used cryptog-
raphy tools. In Section 4, we define the CAFLR security
model for GPAKE protocol. In Section 5, we describe
the new protocol and its provable security. Finally, In
Section 6, we show the conclusion of the paper.

2 Related Works
2.1 Traditional GAKE

GAKE protocols allow a group of parties communicating
over a public network to come up with a common secret
session key. Due to their critical role in building secure
multicast channels, a number of GAKE protocols have
been suggested over the years for a variety of settings.
The first pioneering work for GAKE is the Ingemarsson et
al. [26]. Their protocol was a natural extension of DH
key exchange protocol [19]. The protocol required a syn-
chronous startup and (n — 1) rounds communications. In
1994, Burmester and Desmedt (BD) [10] proposed a much
efficient GAKE protocol with only two rounds commu-
nications. In 1996, Steiner et al. [36] showed that BD
protocol was insecure even under the passive attacks, and
then presented a more practical protocol and gave a for-
mal security proof. But, their protocol was only secure
against the passive attacks. In order to resist the active
attacks, Bresson et al. [8] first introduced a formal secu-
rity model for GAKE and showed the first provably se-
cure protocol in this model. Their protocol required O(n)
rounds to establish a secure shared group key among n
users, and therefore was not scalable. Boyd et al. [7] pre-
sented a much efficient constant-round GAKE protocol
with a security proof in the random oracle (RO) model.
But it was also not scalable. In 2003, Katz et al. [27]
first showed a scalable GAKE protocol with a formal se-
curity proof in the standard model under the Decision
Diffie-Hellman (DDH) assumption, where users are al-
lowed to securely join and leave the group at any time.
Recently, Teng et al. [38] proposed a scalable GAKE pro-
tocol for wireless mobile networks; Halford et al. pre-
sented the energy-efficient GAKE protocols for Ad Hoc
networks [23] and wireless networks [24], which aimed to
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increase the energy-efficiency of GAKE and were secure
in the information-theoretic model against out-of-network
eavesdroppers.

2.2 Traditional GPAKE

A password is the ideal authentication means to exchange
a session key in the absence of public-key infrastructures
or pre-distributed symmetric keys. In a group, the sharing
of a password among the members greatly simplifies the
setup of distributed applications. Therefore, in this way
the GPAKE was introduced. In 2000, Asokan and Ginz-
boorg [5] proposed the first GPAKE protocol, but they
didn’t gave the formal security proofs. In 2002, Bres-
son et al. [9] proposed the first provably secure GPAKE
protocol in the RO model under the DDH assumption.
These two protocols required O(n) rounds communica-
tions and O(n) exponentiations per each user, where n
is the number of group users. In 2006, Dutta et al. [20]
presented much efficient GPAKE protocol with only two
rounds communications. Later, Abdalla et al. [1] showed
that the protocol [20] was vulnerable to the off-line dic-
tionary attack, and proposed a GPAKE protocol with
constant-round communications that was secure against
the off-line dictionary attack. All above protocols were
not scalable. In 2009, Wu et al. [39] presented an efficient
scalable GPAKE protocol with a formal security proof.
Recently, Zhou et al. [42] designed a cross-realm GPAKE
protocol; Dai et al. [16] showed cross-realm GPAKE pro-
tocols using different passwords; Zhu et al. [44] presented
a novel cross-domain GPAKE protocol with explicit au-
thentication and contributiveness in the universally com-
posable (UC) framework.

2.3 LR Authenticated Key Exchange

The last decade, there were lots of researches [6,17, 31,
37,40, 43] focusing on the LR cryptography that aims
to provide secure solutions for the leakage environments.
Authenticated key exchange (AKE) protocols allow two
parties communicating over an insecure network to es-
tablish a common secret key. They are among the most
widely used cryptographic protocols in practice. In or-
der to resist key-leakage attacks, several LR AKE proto-
cols have been proposed recently in the leakage model.
The first LR security model for AKEs was introduced by
Moriyama and Okamoto (MO) [32] in 2011. The central
limitation of the MO model is that the leakages are only
allowed until the adversary learns the challenge. Leak-
age that occurs after the adversary learns the challenge
is called after-the-fact (AF) leakage. In 2014, Alawatu-
goda et al. [2] first presented an AFLR security model
and a continuous AFLR (CAFLR) AKE protocol. Their
security model was based on the CK security model [11]
where the adversary can access only the long-term secret
key. Alawatugoda et al. [3] gave the first AFLR eCK secu-
rity model [30] where the adversary can access both the
long-term secret key and the ephemeral secret random-
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ness, and proposed the first bounded AFLR (BAFLR)
eCK-secure AKE protocol. Then, Alawatugoda et al. [4]
showed the first CAFLR eCK-secure AKE protocol. In
2016, Chen et al. [14,15] first introduced a strong secu-
rity model for AKEs that considered leakage attacks on
both the long-term secret private key and the ephemeral
secret randomness. Then, they proposed a BAFLR eCK-
secure AKE protocol under this new model. In 2017, the
first ID-based BAFLR AKE protocol was introduced by
Ruan et al. [35]. Recently, Ruan et al. [33] first presented
an LR eCK security model for PAKE and constructed
an LR PAKE protocol; Ruan et al. [34] first define an
LR eCK-security model for 3PAKE and propose an LR
3PAKE protocol. Chakraborty et al. [12] first proposed an
LR non-interactive key exchange in continuous-memory
leakage model, which could be used as a building block
to construct LR PKE schemes, interactive key exchange
and low-latency key exchange protocols.

3 Preliminaries

In this section, we describe the used primitives, such as
PDDH assumption, KDF, LRS and leakage-resilient re-
freshing of LRS.

3.1 Notation

Let s ¢°— Q denote that s is picked uniformly from a finite
set ) at random.

Definition 1 (Negligible function). A negligible function
e(k) means for each positive integer ¢ > 0 there exists an
integer k. that (k) < k=¢ holds for each k > k..

Definition 2 (Parallel decision diffie-hellman (PDDH)
Assumption). PDDH assumption is a variant of the DDH
assumption. A distinguishing game is used to formally
define PDDH assumption:

1) A challenger C generates (G, g) and sends them to
an adversary A, where G is a cyclic multiplicative
group with a large prime order p and g is a random
generator of G.

2) C randomly chooses x1, "+, Tn, Y1, " ", Yn &

Z: and b ¢~ (0,1). Ifb = 1, C sends (¢,
gt ,g%" ") to A, else A is given

(gwl7 e 7g$n7gy1,. .. ’gyn)'
3) A outputs his guessed bit b/, and A wins if b’ = b.

T2 L,
g )

PDDH assumption means that:
AdUPDDH(A) = |PI‘[b/ = b] — 1/2‘ = E('),

where Advpppr (A) represents the advantage that A wins
the above game and £(-) is a negligible function.

Definition 3 (A\-Leakage-resilient storage). A A-LRS in-
cludes two probabilistic polynomial time (PPT) algorithms
(Encode, Decode) and a bounded leakage parameter \ =

(A1, A2).
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Encode: Encode(s) = s X sg, where s is an element
chosen from the message space M, sy, X sg is the encoded
output element in the encoding space L x R.

Decode: Decode(sy, X sg) = s.
A LRS must satisfy the following two properties:

1) Correctness of LRS. For each s & M, there has
Decode(Encode(s)) = s.

2) Security of LRS. A distinguishing game is shown as
follows:

a. An adversary A picks two elements (sg, s1) &
M at random and sends (sg, s1) to a challenger

C.

b. C randomly selects a bit b & (0,1) and gen-
erates Encode(sy) = (sp)r, X (Sp)R-

c. For each round i« = 1,---,t, A selects
leakage functions f = (fL, fF) and get
the leakage (f&((sv)r), f((sy)r) back from
C, where the total leakage size should be
bounded by (A1, A2), i.e., Zi fE((sp)n) < M A
Y1 fE((sh)R) < K.

d. A outputs his guessed bit b, and A wins if b’ =
b.

The security of LRS means that
AdULRs(A) = 8('),

where Advyps(A) denotes the advantage of A in winning
the above game and £(-) is a negligible function.

Definition 4 ((Agrefresh, A)-Leakage-resilient refreshing
of LRS). A leakage-resilient refreshing is a PPT al-
gorithm Refresh with A-LRS (Encode, Decode), a
secret sand a bounded leakage amount Apefresh =
(/\Refreshly ARefresh?) .

Refresh: Refresh(sy x sg) = s}, x sy where s, x sg is
the encoding value of the secret s.

A leakage-resilient refreshing of LRS should satisfy the
following two properties:

1) Correctness of leakage-resilient refreshing. For each

L M, there has

Decode(sy, x %) = Decode(sp, X Sg).

2) (ARefresh, A)—Security of leakage-resilient refreshing.
A distinguishing game is shown as follows:

a. An adversary A picks two elements (sg, s1) &
M at random and sends (sg, s1) to a challenger
C.

b. C randomly selects a bit b & (0,1) and gen-
erates Encode(sp) = (s5)% x (s5)%.
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c. For
ith

each ¢ = 1,---,, A selects the
round leakage functions frefresh-i

(f{gefresh_i,fgefmsh_i) and gets back the leak-
ages (fﬁefresh—i((sb)i%fllgefresh-i((sb)%)) from
C, where fE . coi((55)7) < Arepresnt A

fllgefresh—i((sb)g%) S ARefreshQ; then’ C re
freshes the encodings,

Refresh((sp)y " x (sp)% ') = (sb)% x (sp)%-

d. A outputs his guessed bit ', and A wins if b =
b.

The (ARefresh,A)-security of leakage-resilient refreshing
means that:

Ad'URefresh—LRS (A) = E(')a

where Advgefresh—rrs(A) denotes the advantage of A in
winning the above game and ¢(+) is a negligible function.

Definition 5 (Dziembowski-faust(DF) LRS scheme).
Suppose s € (Z;)™ is a secret value with any n € N.

Encode : Choose a random sy <— (Z;)"\{(0™)} and
generate s € (Z;)”><m such that s;, X sg = s, where
n € N. Output (S, SR)-

Decode : Decode(sy, X sg) = s.

Lemma 1. [21]. If m < n/20, Definition 5 is a A-secure
LRS scheme with A = (0.3 -n-logp,0.3-n-logp), named
@me

Lemma 2. [21]. If m/3 < nAn > 16, there has
a (N2, X)-secure leakage-resilient refreshing Re freshy,."
for (I)%;fm’ where <I>7Zl’;m is a A\-secure DF-LRS. ’

Definition 6 (Key derivation function). KDF is a PPT
algorithm that is used to compute a secret key with inputs
(o, ¢, r, c),ie., k = KDF(o, {, r, ¢), where o denotes
the source material of k, £ is some public knowledge about
o such as its length, v is a salt value and c represents a
context variable.

Security of KDF. A distinguishing game is defined as
follows:

1) The challenger C chooses (0,f) and sends them to
an adversaryA.

2) A randomly selects a value ¢ and a salt value r.
3) C picks a random bit b & 0,1). Ifb=1, C
calculates k = KDF(o, ¢, r, ¢), else C picks a string

s at random, and then give it to A, where the length
of s and k is equal.

4) A outputs his guessed bit b', and A wins if b’ =b.
The security of KDF means that:
AdUKDF(A) = 6('),

where Advk pr(A) denotes the advantage of A in winning
the above game and £(-) is a negligible function.
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4 The CAFLR Security Model
For GPAKE Protocol

This section formally defines the A-CAFLR security
model for GPAKE protocol. The new model follows the
only computation leakage (OCL) model, which assumes
that leakage only occurs in the calculations associated
with the secret password. In the A-CAFLR security model
an adversary A could continuously get arbitrarily leakages
of the secret password, but for each instantiation of the
protocol the amount of leakage is bounded by A. In each
instantiation, A could adaptively select any PPT leak-
age functions f = (f1, -+, fn) to obtain leakage of the
long-term secret password pw, and the overall amount of
leakages is bounded by A, i.e., > |fi(pw)| < A. After re-
ceiving a leakage function f; chosen by A, A will be given
the leakage f;(pw).

4.1 System Framework

The typical system model of GPAKE protocols is shown
in Figure 1, in which a group of parties Uy,--- ,U,,n =
poly(k) share a short common human-memory password
pw and seek to generate a shared and secure group session
key k.

U2

U,

U

n

U

n-1

Figure 1: System model

Notations in the system framework:
Principal: Is a party involved into a protocol instance.
Session: Represent a protocol instance with principals.
Oracle IIf; : Is the principal U; in the ¢ session.

Session ID: Each protocol instance at a party is identi-
fied by a unique session ID. The session ID of HtUi is
denoted by sidy; .

Partner ID: The partner ID pidy; of IIf; , is a set of
identities of the principals with whom U; wishes
to establish a common group key, i.e., pidfji =
{1, ,- -, I, }. Note that it includes the identity
of U; itself.
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4.2 Adversarial Powers

Adversarial powers are modelled by the following queries:

Send (Hfji, m, f) query: Upon receiving Send query

with a message m and a leakage function f, Hfji of the

t'" session will generate a normal protocol message
based on the protocol specifications and the leakage
f(pw) of the long-term password, and send them to
the adversary A. A can activate a new protocol in-
stance by asking Send (IIf; , (start), ( )) to the ini-
tiator principal.

RevealSessionKey(H&) query: H@i gives the session
key of the ¢ session to A.

RevealEphemeralKey(ITj; ) query: IIj; gives his ran-
dom ephemeral key of the #*" session to A.

Corrupt() query: Any oracle gives his secret password
pw to A.
Test(HY{]i) query: Upon receiving a Test query, the

challenger randomly chooses a bit b S (0,1), if b
= 1 then A is given the actual session key, while a
random key is given to A.

4.3 M—CAFLR Security Model

In the A-CAFLR security model, the total leakage amount
of the secret password are bounded by the parameter

A, ey Y| filpw)] < A

Definition 7 (Partners in CAFLR eCK security model).
Two oracles 1Ty, and H'}JJ, are called partners if the fol-
lowings satisfy:

1) Two oracles HE and HtU/7, have produced a common
group session key; '

2) sidy, = sidy ;

P [ .
3) pidy, = pidy,;

Definition 8 (A-CAFLR-freshness). Assume f =
(f1,--+, fn) be n arbitrary PPT leakage functions for an
instantiation of the protocol selected by the adversary A.
An oracle H’fji is A-CAFLR-fresh if the followings satisfy:

1) The oracle HtUi or any of its partners has not been
queried a RevealSessionKey.

2) If the partners exists, A could not query any of the
following combinations:

a. Corrupt() and RevealEphemeralKey() to
any principal.

b. RevealEphemeralKey() to all principals and
Corrupt().

3) If none of its partners exist, A could not queried
Corrupt ().

865

4) For all Send (---, Uy, ---, fi, -
principal Uy, Y | fi(pw)] < A.

Definition 9 (A\-CAFLR security game). A—CAFLR se-
curity game is as follows:

-+ ) queries to any

1) An adversary A asks any of Send, RevealSession-
Key, RevealEphemeralKey and Corrupt to any
oracle as he wants.

2) A chooses a \-CAFLR-fresh oracle and asks a Test

query. Upon getting a Test query, the challenger C

randomly selects a bit b L (0,1), if b=1 then A is
given the actual session key, while a random key is
given to A.

3) A continues asking Send, RevealSessionKey,
RevealEphemeralKey and Corrupt. All these
queries should not violate the A-CAFLR-freshness of

the test oracle.
4) A outputs his guessed bit b, and A wins if b’ =b.

Definition 10 (\-CAFLR security). A—CAFLR security
means that:

Adp)=CAFLR _

GPAKE | Pr[b’ = b] — 1/2| = Ns/N +¢(-),

where Advg}g’gj‘zﬂLR represents the advantage that A wins
A-CAFLR security game in Definition 9, Ng is the num-
ber of sessions on a client principal, N denotes the size
of the password dictionary that is shared by all client, and
e(+) is a negligible function.

In GPAKE protocols, the on-line dictionary attack
is unavoidable, and Ng/N is the success probability of
the on-line dictionary attack. Thus, a A-CAFLR secure
GPAKE protocol means that there hasn’t any PPT ad-
versary that could win the above game with an advantage
more than Ng/N. There are many ways to limit the on-
line dictionary attack, one of the most common method
is using a policy that blocks using a password if failed
attempts have happened several times.

5 A New \CAFLR GPAKE Se-
cure Protocol

5.1 The Proposed Protocol

Let Uy,--+,Un,n = poly(k), be a group of parties that
want to generate a group key.

Figure 2 shows the proposed protocol, which includes
the following two stages:

The Initial Setup stage:
Each party U; maps the password pw to an element s
of the group G and runs a A-secure DF-LRS scheme

@Z’;, picks (u;)% S (Z3)"\{(0™)} at random and
generates (u;)f; € (Z5)™*", such that (u)] - (us)} =
s. We suppose that these calculations are secretly
computed and there hasn’t any leakage attack.
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User U;
s=H (pW)
(i)}, < (Z3)"\{(0M)},

Initial setup stage:

such that (u;)? -

computes (u )OR e (Z5)m!

ri e 5z =g
t; = gk

Xi = (zit1/zi-1)"
Y, = (ti)(ui)i

Protocol Execution stage:

K; =
ke = KDF(U]| -
(w7t

(UZ)R_S
(Ui,ziyts)
) (ti)(ui)]L (Ui, X5)

(zi-1)"" - (Xi/ V)" 1 (X /Y72

(ul)ﬁ'l) — Refreshz* ((ul)]L7 (ul)%,/)

(Xi3/Yi)? - (Xi2/ Vi),

HUY”)/Z?K)

Figure 2: The LR PGAKE Protocol

The Protocol Execution stage:

Round 1. Each party U;,7« = 1,--- ,n, chooses a
random r; € Z,, computes z; = ¢"* mod ¢ and
t; = ¢(x, and broadcasts (Ui, 2z, ;).

Round 2. Each party U;,7 = 1,---,n, computes
X = (zitv1/zi-1)" - (ti)(“i)JL mod ¢ and broad-
casts it, where the indices are taken in a cycle.

Key Computation: Each party U;,7 = 1,--- ,n, com-
putes
Yo = ()™
K o= ()" (X/Y)" ™ (X /Y)" 2
(Xi-3/Yi)? - (Xi—2/Yi)!
ke = KDF(U|- - [|Un,Yi, K;)

then refreshes the store pieces with

()7 (wi)E) & Re freshyy ((ui)g, (ui)p)-
Correctness of the proposed protocol.
First:
}/i — tl)(“z)J — (g(ul)i%)(ul)]L — gs

Ti | (ti)(w)jL
i . (g(ui)ﬁ)(ui)i

Second,
Aiq (zi—1)"" = g7
Ai = (zi)" - (Xi/Y5)
= (2i-1)" - ((zir1/zi-1)" - 9°/g°) = g" "
Aipr = (zim)" - (Xa/Y5) - (Xia /YG) = glitrrite
Ki = (zi)" - (X)) (X /Y 72

(Xis/Y:)? - (Xia/Y2)!
A= Aj - Ajgr - Ao

— gT17’2+7’2T3+~~+?”nT1

Thus, the proposed protocol is correct.

5.2 Security Proof

Theorem 1. If the leakage-resilient refreshing of

LRS is (A, 2\)-secure, PDDH assumption is hold,

and KDF is secure, the new GPAKE protocol is -

CAFLR eCK-secure, i.e., Adv gp%;x{gLR < Ng/N +

W(AdvRefresh—LRs + Advkpr + Advpppm),
S

Np
where AdvGPgIA}I];LR denotes the advantage of an adver-

sary A in winning the \-CAFLR security game of the pro-
posed protocol, Advpppr, Advk pr, AdVRe fresh—LRS TED-
resent advantages of A in winning the security game of
PDDH, KDF and leakage-resilient refreshing of LRS, re-
spectively, and Np is the number of protocol principals,
Ng denotes the number of sessions on a principal, N
is the password dictionary’s size, cy, is the number of
choosing n elements from a set of Np elements.

Our formal proof is based on the game hopping tech-
nique. First, we give a sequence of games, in which
Game 1 is the original A-CAFLR security game and the
advantages of the last Game is negligible; Second, we
show that each game is not distinguished from its pre-
vious game. Thus, we get that the advantages of the
original A-CAFLR security game is negligible.

Proof. The proof could be divided into two main cases:
(1) a partner to the test oracle exists, and (2) it does not
exist.

Case 1. A partner to the test oracle exists.

In this case, the adversary A is a passive adversary
who only collect the protocol messages. We split its
proofs into two sub cases as follows:

1) A asks corrupt() query. In this case, A could
get the long-term group password pw.

2) A does not ask corrupt() query. In this case,
A could not get the long-term group password

pw.



Case 1.1. A asks corrupt() query.

In this case, leakage attacks don’t need to con-
sider because A could get the long-term group
password pw by corrupt() query and map it to
the element s of the group G. However, A could
not query RevealEphemeralKey() to any or-
acle in order not to violate A-CAFLR-freshness
of Test oracle.

Game 1: This is the original A-CAFLR secu-
rity game.

Game 2: Game 2 and Game 1 only have the
following differences: A selects a group n

different client principals {Uy,--- ,U,} S

{ug, -+ ,un,} and two numbers t*,7* &
{1,---, N5} at random, Then, A begin to
activate Game 2 and chooses the oracle
H{;i (i € {1,--- ,n}) as the target oracle and

H’l’]; (i # j) as the partner oracles. If the test
oracle is not H{L or the partner oracles are

not H’[JZ, Game 2 challenger C' exists and
terminates Game 2.

Game 3: Game 3 and Game 2 only have
the following differences: C' calculates
ka = KDF(Ui||-||Un, g%, gt )

where 71, 7}, S Z;. Then, upon re-
ceiving a Test(HtU*i) or Test(H{’jj) query,
C gives kg to A.

Game 4: Game 4 and Game 3 only have the
following differences: C' selects a random
key ke ¢~ {0,1}*. Then, upon getting a
Test(H{;i) or Test(ng) query, C gives k¢
to A.

Differences between games: The followings
show that each game ¢ is not distinguished from
its previous game t-1. Let Advgame t(A) be the
advantage that A wins Game t.

Game 1: In the original game, there has
Advgame 1(A) = Advég’géll;LR (1)

Game 1 and Game 2: If the test oracle is
H{I and the partner oracles are HTUZ (1 #
j), Game 2 is consistent with Game 1.
The probability that A correctly selects a
test session and a partner is 1/(c}, - ¢}, )-
Therefore,

1
AdvGame 2(A) = ﬁAdvGame I(A

G Be) )
@

Game 2 and Game 3: In Game 2 kg =
KDF(UlH T HUTHgs’gr1r2+r2T3+-~+TnT1)’
while in Game 3 ka =
KDF(Uy|| - ||Un, g*, g7 H70). From
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PDDH assumption, there has

|AdvGame Q(A)*AdUGame B(A)| S AdUPDDH
(3)
Game 3 and Game 4: In Game 3
ke = KDF(Uil[---|[Up, g%, g 1),

while kg & {0,1}* in Game 4. Because
KDF is secure, there has

|Ad'UGame 3(A)_AdUGame 4<A)| S Ad'UKDF

(4)

Game 4: In Game 4, the session key kg is a

random string that doesn’t depends on any
information. Therefore,

Ad'UGame 4(A) =0 (5)
Using Equations (1)-(5) we get,

AdUA—CAFLR < 1

Y < ———(Advpppu
GPAKE (R~ CAg)

+Advkpr).

Case 1.2. A does not ask corrupt() query.

In this case, A could get all the random keys
r1, - ,rn by RevealEphemeralKey().
Game 1: It is the original game.

Game 2: Consistent with Game 2 in Case 1.1.

Game 3: Game 3 and Game 2 only

have the following differences: C
picks s’ & Zy and  encodes
(U, (UN%) = Encode(s’), and

continues refreshing the two encodings,
then uses them to simulate the answers to
A’s leakage function.

Game 4: Game 4 and Game 3 only have the
following differences: C' generates

:ZCG = KDF(U1|| e ||Un, gt” grl’r’2+r2r3+...+,"nrl)
where ' < Zy. Upon receiving a

Test(H{;i) or Test(H{’jj) query, C gives kg
to A.

Game 5: Consistent with Game 4 in Case 1.1.
Differences between games:

Game 1:
Advgame 1(A) = Advé;gégLR (6)
Game 1 and Game 2: From Game 1 and
Game 2 in Case 1.1., we get,

1

AdvGame 2(A) = ————
Game 2(4) = T2

AdvGame 1 (A)
(7)



Game 2 and Game 3: In Game 2 the leak-
age of the shared password is the real leak-
age of s = H(pw), while the leakage is a
leakage of a random value s’ in Game 3.
Assume A will output a bit b to distinguish
between Game 2 and Game 3, b = 1 if run-
ning Game 2 and otherwise b = 0. We de-
sign an algorithm B against the leakage-
resilient refreshing security distinguishing
game, which uses A as a subroutine and
runs as following: (1) upon receiving s or

s Zy from the leakage-resilient refresh-
ing challenger, B transfers it to A’s chal-
lenger C. C uses it as the mapping group
element of the shared secret password, en-
codes it and continues refreshing two en-
codings, then uses these encodings to simu-
late the answers to A’s Send queries with
fRefresh = (flléefresh7 fgef’resh) of the prin—
cipal U;. If the received message is s in the
first step, the simulation is same as Game 2,
otherwise it’s same as Game 3. (2) B out-
puts the bit that A outputs.

If A could distinguish between Game 2
and Game 3, B wins the leakage-resilient
refreshing security distinguishing game.
Therefore,

|AdvGame 2(A) — Advgame 3(A))
< Advgefresh—LRS- (8)

Game 3 and Game 4:
In Game 3 kg = KDF(Uy || - || Un, ¢°,
grireTraTs T A Tary) ywhile kg = KDF(Uy ||
T || Unv gtl> grlr2+r2r3+...+T"T1) in Game
4. Because t' is chosen at random and in-
dependent on s, g° and gt/ are perfectly in-
distinguishable. Therefore,

|AdUGame 3(A) — AdUGame 4(A)‘ =0. (9)

Game 4 and Game 5: From Game 3 and
Game 4 in Case 1.1., we get,

|AdvGame 4(A)_AdUGmne 5(A)| < Advgpr.

(10)
Game 5: In Game 5, the leakage is computed
using a random value s’, and the session key

kg is picked at random. Therefore,

AdvGame 5(A) =0 (11)

Using Equations (6)-(11) we get,
AEAE T <
1
n 5 (Advgefresh—rLrs + Advkpr).
(CNp ) CNS)
Case 2. A partner oracle to the test oracle does not
exist.
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In this case, A is an active adversary. He may
masquerade as one of the intended partners and
run the protocol with the test oracle IT},. There-
fore, A could not ask a corrupt () query to get
the password.

In this case, A could get all the random
keys r1,--- ,r, by RevealEphemeralKey().

Game 1: It is the original game.

Game 2: Game 2 and Game 1 only have the follow-
ing differences: A selects a password pw’, com-
putes s’ = H(pw'), encodes it, then uses the
encodings of s’ to generate the message based
on the protocol specifications.

Game 3: Consistent with Game 2 in Case 1.1.
Game 4: Consistent with Game 3 in Case 1.2.
Game 5: Consistent with Game 4 in Case 1.2.

Game 6: Consistent with Game 4 in Case 1.1.

Differences between games:

Game 1:
AdvGame 1(A) = AdvdpSan ™ (12)

Game 1 and Game 2: If pw’ = pw, Game 2 is
consistent with Game 1, otherwise Game 2 is
independent on Game 1. The probability that
pw’ = pw is Ng/N. Therefore,

|AdUGame Q(A)-Ad’UGame 1(A)| = — (13)

Game 2 and Game 3: The analysis is consistent
with Game 1 and Game 2 in Case 1.1.

1

AdvGame S(A) = ( n 2 )
Np Ns

Admane 2(A)
(14)
Game 3 and Game 4: The analysis is consistent
with Game 2 and Game 3 in Case 1.2.
|Ad’UGame Z(A) - AdvG’ame S(A)|
< AdvRefresh—LRS- (15)

Game 4 and Game 5: The analysis is consistent
with Game 3 and Game 4 in Case 1.2.

‘AdUGame 4(A) - AdUGame 5(A)‘ =0 (16)

Game 5 and Game 6: The analysis is consistent
with Game 4 and Game 5 in Case 1.2.

‘Ad’UGame S(A) - AdUGame G(A)‘ S AdUKDF
(17)
Game 6: The analysis is consistent with Game 5 in
Case 1.2.
Advgame 6(A) =0 (18)



International Journal of Network Security, Vol.21, No.5, PP.861-871, Sept. 2019 (DOI: 10.6633/1JNS.201909-21(5).19)

Using Equations (12)-(18) we get, we get:
Adu)=CAFLR

GPAKE
Ng 1
< =+ 7(AdrURefresh—LRS
N (K, )

+AdUKDF).

From Case 1 and Case 2, we get:

A—CAFLR
Advepake

Ng 1

< (AdvRefresh—LRS
N (C?VP 2 ) efres

ek,
+Advkpr + Advpppr).

O

5.3 Protocol Analysis

In this section, we discuss our GPAKE protocol and com-
pare it with other protocols [1,36,38] by the five proper-
ties: communication rounds, authentication, provability,
security model and leakage-resilience. The result is shown
in Table 1, which shows our protocol has the following ad-
vantages:

1) Our protocol is the first LR, GPAKE protocol;

2) We give a formal security proof in the standard
model, while [36] did not provide a formal security
proof and [1] only gave the security proof in the RO
model;

3) Our protocol is much efficient with only two rounds
communications, while [36] requires n+1 rounds com-
munications and [1] need 4 rounds communications.

Table 1: Comparisons of other related protocols and the
proposed protocol

Scheme (36] 1] [38] Ours
Rounds n+1 4 2 2
Authenticated  No Yes  Yes Yes
Provably No Yes Yes Yes
Security model RO Standard Standard
LR No No No Yes

6 Conclusion

For traditional GPAKE protocol, it’s very vulnerable to
side-channel attacks, because a very small leakage may be
completely exposed the whole password. In the paper, we
first defined a CAFLR security model for GPAKE proto-
col and proposed a LR, GPAKE protocol that it is suitable
to securely generate a group key in the leakage environ-
ments. The proposed LR GPAKE protocol is provably
secure in the standard model based on the new CAFLR
security model.
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