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Abstract

Signcryption is a cryptographic primitive that performs
digital signature and public key encryption simultane-
ously, at lower computational costs and communication
overhead than signing and encrypting separately. Re-
cently, Chung et al. proposed an anonymous ECC-based
signcryption scheme. We show that their scheme is not
secure even against a chosen-plaintext attack.
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1 Introduction

Confidentiality, integrity, non-repudiation and authenti-
cation are the important requirements for many crypto-
graphic applications. A traditional approach to achieve
these requirements is to sign-then-encrypt the message.
Signcryption, first proposed by Zheng in 1997 [25], is
a cryptographic primitive that performs digital signa-
ture and public key encryption simultaneously, at lower
computational costs and communication overheads than
the signature-then-encryption approach. Several efficient
signeryptionZheng2007 schemes have been proposed since
1997 [3, 10, 11, 13, 14, 17, 18, 23, 26]. The original scheme
in [25] is constructed on the discrete logarithm problem
but no security proof is given. Zheng’s original construc-
tion [25] was only proven secure in 2002 by Back et al. [2]
who described a formal security model in a multi-user
setting.

In 2002, Malone-Lee [12] proposed the first ID-based
signcryption scheme using the bilinear pairings along with
a security model. This model deals with notions of privacy
and unforgeability. In 2003, Libert and Quisquater [15]
pointed out that Malone-Lee’s scheme [12] is not seman-

tically secure and proposed three provably secure ID-
based signcryption schemes. Unfortunately, the proper-
ties of public verifiability and forward security are mu-
tually exclusive in the their schemes. Chow et al. [§]
proposed an ID-based signcryption scheme that provides
both public verifiability and forward security. However,
Chow et al.’s scheme [8] needs two private keys. One is
private signcryption key, the other is private decryption
key. Boyen [5] developed the Malone-Lee’s model [12] and
added three new security notions: ciphertext unlinkabil-
ity, ciphertext authentication and ciphertext anonymity.
Boyen’s scheme [5] is very useful in applications that re-
quire unlinkability and anonymity. In 2005, Chen and
Malone-Lee [7] improved Boyen’s scheme [5] in efficiency.
In [4], Barreto et al. constructed the most efficient ID-
based signcryption scheme to date.

Ring signature, initially formalized by Rivest et al. [16]
in 2001, received a lot of concern since its introduction
[1, 22, 24]. Due to its attracting feature of anonymity and
spontaneity, ring signatures have been used in different
scenarios such as electronic auction protocols [20, 21], ve-
hicular ad hoc networks [19] and concurrent signatures [6].

Recently, Chung et al. [9] proposed an anonymous
ECC-based signcryption scheme by combining the notion
of ring signature with signcrytion together. They claimed
that their scheme reaching the characteristic of confiden-
tiality. However, in this paper, we show that it is not even
secure against chosen-plaintext attacks.

The rest of this paper is organized as follows. In Sec-
tion 2, we define the indistinguishability against adaptive
chosen plaintext attacks for signcryption. Chung et al.’s
anonymous ECC-based signcryption scheme has been re-
viewed and analyzed in Section 3 and Section 4, respec-
tively. Finally, the conclusions are given in Section 5.
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2 Formal Model of Anonymous
Signcryption Schemes

We provide only those definitions relevant to our attack;
see [2] for additional background and definitions.

2.1 Generic Scheme

A generic ring signcryption scheme consists of the follow-
ing three algorithms.

e Setup: Given a security parameter k, the algorithm
generates public/private key pairs. The public and
private key pairs for the ring signers and the verifier

are (Ql, dl)a Tty (Qn7 dn)v (QV7 dV)

e Signcrypt: To send a message m to the receiver
whose identity is IDy, user Q;(i € {1,---,n})
chooses some other users to form a group U includ-
ing herself and computes Signcrypt(m,U,Qv,d;)
on behalf of the group U to obtain the ciphertext
o

e Unsigncrypt: When receiving o, IDy computes
Unsigncerypt(o,U, dy) and obtains the plaintext m
or the symbol L if ¢ is an invalid ciphertext between
the group U and IDy, .

We make the consistency constraint that if ¢ =
Signerypt(m,U, Qv ,d;), then m = Unsignerypt(o,U,
dy).

2.2 Security Notions

Definition 1. An anonymous signcryption scheme is
said to have the indistinguishability against adaptive cho-
sen plaintext attacks property (IND-ASC-CPA) if no poly-
nomially bounded adversary has a non-negligible advan-
tage in the following game.

1) The challenger C runs the Setup algorithm with a se-
curity parameter k to produce public/secret key pairs
(Q1,d1), -+, (Qn,dy) for the ring members and ver-
ifier. After that, C keeps (dy,--- ,d,) secret and pro-
vides A with the public key (Q1,-- ,Qn).

The adversary A performs a polynomially bounded
number of Signcryption queries as follows: A pro-
duces a set of users U, a public key Q; and a plain-
text m. C randomly chooses a user Q; € U and acts
as @Q; on behalf of U. Then C sends the result of
Signcrypt(m,U,Q;) to A.

2)

3) A generates two equal length plaintexts mo,my1, a
user set Uy and a public key Qv on which he wants
to be challenged. He cannot have asked the private
key corresponding to Qv in the first stage.

4) C takes a bit b €r {0,1} and computes o =
Signerypt(my,Ua, Qv) which is sent to A.
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5) A can ask a polynomially bounded number of queries
adaptively again as in the first stage. Obviously, he
cannot ask the secret key of Qv and cannot make an
unsigncryption query on o to obtain the correspond-
ing plaintext.

6) Finally, A produces a bit b’ and wins the game if
b =b.

The advantage of A is defined as Adv(A) = |2P[V =
bl — 1|, where P[b’ = b] denotes the probability that b’ = b.

3 Review of the Chung et al.’s
Scheme

Setup. Let ¢ denote a large prime number, E denote an
elliptic curve, P denote a base point on the elliptic curve
FE with order ¢, and H denote a one-way hash function
for resisting collision, where ¢, E, P, and H are public
parameters, and Z, is a finite field with g elements.

Let a group member set be A = {Uy,Us,---,U,}
under the ECC, the private keys of Qi1,Q2, - - ,Qn

are dy,ds,---,d, respectively. The corresponding
public keys Q1,Q2,- - ,Q, satisfies Q; = d;P, where
1=1,2,--- ,n. The private and public keys of verifier U,

are d,, and @, = d, P, respectively.

Signcrypt. Let a member U; in A send the signcryption
text of message m to verifier U,. U; executes the process
of generating signcryption text as follows.

1)

Randomly select k € [1,¢— 1] and r €g [1,q — 1];

2) Calculate (z;,y;) =T; = kP, (zr,yr) = R=rP, and
(meaye) = Te = TQU;

3) Select sy €r [l,q — 1], where t = ¢ + 1,i +
2,---,n,1,---i—1fort—1=n whent=1;

4) Calculate ¢; = H(m || z1—1) and (z¢,y:) = Ty =
$¢ P+ c;Qy, wheret =i+ 1,i4+2,--- ,n,1,--- ,i—1
fort — 1 =mn when t = 1;

5) Calculate ¢; = H(m || z;—1) and s; = k — dic;
(mod gq);

6) Encrypt the message m following m’ = E,_(m) using

the symmetric secret key x.;

7) Send the encrypted text o = (m/, ¢1, s1, S2, -, Sn,
R) to the verifier U,.

Unsignerypt. On receiving the encrypted text o =
(m/,c1, 81,82, , Sn, R), the verifier U, performs the fol-
lowing steps to verify.

1) Let (z,,y,) = R, calculate (z4,yq) = dyR and m” =
By (m');

2) For t = 1,2,---,n — 1, calculate (x4, 4¢) = T3 =
$tP + ¢:Qr and i1 = H(m' || x4);
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3) Calculate (z,yn) = Tn = s$pP + @y and ¢ =

H(m" || zn);

4) With ¢} = ¢, confirm that o = (m/,¢q, 81,82, ,
Sn, R) is a valid anonymous signcryption text from
the group A = {U,Us,- - ,U,}; otherwise, reject
the encrypted text.

4 Cryptanalysis of the Chung et
al.’s Scheme

In this section, we show that the Chung et al.’s anony-
mous signcryption scheme is not even secure against cho-
sen plaintext attacks. When A receives the challenge ci-
phertext o* = (m'*, cf, s7,55,- -+ ,s5, R*). A first makes

a “wild guess” of b to be 0. Then, A goes as follows:

1) For t = 1,2,---,n — 1, calculate (zf,y;) = T} =
StP+ i Qu and ciyy = H(my || 27);

2) Calculate (xf,y}) = T =
H(my | z7,);

* * Ik
st P+ ciQn and cff =

3) Checking whether the equation ¢ = ¢f* holds.

If the above equations hold, then A knows that mg is
the plaintext for the challenge ciphertext. If the above
equations do not hold, A knows that m; is the plaintext
for the challenge ciphertext. So Chung et al.’s anony-
mous signcryption scheme is not secure against the chosen
plaintext attacks. The basic reason is that signcryption
is achieved by using Encrypt-then-Sign paradigm in this
scheme. This scheme lacks the binding between the en-
cryption and signature; namely, the output of the encryp-
tion is not used as input in the hash of message, which is
used for generating the signature. Informally, A is able
to distinguish the ciphertext because, A knows that m;,
is either mgo or m; which were produced to C during the
challenge phase by A. Hence, A can find ¢’ without hav-
ing access to the private key of the receiver and this led
to the proposed attack.

5 Conclusions

Chung et al. [9] proposed an anonymous ECC-based sign-
cryption scheme and claimed that their scheme reaching
the characteristic of confidentiality. However, we show
that it is not even secure against chosen-plaintext attacks.
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