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Abstract Insider threat is widely recognised as an issue of utmost importance for
IS security management. In this paper, we investigate the approach followed by
ISO17799, the dominant standard in IS security management, in addressing this type
of threat. We unfold the criminology theory that has designated the measures
against insider misuse suggested by the standard, i.e. the General Deterrence
Theory, and explore the possible enhancements to the standard that could result
from the study of more recent criminology theories. The paper concludes with
supporting the argument for a multiparadigm and multidisciplinary approach
towards IS security management and insider threat mitigation.
ª 2005 Elsevier Ltd. All rights reserved.
Introduction

Until quite recently the view of Information Sys-
tems (IS) security as a technical issue has domi-
nated IS security research and practice. Lately,
a new paradigm is emerging, addressing it as
a ‘‘people issue’’ and an ‘‘organisation issue’’
(Hinde, 2003). Under this perspective, the impor-
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tance of IS security management in the organisa-
tional context has become evident and modern
organisations strive to establish effective security
management practices. Nevertheless, this task is
challenging due to the multitude of factors in-
volved and the inherent unpredictability of human
behaviour.

Since the International Organisation for Stand-
ardisation (ISO) adopted the British Standard
BS7799 (‘‘Code of practice for information security
management’’) and published it as an Internation-
al Standard (ISO/IEC, 2000), an increasing volume
of organisations world-wide have organised their IS
rved.
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security management system on the basis of this
standard (referred in the rest of the paper as
ISO17799). So far, more than 1300 organisations
have been certified under the ISO17799 standard
(see http://www.xisec.com/register.htm) and
many more are in the process, which makes it
one of the most popular standards for IS security
management.

ISO17799 provides a set of recommendations for
information security management. Its focus is on
the protection of information as an asset, never-
theless it adopts a broad perspective that covers
most aspects of IS security (e.g. physical security,
personnel security etc.). At this point we should
clarify the meaning of the two terms. Information
security refers to the preservation of confidenti-
ality, integrity and availability of information (ISO/
IEC, 2000). Respectively, IS security refers to the
protection of all elements constituting an IS (i.e.
hardware, software, information, people and pro-
cesses). Therefore, IS security is a broader term
that can be used for accommodating information
security as well.

Information security management in ISO17799 is
based on risk management. The latter is defined in
the standard as the ‘‘[p]rocess of identifying,
controlling and minimizing or eliminating security
risks that may affect information systems, for an
acceptable cost’’ (ISO/IEC, 2000). Risk mitigation
is achieved, mainly, through the implementation
of appropriate controls, which address a wide
range of threats.

Modern information systems are confronted by
a variety of threats. Although attacks originating
from outside, such as hacking attempts or viruses,
have gained a lot of publicity, insider threats pose
a significantly greater level of risk (Schultz, 2002).
Unfortunately, the controls and tools that are used
for the protection of the IS from externally
initiated attacks (e.g. firewalls and intrusion de-
tection systems) are not effective in detaining
insider threat, as the latter requires a different
approach (Porter, 2003; Lee and Lee, 2002;
Schultz, 2002).

Considering the popularity of the standard and
its influence on the IS security management prac-
tice, the authors believe that it is significant to
identify the deficiencies of the standard and to
suggest improvements, especially in a very intrigu-
ing issue such as the insider threat. This paper aims
to provide a critical analysis of the approach
adopted by ISO17799 in addressing insider threat.
The following section provides an overview of the
insider threat issue and how it is addressed in the
field of IS security. It also includes an extended
description of criminology theories that can be
applied in the study of computer abuse within
organisations. The third section presents a critical
analysis of ISO17799 with respect to the issues
addressed by criminology theories and the means
proposed in the standard for tackling them. In the
fourth section, implications of the analysis and
suggestions for enhancing security management
practice are presented. The last section summa-
rises our thesis and indicates areas for further
research.

The insider threat and criminology
theories

Insider misuse of information systems is a form of
delinquent behaviour in the workplace. Criminol-
ogy research has extensively studied this kind of
behaviour, despite the fact that it does not always
lead to committing a crime. In this section we
present previous research work on insider threat,
as well as the major criminology theories and their
implications for IS security management.

The insider threat

In this paper the term insider threat refers to
threats originating from people who have been
given access rights to an IS and misuse their
privileges, thus violating the IS security policy of
the organisation.

Relative research has focused on categorising,
modelling, detecting and addressing insider
threat. Neumann (1999) categorises insiders ac-
cording to their type of access (i.e. logical vs.
physical, ordinary vs. privileged). The US National
Security Telecommunications and Information Sys-
tems Security Committee (NSTISSAM, 1999) distin-
guishes four categories (namely traitor, zealot,
browser, and well-intentioned) of insiders, de-
pending on their aims. A more recent study
(Stanton et al., 2005) provides a six-element
taxonomy of security behaviour (intentional de-
struction, detrimental misuse, dangerous tinker-
ing, naı̈ve mistakes, aware assurance, basic
hygiene), using intentionality and technical exper-
tise as criteria. Finally, Tuglular (2000) provides
a list of characteristics for the classification of
internally initiated security incidents.

Other researchers have proposed models that
enable analysing and understanding the insider
misuse phenomenon. A much-cited model de-
scribed in (Wood, 2000) defines three prerequisites
for an insider to mount an attack, i.e. capability,
motive, and opportunity. A similar model

http://www.xisec.com/register.htm


474 M. Theoharidou et al.
introduced by Parker (1998) defines five factors
(i.e. skills, knowledge, resources, authority, and
motive). Dhillon and Moores (2001) also suggest
that computer crime committed by current em-
ployees is a rational act and a result of personal
factors, work situations and available opportuni-
ties.

Schultz (2002) defines a set of cues that may
indicate that an insider attack is imminent (i.e.
deliberate markers, meaningful errors, preparatory
behaviour, correlated use patterns, verbal behav-
iour, personality traits). Magklaras and Furnell (in
press) focus on the capability and opportunity
factors and propose a model of end user sophisti-
cation, which could be embedded in an insider
threat prediction tool.

Knowledge and use of these tools and models
can prove effective in detecting and analysing
insider misuse. However, protecting a system from
the insider threat also involves deterrence, pre-
vention and containment of misuse. Therefore,
research on this issue has been based on theories
originated from the field of criminology. In the
following paragraphs we briefly present some of
the most influential criminology theories and show
how these apply to studying the insider threat.

The impact of criminology theories on IS
security management

The analysis of the literature on insider threat has
showed that the tools and methods applied have
their roots in criminology, since concepts such as
‘computer crime’, ‘computer abuse/misuse’, ‘de-
terrence’, ‘motives’ and so on are widely used (see
Hollinger, 1993; Neumann, 1999; Parker, 1998;
Tuglular, 2000; Willison, 2004). In the next section
we analyze major theoretical approaches em-
ployed in criminology, as we believe that by
studying the theoretical origin of the tools and
methods, we can derive useful conclusions as to
the possible reasons for their lack of effectiveness
and indications for their improvement.

General Deterrence Theory
General Deterrence Theory (GDT) has been widely
used in the study of criminal and antisocial
behaviour and is a well-established theory within
the criminology field. It is based on the hypothesis
that people make logical decisions based on the
maximization of their benefit and the minimization
of cost (Beccaria, 1963). It focuses on the ‘dis-
incentives’ or sanctions against committing a crim-
inal act and their effectiveness as a deterrent.
Blumstein (1978) suggests that the effectiveness of
such disincentives is based on: (a) certainty of
sanction and (b) severity of sanction (Straub and
Welke, 1998).

This theory suggests that when the possibility of
punishment is high and the sanction is severe,
potential criminals will be deterred from commit-
ting illegal acts, especially when their motives are
weak. If we consider insider abuse as typical,
white-collar crime, it takes place in a rather
benevolent environment, by people who usually
conform to rules and regulations. In this context,
sanctions are believed to be effective because,
though employees may desire to break the social
norms in order to benefit, their motives are weak
and, therefore, deterrence mechanisms can prove
effective (Straub, 1990).

GDT is also well established within the IS
security field (Straub, 1990; Straub and Welke,
1998) and has been applied in order to deter
computer abuse. One instance of its application
is the Security Action Cycle (Straub and Welke,
1998). According to this model, computer abuse
must be handled at four stages:

1. Deterrence. Most of the potential offenders are
deterred through mechanisms such as policies,
guidelines, and awareness programmes.

2. Prevention. If deterrence proves to be in-
effective, prevention mechanisms are used,
such as physical or procedural controls.

3. Detection. The mechanisms at this stage
address the realisation of computer abuse,
aiming to make such abuses known.

4. Remedies. When a computer abuse act is
detected, its consequences should be treated
and actions against the offender should be
taken, according to the organisation’s policy
and rules.

This model identifies the aim of IS security
management as the maximization of the number
of deterred and prevented abusive acts and the
minimization of the number of detected and
punished ones. It also uses a feedback mechanism,
as depicted in Fig. 1, through which the deter-
rence stage is informed by the next three stages,
in order to make potential offenders aware of the
consequences involved in committing abusive acts.

Parker (1998) employs the core concepts from
the SecurityAction Cycle for the theoretical ground-
ing of the security framework he proposes; his
model sets the following security goals: avoidance,
deterrence, prevention, detection, mitigation,
sanction, transference, investigation, recovery
and correction. Another example is a recent report
on mitigating the insider threat, published by the
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US Department of Defense Information Systems
(DoD-ITIPT, 2000). It contains a set of recommen-
dations addressing the insider threat, emphasising
on employees’ awareness and accountability
which are pursued by the use of personnel policies,
and deterrence that can be achieved ‘‘.by pub-
licizing the consequences of misuse, abuse and
malicious activity and the operational use of
measures to detect those behaviours’’.

Social Bond Theory
Social Bond Theory (SBT) is a popular theory in
criminology, which seeks to explain social behav-
iour that does not conform to generally accepted
social rules. It is based on the hypothesis that
despite a person’s natural inclination towards
crime, strong social bonds deter him/her from
committing criminal acts. Under this assumption,
the possibility of a person being involved in
a crime increases when social bonds become
weaker.

Hirschi (1969) defines four types of social bonds
that promote socialization and conformity:

(a) Attachment refers to a person’s interest in his/
her social surroundings. The level of accep-
tance of social norms and the development of
social consciousness depend on the attachment
of an individual to other human beings. Most
important social institutions include family,
school and peers.

(b) Commitment to socially accepted goals is
based on the notion that people who invest

Figure 1 The Security Action Cycle (based on Straub
and Welke (1998)).
time, energy and effort in achieving social
status, education, property or reputation are
less likely to engage in criminal acts that may
jeopardize their achievements.

(c) Involvement in conventional activities, like
school, family, work or recreation, leaves little
time available for a person to engage in
criminal acts.

(d) Finally, when beliefs in social values are absent
or weak, the possibility of a person engaging in
antisocial acts increases.

Lee and Lee (2002) explore the effectiveness of
the SBT theory with regard to computer crime in
organisations. Their findings reveal the important
role that social bonds play in deterring potential
criminal acts. Agnew (1995), as described in Lee
and Lee (2002), has also explored the application
of the SBT with regard to IS security, and concludes
that the positive perception of a crime can direct
a person to committing criminal actions despite
the high risk of punishment. Furthermore, Holling-
er’s research, as referred to in Vardi and Wiener
(1996), indicates that employees are more likely to
engage in criminal acts when their attachment to
the organisation is weak (Hollinger, 1986).

A more recent study by Lee et al. (2003) tests
the effectiveness of a combined model of GDT
and SBT for addressing the IS insider threat. This
study explores whether factors belonging to the
GDT (such as security policy, security system,
awareness programmes) can reduce computer
abuse in general and whether factors related to
organisational trust (the four social bonds of
attachment, commitment, involvement and be-
lief) can reduce computer abuse by employees. It
shows that the bond of involvement (participation
in informal meetings, personal relationships with
many people, loyalty to the company) proves to
be effective and that the belief that computer
abuse is unacceptable reduces computer abuse by
employees.

Social Learning Theory
Social Learning Theory (SLT) is based on Suther-
land’s theory of differential association (Suther-
land, 1924) and Akers’ theory of Differential
reinforcement/punishment (Akers, 1977). Ac-
cording to this theory, as Lee and Lee (2002)
have elaborated, a person commits a crime
because (s)he has been associated with delin-
quent peers, who transmit delinquent ideas,
reinforce delinquency, and function as delinquent
role models.

There are four conceptual constructs used in
this theory for explaining the potential effect that
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the social surrounding can have on an individual,
with regard to engaging in criminal behaviour:

(a) Differential association: it is the process
during which a person is exposed to normative
definitions that favour or are against criminal
behaviour.

(b) Differential reinforcement/punishment: it re-
fers to the balance of expected or realized
reward and punishment resulting from criminal
behaviour.

(c) Definition of behaviour: the rationalization of
a behaviour as good or bad, right or wrong,
desirable or not, justified or not.

(d) Imitation: the engagement in behaviour after
observing similar behaviour by others.

Lee and Lee (2002) discuss the results of various
research approaches, with regard to the effective-
ness of applying the SLT in IS security manage-
ment. The theoretical model they propose
suggests that employees are influenced by co-
workers and seniors. The application of the SLT
in IS security management is also supported by
Skinner and Fream (1997), who found that differ-
ential association, differential reinforcement, def-
initions and imitation significantly influence
computer abuse, as well as by Hollinger (1993),
who points out the existence of a strong positive
correlation between an individual engaging in
computer abuse and the involvement of his/her
friends in similar acts.

Theory of Planned Behaviour
The Theory of Planned Behaviour (TPB) (Ajzen and
Fishbein, 1980) is considered as one of the most
influential and popular conceptual frameworks for
the study of human action (Ajzen, 2002). This
theory attempts to explain the causal relation
underlying human behaviour. The basic assumption
is that a person’s intention is a key factor for
predicting a person’s behaviour. Intentions are
shaped by a series of factors that are explained
in the following:

(a) Attitude towards behaviour. This factor de-
scribes the degree a person favours or not
a certain behaviour. If (s)he perceives the
result of a behaviour as positive, then (s)he
shapes a positive attitude towards it; in the
opposite case (s)he forms a negative attitude.

(b) Social factors called subjective norms. The
social surroundings exercise pressure on indi-
viduals for or against adopting a certain
behaviour. In other words a person becomes
aware of normative beliefs concerning a be-
haviour. In order to adopt the behaviour, (s)he
must first be motivated to comply with social
demands. If the social surroundings consider
a certain behaviour as positive and the person
seeks social approval, then (s)he will adopt
a positive subjective norm. If the behaviour is
considered negative and the person is moti-
vated to comply with his/her social surround-
ings, then (s)he is expected to adopt
a negative subjective norm.

(c) Control factors which are characterized by the
term perceived behavioural control. A person
shapes intentions with regard to a behaviour
based on his/her personal beliefs concerning:
(a) the difficulty of realizing the behaviour and
(b) his/her ability in successfully carrying it. If
(s)he believes that there are factors that help
or inhibit the adoption of a behaviour, (s)he
will, respectively, have strong or weak per-
ceived behavioural control. This last factor is
crucial because even if the person has a posi-
tive attitude and subjective norm, (s)he will
not adopt the behaviour unless (s)he has strong
perceived control over it.

Finally, given a sufficient degree of actual
control over the behaviour, people are expected
to realize their intentions when the opportunity
arises. Intention is thus assumed to be the imme-
diate antecedent of behaviour. However, behav-
iours often pose difficulties of execution that may
limit volitional control; it is useful to consider
perceived behavioural control in addition to in-
tention. To the extent that people are realistic in
their judgments of a behaviour’s difficulty, a mea-
sure of perceived behavioural control can serve as
a proxy for actual control and contribute to the
prediction of the behaviour in question (Ajzen,
2002).

The application of the Theory of Planned
Behaviour with regard to acts of computer abuse
is explored by Lee and Lee (2002), in combina-
tion with the first three theories we analyzed.
Specifically, they suggest that social bonds affect
the attitude of a person towards behaviour,
social learning factors affect the subjective norms
a person adopts and that general deterrence
factors form perceived behavioural control.

The core concepts of this theory and particu-
larly the concept of subjective norms can also be
found in Leach’s work about improving user secu-
rity behaviour (Leach, 2003). Leach suggests that
users’ behaviour is affected by their understanding
of what behaviour is expected by the employees,
as well as by their willingness to comply with
accepted norms. Key factors are the behaviour
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demonstrated by senior management and col-
leagues and the users’ psychological contract with
their employer, meaning the sense of obligation
towards their employer.

Situational Crime Prevention
The theory of Situational Crime Prevention (SCP)
(Clarke, 1980) is based on the hypothesis that to
commit a crime, a person must have both motive
and opportunity. It differs from the other theories,
in the sense that it is not concerned with the
formation of motives; instead it aims to reduce
available opportunities, which are necessary for
the realisation of criminal acts.

This theory is based on the principles of the
routine activity theory and the rational choice
theory. Routine activity theory (Clarke, 1980;
Willison, 2001, 2004) focuses on the characteristics
of the crime and not on the person committing the
criminal act; it explores the mechanism through
which social changes in the numbers of ‘suitable
targets’ for a crime, or in the numbers of ‘capable
guardians’ against crime can increase or reduce
a crime rate. The rational choice perspective
(Clarke, 1980), on the other hand, tries to explain
crime from the perspective of the offender. It
focuses on the thinking process of an offender,
how (s)he evaluates criminal opportunities and
how (s)he reaches the decision of committing
a crime or not.

The theory of Situational Crime Prevention uses
these concepts and aims to the undertaking of
measures that will reduce the criminal opportuni-
ties in a certain context where criminal actions
take place. These measures address issues con-
cerning the formation, management or change of
the environment and their goal is:

(a) To make a criminal act appear more difficult,
by requiring increased effort (target harden-
ing, access control, deflecting offenders, con-
trolling facilitators).

(b) To make a criminal act appear more danger-
ous, meaning that it can be detected (entry/
exit screening, surveillance e formal, natural
or surveillance by employees).

(c) To reduce the benefit a person is expecting to
receive (target removal, identifying property,
reducing temptation, denying benefits).

(d) To remove the excuses a person can make in
order to justify his/her actions (rule setting,
stimulating conscience, controlling disinhibi-
tors, facilitating compliance).

Willison (2001, 2004) suggests that the theory of
Situational Crime Prevention and its core concepts
can be applied in the IS security management
field, providing a theoretical basis for understand-
ing and addressing the issue of computer abuse
within organisations.

Synopsis
Criminology theories provide the theoretical foun-
dation for several models and strategies, which are
currently widely employed for addressing the in-
sider threat. Key theoretical concepts pertaining
to the application of security controls aiming to
combat insider abuse can be traced back to these
theories, as the analysis presented earlier has
shown. In this way, theories on criminal behaviour
can be employed in the context of IS security
management, providing directions as well as in-
dications for the means to be used in the attempt
to address the insider threat. These theories can
be categorized according to their focal concept
and their aims, as presented in Table 1. A listing of
research approaches and models which suggests
the separate or combinational application of these
theories is also presented.

A critical analysis of ISO17799

ISO17799 (ISO/IEC, 2000) provides a set of recom-
mendations for information security management,
by proposing security controls which are system-
independent and therefore can be implemented in
most systems. Nevertheless, it recommends that
a risk analysis survey is conducted prior to selecting
the security controls to be implemented. Based on
the results of this survey organisations may choose
to omit some controls or to introduce new ones.
However, most organisations avoid significant der-
ogations from the standard list of controls. These
controls fall into 10 categories, including security
policy, personnel security, access control, etc.

Under the category ‘‘Personnel Security’’ we
find controls aiming to protect the IS from insider
threats, whether accidental or deliberate, which
include:

� Including security in job responsibilities. This
control suggests fully documenting general and
more specific security roles and responsibili-
ties, as laid down by the organisation’s security
policy.

� Personnel screening. Staff verification checks
are recommended during job applications or
promotions. In addition, managers should ob-
serve staffs personal, psychological or financial
problems that may have security implications.
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Table 1 Criminology theories, concepts, and principles in IS security literature

Criminal
theories

Focal
concept

Basic principles Related research within
IS security literature

General Deterrence Theory
(GDT): Beccaria (1963);

Blumstein (1978)

Motive A person commits a crime
if the expected benefit
outweighs the cost of sanction.

Straub (1990);
Straub and Welke (1998);
DoD-ITIPT (2000); Parker (1998)

Social Bond Theory
(SBT): Hirschi (1969)

A person commits a crime if
the social bonds of attachment,
commitment, involvement and
belief are weak.

Lee and Lee (2002);
Agnew (1995); Hollinger (1986);
Lee et al. (2003)

Social Learning Theory
(SLT): Sutherland (1924);

Akers (1977)

A person commits a crime if (s)he
associates with delinquent peers,
who transmit delinquent ideas,
reinforce delinquency, and function
as delinquent role models.

Lee and Lee (2002);
Skinner and Fream (1997);
Hollinger (1993)

Theory of Planned
Behaviour (TPB):

Ajzen and Fishbein
(1980)

A person’s intention towards crime
is a key factor in predicting his/her
behaviour. Intentions are shaped
based on attitude, subjective norms
and perceived behavioural control.

Lee and Lee (2002);
Leach (2003)

Situational Crime
Prevention (SCP):

Clarke (1980)

Opportunity A crime occurs when there is both
motive and opportunity. Crime is
reduced when no opportunities exist.

Willison (2001, 2004)
� Confidentiality agreement. The application of
this control entails signing of a non-disclosure
agreement, as part of the employees’ initial
terms and conditions of employment, and
conducting reviews when changes occur.

� Security responsibilities in terms and condi-
tions of employment. Security responsibilities
defined by the organisation and relevant
legislation, as well as the consequences of their
disregard and the spatial and time conditions of
their application should be included in employ-
ment terms.

� Information security and training. Education
and training programmes should be followed by
all employees, concerning the security policy
and procedures, both before acquiring access to
information and during the use of information.

ISO17799 also includes security controls aiming
to provide protection against third party access. It
suggests controls referring to contractors and
temporary employees and recommends controlling
their access to systems and facilities, adding non-
disclosure clauses to contracts or performing
personnel checks on temporary employees. More-
over, segregation of duties for critical tasks and
asset accountability is recommended, as well as
audit processes and tools. Finally, it suggests
physical and logical access controls to limit user
privileges and their opportunities for misuse.
In the following section we shall further analyse
the standard aiming to reveal the criminology
theories that underlie the measures against insider
threat it proposes. Thus, we shall be able to
examine the efficiency of the theoretical basis of
the standard. Consequently, we shall show which
other theories may offer incentive for effectively
confronting the insider threat.

General Deterrence Theory and ISO17799

ISO17799 acknowledges the importance of insider
threat and deals extensively with the protection of
the IS from this type of threat. The listing of all
controls regarding insider threat, as described in
the previous section, shows that they follow the
Security Action Cycle (Straub and Welke, 1998), as
their implementation aims to deter, prevent, de-
tect, and provide remedies for the realisation of
insider threat.

The Security Action Cycle is a model that
realises the fundamental doctrine of General De-
terrence Theory, which suggests that when the
possibility of punishment is high and the sanction is
severe, potential perpetrators will be deterred
from committing delinquent acts. Thus, we reach
the conclusion that ISO17799 draws on General
Deterrence Theory. As evidence of the GDTs
strong influence, we show in the following that
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the standard applies the Security Action Cycle
model comprehensively and covers all four stages
of the model, as well as its deterrence feedback
mechanism.

Deterrence
ISO17799 utilizes the basic mechanisms suggested
by GDT, such as policies, guidelines and awareness
programmes. It emphasises on organisational se-
curity policies that clearly define consequences
and sanctions to be applied when employees fail to
follow them (Höne and Eloff, 2002). It suggests the
use of non-disclosure agreements that define
sanctions in order to deter employees and con-
tractors from disclosing organisational informa-
tion. The standard also proposes specific controls
concerning the training of employees, aiming to
make them aware of their security responsibilities
and the sanctions they may face if they fail to
comply. It emphasises on achieving the primary
goal of the theory, which is to deter computer
abusers, by making them aware of the potential
sanctions they face.

Prevention
It includes physical and procedural security con-
trols (e.g. physical and logical access control), to
prevent employees from misusing their access
privileges. Examples of such controls are: the
implementation of a physical security perimeter,
the use of some visible form of authentication
for authorised personnel, different types of
logical access control to business assets, and
the procedural control of segregation of duties
to minimize the possibility of critical security
incidents. It proposes the same preventive mech-
anisms both for threats originating from outside
the organisation (intrusion prevention) and for
threats originating from insiders (insider abuse
prevention).

Detection
The standard recommends the monitoring of
system access and use and includes guidelines
concerning the proper use of audit mechanisms.
The operation of effective monitoring and audit-
ing mechanisms minimizes the likelihood of abu-
sive activities to remain undetected. The main
objective of these mechanisms is to associate
each and every action in the system with the
individual who is responsible for it; thus enabling
the enforcement of sanctions and increasing
accountability and, consequently, achieving cer-
tainty of sanction e one of the main deterrence
mechanisms in GDT.
Remedies
ISO17799 recommends a set of controls for re-
sponding to security incidents and system mal-
functions, as well as for the implementation of
business continuity plans. Not only does it describe
reporting mechanisms for the employees in the
case of an incident, but it also recommends the
use of a formal disciplinary process for employees
who have violated security policies and proce-
dures. The standard claims that ‘‘such a process
can act as a deterrent to employees who might
otherwise be inclined to disregard security proce-
dures’’.

Deterrence feedback
The standard implements all four stages of the
Security Action Cycle and the feedback mecha-
nism, which is necessary for strengthening de-
terrence. It clearly suggests a ‘learning process’,
which will exploit the information collected
through reporting and monitoring of previous
security incidents. The aim of this process is to
improve ‘‘.controls to limit the frequency, dam-
age and cost of future occurrences’’ and to use this
information in order to improve ‘‘.the security
policy effectiveness, demonstrated by the nature,
number and impact of recorded security inci-
dents’’. It prescribes periodic reviews of the
organisation’s security policy, which is one of
the main deterrence instruments of the standard.
The evaluation of the IS management performance
and the existence of feedback suggestions for
improvement are identified as one of the stand-
ard’s critical success factors.

Discussion
Based on the preceding analysis of the security
controls against insider threat which ISO17799
proposes, we may conclude that the standard
draws on the principles of General Deterrence
Theory, the traditional criminology theory that
was first proposed in the early 1960s. It implements
the full range of controls of the Security Action
Cycle, which is the application of GDT in the IS
security field, and it uses sanctions as the main
deterrence mechanism, emphasising both on their
clear statement and on their certainty of applica-
tion. Nevertheless, there is no indication that the
standard recommends the use of severe sanctions.
The standard leaves the definition of the sanctions’
severity to the organisation, depending on its legal
and regulatory context, as well as its culture.

We should, however, note that the use of
sanctions as a deterrent mechanism has been
questioned (Lee and Lee, 2002). People do not
always make rational and calculated decisions.
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Their actions are often dictated by anger, frustra-
tion or despair as it is often the case with employ-
ees that have been fired, transferred, denied
a raise, or employees who face personal or
financial problems (Dhillon and Moores, 2001).
Moreover, highly sophisticated and self-confident
employees often believe that they can ‘‘out-
smart’’ the security system and manage to
avoid detection (Parker, 1998; Wood, 2000). So-
phisticated security controls do not deter these
employees who consider these technical obstacles
as an extra challenge.

An effective IS security management system
should be built upon a broader theoretical basis.
We have already presented the major criminology
theories that suggest alternative approaches to-
wards the prevention of insider abuse. In the next
section, we focus on results of our analysis con-
sidering the relationship between modern crimi-
nology theories and ISO17799, and we suggest
possible ways of application so that they could
prove beneficial for a more effective IS security
management.

Modern criminology theories and ISO17799

Our analysis of ISO17799 did not find any indication
that it has been profoundly influenced by any
modern criminology theory, other than GDT. It
may suggest the implementation of controls that
cover few aspects of one or more of these theories,
but it fails to implement their core principles and
adopt their underpinning philosophy.

According to the Social Bond Theory, the exis-
tence of strong social bonds diminishes the prob-
ability of delinquent behaviour. However, the
standard does not include measures that could
strengthen attachment to colleagues or the orga-
nisation, commitment to business goals or involve-
ment in the organisation’s procedures and events.
The only measure that could be associated with
this theory is the development of a security policy
and the implementation of an awareness pro-
gramme, which promote beliefs that computer
abuse is unacceptable within the organisation.
Therefore, we conclude that there is a weak
association between ISO17799 and SBT.

The analysis of the standard in relation to the
Social Learning Theory produces similar results. The
aforementioned controls e security policy develop-
ment and awareness programme implementation e
provide negative definitions of abusive behaviour,
for an employee to adopt. The standard also
suggests a disciplinary process for employees who
have violated the security policy and this procedure
may deter an employee’s delinquent behaviour,
thus applying the differential punishment factor.
However, rewards of non-abusive behaviour are not
recommended, therefore the differential rein-
forcement factor is not applied. No other controls
were found to affect the factors of differential
association or imitation. It is clear that the standard
does not take into consideration the social learning
process that can affect an employee for or against
computer misuse.

The standard is also very weakly associated with
the Theory of Planned Behaviour. It fails to provide
any means to considerably affect the attitude of
an employee towards abusive behaviour. It also
fails to communicate management’s subjective
norms of such behaviour or to increase employees’
motivation to comply with these norms. It applies
only the third factor of the TPB; decreasing the
perceived behavioural control of an employee, by
making computer abuse more difficult by means of
access control, surveillance and audit.

Finally, the standard contains measures that
increase the difficulty (access control), increase
the danger of detection (surveillance, audit) or
remove possible excuses (security policy, aware-
ness programmes), which are the three core
principles of Situational Crime Prevention. How-
ever, we could not suggest that the standard
reflects the philosophy of the SCP theory, as it
doesn’t clearly recognize the role of opportuni-
ties’ removal in preventing insider threat. The
application of some SCP principles can be attrib-
uted to the fact that the theoretical basis of both
SCP and GDT is rooted in the criminological
perspective of Classical Theory, as opposed to
SBT, SLT and TPB that follow the Sociological
Theory (Giddens, 2001). We should also mention
that both theories, SCP and GDT, consider insider
misuse as a rational act and, in addition to their
common background, it is expected that they may
lead to some common controls. However, these
controls are used in a significantly different man-
ner, as SCP focuses on reducing opportunity and
GDT on affecting user motivation.

In Table 2, we summarize the results of our
analysis of ISO17799 with regard to the adoption of
basic theoretical concepts from criminology theo-
ries, as has been described up to this point. Table 2
also suggests the level of relation (low, medium or
high) between ISO17799 and each criminology
theory we have examined.

Although GDT is widely used in the IS field and
provides the theoretical background for most
security controls (security policy, security mecha-
nisms and awareness programmes), its practical
application and effectiveness is currently in
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Table 2 Criminology theories and their relation to ISO17799

Criminology theory Core concepts Relevant recommendations
within ISO17799

Relation between
criminology theory
and ISO17799

General Deterrence
Theory

Deterrence Security policy, awareness
programmes, confidentiality
agreements

High relation

Prevention Physical and procedural controls
Detection Access monitoring, auditing
Remedies Response to security incidents,

reporting mechanisms,
disciplinary process

Deterrence feedback Learning from incidents

Social Bond Theory Attachment N/A Low relation
Commitment N/A
Involvement N/A
Belief Security policy, awareness programmes,

confidentiality agreements

Social Learning
Theory

Differential association N/A Low relation
Differential reinforcement/

punishment
Disciplinary process

Definitions of behaviour Security policy, awareness programmes,
confidentiality agreements

Imitation N/A

Theory of Planned
Behaviour

Attitude N/A Low relation
Subjective norms N/A
Perceived behavioural

control
Physical and procedural controls,
monitoring of access, auditing

Situational Crime
Prevention

Difficulty increment Physical and procedural controls Medium relation
Danger increment Access monitoring, auditing,

physical controls
Benefit reduction N/A
Excuse removal Security policy, confidentiality

agreements, awareness programmes
question. In (Lee and Lee, 2002), the authors
present the results of their research indicating
lack of effectiveness of these measures and com-
ment that this can be attributed to their insuffi-
cient application in real situations, but can also be
attributed to the fact that the underlying theory
fails to cover all aspects of the problem.

Contrary to other theories, GDT does not recom-
mend informal controls. Consequently, ISO17799,
drawing on GDT, also lacks recommendations con-
cerning the implementation of informal security
controls, as our analysis indicated. The only sugges-
tion of such informal controls can be found at the
introductory part of the standard, where (a) man-
agement support and commitment, (b) security
policy’s alignment with business goals and (c)
effective communication of security goals to em-
ployees, are recognised as critical success factors
(ISO/IEC, 2000). However, the standard fails to
recommend specific actions and lacks guidance on
how to implement such controls. SBT, SLT and TPB,
driven by the sociological perspective, hold infor-
mal controls to be very important; since their
underlying philosophy is that the social environment
plays a critical role in the formation of motives and
intentions by employees.

As we have already described, Social Bond
Theory identifies the four social bonds of attach-
ment, commitment, involvement and belief. An
organisation should try to create bonds of attach-
ment between staff and senior management. The
need for management to act as a role model of
security behaviour becomes essential. As Leach
(2003) suggests, an organisation should ensure that
employees feel strongly bounded by their psycho-
logical contracts with the company. The only way
to achieve such commitment to business goals and
loyalty to the organisation is by making sure that
the company is honoring its part of the contract.
The involvement bond can be strengthened by
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encouraging the participation in informal meetings
and by allowing the development of social rela-
tionships within the organisation; thus promoting
a team spirit. Similarly, involvement of employees
in all phases of security design and implementation
increases their motivation and enforces their
belief in the fairness of the purposes served by
security controls. Practices that promote the
above four elements enforce the effectiveness of
security controls and policies. On the contrary,
security controls that have been imposed on
employees in an authoritative manner may be
undermined by a feeling of exclusion or detach-
ment provoked on employees.

The Social Learning Theory attributes delin-
quent behaviour to the association of an individual
to delinquent peers. It suggests that, observing
other employees’ security behaviour can be more
influential than attending a security awareness
programme or signing a confidentiality agreement.
An organisation should be assisted in ways of
promoting positive differential association and
imitation. Thus, leadership in the security effort
becomes very important, as employees would
associate with leaders who serve as models of
behaviour and draw admiration and respect. If the
security policy is badly formulated in an organisa-
tion, then the employee is highly unlikely to follow
it, even if it prescribes sanctions for such behav-
iour (Leach, 2003). For example, if senior manage-
ment does not follow the security policy and
bypasses procedures, then positive definitions of
computer abuse are conveyed to employees and
respect to the security policy is diminished. It is
also highly recommended to reward staff for good
security behaviour and to provide additional train-
ing or to take other appropriate measures for staff
who demonstrate unacceptable behaviour (Leach,
2003), in order to apply the social reinforcement/
punishment factor.

The Theory of Planned Behaviour focuses on
intentions as a key determining factor of social
behaviour. Employees’ intentions toward IS secu-
rity are initially influenced by their attitude
towards computer abuse. It is suggested that
personnel screening at the time of employment
can provide the organisation with indications
about positive or negative attitude towards insider
misuse. Attitude can also be influenced through
strengthening the employee’s bonds to the orga-
nisation, as suggested by SBT (Lee and Lee, 2002).
Intentions are also formed based on the subjective
norms that prevail in the organisation. Thus, the
development of a social environment that drives
employees away from abusive behaviour may
prove equally important as the installation of
sophisticated security mechanisms. However, in
order for an intention to become action, a strong
perceived behavioural control is needed. There-
fore, employees should be given the technical
means and the proper training that will allow them
to contribute to the protection of the IS.

Situational Crime Prevention suggests that an
attempt to face the insider threat focusing solely
on employees’ motives, without paying attention
to the environment in which insider abuse takes
place, will also, most likely, prove ineffective.
Whereas ISO17799 does include a few security
controls that SCP would also recommend (e.g.
access control), it is still deprived of its theoretical
background and principles. Therefore, an organi-
sation that applies ISO17799 does not make use of
the full range of measures suggested by SCP,
thus attributing limited significance to the avail-
able opportunities an employee has to commit
computer abuse, which is a factor recognised as
highly important by many researchers (Wood,
2000; Parker, 1998; Dhillon and Moores, 2001).
The research on the practical implementation of
this theory in the IS field is also in its early stages.
However, researchers, such as Willison (2001,
2004), are exploring the application of such con-
trols to information systems, suggesting that an
organisation should adopt mechanisms that in-
crease the difficulty and danger of an abusive
act, decrease the benefits of such an act and
remove possible excuses an offender can use to
justify his/her actions.

Implications for research and practice

Having its roots in BS7799, ISO17799 is widely
applied in the UK. However, the Information
Security Breaches Survey of the UK Department
of Trade and Industry for the year 2004 (DTI, 2004)
reports that 67% of the organisations are moving
towards compliance with the standard observed
low or significant change of attitude and behaviour
in point of personnel security. Though this number
is encouraging, the survey also reveals a significant
increase in staff misuse of information systems,
especially in large organisations.

Current practice addressing the insider threat
entails implementing guidelines proposed by widely
accepted security management standards and best
practices, such as the ISO17799 standard. However,
the increasing occurrence rate of security incidents
related with insiders can only be partly explained by
the poor or ineffective implementation of such
controls. Our analysis indicates that the theoretical
background upon which security controls draw, may
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also provide with an explanation with regard to their
ineffectiveness. This is mainly because different
theories place importance on different issues, such
as the power of deterrence mechanisms, the effi-
cacy of personal beliefs and subjective norms and
so on, thus proposing the relevant controls accord-
ingly. Our analysis, though, indicates that to effi-
ciently address the insider threat, all aspects of
human behaviour should be taken into consider-
ation, and a holistic approach should be adopted.

The exclusive use of any one of the criminology
theories described in this paper cannot be safely
recommended, since their effectiveness has not
been fully tested within the IS field. Moreover, the
tools and techniques implementing their theoret-
ical concepts and recommendations in the context
of IS security management are not evident. Most of
these theories are constantly gaining support, but
IS security management lacks appropriate controls
that would implement the principles of these
theories and, thus, address the issue of insider
abuse in a practical manner.

We argue that any attempt to address the
insider threat should be informed by the different
views each theory adopts and, accordingly, to
implement recommendations from different theo-
ries. In our point of view, an important aspect of
insider threat is the way an employee forms his/
her motivation and intention towards computer
abuse. This is probably one of the most difficult
aspects of the problem, as it relates to human
psychology and social interaction. ISO17799 ad-
dresses this issue by proposing a mechanism of
sanctions, although severe sanctions have been
proven to be rather ineffective in practice. Under
our perspective, ISO17799 should follow the sug-
gestions of theories such as SBT, SLT and TPB, by
proposing measures that aim to change the norms
and ideas concerning security issues.

To holistically address IS abuse within organisa-
tions, we propose that models, tools and techni-
ques of IS security should be informed by the core
concepts of all criminology theories as they have
been described in this paper. In other words, we
propose that a multi-methodology approach be
employed with regard to insider threat. These
criminology theories stem from different scientific
paradigms; therefore their combinational applica-
tion is not straightforward. However, we believe
that they are not incommensurable and that their
underlying assumptions are reconcilable, in the
context of methodological pluralism (Mingers,
1997). Under this perspective our analysis, as well
as relevant literature discussed in the beginning of
this paper, drives to the conclusion that to study
and manage a highly complex as well as critical
issue, such as IS insider misuse, a comprehensive
and multiparadigm approach is needed. We be-
lieve that both research and security management
practice can benefit from incorporating basic
tenets from criminology theories.

Conclusions

Insider threat is an issue with augmenting impor-
tance for IS security management. Tools and
methods that are currently applied in the effort
to confront this type of threat have their roots in
the scientific field of criminology. Analysing
ISO17799, the dominant standard in IS security
management, we ascertained that it follows the
General Deterrence Theory, the most classical and
oldest criminology theory. Consequently, it em-
phasises on measures such as posing sanctions,
reinforcing access control, and implementing
training and awareness programmes.

Nevertheless, the adoption of a single theory and
especially a theory that has been heavily criticized
by social researchers impoverishes the arsenal of IS
security management. We have argued that IS
security management would benefit from enrich-
ment with ideas from other well-established crim-
inology theories and the relevant standards should
encourage this pluralistic approach.

Moreover, we believe that the IS security field
would also benefit from an intellectual engage-
ment with other disciplines studying the nature of
human behaviour, such as sociology and criminol-
ogy. This interaction, that should be further
explored, would provide IS security researchers,
as well as practitioners, with more insight as to the
nature of computer abuse and possible ways to
handle with it.
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