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Every day,  Trend™ Research 
gathers intelligence on   
trillions of events  across 
endpoints, the cloud, mobile 
 devices, servers, email, web 
 traffic,  network  traffic  
and  IoT/OT  environments   
all around the world.



Because threats 
never stop evolving 
Day after day, week after week, new vulnerabilities 
spawn fresh types of attacks while emerging 
technologies forge new tools of exploitation.  
That never-ending process of evolution has turned 
ransomware into a service, made the cloud a 
cybersecurity battleground, and led to AI-generated 
deepfake and phishing schemes that are harder 
to detect than ever before.

Getting ahead of the fast-changing threat landscape 
demands vigilance, intelligence, and in-depth 
research—insights to spur action and drive the 
advancement of cybersecurity platforms and tools.

Our Trend Micro Research team has spent three 
decades discovering and exposing the ways bad 
actors target businesses and deceive individuals—
and applying that knowledge to the development  
of ever-stronger cybersecurity solutions. 

With a network of research centers around  
the globe and hundreds of researchers and data 
scientists on staff, we gather real-time threat data 
from every corner of the enterprise attack surface 
to shine a bright light on present and future 
threats and protect more than half a  
million organizations worldwide.
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Generative AI and machine learning

Decades of experience
Generative AI may be a recent phenomenon, but artificial intelligence and machine learning have been cybersecurity realities for years—and Trend Research 
has engaged with them from the very start. Today, as AI-powered malware, deepfake fraud, AI-generated phishing, and other malicious uses alter the threat 
landscape, we draw on our deep knowledge to develop new ways of detecting and preventing attacks.

An AI-enabled portfolio
Trend Micro has been using AI and machine learning to give cybersecurity teams a winning advantage for nearly 20 years—longer than many other security 
vendors have been on the scene. Based on extensive research, we’ve embedded AI throughout our entire product portfolio to counter email compromise  
and phishing schemes, web, network, and control layer attacks, and in-network lateral attack movement.

We use AI and machine learning to support the implementation of zero-trust practices and continue to explore and incubate new capabilities as AI technology 
evolves. We also use generative AI today for a wide range of interpretive and automated functions to help cybersecurity teams gain efficiencies and capacity, 
including:

• Alert explanations
• Script and command decoding and translation
• Threat hunting search queries
• Response and remediation guidance
• Custom reporting
• Risk prioritization
• Sandbox result chatbots

To ensure our use of AI is safe and principled, we follow an eight-point commitment  
to the responsible use of artificial intelligence, which can be read in full on our website. 
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Trend Micro has been  investing  
in AI and machine learning since 
2005.  The diverse global data 
we collect helps us  improve our 
AI models  and outcomes, with 
solutions  deployed at every step   
in the cybersecurity kill chain.

https://www.trendmicro.com/en_ca/about/trust-center/privacy.html?modal=s3c-btn-learn-more-714ec3


Targeted attacks
Full lifecycle analysis
Targeted attacks tend to be staged by experienced actors who aim to compromise an organization’s technology infrastructure without being  
detected. Advanced persistent threats (APTs) are similar: expert, stealthy, and premised on maintaining a long-term presence in the target environment.  
Both are incredibly tough to detect—and disturbingly on the rise.

Pinpointing the patterns
Targeted attacks and APTs are highly adaptive, shifting in response to their victims’ defenses. Trend Research has spent years gathering intelligence  
on these types of campaigns—and the adversaries behind them—to help enterprises build stronger defenses.

Monitoring more than 700 intrusion sets and related campaigns, we take an attack lifecycle view that follows from first incursion through ‘maintenance’ to the 
conclusion of the attack. The maintenance stage is particularly tricky because during that time attackers typically ‘wipe their tracks’ to remain untraceable.

Based on our end-to-end view, we create AI models to anticipate an adversary’s likely next steps and determine what’s needed to stop them.

Our ongoing analyses of attack chain lifecycles continues to bring crucial understanding of the ways adversaries evolve their tools, tactics, and procedures 
(TTPs). It’s an approach that recently exposed the misuse of edge routers by the APT group Pawn Storm (aka APT28, aka Forest Blizzard) for a host of 
malicious purposes from hash relay attacks to spear phishing and cryptocurrency mining.
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Vulnerabilities and exploits
The zero-day advantage
Cybercriminals and researchers are locked in what seems like a never-ending race to find new vulnerabilities in software. Criminals want to exploit those  
weak links. Researchers want them patched before harm can be done. Trend Micro is the only cybersecurity vendor with its own agnostic bug bounty  
program, the Trend Micro™ Zero Day Initiative™ (ZDI)—providing unmatched insight into zero-day attacks.

Hunting for bugs
Vulnerabilities, or ‘bugs’, are programming flaws that can be used to bypass security features and gain access to a system or network. Attacks that strike 
before developers or users even know a vulnerability exists are called zero-day attacks.

ZDI has been dedicated to identifying zero-day vulnerabilities since 2005. The ZDI is a key part of that commitment. It’s the industry’s largest vendor agnostic 
bug bounty program—essentially a crowdsourced vulnerability detection initiative that scours everything from operating systems and applications  
to operational technology (OT) systems and electric vehicles.

Trend Research also maintains a global team of in-house investigators engaged in vulnerability, malware and exploit analysis, product  
development and custom research. By determining which zero-day vulnerabilities are being exploited in the real world— 
and which ones aren’t—we help organizations prioritize mitigation and maximize their cybersecurity efforts.
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In 2023, the ZDI disclosed 
nearly  2,000 bugs  and helped 
organizations access virtual patches 
an average of  3 months ahead  of 
publicly available patches.  Microsoft 
alone identified 20% of its bugs  
through the ZDI in 2023.
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Cyber threats
See more, stop more
With cybercriminals reaching beyond the network to target mobile devices, applications, endpoints, and more, mounting a strong cyber defense demands 
insight into the entire enterprise attack surface. Trend Research is able to bring that full picture into view because Trend Micro is the only cybersecurity  
vendor with native sensors deployed throughout the complete network stack.

Intelligence everywhere
Trend Research actively supports attack surface risk management (ASRM) plus extended detection and response (XDR) to continuously discover, assess, 
and mitigate threats throughout the corporate IT ecosystem. 

Trend Vision One™ – Attack Surface Risk Management (ASRM) evaluates security gaps from the attacker’s perspective, accounting for people, processes, 
and technology. ASRM is made even stronger with AI, which enhances attack surface discovery—assessing and prioritizing every area of risk and generating 
mitigation recommendations.

This broad and deep insight combined with more than 30 years of experience allows Trend Research to detect, identify, and track the full range of threats including:

• Malware — ransomware, viruses, worms, Trojans, backdoors, fileless attacks
• Web threats — drive-bys, malvertisements, redirects, domain-generation algorithms, command-and-control servers
• Messaging threats — business email compromise schemes, extortion-based attacks, spam, phishing, malicious IPs
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Every year, Trend Research 
evaluates  trillions of 
threat queries  and helps 
block  hundreds of billions 
of threats.



IoT and OT
Critical infrastructure protection
The Internet of Things (IoT) continues to grow while its industrial counterpart (the IIoT) is now indispensable to organizations in manufacturing, logistics,  
and other key sectors. Once-siloed operational technologies (OT) running critical infrastructure have also become networked and connected to the outside 
world. Cybercriminals know the stakes are high with systems like these—and are eager to exploit that.

Identifying risks in every environment
Industry, utilities, and government agencies all need clear intelligence to know where their systems are vulnerable and how to protect them. Trend Research 
investigates IoT, IIoT, and OT risks across the spectrum, looking at everything from industrial robots to medical devices. Those studies are complemented  
by Pwn2Own hacking competitions held by the Zero Day Initiative to expose potential weaknesses in a wide range of connected environments.

Trend Micro also gathers live daily intelligence from native sensors within networks of connected machines around the world. And we monitor millions  
of routers and IoT devices in consumer work-from-home environments, including connected appliances, smart TVs, and vehicles—which are  
ever-more-common attack vectors.

These insights allow us to advise organizations on the best defensive strategies and inform the development  
of new cybersecurity solutions to prevent intrusions and attacks.
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Through ZDI, Trend Micro is now 
the  top supplier of vulnerabilities 
to ICS-CERT , the U.S. Department 
of Homeland Security Industrial 
Control Systems Cyber Emergency 
Response Team.



Cloud
The ‘everywhere’ attack surface
Flexibility, versatility, convenience, and cost have made cloud infrastructure and services central to business operations for organizations in all sectors, 
worldwide. Cyberattackers are actively seeking to capitalize on that through brute forcing, credential stuffing, and compromising exposed components  
such as containers, S3 buckets, Azure Blob Storage and dev machines.

Taking an attack-driven approach
Trend Research has been focused on cloud security for more than 10 years, pioneering one of the industry’s first cloud-native security products.  
To address today’s more persistent and sophisticated cloud threats, we take an attack-driven approach that starts with threat modeling to inform 
 potential attack scenarios, detailing them from initial access through escalation and persistence to the ultimate impact or endgame. 

From those models, we design cybersecurity solutions specifically to counter the scenarios we’ve mapped. Trend Cloud One™ file storage security is a  
good example of this. After studying the frequent compromise of cloud assets storing critical business data or hosting internal and external web interfaces,  
we contributed the foundational knowledge for a Cloud One storage security component.

In addition to attack-based analysis and threat modeling, we also engage in active cloud threat hunting—starting from the position that breaches  
can safely be assumed to have happened and await discovery.
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Cybercriminal undergrounds
Know your adversary
Cybercrime is big business—and increasingly acts that way, with players forming companies on all scales and operating like legitimate entities. Today’s 
cybercriminal enterprises use cloud resources and as-a-service offerings to gain efficiencies and extend their reach, just as law-abiding businesses do.  
At Trend Research, we make it our business to understand how cybercriminals run theirs.

Thinking like a cybercriminal
Beyond keeping up with threats, vulnerabilities, and changes in the attack surface, we step inside the headspace of attackers to comprehend how they  
think and what motivates them, using that knowledge to better anticipate their next moves.

We do this through a well-established program of ongoing adversarial intelligence-gathering. The deep knowledge we’ve gained—and published in approximately 
50 research papers about the cybercriminal underground—supports our security strategies and product development. It also allows us to act as a trusted 
partner to law enforcement agencies by sharing intelligence, providing expert testimony, and even contributing to cybercriminals’ arrests. Recent international 
law enforcement takedowns include Lockbit, INTERPOL’s Operation Synergia, LabHost, and Scan4You.

Because cybercriminals operate worldwide and interact constantly across jurisdictions and regions, this part of our work needs a global perspective.  
Our many research centers and global research teams ensure we cover all the places where our adversaries operate.
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Trend Micro has a team of 
 more than 450 dedicated 
security researchers  at 
its threat research centers 
around the globe.

https://newsroom.trendmicro.com/2024-04-03-Trend-Micro-Discloses-Criminal-Insights-Following-LockBit-Disruption,-Leaving-No-Shadow-for-Threat-Actors
https://www.trendmicro.com/en_ca/research/24/b/trend-micro-and-interpol-join-forces-again-for-operation-synergi.html
https://www.trendmicro.com/en_ca/research/24/d/labhost-takedown.html
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/the-rise-and-fall-of-scan4you
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Seeing the future
Predicting the shape of tomorrow’s threat landscape
Cybersecurity never stands still. Staying on top of all the latest threats is crucial but on its own can leave organizations playing perpetual catch-up.  
Getting out ahead of the changing threat landscape requires a unique set of skills that we at Trend Research have been honing for over three decades.

Our team of specialized futurists extrapolates from historical trends and current developments to imagine what may unfold in the computing landscape  
three to five years down the road—and how cybercriminals might respond to those shifts.

Today that means looking at phenomena like the metaverse, quantum computing, next-generation AI, and more—with recommendations to help us target  
and focus our research investments going forward.

Those investments generate intelligence that we put to work for our customers by responsibly disclosing vulnerabilities, publishing insights, forging  
public-sector partnerships—including with law enforcement agencies—and creating the next generation of innovative cybersecurity solutions. Since  
our beginnings, we’ve filed more than 700 patents to advance cybersecurity capabilities. 

Trend Micro is the largest pure-play security vendor that has never been bought, sold, or gone through a merger.  
We’ve been here for 35 years—and are ready to meet the future head-on.



Gathering the latest threat intelligence from around the world, Trend Micro Research continuously explores the threat landscape to bring organizations  
the trusted insights they need to withstand threats now and in the future.

Find out how Trend Research can help strengthen your cybersecurity posture trendmicro.com/trendresearch

©2024 by Trend Micro Incorporated. All rights reserved. Trend Micro, and the Trend Micro t-ball logo, Trend Vision One and Trend Cloud One are trademarks or registered trademarks of Trend Micro Incorporated. All other company and/or product names may be trademarks or registered trademarks of their owners. Information 
contained in this document is subject to change without notice. [EBK01_Threat_Research_240716US]

For details about what personal information we collect and why, please see our Privacy Notice on our website at: trendmicro.com/privacy

Page 12 of 12
eBook • Intelligence is the best defense

http://trendmicro.com/research
https://www.trendmicro.com/en_ca/about/trust-center/privacy.html

