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Why be a car hacker?

Introduction

What can car hackers do in reality ?

Can we  Remote Control  any Car ? 



summary

Part I.  Car security research without cars.
Part II. From zero to root  intelligent vehicles.
Part III. Deconstructing Automotive Components to explore Vulnerabilities.
Part IV. A complete vehicle analysis case & Remote Attack chains.



Part I : 
Car security research without cars



Car security research without cars.

The First and most important problem  



XD

Car security research without cars.

APP can remotely control the car

Or If there is vulnerability in car controls?



• Remote Control 
• BLE Key(Some models can 

move the vehicle via 
Bluetooth. )

Key Features of App

Car security research without cars.



Attack Surface of App

Car security research without cars.



APP Code Anti-analysis methods(Android version)

• Code Obfuscation • Dynamic load • Flutter

Car security research without cars.



APP Code Anit-anti-analysis methods (Android version)

HookingDynamic Debugging& Reading From 
Memory 

Car security research without cars.



Dex Protection

• Dex Protection 1. Dex packer and enc 

No Code .Not real dex file

2. Anti-Hook

Dex code just a wrapper.

Car security research without cars.



Dex unpack

bypass anti-hook

then hooking and 
dump real dex file from
memory 

Car security research without cars.



APP Dynamic Anti-analysis methods and Anit-anti-analysis methods(Android)

• Anti-Debuging&Hooking

Debug or Hook Detection

Car security research without cars.



APP Dynamic Anti-analysis methods and Anit-anti-analysis methods(Android)

• Anti-Debuging&Hooking

Debug or Hook Detection

Find  Dection thread and killed

Car security research without cars.



APP HTTPS Anti-analysis methods (Android)

• SSL-Pinning/Proxy Check/User’s CA cert is not trusted 

Car security research without cars.



APP Anit-anti-analysis methods(Android)

Objection Hooking  
TrustManager 

Bypass SSL-pinning

Use Frida Hooking  KeyStore

Car security research without cars.



APP Anti-analysis methods and Anit-anti-analysis methods(Android)

Use VPN as Proxy or Hooking

Bypass Proxy Dection Set User CA Cert as System Cert

*https://httptoolkit.com/blog/android-14-install-system-ca-certificate/

Car security research without cars.



APP HTTPS Anit-anti-analysis methods(Android)

*https://github.com/gojue/ecapture

Use VPN 
Set System CA Cert 
Hook Keystore 

use ecapture😎

Car security research without cars.



Some interesting cases 

Car security research without cars.



Part II : 
From zero to root  intelligent vehicles.



From zero to root intelligent vehicles
The actual situation of car testing :(

One of the research conditions: 
the car cannot be dismantled

VS



From zero to root intelligent vehicles

The actual situation of car testing :(



From zero to root intelligent vehicles

First Action：
break the black box



From zero to root intelligent vehicles

• Devloper mode 
• Escape to web browser 
• Engineering mode

Common experience



From zero to root intelligent vehicles

Devloper mode 

Only Way :Try single, multiple clicks, system version number, 
system time, any inconspicuous place



From zero to root intelligent vehicles

Only Way :Try single, multiple clicks, system version number, 
system time, any inconspicuous place

Result:  But on cars, it's rare. We've only found it on a handful of cars.

Devloper mode 



From zero to root intelligent vehicles

Escape to web browser 

• Use Chrome’s N Day to RCE

• Attack JS Bridge Interface

• Attack Android Component with Exported and  BROWSABLE



From zero to root intelligent vehicles

Escape to web browser 

There is no browser on the system, which is a common practice 
among car companies and Internet manufacturers.

In fact, the browser is hidden, so how can we activate the 
browser?



From zero to root intelligent vehicles

Escape to web browser 

The Privacy Policy is a good entrance, and there will be official 
websites of some manufacturers on the page.

We need to escape from it to a website such as Google/Github
so that we can redirect it to our own test page



From zero to root intelligent vehicles



From zero to root intelligent vehicles

Do some detection on the browser and try to use this as an entry point to attack.

CVE-2023-4357

The browser does not open the sandbox. 
We can directly read /verdor/etc/passwd

Result:  Our target car has this problem, but the browser of this car did not 
have  the appropriate EXP to get the shell.



From zero to root intelligent vehicles

enable network debugging : setprop service.adb.tcp.port 5555

Enginner mode 

Enter settings to open 
adb mode and use USB 
cable to connect.



From zero to root intelligent vehicles

Enginner mode 

Result : Our target car also has 
engineering mode, but without the ADB 

option.

Enter *#060# on the Bluetooth phone keypad 
of this car to enter engineering mode



From zero to root intelligent vehicles

• Three tried-and-true attack methods have failed.

• Re-organizing the attack surface, we noticed the Car App 
Store.

Find new attack surfaces



From zero to root intelligent vehicles

Why App Store 

In China, there will be multiple different video or music subscription 
platforms similar to Netflix. They will own the copyrights of different videos 

and music. 

Automobile manufacturers will not want to pay multiple times for the same 
resource, so the first choice is to download the corresponding application.

As an entertainment system, IVI usually also provides ways to download or 
install corresponding applications.



From zero to root intelligent vehicles

DNS hijacking attacks store clear text transmissions. To 
replace the store apk, you can install a custom apk file 

and obtain a shell.



From zero to root intelligent vehicles

Installation blocked by whitelist



From zero to root intelligent vehicles

1. Select the application we want to install and unpack 
it with apktools

$ apktool d -o output_apk/ apk_name.apk

Bypass installation verification



From zero to root intelligent vehicles

2. The package name is in AndroidManifest.xml, 
search for package and modify the package 
name package="com.netease.cloudmusic.iot”

The APP name of the res/value/strings.xml file 
also needs to be changed.



From zero to root intelligent vehicles

3. Repackaging and Resigning APK with
apktools and Apksigner.

Reverse a shell



From zero to root intelligent vehicles

• untrustapp's access to the service will be intercepted by all selinux rules and 
cannot escalate privileges

• untrustapp cannot access many commonly used directory files, for example, 
it cannot view the ports bound by netstat –p

In untrusted app shell

Netstat cannot view the specific PID or Program 
name. Originally, low authority could not obtain 

these details.



From zero to root intelligent vehicles

Remember the engineering mode 
mentioned earlier? 
There is an export log and I found some 
surprises

Trick!



From zero to root intelligent vehicles

Log Infromation leak



By installing Google Play’s FooView, you can get a list of all applications through the 
application and open it. System native settings and enable ADB

From zero to root intelligent vehicles

Elevation of privileges
from untrusted_app user to shell user

The system settings are only hidden, but not removed from the system and can 
be recalled.



From zero to root intelligent vehicles

Through reverse engineering, I found that after entering the engineering mode, there is 
a logic to upgrade.

Store any apk and rename it to T***r.apk, and you can install it through this process. 



OTA file name traversal problem

From zero to root intelligent vehicles



The APK uses an official public signature, allowing 
applications with uid=1000 to be installed.

From zero to root intelligent vehicles



From zero to root intelligent vehicles

Root Case1:DBUS



From zero to root intelligent vehicles

• Remote code execution attacks
• Local privilege escalation
• Override control

Root Case1:DBUS



From zero to root intelligent vehicles

List all DBUS services

Method to list DBus of a certain system

dbus-send --session --type=method_call --print-reply --
dest=org.freedesktop.DBus / org.freedesktop.DBus.ListNames

dbus-send --system --type=method_call --print-reply --dest=
<service_name> / org.freedesktop.DBus.Introspectable.Introspect

Root Case1:DBUS



dbus-send --system --print-reply --dest=<service_name> /com/xxx/ivi/vehiclefunction/window 
com.xxx.ivi.vehiclefunction.window.setProperty string:'{"property":1,"value":2,"id":1}'

Root Case1:DBUS

From zero to root intelligent vehicles

<node> 
<interface name="org.freedesktop.DBus.Properties">

<method name="Set">
<arg name="interface" direction="in" type="s"/> 
<arg name="property" direction="in" type="s"/> 
<arg name="value" direction="in" type="v"/> 

</method> 
</interface>

<node name="com/xxx/ivi/vehiclefunction/window"/>
</node>



Root Case1:DBUS

From zero to root intelligent vehicles

DBUS has a service called tbox_service

int CTBoxDbus::SetValue(int a1, _DWORD *a2, _DWORD *a3)
{

if ( !strcmp((const char *)s, "EngDiskRefreshPerform") ) 
{

A(a1, a3, s, v95); 
goto LABEL_37; 

}
}



Root Case1:DBUS

From zero to root intelligent vehicles

DBUS has a service called tbox_service

int CTBoxDbus::SetValue(int a1, _DWORD *a2, _DWORD *a3)
{

if ( !strcmp((const char *)s, "EngDiskRefreshPerform") ) 
{

A(a1, a3, s, v95); 
goto LABEL_37; 

}
}

dbus-send --system --print-reply --dest=com.xxx.ivi.TboxService /com/xxx/ivi/TboxService
com.xxx.ivi.TboxService.SetValue string:'EngDiskRefreshPerform' string:'{"ImageName": "; /bin/busybox
telnetd -l /usr/bin/bash -p 6667;"}'



Root Case2 : Local Socket

From zero to root intelligent vehicles

A program is bound to a local socket



Root Case3 : Debugger command injection

From zero to root intelligent vehicles

$ am start com.xxx.devtools/.view.aftersales.CommonCmdActivity



Part III : 
Deconstructing Automotive Components to Explore 
Vulnerabilities

Vehicle Internal Network Penetration Test Post-Pentest Researching of Car



Vehicle Internal NetworkPenetration Test

Deconstructing Automotive Components to Explore Vulnerabilities



Tricks and Cases of  Pentesting

• Type 1. Weak pass and HardCode

Vehicle Internal Network Penetration Test



• Type 2. USB devices

BUT Linux system  could 
also  be ADB Server.

Usually only IVI is Android
system. 
Usually ADB means Android 
Debug Bridge. 

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 3. FTP Service

TFTP service open on UDP port that are sometimes ignored

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 4. OTA Process Vulns

A paper of Blackhat EU 2022 
has disclosed a command 
injection vulnerability in
Volkswagen ID3.

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 4. OTA Process Vulns

Same like this.

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 5. Private Service Vuln

Private 

means

You cannot find relevant 
information when searching on 
Google.

BINARY FILE

traffic analysis

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 5. Private Service Vuln

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 5. Private Service Vuln

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 5. Private Service Vuln

Binary file get from  T-Box FTP service.

*T-Box,Telematics BOX. 

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



• Type 6. Remote Control Car

Unix Domain Socket Call

Tricks and Cases of  Pentesting

Vehicle Internal Network Penetration Test



ISO-14229(Unified diagnostic services on CAN)
ISO-13400(Diagnostic communication over Internet Protocol)

Post-Pentest Researching of Car

Attacking car keyless entry



PEPS will communicate with the key through low-frequency RF

Attacking car keyless entry

Post-Pentest Researching of Car



Replay ignition command start

Attacking car keyless entry

Post-Pentest Researching of Car



PEPS simulation starts

Attacking car keyless entry

Post-Pentest Researching of Car



Match a new key?

Attacking car keyless entry

Post-Pentest Researching of Car



Part IV : 
A Complete vehicle security analysis 
case & Remote Attack chain



A Complete vehicle security analysis case



A Complete vehicle security analysis case



A Complete vehicle security analysis case



A Complete vehicle security analysis case



A Complete vehicle security analysis case



A Complete vehicle security analysis case



How to Access T-Box

Remote Attack Chains



Remote Attack Chains

Near Source Remote Attack Chain 



Near Source Remote Attack Chain 

Remote Attack Chains
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