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programmers write programs, the first

woodpecker that came along would _
- destroy civilization. -
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=2=  We work in an industry that is driven by threat actors

@ Cybersecurity can benefit from engineering and processes discipline

Threat Modeling

é7 But we have
Attack Graphs

Q Still not enough formality, especially about failures
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a Submarine.

of /‘S'v-afe'ry is central to the

Navy submarine community.
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\‘Eponsible for his
qbipment—for
Oc’rion, maintenance,
tracting. If anything went
rong, | knew exactly at whom
to point.

® The man in charge must concern
himself with details. If he does not
consider them important, neither
will his subordinates. Yet “the

devil is in the details.”
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* Effects analysis - studying the consequences of those failures
/ Note: Sourced from https: //asq.org/quality-resources/fmea


https://asq.org/quality-resources/fmea
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GEMBA
ACADEMY Failure Modes Effects Analysis

Process or Product

Name: Prepared by: Page: of

Process Owner: FMEA Date (Orig): Rev.

Key Process Step Potential Failure Potential Failure g
or Input Mode Effects Potential Causes Current Controls

What is the In what ways can | What is the impact | @ ¢ What causes the o What are the 26% What are the Who is Responsible Note the
Process Step or the Process Step | on the Key Output | 7" 5 °E’ Key Input to go S3 existing controls | > &8 actions for for the actions
o . . — & 0 c 5SS ¥
Input? or Input fail? Variables once it | g = < wrong? c 8 and procedures o3 reducing the recommended taken.
g o e [ B °8 o :
fails (customer or g0 3 g E that prevent either | = o5 occurrence of the action? Include dates
internal 3 © 25 the Cause or the | £ £73 cause, or of completion.
requirements)? 2 Lo Failure Mode? g 8 ﬁ improving
] S T8c detection?
I © (]
o ©

| : Note: Sourced from:


https://blog.gembaacademy.com/2007/06/28/10-steps-to-creating-a-fmea/

FMEA Scoring

Choose a scoring that works

for your team.

Severity
® 10 Highest
®* 1 Lowest
Occurrence
® 10 Highest

® ] Lowest

Detection

® 10 Worst

® ] Best

Suggested PFMEA Severity Evaluation Criteria

Criteria: Criteria:
Effect Severity of Effect on Product Rank | Effect Severity of Effect on Process
(Customer Effect) (Manufacturing/Assembly Effect)
Potential failure mode affects safe vehicle operation and/or 3 ; 3
. . i ! - " Failure to |May endanger operator (machine or assembly) without
Failure to Meet |involves noncompliance with government regulation without 10 .
3 Meet Safety |warning.
Safety and/or |Warning.
Regulatory fos
Potential failure mode affects safe vehicle operation and/or . ;
Requirements |inyolyes noncompliance with government regulation with 9 Reg.u ey iy i e rog et oy et orseioy et
¥ Reqmrements warning.
warning.
Loss of primary function (vehicle inoperable, does not affect safe a Major 100% of product may have to be scrapped. Line
Loss or vehicle operation). Disruption |shutdown or stop ship.
Degradation of A portion of th ducti havetobe ed
4 : : < ’ < Sienificant portion of the production run may have to be scrapped.
Primary Function Degradation of primary function (vehicle operable, but at reduced 7 g ; Deviation from primary process including decreased line
level of performance). Disruption
speed or added manpower.
Loss or Loss of secondary function (vehicle operable, but comfort / B 100% of production run may have to be reworked off line
Degradation of convenience functions inoperable). Moderate [2nd accepted.
Secont.iary Degradation of secondary function (vehicle operable, but comfort g Disruption (5 bortion of the production run may have to be reworked
Function / convenience functions at reduced level of performance). off line and accepted.
Appearance or Audible Noise, vehicle operable, item does not i 100% of production run may have to be reworked in
conform and noticed by most customers (> 75%). Moderate [|station beforeitis processed.
i Appearance or Audible Noise, vehicle operable, item does not 3 Disruption (4 portion of the production run may have to be reworked
NOYance | onform and noticed by many customers (50%). in-station before it is processed.
Appearance or Audible Noise, vehicle operable, item does not 2 Minor S IS A T S oharation. ov SoarEice
conform and noticed by discriminating customers (< 25%). Disruption - P S HONOPEEI:
No Effect No discernible effect. 1 No Effect  |No discernible effect.

Reprinted from Potential Failure Mode and Effects Analysis (FMEA) 4" Edition, 2008 Manual with permission of Chrysler, Ford and GM

pplier Quality Requi Task Force.
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Risk Priority Number (RPN)

Failure Modes and Effects Analysis (FMEA)
Risk Priority Number (RPN)

() SafetyCulture

Note: Sourced from https://safetyculture.co


https://safetyculture.com/checklists/fmea-template/

Potential Failure
Potential Failure Effect
. Severity
Potential Causes
Occurrence
Current Controls

Detection

Risk Priority Number (RPN)

DATA FOR ILLUSTRATIVE PURPOSES ONLY
Based on CISA Red Team Shares Key Findings to Improve Monitoring and Hardening of Networks (Product ID: AA23-059A)

/)



Potential Failure

Recommended Actions

Responsible Party

Actions Taken

Revised Severity
Revised Occurrence
Revised Detection

Revised Risk Priority Number

T p DATA FOR ILLUSTRATIVE PURPOSES ONLY

Based on CISA Red Team Shares Key Findings to Improve Monitoring and Hardening of Networks (Product ID: AA23-059A)



Potential Failure Excessive permissions granted to standard user accounts
Potential Failure Effect Facilitation of lateral movement and domain compromise by attackers
Severity 9

Potential Causes Misconfiguration and inadequate access control policies

4

Occurrence

Current Controls Weak configuration and poor IAM

6

Risk Priority Number (RPN) 216
DATA FOR ILLUSTRATIVE PURPOSES ONLY
/) Based on CISA Red Team Shares Key Findings to Improve Monitoring and Hardening of Networks (Product ID: AA23-059A)

Detection




Key Process Step Permissions granted to standard user accounts
Potential Failure Excessive permissions granted to standard user accounts

Recommended Actions 1. Enforce the principle of least privilege
2. Conduct regular audits of user permissions
3. Implement robust monitoring for unusual access patterns

Responsible Party 1,2. 1AM, 3. CSOC

Actions Taken 1,2. Create standard limiting privileges and requiring audits
3. Implement additional detection agents and alerts

Revised Severity 9
3
Revised Detection 4
Revised Risk Priority Number 108

Revised Occurrence

/)

DATA FOR ILLUSTRATIVE PURPOSES ONLY
Based on CISA Red Team Shares Key Findings to Improve Monitoring and Hardening of Networks (Product ID: AA23-059A)
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i Ad|us’r|ng 'fO changing environment be rescoring tal ure modes (i.e., Threat Modelling)

® Understanding relationship between failure modes (i.e., Attack Graphs)
®* FMEA includes detection probability aiding in understanding impact of failures






