Outline of the Cybersecurity Strategy 2021

1 Japan in the 2020s

4. Advancing digital/security literacy with no one left
behind

—ir—

multiple stakeholders and application of knowledge
gained through efforts toward the Tokyo Games, etc.

7. Enhancement of readiness to respond to massive

=
> 1-1 Establishment of the digital economy and promotion of digital transformation, expectations for contribution to SDGs, changing national security environment,
';’ impact and experience of COVID-19, and application of efforts toward the Tokyo Games.
c
© 2 Basic principles of the strategy
- 2-1 Ensuring a cyberspace which is “free, fair and secure”
c
(4] 2-2 The basic principles adhere to the 5 principles set forth in the previous strategies (assurance of the free flow of information, the rule of law, openness, autonomy,
e and collaboration among multiple stakeholders)
>
D 3 Issues surrounding cyberspace
= Risks from the perspective of environmental changes, risks from the perspective of international affairs, and recent trends of threats in cyberspace
4 Policy approaches
<Three directions> (1) Advancing digital transformation and cybersecurity simultaneously
(2) Ensuring the overall safety and security of cyberspace as it becomes increasingly public, interconnected and interrelated
(3) Enhancing initiatives from the perspective of Japan’s national security
Realizing a Digital Society where the People can Live with Contribution to the Peace and Stability of the
| a Sense of Safety and Security International Community and Japan’s National Security
1. Providing a cybersecurity environment which protects
1. Raising executive awareness the people and society
- 2. Ensuring cybersecurity integral with digital 1. Ensuring “a free, fair and secure cyberspace”
o 2. Advancing DX with Cybersecurity among local transformation (led by the Digital Agency)
> regions and SMEs 3,4,5. Promgtlng efforts by stakeholders YVhICh underpin 2. Strengthening Japan’s capabilities for defense,
o the foundations of the economy and society deterrence, and situational awareness
= 3. Building a foundation for ensuring (1) Government agencies, etc.
(@) c (2) Critical infrastructure i i i
-% trustworthiness of supply chains that support new (3) Universities, education and research institutions, etc. 3. International cooperation and collaboration
% value creation 6. Seamless information sharing and collaboration by

cyberattacks, etc.

Cross-Cutting Approaches to Cybersecurity

Recruitment, development, and active use of
human resources

Promotion of R&D

Collaboration based on full participation and
awareness raising

5 Implementation Framework

A concerted effort by the whole of government to ensure “a free, fair and secure cyberspace”
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