Terms and Conditions for use of Biometric Authentication for Mobile Banking of
Agricultural Bank of China Limited Hong Kong Branch
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“App” means the Bank’s mobile banking application for providing Mobile Banking
Services.
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“Biometric Authentication” means the identity authentication function using any
biometric credential (including fingerprint, facial map or any other biometric data), as
the Bank may provide or accept from time to time under these Terms and Conditions.
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“Device” means the device which you use to install or access the App.
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You agree and acknowledge that the use of the Biometric Authentication provides an
alternative means of verifying your identity for accessing and using the App.
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To use the Biometric Authentication, you shall register your Device for the Biometric
Authentication by completing such steps and requirements as designated by the Bank
from time to time. This includes, but is not limited to, using your login name, login
password and one-time password via the App to carry out the procedure for registering
the Biometric Authentication and select the biometric credential stored in your Device
to use the Biometric Authentication.
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Upon successful registration, you agree to the use of the biometric credential
registered on your Device to verify your identity for accessing and using the Bank’s
services via the App.
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The Bank may designate or vary from time to time the scope and any features of the
Biometric Authentication and its use without notice.
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Before you can use the Biometric Authentication, you shall activate the biometric
identity sensor on your Device and register at least one of your biometric credentials
to control access to your Device.
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You acknowledge and agree that:
S AIFSIE =S

(i)

(ii)

(iii)

(iv)

the Bank may verify your identity by the biometric credential registered on your
Device as if it were you;
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you are required to keep the passwords for storing the biometric authentication
information in your Device and registering the Biometric Authentication
confidential;
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all instructions received by the Bank and all transactions effected with your
identity verified through the use of the Biometric Authentication shall be binding
on you;
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upon successful registration for use of the Biometric Authentication, all biometric
credentials stored on your Device registered for Biometric Authentication at the
time of or after registration can be used to access and use the Bank’s services
via the App as if it were accessed and used by you. If the biometric credential
(such as fingerprint of your particular finger or your particular face map) which is
provided to the Bank at the time of your registration for use of the Biometric
Authentication is not the only biometric credential stored on your Device, other
biometric credential stored on the Device may be used for the Biometric
Authentication. You shall ensure that only your own biometric credential is stored
on your Device. If you store any other person's biometric credential or allow
any other person's biometric credential to be stored on your Device, any person
may use such other biometric credential to access and use the Bank’s service
via the App as if he were you. You are responsible for any acts (including giving
any instructions to the Bank, operating any of your accounts and effecting any
transactions) and consequences arising from or in connection with any person
using such other biometric credential to access and use the Bank’s services.



(v)

(vi)

All such instructions and transactions will be deemed to be given and effected
by you and are binding on you.
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You may at any time login the App to cancel the Biometric Authentication. Please
note that cancelling the Biometric Authentication of the App will not automatically
cancel the biometric authentication information stored in your Device. Unless you
use the relevant biometric authentication function of your Device to cancel the
relevant biometric authentication information, your biometric authentication
information will still be stored in your Device and may be used by other mobile
applications of your Device. You may consider taking your own decision to
delete the relevant information in accordance with the circumstances; and
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the authentication under the Biometric Authentication is performed by the App
by interfacing with the biometric identity sensor module on the Device. The App
will access the biometric identity sensor in your Device and obtain the necessary
information to perform the authentication but the Bank will not store your
biometric credentials during the authentication process. You consent to the
authentication process and the Bank’s accessing and using the information
obtained via the biometric identity sensor for such purpose.
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You shall take all reasonable security measures to prevent any unauthorized or
fraudulent use of the Biometric Authentication, including:
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(i)

(ii)

(iii)

(iv)

(v)

(vi)

you shall take reasonable precautions to keep safe and prevent loss or
fraudulent use of your Device and your password for accessing the Bank’s
services. You shall observe any security recommendations provided by the
Bank from time to time in connection with the use of the Biometric Authentication;
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you shall not use the Biometric Authentication on any mobile device or operating
system that has been modified outside the mobile device or operating system
vendor supported or warranted configurations.
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you shall not use facial recognition for authentication purpose if you have an
identical twin sibling or you are aware of any person with your similar facial
features;

WmE T EAER ISR LB REmE T ERE B E A LA 5B T
AR EFRAFAE, B TANEAEAFHRTEEAINMET RN,

you shall not use facial recognition for authentication purpose if you are an
adolescent while your facial features may be undergoing a rapid stage of
development;
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you shall not take any action to disable any function provided by, or agree to any
settings of, your maobile device that may otherwise compromise the security of
the use of your biometric credential for authentication purposes (e.g. disabling
“attention-aware” for facial recognition);
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if the biometric authentication information in, or other safety password of, your
Device has been disclosed, you are required to, as soon as possible, change the
safety password, re-register your biometric authentication information or cancel
the Biometric Authentication of the App; and
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(vii) if the biometric authentication information record in your Device has been
changed or your login password for accessing the App is changed, the Biometric
Authentication of the App will be suspended. You are required to re-register or
activate the Biometric Authentication of the App to use the Biometric
Authentication. Furthermore, if you use a new Device to login the App, the
Biometric Authentication of the App by the previous Device will be suspended.
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The use of the Biometric Authentication will be provided on an "as is" and "as available"
basis. The Bank does not warrant that the use of the Biometric Authentication will be
available at all times, or that it will function with or be compatible with any electronic
device, software, system or any of the Bank’s services.
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You acknowledge that the biometric identity sensor module on your Device is not
provided by the Bank. The Bank is not responsible for, and do not make any
representation as to, the biometric identity sensor module or any biometric identity
sensor technology in and in relation to your Device or the Biometric Authentication.
The Bank does not give any warranty, whether express or implied, of any kind including
any warranty of quality, accuracy or performance, merchantability, fithess for a
particular purpose, title or non-infringement of right.
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The Bank is not liable for any loss, damages or expenses of any kind which may be
incurred or suffered by you arising from or in connection with your use of or inability to
use the Biometric Authentication unless it is caused solely and directly by the Bank’s
gross negligence or wilful default.
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No person other than you and the Bank will have any right under the Contracts (Rights
of Third Parties) Ordinance to enforce or enjoy the benefit of any provisions of these
Terms and Conditions.
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These Terms and Conditions are governed by and construed in accordance with Hong
Kong law and you agree to submit to the non-exclusive jurisdiction of the Hong Kong
courts.
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If there is any conflict between the English and Chinese version of these Terms and
Conditions, the English version shall prevail.
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