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Foreword

This reporting period was characterised by the ongoing COVID-19 pandemic 

and measures taken by the Federal Council and its administrative bodies to 

protect the population and support the economy. 

Therefore, it will come as no surprise that our data protection authority’s 

supervisory activities focused on the digital tools employed in the fight 

against the pandemic such as the SwissCovid App and the vaccination, test 

and recovery certificates. The pandemic was also the focus of our daily work 

of implementing the Freedom of Information Act as a large portion of the 

mediation requests we received concerned access to official documents such 

as those relating to the procurement of masks or vaccines. 

While the State interfered in the privacy and informational self-determi-

nation of the population with the introduction of measure after measure in 

the fight against the persistent pandemic, our authority constantly insisted 

on the transparency of the State’s actions. The Administration has to set 

priorities when dealing with crises, and so we adopted a pragmatic approach. 

For example, we encouraged members of the media to be patient regarding 

additional documentation of the activities of the Federal Office of Public 

Health.

It is too early to quantify the damage caused by this freedom-robbing 

pandemic, but one thing is certain: our authority has also learnt its lessons 

from the digital glitches during the crisis that caused astonishment and indig-

nation. However, the criticism of the authorities and leaders should not 

obscure the shortcomings regarding the asynchronous digitalisation of our 

country, in particular the lack of an officially recognised electronic identity – a 

basic service – which has proven to be indispensable for up-to-date, priva-

cy-compliant health data management.

 

Adrian Lobsiger

Federal Data Protection and Information Commissioner

Bern, 31 March 2021
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Current Challenges

I Digitalisation

The coronavirus pandemic – still ongo-
ing despite the availability of vaccines – 
and the resulting accelerated digitalisa-
tion of work and consumption contin-
ued to characterise the use of informa-
tion and communication technologies 
(ICT) in Switzerland during the year 
under review.  

Technology and economy

The technical and economic potential 
for interference in individuals’ pri-
vacy and right to self-determination 
remains great.

Today’s digital world offers ultra-
fast transmission of signals via the 
internet which are then converted by 
billions of portable devices (“smart 
devices”) into text, images, sound or 
vibrations, namely information per-
ceptible to the senses. Information 
is constantly at our fingertips almost 
everywhere we go, satisfying our 
curiosity, gaming lust and thirst for 
knowledge. 

However, people are quickly 
annoyed when their personal data is 
used for specific purposes or their pri-
vacy is invaded. Private individuals 
and companies typically protect and 
encrypt part of their data – a thorn 

in the side of police and executive 
administration. Furthermore, own-
ers of smart devices are also increas-
ingly being asked by private individu-
als and the authorities to present their 
devices for automated data compar-
isons (“scanning”). Some people are 
uneasy at the thought of providing 
access to their devices, which contain 
a vast amount of personal data provid-
ing an insight into their digital lifestyle. 
Therefore, not everybody is willing to 
produce a smart device equipped with 
a specific program installed on it. Oth-
ers are unable to do so because of their 
age, health condition or disability. 

At this stage of the fight against 
the pandemic, these people are likely 
to come under further pressure. With 
businesses reopening and bans on 
events being lifted, people may well 
be required to provide proof of vacci-
nation against COVID-19 or a nega-
tive Covid test result to access certain 
goods and services. In order to prevent 
people from being obliged to carry 
a smartphone, the FDPIC demands 
that alternative methods be offered 
for collecting health data, in addition 
to digital methods, subject to reason-
able terms. This is important as the 
systematic processing of personal 
data during the pandemic is likely to 
affect people’s right to informational 
self-determination beyond the pan-
demic. Given the near-universal use 
of smart devices, the pandemic could 
well become a launch pad for govern-
ment and commercial interests requir-
ing these devices to be accessible at all 
times as a mobile means of identifica-

tion and documentation. In order to 
prevent smart devices from degener-
ating into electronic tags, the Com-
missioner has publicly demanded that 
traditional information carriers such 
as paper also be permitted for both col-
lecting contact data for contact trac-
ing and providing proof of vaccination 
or a negative Covid test result.These 
considerations may well have played 
a crucial role in the federal legislator’s 
decision to enshrine in the Epidemics 
Act in early summer 2020 the prin-
ciple that access to services must not 
be made conditional on the use of the 
Swiss Covid app.

The far-reaching impact of increas-
ing automation in the processing of 
large amounts of data were clearly 
demonstrated again this year in vot-
ing and elections. When machine and 
digital technology is used to process 
large numbers of votes, voters’ main 
concerns are the transparency and 
reliability of the technology used and 
the issue of data protection. The wide-
spread mistrust of automated pro-
cesses also contributed to the turmoil 
following the recent US presidential 
elections. The White House lawyers 
at the time attacked the abstract, tech-
nical aspects of data transmission, 
counting and analysis, systemically 
discrediting them with general criti-
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 «The people shall not be obliged to carry a smartphone 
on them.»

cism, thus fuelling public uncertainty. 
This was met with messages in online 
forums from people convinced that 
rigged algorithms and other schemes 
were at play. Consequently, as elec-
tions and voting become increasingly 
automated, we can expect instruments 
of modern data protection law that 
require a minimum of human inter-
vention to become increasingly impor-
tant in regulating automated deci-
sion-making processes in the future.  

Society and data policy

On 7 March 2021, Swiss voters firmly 
rejected the Federal Act on Electronic 
Identification Services (E-ID). Despite 
a vain attempt by the Federal Coun-
cil and Parliament to gain the people’s 
trust in a private E-ID issuer, the com-
mittee responsible for the referendum 
prevailed with its key argument that 
issuing E-ID should be the exclusive 
responsibility of the authorities. The 
people’s desire for more State leader-
ship in a digital project of this scale is 
largely justified by their expectation 
that the State will act and process per-
sonal data in accordance with the pro-
visions of the law and that the author-
ities will conscientiously abide by the 
principle of legality. 

The people’s expectations do not 
entirely tally with the FDPIC’s experi-
ence: During our advisory and super-
visory work, we noticed that, faced 
with the challenge of the digital trans-
formation, the Federal Administra-
tion is increasingly struggling with 
the principle of legality and doubt-
ing the requirements of the Federal 
Supreme Court regarding the level of 
detail required for the legal basis gov-
erning the processing of personal data: 
For example, it is no longer acceptable 
for the content, categories, purposes, 
rate and duration of data processing by 

the authorities to be to enshrined in 
law as this is thought to promote the 
preservation of outdated “data silos” 
and “media discontinuity” that would 
prevent the Administration from net-
working flexibly and functioning effi-
ciently. 

It should be noted that the Com-
missioner does not question the 
digitalisation of the Federal Admin-
istration or the need for a modern 
legal basis that does not unneces-
sarily restrict the offices’ freedom in 
organisational and technological mat-
ters. The FDPIC’s solution-oriented 
approach to his advisory activities 
shows that general, abstract and tech-
nology-neutral legal provisions do not 
hamper digital transformation in any 
way. He also supports the Administra-
tion's efforts to streamline traditional 
system structures.

Despite this commitment to the 
digital transformation, the federal data 
protection supervisory authority can-
not dispense the Administration from 
deriving the purpose, scope and rate 
of digital processing of personal data 
from a mandate of the political bodies 
enshrined in the law in a way that the 
general public can comprehend. It is 
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 «The federal security authorities are finding it increas-
ingly difficult to deal with the principle of legality.»

also essential that the democratically 
legitimised legislator set political and 
constitutional jurisdictional bound-
aries when regulating the processing 
of personal data by the authorities by 
assigning responsibilities, restricting 
direct access to personal data and reg-
ulating the exchange of information 
for administrative assistance. The fact 
that the digital transformation of the 
Federal Administration is to be imple-
mented without diluting the princi-
ple of legality is also clear in the new 
Federal Act on Data Protection, in 
which the 2020 legislator reiterated 
its promise that federal bodies would 
process sensitive personal data only if 
provided for by a law put to a referen-
dum clearly setting out the purposes, 
extent, type and content of the data to 
be processed and the rate of data pro-
cessing. 

During the year under review, the 
FDPIC discussed the requirements of 
the principle of legality with the Fed-
eral Customs Administration among 
others. In particular, they discussed 
the scope for shaping the new Federal 
Office for Customs and Border Secu-
rity, whose staff will process large 
amounts of sensitive personal data 
and, like the staff of the Federal Office 
of Police and the Federal Intelligence 
Service, is to be armed and have police 
powers. 

The processing of personal data by 
these federal security authorities is 
associated with high risks for the pri-
vacy and informational self-determi-
nation of individuals as the authori-
ties in question obtain some of their 
information covertly and impose 
severe coercive measures on data sub-
jects depending on the outcome of 
their data analyses. Consequently, the 
federal data protection supervisory 
authority must not tolerate any com-
promises in the digital transformation 
of these offices with regard to compli-
ance with the Federal Court require-
ments in terms of the level of detail 
required for the legislation governing 
the processing of personal data by the 
police authorities. Only laws that are 
sufficiently precise can prevent confu-
sion over responsibilities during the 
digital transformation of the federal 
security authorities and the cantonal 
police force. Personal data is processed 
by the federal security authorities for 
a range of different purposes such as 
preventing danger, prosecuting crim-

inals, protecting the state and enforc-
ing numerous special laws. If the dig-
ital linking of such data were left to 
the discretion of the authorities, this 
would lead to a non-transparent con-
centration of police power that would 
be incompatible with the separation of 
powers enshrined in the Federal Con-
stitution.

It is all the more important to 
restrict the processing of police data 
by the federal authorities by law to 
task-specific categories given that the 
federal security authorities, in their 
historically-rooted complexity, are 
organised very differently from their 
cantonal counterparts. While the 
covert and coercive collection of per-
sonal data at the cantonal level is car-
ried out by a single police force whose 
duties and powers are set out in can-
tonal police law, the Confederation, as 
mentioned, divides its police power 
among a large number of armed agen-
cies, which process personal data in 
accordance with a wide variety of fed-
eral laws. For many years now, the 
Commissioner has lamented in vain 
in his annual reports the fact that the 
lack of a piece of legislation compa-
rable to the cantonal police laws and 
the overwhelmingly large number of 
special federal regulations effectively 
reduce the transparency of personal 
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data processing by the federal security 
authorities in a way that is difficult to 
justify with data protection legislation. 
Within the context of the digital trans-
formation, this fragmentation of the 
law is making it increasingly challeng-
ing for the authorities to maintain an 
overview of their complex data pro-
cessing activities. The Commissioner 
sees this as a further explanation as to 
why the federal security authorities 
in particular are finding it increasingly 
difficult to deal with the principle of 
legality.

Legislation

The Swiss Parliament has completed 
its extensive work of fully revising the 
Confederation’s data protection legis-
lation, which culminated in the fully 
revised Federal Data Protection Act of 
25 September 2020 (see Focus 1). 

Current challenges
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II Consultancy, supervision and mediation

In his role as a supervisory author-
ity, the FDPIC seeks to ensure that the 
extent of personal data processing is 
not solely driven by technical feasi-
bility but is instead subject to legal 
restrictions. He therefore requires that 
providers of digital applications min-
imise privacy risks at the planning 
and project stage, document them 
and submit this documentation to the 
company and the federal data protec-
tion supervisory authority. With this 
approach, we continued to support 
many big data projects run by federal 
authorities and private companies 
and promoted the responsible use of 
modern working tools such as the data 
protection impact assessment as well 
as the employment of data protection 
officers within companies.

The FDPIC’s main focus this year 
was on providing supervisory sup-
port and overseeing numerous digital 
projects relating to the fight against 
the coronavirus pandemic. These 
activities are marked in yellow in this 
annual report. The pandemic also 
challenged the FDPIC in his role as an 
information commissioner: this year 

he faced a large number of mediation 
requests relating to official documents 
regarding the procurement of masks 
and vaccines among others. After the 
Swiss government made working 
from home mandatory, the major-
ity of these requests resulted in the 
time-consuming task of issuing writ-
ten recommendations. 

Six out of the 15 major projects 
that the FDPIC oversaw as part of his 
statutory advisory duties were related 
to the digital transformation of the 
Federal Administration ordered by 
the Federal Council. This involves 
reducing the digitalisation backlog 
pointed out by politicians and the 
media, caused mainly by the pan-
demic response. In addition to the 
above-mentioned projects of the Fed-
eral Office of Public Health, the FDPIC 
also oversaw the digitalisation pro-
jects of numerous other federal bodies, 
focussing, as mentioned, on the secu-
rity authorities (see above and Sec-
tions 1.2 and 3.1). 

After declining significantly in 
the 2015/16 period, expenditure on 
supervisory duties has increased again 
slightly in recent years, stabilising at 
a low level due to an ongoing lack of 
resources. This year, the FDPIC was 
again unable to meet justified public 
expectations sufficiently. Although 
the FDPIC is keen to work closely with 

the National Cyber Security Centre, he 
lacks the resources (see Section 3.1) to 
perform the systematic random tech-
nical security checks and inspections 
that would be especially useful for the 
storage of sensitive health data. In this 
context, it is worth mentioning the 
case of the Myvaccines foundation. 

Current challenges

10 Federal Data Protection and Information Commissioner 



III National and international cooperation

National cooperation

The fight against the current corona-
virus pandemic has raised questions 
about the extent of federal and can-
tonal jurisdiction in relation to contact 
tracing and the processing of personal 
data in connection with COVID-19  
vaccination and testing. The long- 
standing relationship between the 
FDPIC and the cantonal data protec-
tion commissioners was instrumental 
in ensuring a coordinated and prag-
matic approach. 

International cooperation

The fight against the pandemic and the 
associated processing of health data 
raise similar issues for data protection 
authorities around the world. There-
fore, the FDPIC has been closely moni-
toring international developments and 
has been in touch with his foreign data 
protection authority counterparts.

Council of Europe

The FDPIC is keen to actively partici-
pate in the Council of Europe. Accord-
ingly, he participated again this year in 
the meetings of the Consultative Com-
mittee of the Convention for the Pro-
tection of Individuals with regard to 
Automatic Processing of Personal Data 
(Convention 108). At the same time, a 
FDPIC representative was elected to 
the office of the Consultative Commit-
tee for Convention 108, which man-
ages the Committee's work between 
plenary sessions.

Evaluation of the level of 
data protection

The EU Commission's report on the 
adequacy of the level of data protec-
tion in Switzerland was initially due 
to be published at the end of May 2020 
but was delayed and is now expected 
before summer 2021. 

During the year under review, 
Switzerland and the UK – which has 
now left the EU – achieved mutual 
recognition of an adequate level of data 
protection. 

Swiss-US Privacy Shield no 
longer provides an adequate 
level of data protection

The Court of Justice of the European 
Union (CJEU) delivered its eagerly 
awaited judgment on the transfer of 
data from the EU to the US (Schrems 
II) on 16 July 2020, in which it declared 
invalid the EU Commission's adequacy 
decision 2016/1250 regarding US com-
panies certified under the EU-US Pri-
vacy Shield regime. 

CJEU judgments do not apply to 
Switzerland. However, based on his 
periodic evaluations of the CH-US 
Privacy Shield regime and the mutual 
recognition of adequacy between 
Switzerland and the EU, the FDPIC 
found that the regime no longer offers 
an adequate level of protection to data 
subjects in Switzerland. As a result, he 
advised Swiss companies to transfer 
data to the US on the basis of contrac-
tual guarantees and project-specific 
risk impact assessments.

Current challenges
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Data protection



1.1	Digitalisation and fundamental rights

Data protection impact 
assessment of SwissID

During the year under review, Swiss-

Sign Group AG submitted its data pro-

tection impact assessment of SwissID 

to the FDPIC. 

Given the systemic importance of 
SwissSign Group AG’s “SwissID” 
product, the FDPIC had previously 
met regularly with the project manag-
ers, among other things to ensure that 

anonymous registration 
be allowed for pure single 
sign-on (SSO) services. 
SwissSign Group AG has 
incorporated this demand 

in its privacy policy. Its terms and con-
ditions will be amended shortly. 

After SwissSign Group AG 
appointed an external data protection 
officer to perform a data protection 
impact assessment, during the year 
under review the document was sub-
mitted to the FDPIC for evaluation. 
The document contained a detailed 
description of the firm’s data process-
ing activities, an evaluation of the risks 
associated with the measures relating 
to fundamental rights, and a list of pri-
vacy protection measures.

The FDPIC noted that, according to 
the data controller, the data protec-
tion impact assessment had been com-
pleted and that data processing carried 
out in connection with SwissID was 
considered legitimate based on the 
risks and measures described.

Swiss media publishers’ 
single sign-on project for 
online portals

The Swiss Digital Alliance is pushing 

ahead with its work to create a single 

sign-on (SSO) solution for media pub-

lishers’ online portals. The FDPIC has 

highlighted opportunities for improve-

ment during an exchange.

The Swiss Digital Alliance has 
launched a single sign-on (SSO) pro-
ject aimed at allowing users to log in 
with a single ID and password to access 
various web offerings of Swiss media 
companies. The Alliance – an associa-
tion of Swiss media companies – fur-
ther developed its project to create a 
centralised SSO system and launched a 
pilot test phase in spring 2021. During 
previous project presentations and an 
exchange on the subject, we expressed 
our view to the Digital Alliance on 
aspects of the project that were essen-
tial to ensure data protection and high-
lighted opportunities for improve-
ment. 

The project will continue beyond 
the end of the year under review, and 
we will continue to monitor the work 
carried out to ensure that the SSO sys-
tem developed incorporates privacy 
protection into its design.

Data protection
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drawing up guidelines for the admis-
sibility of public cloud services from 
an information security and data pro-
tection standpoint. Given the scope of 
this project, the FDPIC also felt it cru-
cial to demand specific data protection 
certifications from the providers as 
early as the tendering stage.

Data protection considerations 
clearly need to be taken into account at 
a very early stage in projects involving 
the processing of personal data. The 
FDPIC will continue to oversee cloud 
initiatives and will check to ensure 
that the specified criteria and require-
ments are observed.

Public clouds allow the administrative 
units of the central Federal Adminis-
tration to access innovative and rela-
tively inexpensive solutions and the 
latest technologies quickly and effi-
ciently. This opens up new oppor-
tunities for providing fast and effi-
cient access to administrative digital 
services. At least in areas that are not 
subject to high security, costly ICT 
services can thus be optimised and 
outsourced. For that reason, the Fed-
eral Administration took the strategic 
decision of introducing public cloud 

services in addition to 
its existing private cloud 
services. Furthermore, a 
detailed study was needed 
to determine the needs, 

configuration, requirements and fea-
sibility of a public, 100% Swiss-based 
cloud and data infrastructure (“Swiss 
Cloud”).

However, the use of public cloud 
services creates a high level of depend-
ence on providers, most of which 
operate internationally, in terms of 
both technological dependence and 
the availability of data and applica-
tions. This inevitably raises the ques-
tion as to how to ensure sovereignty 
over one's own data and protection 
against data leaks. 

The FDPIC addressed this issue by 
extending the criteria applied in the 
procurement of public cloud services 
in order to ensure that providers guar-
antee data protection and data secu-
rity throughout the entire processing 
chain. He also played a leading role in 

Cloud initiatives for imple-
mentation of the federal ICT 
strategy

The FDPIC oversaw the development of 

strategic goals and guidelines for the 

digital transformation of the Federal 

Administration. Development of the 

necessary IT infrastructure includes 

ensuring the safe use of public cloud 

services in addition to the existing 

option of running applications and 

processing data in the Federal Adminis-

tration's own data centres (private 

clouds). We call for data protection 

requirements to be observed as early 

as the tendering stage.

Digitalisation requires the use of a 
large number of highly efficient, flex-
ible and expandable applications and 
services. Both public and private cloud 
services are used in order to meet 
these requirements as they provide 
fast access to the necessary tools and 
services, acting as a self-service source 
(see separate box for definitions). The 
Federal Administration already uses 
a variety of easily expandable cloud 
services to a limited degree. According 
to a survey conducted in the federal 
departments and at the Federal Chan-
cellery in the last quarter of 2019, the 
need for public cloud services in par-
ticular is set to increase in the future. 

Data protection
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Cloud services
Whereas in the past most companies used to have their own 

data centres, today they often rely on cloud services instead. 

Cloud computing (or “cloud” for short) refers to a service pro-

viding online access to data storage space, processing power 

and software. A cloud is therefore an online IT infrastructure to 

which data or entire IT environments are outsourced. Different 

cloud services are available depending on intended use and 

desired level of integration. 

Clouds offer the following main advantages:

•	 High scalability, i.e. the ability to easily increase (or reduce) 

storage capacity and processing power as needed;

•	 High availability and security through the use of the latest 

technologies;

•	 Financial savings: the environment is maintained by the pro-

vider, eliminating the need for companies to invest heavily in 

their own server infrastructure.

Intended use of the cloud service

Cloud services offer various delivery models depending on the 

user’s needs. The main models are the following:

•	 Private clouds: Private clouds are usually created within a 

company’s own data centre and used by a single company. 

They are typically operated by the company itself or by an 

external provider and are accessible only to specific groups of 

people. Private clouds meet strict data security and data pro-

tection requirements and are therefore particularly suitable 

for sensitive data such as confidential personal information or 

confidential company data.

•	 Public clouds: These are services offered by freely accessible 

providers that offer their services to everyone via the inter-

net. Here, users all share the same infrastructure. Well known 

online storage providers such as Dropbox or Google Drive and 

email providers such as Gmail or Hotmail typically rely on pub-

lic clouds.

•	 Hybrid clouds: These are a combination of private and public 

clouds. Users have access to a public cloud which includes a 

private environment for sensitive data and applications. This 

mixed form is popular as it allows users to save highly sensi-

tive data to a private cloud while less sensitive data can be 

outsourced more easily and cheaply.

•	 Multi-clouds: This is a concept that uses multiple cloud ser-

vices from a variety of providers and offers a wider range of 

options compared with hybrid clouds.

Level of cloud integration

In cloud computing, a general distinction can be made between 

three cloud service levels, which build on each other. The three 

different layers – infrastructure, platform, and software – make 

up the cloud architecture.

•	 Infrastructure as a service: This model provides access to 

resources such as computing power, storage and network 

capacity via the cloud. While local servers were previously 

moved to the cloud, now cloud delivery replaces on-site hard-

ware, leaving the company to provide support for operating 

systems and applications.

•	 Platform as a service: This model adds an operating system 

and system-level software such as backup, antivirus and 

maintenance software etc. via the cloud. Instead of develop-

ing software in their own environments, companies may use 

entire software development and delivery environments via 

the cloud. 

•	 Software as a service: This model provides access to cloud-

based software including all underlying IT infrastructure, plat-

forms and components. 

Data protection
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Privacy compliance para-
mount in the Federal Admin-
istration’s migration to the 
cloud

The Federal Administration’s cloud 

strategy aims to pave the way for 

cloud-based digitalisation of the Fed-

eral Administration. The FDPIC com-

mented on the strategy paper and was 

able to voice some key data protection 

concerns.

The Federal IT Steering Unit (FITSU) 
was tasked by the Federal Council 
with drawing up a strategy document 
fleshing out the Confederation's cloud 

vision and setting out binding guide-
lines and principles governing the 
procurement of cloud applications by 
individual administrative units. The 
FDPIC received a preliminary version 
of the strategy document for pre-con-
sultation and identified various points 
that could be improved. In particular, 
the FDPIC noted that the document 
focussed heavily on information secu-
rity requirements while dealing only 
superficially with other legal aspects of 
data protection.

Therefore, we proposed amend-
ments to the strategy document, set-
ting out the data protection require-

ments for the outsourcing of data 
processing to a cloud. In particular, 
our proposed amendments sought to 
ensure that the additional risks of out-
sourcing data processing to foreign 
public cloud providers in countries 
that did not offer an adequate level 
of data protection were taken into 
account.

In this spirit, we suggested that the 
document specify the requirement for 
a data protection impact assessment 
to be carried out when personal data 
was processed in the cloud in order to 
assess whether or not data processing 
via cloud applications was permissi-

Data protection
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CORONA 

The FOPH’s access to Swiss-
com mobility data

After the Federal Council banned gath-

erings of more than five people in public 

places on 21.03.2020, the FOPH used 

information provided by Swisscom to 

verify compliance with this measure 

introduced to stop the spread of the 

coronavirus. The FDPIC concluded that 

Swisscom had only granted the FOPH 

access to anonymised data. 

Swisscom uses the Mobility 
Insights Platform (MIP) to process 
anonymised group statistics based 
on aggregated mobility data in 
order to analyse mobility behaviour 
across Switzerland. After it became 
known that the Federal Office of 
Public Health (FOPH) was to be 
granted access to this data as part 
of the fight against the pandemic to 
determine whether or not people 
were still gathering in large numbers 
in Switzerland, the FDPIC launched 
a preliminary investigation into the 
matter, during which it also took a 
closer look at the FOPH. 

The visualisations, made avail-
able with a delay of at least eight 
hours, show mobile phone owners’ 
movements over time, identify-
ing areas measuring 100 by 100 
metres in which at least 20 mobile 
phones containing Swisscom SIM 
cards are present. Location data 
is anonymised and aggregated at 
the earliest possible stage, and the 
FOPH is never shown the plain data 
on which the visualisation is based. 
The visualisations accessible to the 
FOPH do not allow any conclusions 
to be drawn about specific individ-

uals and are therefore anonymous. 
For that reason, in his brief eval-
uation of 03.04.2020, the FDPIC 
concluded that data processing 
by Swisscom and the subsequent 
transfer of anonymous data to the 
FOPH was permitted under data 
protection law (see our communica-
tion of 03.04.2020, not available in 
English). 

Based on that information, the 
FDPIC did not need to open a formal 
fact-finding procedure. However, the 
FDPIC took the view that the infor-
mation available to the public on 
the cooperation between Swisscom 
and the FOPH and on the associated 
data processing was insufficient and 
not readily accessible. He therefore 
called on Swisscom to provide the 
public with more detailed informa-
tion on its data processing activities. 
Swisscom complied with his request 
and compiled a list of FAQs on the 
FOPH’s use of Swisscom's Mobility 
Insights Platform.

ble and, if so, with what measures in 
place. This mechanism is designed to 
help users verify the legal compliance 
of cloud applications based on server 
location, the law applicable in the 
country in question and the envisaged 
technical and organisational measures. 
Our comments and suggested changes 
have been incorporated into the final 
version of the document.

The Federal Administration and 
private users of public cloud services 
are increasingly grappling with this 
issue since the Privacy Shield Frame-
work was re-evaluated (see Section 
Focus II of this report on the Privacy 
Shield) as standard contractual clauses 
cannot be assumed to guarantee an 
adequate level of data protection in the 
US – and most providers are US-based. 

Data protection
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CORONA 

Information sheet on the privacy-compliant use of 
audio and video conferencing systems
Audio and video conferencing applications experienced a surge in popularity during 

the coronavirus lockdown. The vast number of people using them has made the 

digital platforms on which they operate attractive to hackers. Therefore, when 

choosing software, information security and data protection should be top priorities. 

Sometimes personal data is improperly processed, data security is not always guar-

anteed, and the platforms themselves can have known vulnerabilities. 

The FDPIC information sheet (see our communication "Measures for the safe use 

of audio and video conferencing systems") is aimed at all user groups, both in busi-

ness and in private life, and provides tips on how to protect your personal data and 

avoid the undesirable consequences of data misuse. The FDPIC provides recommen-

dations on how to protect your data when using such applications, for example when 

dealing with meeting IDs and passwords, using webcams or conducting screen 

presentations. The information sheet also provides guidance on how to evaluate 

and introduce an audio and video conferencing system. For example, it is advisable 

to verify the provider’s handling of metadata, data encryption and data security. 

Furthermore, before introducing a system, companies should draw up rules for use. 

Finally, companies are obliged to clearly inform employees of any recording or mon-

itoring. 

Although it might be tempting to integrate the ad hoc solutions used during the 

pandemic in the existing ICT infrastructure, the Commissioner recommends follow-

ing the standard procedures and relying on the expertise of IT managers for the 

procurement of such systems in order to ensure compliance. The audio and video-

conferencing systems used should have security settings that ensure a high level 

of data protection, particularly with a view to protecting professional and commer-

cial secrecy. 

National data management 
programme

Data management in the public sector 

needs to be simplified and streamlined 

by reusing data. To this end, the Fed-

eral Council has launched a number of 

pilot projects as part of the national 

data management programme. The 

FDPIC is working with the Federal Sta-

tistical Office, which is responsible for 

the programme, in order to ensure 

compliance with data protection regu-

lations during implementation.

The national data management pro-
gramme (NaDB) aims to implement 
a system whereby people and busi-
nesses are required to provide cer-
tain data to the authorities once only 
(referred to as the “once only” princi-
ple), thus reducing the burden on the 
data subjects. Likewise, data reuse is 
expected to reduce the administrative 
burden on the public administration. 
This can be achieved by facilitating 
data sharing between authorities.

As part of the office consultation 
procedure, the FDPIC first of all com-
mented on the reports of four pilot 
projects on the quality assurance of 
business data, wage statistics and tax 
data and on the relevant processes, 
roles and responsibilities. He stressed 
the crucial importance of data protec-
tion in the reuse of data envisaged in 
the programme. In his view, data reuse 
poses serious risks to data protection. 
In particular, for example, it must be 
ensured that the “once only” principle 
does not lead to a widening of the cir-
cle of persons authorised to access the 
data. It is also crucial to regulate who is 
authorised to process what data and for 

what purpose. In addition, a clear dis-
tinction must be made between data 

processing for statistical 
purposes and data pro-
cessing for other purposes. 
Furthermore, there must 
be transparency on how 

data is collected and processed and on 
how it may be accessed. 

Following this office consultation, 
an exchange took place between the 
Federal Statistical Office – responsible 
for implementation – and the FDPIC 

during which these aspects were dis-
cussed again. The Commissioner will 
continue to oversee implementation 
of the NaDB programme in an advi-
sory capacity and will remain availa-
ble to the relevant bodies as a point of 
contact.

Data protection
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Data processing by dating 
apps

The FDPIC has initiated a procedure at 

a Swiss provider of dating apps to 

review its data processing methods 

and its handling of deletion requests.

According to the Federal Statistical 
Office, dating apps and websites are 
becoming increasingly popular ways 

to meet potential partners 
in Switzerland: almost 
twenty per cent of cou-
ples who started a rela-
tionship in the past five 

years met online via a dating site, dat-
ing app or social network 1. Dating apps 
and websites identify suitable matches 
based on users’ personal details, 
which are processed automatically or 
semi-automatically via an algorithm. 

To increase the chances of finding 
a perfect match, users are encouraged 
to provide sometimes very sensitive 
information about themselves, for 
example relating to their ideology, 
religion and alcohol consumption, the 
processing of which involves high 
risks as it allows conclusions to be 
drawn about key aspects of the users’ 
personality. 

In spring 2021, the FDPIC opened 
a formal investigation at a dating app 
provider based in Switzerland after 
users alerted us to the fact that they 
had no way of deleting their accounts 
via the app and that requests for dele-

1  Federal Statistical Office (issuer): Families and 
generations survey 2018. Initial results. Neuchâ-
tel 2019, p. 9. https://www.bfs.admin.ch/bfs/
de/home/statistiken/bevoelkerung/erhebun-
gen/efg.assetdetail.10467788.html (accessed on 
14.04.2020)
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FDPIC to launch new report-
ing platforms

The FDPIC is preparing to launch two 

online platforms for reporting data loss 

and publishing the contact details of 

data protection officers as required by 

the new Federal Act on Data Protection.

The revised FADP introduces new 
obligations for data controllers to 
report to the FDPIC. These obligations 
include registration of data process-
ing activities by federal bodies, pub-
lication of the contact details of data 
protection officers and notification of 
data security breaches. The platforms 
are designed to minimise user effort by 
providing safe, simple online report-
ing tools.

The FDPIC's register of data files is 
to be modified as only federal bodies 
will be required to register their lists  
of data processing activities with the 
Commissioner in the future. The 
search and reporting platform  
www.datareg.admin.ch will be 
updated accordingly to meet the new 
requirements. 

In addition, two new reporting 
platforms are to be launched. One 
platform will provide an efficient, 
well-structured tool for data control-
lers to register appointed data protec-
tion officers. The platform will operate 
on a self-service basis, allowing data 
controllers to enter, modify and delete 

the contact details of data protection 
officers directly. The other platform 
will be for notification of data secu-
rity breaches that pose a serious risk to 
the data subjects. The Commissioner 
expects a large number of notifications. 
This platform, too, will be well-struc-
tured and user friendly and offer 
efficient automated data analysis. It  
is designed to provide a real-time 
response to reported events.

tion addressed to the operator of the 
app were not being processed. As 
well as clarifying this aspect, during 
our investigation we aim to verify the 
provider’s compliance with other data 
protection requirements as well, par-
ticularly in terms of transparency and 
security of the data processed as well 
as any transfer of personal data to third 
parties.

Data protection
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The new Swiss Federal Act on  
Data Protection from the FDPIC's  
perspective

The private sector and federal authorities need to bring 

their processing of personal data into line with the new 

provisions of the revised Swiss Federal Act on Data Protec-

tion (FADP) before the latter comes into force (see box). In 

February 2021, the Commissioner noted and published the 

most significant changes in his view (see press release 

"The new FADP from the FDPIC’s perspective"), highlighting 

several points that need to be considered.

Only data of natural persons

Similarly to the EU General Data Protection Regulation 
(GDPR), the revised FADP sets out to protect only the 
privacy of natural persons about whom personal data is 
processed, no longer including the data of legal entities. 

Sensitive personal data

The current definition of sensitive personal data has been 
extended to include genetic data and biometric data pro-
vided the latter can uniquely identify a natural person. 

Privacy by design and by default

The revised FADP enshrines the principles of privacy by 
design (data protection through technology) and pri-
vacy by default (data protection through privacy-friendly 
default settings). These principles require authorities and 
businesses to implement the processing principles set out 
in the FADP from the planning stage. Applications are 
to be designed in such a way that data is anonymised or 
deleted by default. Privacy by default protects users of pri-
vate online offerings who have not looked into the terms 
of use or the associated right of objection as only the data 
that is absolutely necessary for the intended purpose is 
processed, as long as users do not take action and allow 
further processing. 

Data protection impact assessment 

Data protection impact assessments are nothing new 
in Swiss data protection law: federal bodies are already 
required to conduct them. If the planned processing may 
involve a high risk to the privacy or the fundamental 
rights of data subjects, under Art. 22 revFADP, data con-
trollers from the private sector must now also carry out 

a prior data protection impact assessment. The high risk 
comes from the nature, scope, context and purposes of 
processing, particularly when using new technologies. In 
particular, processing is deemed high risk if profiling or 
extensive processing of sensitive data is planned. If a data 
protection impact assessment reveals that the planned 
processing still results in a high risk to the privacy or fun-
damental rights of data subjects, despite the measures 
envisaged by the data controller, under Art. 23 revFADP 
the data controller must seek a prior opinion from the 
FDPIC. If the FDPIC objects to the impact assessment 
itself, it will suggest relevant clarifications or additions to 
the data controller. 

Codes of conduct

Art. 11 of the new FADP provides incentives for profes-
sional, trade and business associations to develop their 
own codes of conduct and to submit them to the FDPIC 
for an opinion. The FDPIC’s opinions are then published. 
They may contain objections and recommend relevant 
modifications or clarifications. Positive opinions from 
the FDPIC justify the legal assumption that the conduct 
set out in the code complies with data protection laws. 
However, codes of a general nature cannot absolve organ-
isations of responsibility for any risks that the text fails to 
describe in detail.

Certifications

Under Art. 13 revFADP, besides the operators of data pro-
cessing systems or programs, manufacturers can now also 
have their systems, products and services certified. Certi-
fication enables businesses among other things to provide 
evidence that they comply with the principle of privacy 
by default and that they have an appropriate data protec-
tion management system in place.

List of data processing activities

Under Art. 12 revFADP, both data controllers and data 
processors are now required to keep a list of all data pro-
cessing activities. The new FADP sets out the minimum 
details. The list must always be kept up to date. In the 
ordinance, the Federal Council will set out exemptions 
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for businesses with fewer than 250 employees and where 
data processing entails a low risk of privacy breaches for 
data subjects.

Cross-border disclosure of personal data

Under Art. 16, the revised FADP stipulates that data may 
be disclosed abroad if the Federal Council has ascertained 

that the legislation in the third country guarantees ade-
quate protection. It will publish a list for this purpose 
which was compiled by the FDPIC under the previous law. 
If the relevant export country does not feature on the Fed-
eral Council’s list, data may still be transmitted there (as 
under the previous law) if adequate data protection can be 
guaranteed by other means.
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If data is to be disclosed abroad – including storage on 
foreign systems (cloud) – the countries in question are to 
be indicated regardless of whether or not these offer ade-
quate data protection. Here the FADP goes further than 
the GDPR. 

Extended duties to provide information

In line with the revision’s objective of promoting trans-
parency, Art. 19 revFADP extends the duty of businesses 
to provide information. Under the new legislation, a 
private data controller must appropriately inform data 
subjects in advance every time personal data is collected, 
even if the data is not collected by them directly. In the 
current FADP, this duty to provide information is only 
stipulated for sensitive personal data and personality pro-
files. Businesses will have to review and update their pri-
vacy policies accordingly. If the data processing results in 
automated individual decision-making, under Art. 21 rev-
FADP, data controllers have new duties to provide infor-
mation to complainants, and to grant them the consulta-
tion and inspection rights to which they are entitled.

Right of data subjects to information

The right of data subjects to request information about 
whether data about them is being processed has been 
extended in the new FADP. Art. 25 revFADP contains an 
extended list of minimum information that data control-
lers must disclose, such as how long processed personal 
data is stored. 

Obligation to report data security breaches

Under Art. 24 revFADP, the controller must now report 
data security breaches to the FDPIC if there is a high risk 
of adverse effects on the privacy or fundamental rights 
of data subjects. The FDPIC should be notified of such 
breaches as soon as possible. Controllers should have 
previously drawn up a prediction of the potential impli-
cations of the breach and carried out an initial assess-
ment as to whether there could be an imminent danger, 
whether data subjects need to be notified and how this 
could be done.  

Right to data portability

The right to data disclosure and transmission under Art. 
28 revFADP means that a data subject now has the option 
of receiving the personal data that they have provided  

to a private controller in a commonly used and machine- 
readable format, or having it transmitted to a third party. 
This right can be exercised free of charge, except where 
disclosure or transmission are associated with dispropor-
tionate cost or effort.

Enhanced supervisory powers

Under the revised FADP, the FDPIC will in future have 

to automatically investigate all violations; he will have the 

power to issue decisions in cases of poor data processing 

practices and must be consulted in certain cases. The new 

FADP sets out fines of up to CHF 250,000. 

Investigation of all violations of data protec-

tion regulations 

In future, the FDPIC will be required to automatically 
investigate all violations of the new FADP by federal bod-
ies or individuals (Art. 49 para.1 revFADP). Under the 
current FADP, the FDPIC may only investigate private 
cases (including case investigations) on his own initiative 
where the processing methods used have the potential 
to breach the privacy of large numbers of persons. This 
restriction (considered a “system error”) will no longer 
exist in future. However, as is the case under the cur-
rent law, an investigation will not need to be opened for 
minor breaches of data protection rules (Art. 49 para. 2 
revFADP). As is currently the case, the FDPIC will also be 
able to dispense with formal steps if initial contact with 
the data controller reveals that the deficiency identified 
was recognised and rectified in a timely manner. Owing to 
his limited resources, it can generally be assumed that in 
handling reports even after the new Act has entered into 
force, the FDPIC will prioritise according to the principle 
of discretionary prosecution. 

Decisions

Under Art. 51 para. 1 revFADP, the FDPIC may now con-
duct proceedings according to the Administrative Proce-
dure Act and formally rule against federal bodies or pri-
vate data controllers, requiring that they modify their data 
processing practices in full or in part, suspend or even dis-
continue data processing, or delete personal data or have 
it destroyed. For example, the FDPIC can rule that a busi-
ness must notify data subjects of a reported data security 
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breach. Up until now, the FDPIC only had the authority 
to make recommendations and, if these were not com-
plied with, to refer the matter to the Federal Administra-
tive Court.

Consultations

The FDPIC is neither an authorising authority nor an 
approval body for applications, products, regulations or 
projects. However, the new legislation sets out in various 
places that data controllers must consult the FDPIC 
before concluding work in these areas and implement-
ing their projects. For example, codes of conduct and – 
where there are significant residual risks – data protection 
impact assessments must be submitted to the FDPIC for 
an opinion. 

Unprompted opinions and information for the 

public

Aside from the opinions published as part of formal con-
sultation procedures, the FDPIC is still free to express 
unprompted opinions on new technologies, digitalisation 
phenomena and the processing practices of certain sec-
tors, and to publish his opinions and assessments. In cases 
of general interest, the FDPIC will also inform the public – 
as is the case under current law – of his observations and 
measures (this also applies to formal investigations).

Fees

Art. 59 revFADP regulates the services for which the 
FDPIC will in future charge fees to individuals. Fees will 
be charged for opinions on codes of conduct and on data 
protection impact assessments, and for approval of stand-
ard data protection clauses and binding corporate data 
protection rules. The FDPIC will also charge individuals 
fees for general consulting services in future. 

Penalties

The new FADP sets out fines for individuals of up to  
CHF 250,000 (Art. 60 revFADP). Only intentional acts or 
omissions are punishable, not cases of negligence. Viola-
tion of duties to provide information and to report, and 
breach of due diligence and professional confidentiality 
are only punishable on complaint. However, failure to 
comply with FDPIC decisions is prosecuted ex officio. In 

principle, the responsible natural person is fined. How-
ever, companies can now also be fined up to CHF 50,000 
if an investigation to determine the punishable natural 
person within the company or organisation would entail 
disproportionate effort. 

The FDPIC is not granted powers to impose penalties 
under the new legislation. The offending persons are fined 
by the cantonal prosecution authorities. While the FDPIC 
can report an offence and enforce the rights of a private 
claimant in proceedings (Art. 65 para. 2 revFADP), he does 
not have the right to file a complaint. 
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A long process
In its 2020 autumn session, the Swiss Parliament passed the 

fully revised Federal Data Protection Act (FADP) as well as 

other amended pieces of legislation on data protection. The 

Federal Council is expected to bring the Act into force along 

with the corresponding implementing ordinances in the sec-

ond half of 2022.

Background

The first Federal Act of 19 June 1992 on Data Protection entered 

into force in mid-1993. Following a partial revision in 2008 that 

sought to better inform the public about how their data was 

processed, it quickly became clear that rapid technological 

developments necessitated further amendments. In order to 

guarantee appropriate data protection to the public, whose daily 

lives are shaped by cloud computing, big data and social media, 

a comprehensive overhaul of the FADP was inevitable. 

In autumn 2017, the Federal Council approved a draft total 

revision of the FADP, which it submitted to the Swiss Parliament. 

Objectives of the revision

Besides strengthening the rights of data subjects, in its dis-

patch the Federal Council highlighted the “risk-based” approach 

as a guideline for the revision, according to which, the State and 

businesses should ascertain the risks to privacy and informa-

tional self-determination early on and incorporate the require-

ments of data protection at the planning stage of their digital 

projects. Major risks and the organisational and technical meas-

ures taken to mitigate or eliminate them should be documented. 

The revised FADP also promotes self-regulation, whereby mem-

bers of sectors that issue a binding code of conduct are exon-

erated from certain obligations. The revised FADP also seeks to 

reinforce the FDPIC’s supervisory powers. 

1  Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data, signed in Strasbourg on 28 January 1981 and rati-
fied by the Swiss Parliament on 5 June 1997. The protocol amending the Convention was approved by Parliament in summer 2020. The Federal Council 
will only be able to ratify it once the new FADP enters into force.

2  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EG (General Data Protection Regulation). 

Phased consultation

In early 2018, Parliament decided to split the revision into two 

parts: In order to comply with treaty implementation deadlines, 

initially the provisions on the processing of data were amended 

for federal bodies such as fedpol. This work flowed into the 

Schengen Data Protection Act (SDPA), which came into force on 

1 March 2019 (see 27th Annual Report, Section 1.2).

The total revision of the FADP as a whole then took place in a 

subsequent step. In the 2019 autumn session, the National 

Council was the first chamber to adopt the total revision of the 

whole act, which Parliament then approved on 25 September 

2020 once all differences had been resolved. When revising the 

FADP, the Federal Council and Parliament took account of the 

protocol amending the Convention of the Council of Europe 108 1  

that had been signed by Switzerland, and the General Data Pro-

tection Regulation of the European Union (GDPR)  2. Owing to its 

extraterritorial scope, the latter has already been applied by 

large parts of the Swiss economy since it entered into force in 

May 2018. Despite this dependence on European law, the new 

FADP is in line with Switzerland’s legal tradition as it features a 

high level of abstraction and is technology-neutral. It sets itself 

apart from the GDPR not only in its brevity, but also in the some-

times different terminology it uses.

In general, it is assumed that once they have updated their 

data protection legislation, Switzerland and the EU will mutually 

recognise the equivalence of their data protection levels, so 

that an informal exchange of personal data across national bor-

ders will continue to be possible. The update to the EU’s equiv-

alence decision relating to Switzerland that dates back to 2000 

was still pending at the editorial deadline for the annual report. 
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Information requests 
received by the Federal 
Intelligence Service (FIS)

After receiving an unusually large num-

ber of information requests in 2019, 

which it was initially only able to han-

dle with significant delays, the FIS took 

action to reduce the backlog of 

requests under the FDPIC’s supervision.

At the end of 2019, it was reported 
in various media that the FIS was 
receiving an unusually large number 
of requests concerning records in its 
information systems. This followed, 
among other things, media reports 
on a number of cases of politicians 
being spied on. The Control Delega-
tion (CDel) of both chambers investi-
gated the matter, and the Independent 
Supervisory Authority for Intelligence 
Activities (SA-IA) examined the keep-
ing of files on politicians in the FIS’s 
records and process management sys-
tem. 

The FDPIC approached the FIS after 
being alerted by public complaints to 
the excessively long response time in 
its processing of information requests. 
The FIS told the FDPIC that it had 
received around ten times more infor-
mation requests than usual compared 
with 2019, namely more than a thou-
sand requests in just over a year. The 
FIS will do everything in its power to 

1.2	Justice, Police, Security

Federal Council adopts 
dispatch on revision of the 
DNA Profiling Act

With the revision of the DNA Profiling 

Act, the Federal Council intends to 

allow the authorities to obtain more 

information from DNA traces during 

criminal investigations. The FDPIC’s call 

for a strict legal framework has been 

met.

The Federal Council adopted the dis-
patch on the revision of the DNA 
Profiling Act on 4 December 2020. 
With the revision, the Federal Coun-
cil intends to allow the authorities 
to obtain more information from 
DNA traces during criminal investi-
gations. On 26 January 2021, follow-
ing extensive consultations with no 
votes against, the National Council's 
Security Policy Committee (SiK-N) 

announced its willingness 
to discuss the proposal. 
In its view, this would 
provide the investigat-
ing authorities with an 

effective tool enabling them to con-
duct investigations more quickly and 
efficiently. The Committee stressed 
that the draft law complied with the 
principle of proportionality as DNA 
phenotyping results were only used 
to solve crimes carrying a maximum 
prison sentence of three years or more. 
In current custodial sentence (see Art. 
10 of the Swiss Criminal Code), only a 
person’s sex may be determined from 
a DNA trace in certain cases. The pro-
posal aims to allow the authorities also 

process the pending requests within 
a matter of weeks. Meanwhile, it has 
formed a working group to modify the 
work processes so that the large back-
log of pending requests can be reduced 
without compromising on quality. 

In June 2020, the FIS informed the 
FDPIC that the additional resources 
provided to help it reduce the back-
log of pending requests had enabled 
it to reply promptly to the new infor-
mation requests received since May 
2020. It also stated that there were still 
around 50 older information requests 
pending, which were gradually being 
reduced. 
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Bill on checking of mobile 
phones in the asylum proce-
dure

The legislative project launched with 

the parliamentary initiative 17.423 aims 

to grant the State Secretariat for 

Migration (SEM) extended powers to 

check mobile data carriers for the pur-

pose of verifying identity in the asylum 

and removal procedure. The Commis-

sioner had already expressed funda-

mental concerns on the matter early 

on. He welcomes the improvements 

made in the meantime but stands by 

his opposition in principle to the bill.

The parliamentary initiative 17.423 put 
forward by National Councillor Rutz 
on 17 March 2017 calls for changes to 

the legal framework that 
would allow the SEM to 
analyse the mobile data 
carriers of asylum seek-
ers. The Political Institu-

tions Committees of both chambers 
have endorsed the initiative. On this 
basis, changes to the Asylum Act and 
the Foreign Nationals and Integration 
Act were drafted granting the SEM 
extended powers to check mobile data 
carriers for the purpose of verifying 
identity in the asylum and removal 
procedure.

The FDPIC commented on the bill 
during the consultation procedure 
and expressed fundamental concerns 
(see report of 4 June 2020). He pointed 
out, for example, that analysing elec-
tronic data carriers was a massive inva-
sion of privacy for many people which 
required an adequate formal legal basis. 
The FDPIC also expressed doubts as 
to whether the proposed measures 
would produce the desired result and 
whether the proposed rules could be 
implemented in compliance with fun-

damental rights and in accordance 
with the constitutional principles of 
equality and proportionality, espe-
cially since the administrative asylum 
and removal procedure – unlike crim-
inal procedure law – offers no actual 

procedural safeguards in 
relation to the seizure and 
analysis of electronic data 
carriers. Nor should the 
measure lead to people 

indirectly being forced to carry smart 
devices on their person and to produce 
them at all times.

The authorities concerned, includ-
ing the SEM in particular, have taken 
the criticism constructively and have 
largely taken the Commissioner’s 
comments on board. For example, 
compulsory confiscation of electronic 
data carriers has been abandoned and a 
formal legal basis for the measure has 
been established. As requested by the 
FDPIC, the rules now expressly state 
that the analysis of mobile data carriers 
for the purpose of verifying identity is 
considered a subsidiary measure that 
must always be implemented in a pro-
portionate manner, and that an asy-
lum-seeker’s refusal to hand over their 
devices for inspection may only be 
taken into account during the credibil-
ity assessment. The persons concerned 
have a right to stay and a right to infor-
mation. The position of third parties 
whose personal data is also affected 
by the analysis has also been strength-
ened. Finally, the Commissioner wel-
comes the fact that his fundamental 
concerns about the appropriateness 
and effectiveness of the planned meas-

to determine an individual’s likely eye, 
hair and skin colour, possible biogeo-
graphical origin and age. As requested 
by the FDPIC, the law will contain a 
detailed list of the traits that may be 
examined.

The FDPIC had expressed his opin-
ion on the Federal Department of Jus-
tice and Police’s (FDJP) draft amend-
ment and called for a strict legal frame-
work (for the first office consultation, 
see the 27th Annual Report, Section 
1.2). During the consultation proce-
dure, as previously in relation to the 
preliminary draft, he expressed the 
opinion that phenotyping and famil-
ial DNA searches should be ordered by 
the compulsory measures court. These 
are tools that are associated with seri-
ous encroachments on fundamental 
rights and may only be used to solve 
serious crimes against physical integ-
rity, freedom or sexual integrity. He 
welcomes the fact that this request 
was considered despite initially being 
rejected by the FDJP. 
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FDPIC intervenes in the 
Federal Customs Administra-
tion: data processing inade-
quately regulated in the new 
customs police act

The Federal Customs Administration is 

working on a revision of the law with a 

view to preparing the legal framework 

for the use of new digital technologies 

whilst providing the necessary organi-

sational flexibility to be able to respond 

to changing situations in the future 

with even greater speed and efficiency. 

The Commissioner welcomes their 

efforts but criticises the inadequacies 

in the data processing rules in this 

large-scale project.

On 11 September 2020 the Federal 
Council initiated a consultation proce-
dure on a legislative package referred 
to as the “act on the implementation 
tasks of the FOCBS”, aimed at estab-
lishing the legal framework for the 
Federal Customs Administration’s 
digitalisation and transformation pro-
gramme (DaziT). This is a major pro-
ject in financial terms involving sen-
sitive data. The Customs Administra-
tion (including the Border Guard) is 
due to transition to become a new cus-
toms police office, namely the Federal 
Office for Customs and Border Secu-
rity (FOCBS). All staff will have police 
powers and therefore coercive powers 
to collect data. 

The FDPIC pointed out, in vain, to 
the Federal Customs Administration 
during the second office consultation 
(regarding the first office consulta-
tion, see 27th Annual Report, Section 
2.4), which took place between 5 and 
25 March 2020, that, in his view, the 
envisaged provisions on personal data 
processing contained serious short-
comings. In particular, they failed to 

grant the public the option, as required 
by the Federal Act on Data Protection, 
to assess the State’s data processing 
activities that intruded on the public’s 
privacy and on their right to self-de-
termination, as well as the protection 
rights available to them.  

The FDPIC has advised the Federal 
Council that government and parlia-
ment, as political bodies of the Con-

federation, reserve the 
right to regulate the basics 
of the data processing 
activities to be carried out 
by a single customs police 

system as well as the system interfaces. 
Based on these considerations, 

the Federal Council has instructed 
the Administration to revise the data 
processing provisions, as mentioned 
in the consultation documents. The 
FDPIC welcomes the decision and is 
working closely with the Federal Cus-
toms Administration and the Federal 
Office of Justice to rectify the short-
comings identified based on practical 
suggestions.

ure will be taken into account with the 
introduction of a mandatory evalua-
tion.

However, it remains unclear to the 
Commissioner exactly how the princi-
ples of subsidiarity and proportional-
ity should be implemented in practice. 
According to the explanatory report on 
changes to the legal basis, other meth-
ods should be used to verify iden-
tity instead of electronic data analysis 
where these are possible and require 
less effort. Therefore, essentially, in 
assessing the proportionality of a 
method, it was important to identify 
the evaluation method requiring the 
least effort. It should be remembered 
that the bill allows personal data to be 
analysed automatically through the 
use of corresponding software. Subse-
quently, the analysis of electronic data 
carriers could be carried out regularly, 
if not routinely. However, efficiency 
must not be placed above the preserva-
tion of freedoms. The Commissioner 
must therefore stand by his opposi-
tion in principle to the bill. Beyond 
the context of asylum law, the Com-
missioner pointed out that measures 
restricting freedom were often initially 
introduced for minorities only to be 
gradually extended to broader seg-
ments of society in other contexts.
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The FDPIC advocates the 
right to information in 
international tax-related 
administrative assistance 
before the Federal Supreme 
Court

In 2019 the Federal Administrative 

Court upheld an objection by the FDPIC 

concerning the right to information in 

international tax-related administra-

tive assistance. In the appeal proce-

dure that followed before the Federal 

Supreme Court, the Commissioner 

again advocated the right to informa-

tion. The Federal Supreme Court has 

yet to rule on the matter.  

In international tax-related admin-
istrative assistance, the right to be 
informed of ongoing administrative 
assistance proceedings is linked to a 
person’s right to appeal (see Art. 14 
Tax Administrative Assistance Act). At 
the end of December 2017, the FDPIC 
issued a formal recommendation that, 
in matters of international tax-related 
administrative assistance, the Federal 
Tax Administration (FTA) should also 
inform in advance persons not affected 
(i.e. third parties) whose names are to 
be transmitted to the foreign author-
ity in unredacted form (see 25th Annual 
Report, Section 1.9.2). This was based 
on the FDPIC’s opinion that third 
parties were entitled to oppose the 
unlawful transmission of their data 
by submitting a complaint. The FTA 
rejected this recommendation, where-
upon the FDPIC submitted the matter 
to the Federal Department of Finance 

1.3	Taxation and Finance

(FDF) and then filed a complaint with 
the Federal Administrative Court 
against the FDF’s negative decision 
(see 26th Annual Report, Section 1.3). 

In its ruling of 3 September 2019, 
the Federal Administrative Court con-
cluded that, in matters of international 
tax-related administrative assistance, 
persons not affected by administra-
tive assistance requests (third par-
ties) whose data was to be transmit-

ted in unredacted form 
must, in principle, be 
informed in advance. The 
Federal Administrative 
Court stated that excep-

tional arrangements were to be made 
for cases requiring disproportionate 
effort in order to provide the neces-
sary information, as a result of which 
the provision of administrative assis-
tance would be rendered impossible or 
excessively delayed. The FDPIC wel-
comed the ruling as it protected the 
fundamental rights of bank staff and 
other third parties. 

The FTA lodged an appeal with the 
Federal Supreme Court. The Federal 
Supreme Court lifted the suspension 
of proceedings requested by the FTA 
after issuing a landmark ruling (BGE 
146 I 172) on 13 July 2020 on another 
matter concerning a similar issue. 
In that ruling, the Federal Supreme 
Court severely restricted the right to 
information: it stated that third par-
ties whose data was to be transmit-
ted in unredacted form by the FTA to 
the requesting foreign authority were 
entitled to object by lodging an appeal 
only in specific exceptional circum-
stances. Furthermore, the FTA was 
not required to inform all third parties 
entitled to lodge an appeal in advance 
ex officio about the transfer of data but 

only those persons whose entitlement 
to lodge an appeal was obvious based 
on the documents at hand. 

In light of this recent ruling, the 
FDPIC recognised before the Federal 
Supreme Court that, in matters of 
international tax-related administra-
tive assistance, third parties were not 
entitled to lodge an appeal as a rule 
but only by way of exception. How-
ever, the FDPIC maintained the view, 
confirmed by the Federal Administra-
tive Court, that in principle all third 
parties should be informed in advance 
ex officio about the transfer of their 
data. Only then can all third parties 
who are entitled to appeal in accord-
ance with the Federal Supreme Court 
ruling exercise such right and oppose 
an imminent transfer of their data. In 
addition, the FDPIC outlined again 
before the Federal Supreme Court how 
the FTA could fulfil its duty to inform 
without requiring a disproportionate 
effort that would render impossible 
or excessively delay the provision of 
international tax-related administra-
tive assistance. The Federal Supreme 
Court has yet to rule on the matter. 
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Investigations into the 
implementation of 5G by 
Sunrise and Swisscom

The FDPIC has completed two inde-

pendently conducted formal investiga-

tions at Sunrise and Swisscom into the 

implementation of the next generation 

(5G) telecommunication standard. Both 

providers pointed out that data protec-

tion and technical security were top 

priorities for them. 

According to the technical specifica-
tions, the new 5G telecommunication 
standard offers enhanced security as 
well as higher data speeds (data trans-
fer rates). Given the scope and topi-
cality of the switch to 5G, the FDPIC 
opened two formal case investiga-
tions at Swisscom and Sunrise in 2019, 
when the providers were planning to 
introduce 5G. Both providers gave the 
FDPIC an insight into the concept and 
the progress to date in implementa-
tion and provided extensive documen-
tation. The Commissioner was inter-
ested in a number of technical issues 
including the following in particular: 
Firstly, in 2018 a number of media 

1.4	Commerce and economy

reports had identified various poten-
tial vulnerabilities and known security 
issues in the implementation of the 5G 
standard. Secondly, there were secu-
rity concerns regarding the suppliers 
used, particularly Huawei. There-
fore, the FDPIC asked the companies 
inspected to comment on how they 
were addressing the known vulnera-
bilities and whether they depended on 
any individual suppliers, in particular 
Huawei, to an extent that could poten-
tially compromise availability (e.g. as 
a result of US trade sanctions), confi-
dentiality or data security.

Sunrise pointed out that it held 
regular discussions with international 
bodies and working groups in the tel-
ecommunications industry and that 
implementation was scrutinised by 
an independent external firm. In par-
ticular, the FDPIC considers the com-
pany’s improvement measures highly 
valuable with a view to achieving the 
required level of security and an ade-
quate level of data protection. There-
fore, he recommended that Sunrise 
implement all the measures in ques-
tion. With regard to its 5G partner and 
supplier Huawei, Sunrise has carried 
out risk analyses. These have identified 
risks in relation to availability, collab-
oration and espionage. Sunrise has 
defined and implemented measures to 
counter these provider-specific risks.

As with Sunrise, the FDPIC found 
no evidence to suggest any inadequa-
cies in Swisscom’s implementation in 
terms of data security and data pro-
tection. With regard to the issue of 
data security in 5G networks, Swiss-
com has performed internal security 
assessments. Like Sunrise, Swisscom 
also holds discussions with various 
international committees and work-
ing groups and follows their proven 

approaches to ensure the safe opera-
tion of its networks. Swisscom named 
its long-standing partner Ericsson as 
its main 5G technology supplier and 
explained that the components sup-
plied by Huawei and used in antenna 
construction were merely passive 
devices, i.e. devices containing no 
electronic components, and were only 
used for sending and receiving wave 
signals.

The FDPIC concludes that the 
companies inspected have adequately 
addressed the issue of data security 
and that they consider data protection 
a top priority in implementation. The 
new 5G standard offers clear advan-
tages over 4G in terms of enhanced 
information security.
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Incorrect database entries 
at debt collection firm

The FDPIC continued his investigation 

into possible incorrect database 

entries at a leading debt collection 

firm and expanded the scope of the 

investigation.

In February 2020, the Commissioner 
launched an investigation into alleged 
incorrect database entries at a debt col-
lection firm and thus resulting cases 
of mistaken identity between peo-
ple with the same or similar names or 
addresses and possible difficulties in 
correcting the entries in question (see 
27th Annual Report, Section 1.4). In 
the year under review, enquiries from 
members of the public and the media 
raised privacy issues in the designation 
of “negative credit-score households”, 
too. 

As a result, the FDPIC decided to 
expand the scope of the current inves-
tigation to include this issue. Negative 

household credit scores 
are attributed when, as 
part of a credit check, neg-
ative credit information 
is disclosed about other 

members of the household. For exam-
ple, people with an impeccable credit 
score can sometimes be refused the 
option of paying by invoice for online 
orders if they live in the same house-
hold as a person with a negative credit 
score. The legal aspects of this matter 
were still being clarified at the end of 
the reporting year.

Car leasing credit checks

Customers planning to enter into a 

leasing agreement are required to give 

the leasing company permission to 

perform a credit check. To this end, the 

latter may collect information from 

third parties. The FDPIC has opened an 

investigation into this data processing 

practice.  

Before a consumer may enter into a car 
leasing agreement, the leasing com-
pany must first check the consumer’s 
capacity to enter into a credit agree-
ment. To this end it needs to collect 
certain information on the prospective 
lessee to gain an understanding of the 
person’s financial situation. If a person 
is found to have a negative credit his-
tory, their lease application is rejected, 
as set out in the Consumer Credit Act, 

the aim being to prevent consumers 
from becoming overindebted. Data 
processing in this context is subject to 
the provisions of the FADP and must 
not unlawfully breach the privacy of 
the lessee or of any third party. In par-
ticular, only the information required 
in order to determine a person’s capac-
ity to enter into a credit agreement may 
be processed.

Enquiries from members of the 
public alerted the FDPIC to a leasing 
company that required lease applicants 
to give their consent to collect a range 
of information from third parties for 
the purpose of checking their solvency. 
Applicants were also required to con-
sent to information being collected 
about third parties such as spouses 
or family members. The FDPIC ques-
tioned whether the company’s data 
processing practices were within the 
bounds of data protection law and 
whether the data subjects were aware 
of their data being processed. There-
fore, the Commissioner asked the leas-
ing company to comment on various 
aspects. Based on the answers given, 
he will decide whether to investigate 
further and, if necessary, recommend 
action to be taken.
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Case investigation into 
Migros’ video surveillance 
system

During the year under review, the FDPIC 

reviewed and evaluated Migros’ new 

video surveillance system as part of a 

case investigation. Migros stated that 

its cameras were not used for facial 

recognition, automated behaviour pat-

tern analysis or similar purposes. The 

FDPIC did not issue any recommenda-

tions but demanded an improvement in 

terms of informing customers about 

the system in place.  

Video surveillance systems can help 
companies to defend their legitimate 
interests, for example to protect their 
property. However, there is grow-
ing public unease about such projects, 
not least because of the new techni-
cal capabilities these offer in terms of 
identification and analysis. 

Migros’ new system was among 
those criticised in the press and was 
causing some uncertainty. In his 
supervisory role, in order to gain a 
clear picture of the functions of Migros’ 
new video surveillance system, the 

FDPIC requested documentation and 
a description of the system and the 
measures taken by the company to 
protect privacy. 

After evaluating Migros’ statement 
and the documents submitted, the 
FDPIC was able to determine that the 
new video surveillance system was 
limited to responsive functions: In a 
specific case of suspicion, the secu-

rity officer of a Migros 
store could capture cer-
tain parameters of a sus-
pect such as sex, height 
and hair colour by manu-

ally selecting a still image. The system 
would then search the video record-
ings taken in a given time frame for the 
same combination of parameters, and 
the images would be shown to security 
staff at the Migros store in question to 
help identify criminal activity. 

Migros stated that its cameras were 
not used for facial recognition, auto-
mated behaviour pattern analysis or 
similar purposes. The identification 
of persons recorded by the video sur-
veillance system outside the system 
was permitted only in specific justified 
cases and was subject to a procedure 
set out by the company. 

As the new video surveillance sys-
tem with its limited functions does 
not differ significantly from the pre-
vious systems used, the FDPIC did 
not need to make any privacy recom-
mendations. Furthermore, the tech-
nical and organisational measures and 
processes described by Migros appear 
adequate to ensure the security of the 
personal data processed in connection 
with the video surveillance system.

However, the FDPIC demanded 
improvements in terms of providing 
information on the new system both 
on Migros’ website and in its privacy 
policy as the existing information was 
too general and did not explain the 
new system and its functions. In addi-
tion, he demanded that Migros inform 
him in advance and in a timely manner 
of any future plans, including plans 
to expand the functions of the video 
surveillance system. Migros had yet 
to respond at the time of the editorial 
deadline.
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Processing of customer data 
by online stores

We opened an investigation into an 

online store to check whether its cus-

tomer data processing practices com-

plied with data protection law. We also 

looked into the possibility that data 

was being processed without users’ 

explicit consent.

Be it because of stores closing dur-
ing lockdown or the risks associated 
with going into stores, the coronavi-
rus pandemic has led many people to 
do their shopping online. For some 
people, online shopping has become 
the only way to obtain certain goods. 

Enquiries from members 
of the public alerted us to 
one of Switzerland’s larg-
est online retailers requir-
ing customers to create a 

customer account and agree to all data 
processing activities set out in its pri-
vacy policy before allowing them to 
place an order. 

Among other things, this meant 
that customers were required to con-
sent to the recording and analysis of 
their purchasing behaviour in indi-
vidualised, personalised form, linking 
to further personal data (e.g. personal 
data publicly available or previously 
collected by the company in question, 
by other companies within the group 
or by third parties), and the transfer 
of personal data to other companies 
within the group. Objections submit-
ted to customer service were ineffec-
tive in preventing the data from being 

processed. The operator of the online 
store rejected the objections on the 
grounds that its privacy policy applied 
to all customers equally without 
exception and that its data processing 
activities were not customer options. 

In spring 2020, we wrote to the 
operator of the online store to carry 
out a preliminary investigation in 
order to gain an overview of its data 
processing methods and to clarify the 
options available to customers to exer-
cise their right to object. After evaluat-
ing the operator's response, we opened 
a case investigation. As well as assess-
ing the data processing practices of 
the operator of the online store and of 
other companies within the group to 
verify their compliance with data pro-
tection law, we looked at whether data 
was being processed without users’ 
express consent. 

Use of Ricardo data within 
the TX Group 

In the procedure underway, the FDPIC 

conducted a legal review of the use 

within the TX Group of personal data 

collected on the online auction plat-

form ricardo.ch. We concluded that 

data processing carried out by the 

Group for the purpose of targeted mar-

keting required users’ consent. Fur-

thermore, in our opinion, the informa-

tion currently provided to users is 

inadequate and the privacy policy 

needs to be improved.

In March 2020 we concluded our 
fact-finding procedure opened at 
Ricardo and extended to the Tamedia/
TX Group concerning the use within 
the TX Group of personal data col-
lected on the online auction platform 
ricardo.ch (see our previous annual 
reports). The procedure focused, in 
particular, on ricardo.ch’s new stand-
ard data privacy policy used by all TX 
Group companies and on the replies 
received from Ricardo and the TX 
Group regarding their data processing 
activities. In our final report, we car-
ried out a legal assessment from the 
perspective of the Federal Act on Data 
Protection (FADP). 

According to the Tamedia/TX 
Group’s privacy policy, introduced 
for ricardo.ch in July 2017 and updated 
several times since then, personal 
data collected on the ricardo.ch plat-
form may be transferred to TX Group 
companies or their partners and pro-
cessed for personalisation and market-
ing purposes. Users’ online behaviour 
may be monitored and evaluated using 
analysis tools. This data processing 
reportedly relies primarily on pseu-
donymised or anonymised data. The 
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•	 In our view, such profiling for the 
purpose of targeted advertising 
requires the data subjects’ explicit 

consent. Therefore, even 
if the TX Group can 
claim legitimate inter-
ests, these do not out-

weigh the right to informational 
self-determination of users of the 
ricardo.ch platform. 

•	 Ricardo and the TX Group's data 
privacy policy and communication 
on the subject need to be improved 
in accordance with the principle of 
transparency. In particular, users 
must be informed in unambiguous 
terms as to how their data is pro-
cessed by both Ricardo and the TX 
Group and for what purposes and 
whether or not they may object. If 
users have a right to object, they 
must be able to exercise it.

The FDPIC is currently assessing the 
next steps. 

data is processed for the purposes 
of sending or displaying on the TX 
Group portals anonymous advertising 
and of improving the security of the 
portals. 

During our fact-finding activities, 
we found that the TX Group (formerly 
Tamedia AG) processed and analysed 
certain user data from the ricardo.ch 
platform for marketing purposes. The 
data collected on the various portals of 
the TX Group was used in aggregate 
form to enhance the Group's database. 
The Group analysed and combined 
data from various sources for the pur-
pose of sending targeted advertising 
to users of TX Group services or to 
their partners through segmentation 
based on socio-demographic attrib-
utes (derived from the data provided 
by users upon registration) and pre-
sumed interests (deduced from users’ 
online behaviour on the TX Group’s 
portals and other partner websites). 
The TX Group is able to combine data 
via pseudonymous identifiers, mostly 
generated from email addresses. 

We conducted a legal review of the 
facts of the situation. Below are some 
of our findings: 
•	 The processing of data, in particu-

lar the combining of data by the 
TX Group and the segmentation of 
users, constitutes personal data pro-
cessing and, as such, is subject to the 
Federal Data Protection Act (FADP). 
Furthermore, all the data collected 
through profiling may constitute a 
personality profile within the mean-
ing of the FADP and is subject to 
stricter legal data protection require-
ments. 
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Revision of the energy 
ordinance

As part of the revision of the Electricity 

Supply Ordinance (ESO), in the inter-

ests of data subjects, the FDPIC called 

for a maximum retention period of two 

years for metering data collected by 

network operators. The Federal Depart-

ment of the Environment, Transport, 

Energy and Communications (DETEC) 

rejected his request, referring, among 

other things, to the existing five-year 

periods in the ESO. The difference was 

pointed out.

In an office consultation on the revi-
sion of the Energy Ordinance, the 
FDPIC said that he considered the 
five-year retention period for load 
profiles specified in the ordinance to 

be disproportionately 
long. He commented 
that data retention of this 
sort affected electricity 
consumers throughout 

Switzerland. Load profiles need to be 
retained for five years for the purpose 
of optimising power consumption 
although it is reasonable to assume 
that the majority of data subjects will 
never analyse this data. Milder means 
are also available for the purposes of 
balance network management and 
billing to achieve the desired objec-
tives, for example aggregation based 
on tariff type (e.g. high vs. low tar-
iffs) for billing, whereby load profiles 
would no longer be needed for billing 
purposes. In accordance with the ESO, 
personal data and personality profiles 
are destroyed after twelve months pro-
viding, they are not needed for billing 
purposes or anonymised.

An extended retention period of 
five years is problematic particularly 
because load profiles constitute per-

sonality profiles and, under the revised 
FADP, amount to profiling, which 
is subject to stricter data protection 
requirements. 

Therefore, the FDPIC takes the 
view that personal data should be 
deleted after twelve months or else, 
for practical reasons, after two years 
at the latest if the data subject has not 
given explicit consent for the data to 
be kept for longer, for example in order 
to receive information about their load 
profile for the purpose of evaluating 
solutions designed to increase energy 
efficiency. The provision in ques-
tion should be amended to maintain 
the existing twelve-month retention 
period for load profiles, allowing it 
to be extended to a maximum of five 
years with the customer’s explicit con-
sent.
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Requirements for cloud 
services used to process 
patient data 

Cloud services are increasingly being 

used in the healthcare sector in the 

processing of patient data. In his advi-

sory role, the FDPIC has pointed out a 

number of aspects that healthcare 

professionals need to consider when 

choosing a cloud service provider. 

During the year under review, the 
FDPIC was regularly contacted by 
physicians, psychologists and other 
healthcare professionals regarding the 
use of cloud services for patient data 
processing. Their enquiries concerned 
the processing and storage of health 

data at data centres oper-
ated by external providers 
(“cloud providers”), spe-
cifically storage, transfer 
and destruction of patient 

records, for example when a patient 
dies or a medical practice closes. 

In its advisory role, the FDPIC pointed 
out that physicians were also respon-
sible for ensuring data security when 
using cloud services even though they 
had limited control over data security 

when using such services. 
Therefore, physicians 
had to choose their cloud 
provider carefully, bear-
ing in mind the following 

requirements:
•	 Data should remain in Switzerland;
•	 The contract with the cloud provider 

should meet the requirements of 
patient confidentiality;

•	 All persons with access to patient 
information are bound to maintain 
patient confidentiality;

•	 It should be possible to delete 
patient information at any time;

•	 It should be possible to request a 
list of all persons with access to the 
information at any time;

•	 Data security should be checked reg-
ularly and the audits made available;

•	 The physician should be given the 
details of a contact person for mat-
ters relating to data protection;

•	 Daily backups should be possible;
•	 All connections must be encrypted 

and two-factor authentication must 
be available to protect data from 
unauthorised access.

In conclusion, therefore, the FDPIC 
advises against the use of popular free 
cloud services for sharing or storing 
patient data as these typically fail to 
meet the requirements outlined above.

1.5	Health
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Case investigation at myvaccines.ch
The electronic vaccination platform myvaccines.ch was launched by a foundation 

years before the pandemic struck. The platform was financially supported by the 

Federal Office of Public Health (FOPH) among others and designed as an electronic 

alternative to the standard vaccination record. 

During the COVID-19 pandemic, the number of people using the platform 

increased significantly, partly in connection with the interfaces to the application 

promoted by the FOPH for the registration of people seeking vaccination. The foun-

dation also developed and operated a specific module for documenting COVID-19 

vaccinations (myCOVIDvac) on behalf of the FOPH. 

At the end of March 2021, the Commissioner was confronted with the results of 

a journalistic investigation which pointed to possible serious security and data 

protection flaws on the myvaccines.ch platform. After consultation with the National 

Cyber Security Centre (NCSC), the Commissioner launched a formal investigation 

within a day and recommended that the foundation cease operations immediately. 

At the end of the financial year, the procedure was still ongoing and there was no 

information as to when the platform might resume operation. 

Furthermore, in consultation with the cantonal data protection authorities, the 

FDPIC has worked to ensure that other platforms operated by private individuals on 

behalf of the federal and cantonal health authorities, or recommended by the same, 

in the fight against the pandemic are examined more closely.
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Data protection challenges 
of introducing facilita-
tions for people who have 
been vaccinated

The availability of COVID-19 vaccines has 

sparked a public debate on the lifting of 

bans and restrictions on personal free-

dom for people who have been vacci-

nated. Since December 2020, the FDPIC 

has publicly stated that the processing 

of health data by the State and the pri-

vate sector required in order to offer 

facilitations to people who have been 

vaccinated should be carried out in 

accordance with clear public law 

requirements and should not mean that 

everyone is required to carry a smart-

phone. 

With the prospect of vaccination 
against the COVID-19 virus on the 
horizon, the second wave of the pan-
demic has sparked a public debate on 
the lifting of bans and restrictions 
on personal freedom for people who 
have been vaccinated. The Political 
Institutions Committees of both 
chambers discussed how this could 
be implemented from a legal point of 
view in consultation with the Com-
missioner (see PIC-S media release 
of 23.02.2021).

The State and private individuals 
who perform state functions may 
provide differential treatment based 
on Covid vaccination status only if 

there is a corresponding statutory 
basis. By contrast, private individ-
uals may, in principle, provide differ-
ential treatment without an explicit 
legal basis in accordance with the 
freedom of contract. 

If private individuals make access 
to goods or services conditional on 
customers or guests being vacci-
nated, they will be regularly process-
ing the health data of their fellow 
citizens, which can potentially lead 
to violations of privacy. Therefore, 
at the beginning of the public debate 
and in the hearings mentioned 
above, the Commissioner took the 
view that legal requirements needed 
to be set for this scenario. He also 

pointed out the data 
protection require-
ments that private indi-
viduals need to ensure 
are met if they wish 

to make access to goods or services 
conditional on a negative test result 
or proof of vaccination (see our news 
briefing of 22.01.2021). 

Therefore, the collection and 
processing of personal data must be 
proportionate and necessary for the 
intended purpose, namely pro-
tecting people from infection and 
preventing the spread of the disease. 
Furthermore, access to goods or 
services should not be made condi-
tional on the provision of health data 
in cases where data subjects cannot 
reasonably be expected to forego 
the goods or services in question. 
Finally, with regard to the processing 
method, the FDPIC pointed out that 
people who are unable or unwill-
ing to show proof of vaccination 
on a smartphone must be offered 
reasonable alternatives to the digital 

processing of the personal data men-
tioned in comparable conditions. 

This last aspect is particularly 
important to the Commissioner as 
it may be assumed that the system-
atic processing of personal data by 
private individuals in connection 
with the pandemic will shape the 
informational self-determination of 
people beyond the current crisis. 
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Implementation of a  
data protection-compliant 
COVID-19 certificate

As people will be required to prove that 

they have been vaccinated against 

COVID-19, that they have recovered from 

the disease or that they have tested 

negative before they are allowed to 

travel abroad, in March 2021 the Swiss 

Parliament established a legal provision 

for the introduction of a standardised, 

forgery-proof, internationally recog-

nised COVID-19 vaccination certificate. 

The Commissioner is monitoring the 

implementation work of the Federal 

Office of Public Health (FOPH) as part of 

his advisory duties as a statutory super-

visory body.

During the second wave of the 
pandemic, we saw the need for a 
reliable solution allowing peo-
ple who had been vaccinated, had 
recovered or had tested negative 
for the coronavirus to provide the 
corresponding proof, initially for 
international travel but possibly 
also for other purposes. Up until 
then, Switzerland did not have any 
specific legal regulations governing 
the form and content of a vaccina-
tion certificate. Proof of COVID-19 

vaccination and test results were 
also provided in paper form, by SMS 
or email or as a verifiable entry on 
a relevant platform. However, the 
various options available did not 
all meet the requirements of data 
protection law, which prompted the 
FDPIC to intervene in his capacity as 
the supervisory authority (see box 

"myvaccines.ch"). 
In March 2021, the federal 

legislators introduced a standard-
ised, internationally recognised 
COVID-19 vaccination certificate 
with the new Article 6a of the 
COVID-19 Act. The provision sets 
out the requirements for vaccina-
tion, test and recovery certificates: 
The certificates must be personal-
ised, forgery-proof, verifiable while 
complying with data protection 
requirements, and designed so as 
to allow only decentralised or local 
verification of their authenticity and 
validity. It should also be possible 
for the certificates to be used when 
entering or leaving other countries. 
The legislators’ requirement that the 
certificate be made available on paper 
in future as well as digitally also 
reflects the Commissioner's demand 
that the use of electronic certificates 
should not mean that everyone is 
required to carry a smartphone. 

Furthermore, the provision states 
that the Confederation may provide 
the cantons and third parties with a 
system for issuing certificates. On  
29 March 2021, the FOPH set up 
a project group in order to develop 
such a system. The FDPIC is advis-
ing the group in his capacity as the 
supervisory authority. His demands 
in terms of compliance with data 
protection requirements largely 
coincide with the position of the 

European Data Protection Board 
(EDPB) and the European Data 
Protection Supervisor (EDPS) on 
the Digital Green Certificate, which 
is to be introduced in the EU for 
international travel. In addition, the 
FDPIC has drawn up data protection 
requirements for the project group 
in terms of a data-minimising design 
for the certificates for possible fur-
ther uses in Switzerland. The Com-
missioner calls for the creation of a 
basis under public law to regulate 
further uses of the certificates by the 
authorities and private individuals 
(see text above).
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Electronic patient records: 
First reference communities 
certified

Electronic patient records (EPRs) are 

about to be launched across Switzer-

land. The FDPIC followed the develop-

ment of the certification processes. He 

then established contact with new 

reference communities and stepped up 

discussions with existing contacts. 

Meanwhile, the first reference commu-

nities have been certified.

Electronic patient records (EPRs) are 
a virtual collection of links allow-
ing individuals to access their per-
sonal health data, for example medical 
reports or prescriptions, in digital for-
mat. These records contain sensitive 
personal data, which may only be pro-
cessed with the explicit consent of the 
data subjects. Patients must be pro-
vided with comprehensive and com-
plete information in this regard. The 
FDPIC emphasised the importance of 
handling this matter properly. During 
the year under review, he inspected 
various reference community docu-
ments. 

Brought into force on 15 April 
2017, the Federal Act on the Electronic 
Patient Record (EPRA) allows patients 
to manage all access rights for each 
individual document themselves. This 
involves properly setting data privacy 
levels for each document, assigning 
user roles for individual health pro-
fessionals, setting rules for proxies 
and specifying that, in an emergency, 
access should only be granted with the 
prior authorisation of the healthcare 

professional treating the patient. The 
FDPIC examined these aspects, too, 
and will continue to monitor the con-
trolling of access rights, in particular 
after completion of the certification 
processes for reference communities, 
so that patients may retain control 
over their data, even after they have 
given their consent. The FDPIC con-

tinues to liaise with the 
FOPH, the providers of 
the technical infrastruc-
ture and the cantonal data 
protection authorities. 

Among other things, this contact is 
important in clarifying responsibilities 
given that certain healthcare providers 
such as hospitals are subject to super-
vision by the cantonal data protection 
authorities whereas physicians and 
reference communities are subject to 
supervision by the FDPIC.

Reference communities were due 
to become operational in April 2020. 
However, the planned launch date 
was delayed after the certification pro-
cesses took longer than anticipated. In 
mid-November 2020, eHealth Aargau 
(SteHAG) was the first reference com-
munity to be certified under the EPRA. 
In late December 2020, the eSANITA 
association’s reference community in 
south-eastern Switzerland was the 
second EPR provider to complete the 
certification process. The FDPIC asked 
both communities to outline the main 
data protection risks they had identi-
fied to date in connection with EPRs, 
the measures in place to counter these 
risks and the way in which they fulfil 
their data protection responsibilities 
in this respect.

The FDPIC’s key contacts will be 
the data protection and data security 
officers, whom the reference commu-
nities are required to appoint under 
the EPRO.

 

Data protection

4328th Annual Report 2020/21



CORONA 

Swiss proximity tracing app 
(SwissCovid app)

Early on in the coronavirus pandemic, 

the FDPIC was approached by the devel-

opers of a proximity tracing system, 

which went on to become the Swiss-

Covid app, for advisory support in their 

work. The system uses Bluetooth tech-

nology to identify epidemiologically rel-

evant contacts between mobile phones 

and logs them locally. The FDPIC closely 

monitored the development of the 

SwissCovid app, initially from a technical 

point of view and later on also from a 

legislative perspective. 

On 21 March 2020, just a few 
days after Switzerland declared an 

“extraordinary situation” under the 
Epidemics Act (EpidA), the FDPIC 
was contacted by the developers of 
a Covid proximity tracing app for a 
data protection assessment. Project 
managers at the Federal Institute of 
Technology Lausanne (EPFL) and in 
the private sector were working on 
the development an application that 
would alert people who had installed 
the Covid app on their smartphones 
if they had recently come into 
contact with someone with the 

same app installed on their own 
device who had later tested positive 
for the coronavirus. In his initial 
assessment, the FDPIC found that 
the project had addressed important 
concerns regarding the protection of 
privacy and informational self-deter-
mination by not collecting location 
data, using temporary identification 
codes and making participation 
voluntary.

The EPFL and its partners went 
on to develop what became known 
as the Decentralised Privacy-Pre-
serving Proximity Tracing (DP-3T) 
app. Their work was carried out 
independently of the Pan-European 
Privacy-Preserving Proximity Trac-
ing (PEPP-PT) project and featured 
improvements in terms of privacy 
with its decentralised approach to 
data processing. We welcomed the 
fact that the central server essential 
even with a decentralised approach 
would only receive anonymous keys 
and that epidemiologically relevant 
contacts would only be stored locally 
on the smartphones themselves.

Later on in the project, the 
Confederation decided to introduce 
an official contact-tracing system 
based on the DP-3T. From then on, 
the Federal Office of Public Health 
(FOPH) – the authority responsible 
for operating the system – involved 
us in the implementation work on 
what would become the SwissCovid 
app and provided us with com-
prehensive documentation. This 
enabled our specialists to conduct 
a technical review of the app and 
its system architecture, including 
implementation of the backend 
server. In May, based on a data pro-
tection impact assessment among 
other things, the FDPIC found that 

the system met the data protection 
requirements for a pilot trial to begin 
(see the FDPIC’s opinion of 13 May 
2020). 

After reviewing a report pub-
lished by the National Cyber 
Security Centre (NCSC) in June, 
the FDPIC confirmed his assess-
ment. He emphasised that the use 
of the Google and Apple application 
programming interfaces (APIs) – 
widely criticised in data protection 
circles and media reports – for the 
SwissCovid app did not represent a 
significantly greater risk compared to 
other everyday uses that the public 
made of these interfaces.

The Commissioner called on the 
Federal Administration to initiate 
the development of a specific legal 
basis for the app in the Epidemics 
Act in accordance with Article 17 
FADP but his request was turned 
down. Subsequently, however, 
he was able to advise the compe-
tent parliamentary committees 
to develop such a basis. This was 
enshrined in the law with the urgent 
introduction of a new Article 60a in 
the Epidemics Act on 25 June 2020. 

According to this provision, use 
of the SwissCovid app is voluntary. 
On the one hand, the legislator was 
aware that obliging people to use 
the app would be difficult to explain 
politically and hard to implement 
given that the Bluetooth function 
could be deactivated at any time; 
on the other hand, Parliament sent 
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a signal that it was against obliging 
individuals to carry a smartphone 
on them by prohibiting authorities, 
companies and individuals from 
favouring or penalising anyone based 
on whether or not they used the app. 

On 25 June 2020, the Swiss-
Covid app was launched in Apple 
and Google app stores. While some 
people still have serious privacy con-
cerns months after its launch, others 
accuse the legislator of excessively 
restricting the app’s effectiveness by 
favouring privacy. Faced with these 
conflicting attitudes, the FOPH 
has not yet succeeded in increasing 
distribution of the app beyond the 
impressive figures of around three 
million downloads and 1.7 million 
active users, thus falling short of its 
optimistic expectations.

Data protection

4528th Annual Report 2020/21



CORONA 

The legal framework for 
collecting contact details

As a result of the FDPIC’s intervention, 

an adequately defined legal framework 

has been established for the collection 

of contact details for the purpose of 

Covid-19 contact tracing in compliance 

with the provisions of the Federal Act on 

Data Protection.

When restaurants, bars, clubs, 
fitness centres and other public 
establishments reopened on 11 May 
2020, many planned to collect con-
tact details for the purpose of tracing 

potentially infected 
persons as part of the 
Covid protection plan 
ordered by the Federal 
Council. As there was 

initially no legal framework in place 
for the collecting and processing of 
contact details, the FDPIC publicly 
announced that, for the time being, 
this information should be collected 
on a voluntary basis only (see our 
Communication of 19.05.2020 on 
Coronavirus protection plans). 

As a result of the FDPIC’s inter-
vention, the Federal Council estab-
lished an adequately defined legal 
framework for the mandatory collec-
tion of contact details introduced on 
22 June 2020. In its COVID-19 Spe-
cial Situation Ordinance it restricts 
the use of the collected data (transfer 
to the competent cantonal authority 
for the purpose of contact tracing if a 
person is found to be infected), sets 
out the requirements regarding data 
storage (maintenance of confiden-
tiality) and automatic deletion after 
14 days, and specifies the categories 

of data to be collected at federal level 
(surname, first name, address and 
telephone number). 

In order to improve the efficiency 
of contact tracing, some cantons 
have obliged restaurants and bars to 
use a specific app to collect contact 
details. The FDPIC pointing out the 
need for a clear (cantonal) legal basis 
and emphasised that the apps used 
needed to guarantee that data would 
be processed in a transparent, pur-
pose-specific and secure way. He also 
drove home the point that private 
individuals could not oblige their 
customers de facto to carry a smart-
phone: Some people are not willing 
to produce a smart device with a 
specific programme installed for fear 
of their digital lifestyle data being 
accessed, while others are not able 
to do so because of their age, health 
condition or disability. As well as 
offering digital tools for collecting 
information, private companies 
must also offer alternative tools such 
as paper forms to fill out in specific 
circumstances.

 Since summer 2020, a number 
of legal and technical problems have 
emerged in connection with the 

use of specific apps for 
collecting contact details. 
This has prompted the 
FDPIC to open a case 
investigation into an 

app widely used in various parts of 
Switzerland. The FDPIC is keen to 
complete the investigation before 
restaurants reopen, although this is 
a major challenge given the formali-
ties involved in the procedure. 
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Permissibility of back-
ground checks in the appli-
cation process

Swiss employers are increasingly being 

offered, by foreign companies in par-

ticular, the opportunity to search data-

bases for information on job applicants 

and to provide recommendations for 

employment. The FDPIC has been con-

tacted on numerous occasions regard-

ing the permissibility of such back-

ground checks.

According to Article 328b of the Swiss 
Code of Obligations, employers may 
only handle data that is required for 
the application process. In doing so, 
they have a duty to observe the data 
processing principles set out in the 
FADP, in particular the principle of 
proportionality and the requirement 
for transparency.

The principle of proportionality 
requires that database searches and 
subsequent data evaluation be con-

1.6	Employment

ducted only to the extent deemed 
appropriate, necessary and reasonable 
for the purpose of checking applicants’ 
qualifications. More or less extensive 
personnel security screening may be 
considered appropriate, necessary and 
reasonable in areas in which employ-
ees have access to sensitive informa-
tion with a view to minimising certain 

risks, for example in the 
banking or security sec-
tors. However, full back-
ground checks are con-
sidered disproportionate 

in cases where there are no particular 
risks, except in special circumstances, 
for example in the case of teachers.

Regardless of the question of pro-
portionality, in accordance with the 
transparency requirement, employers 
have a duty to inform the person con-
cerned about the background check 
and the data processing and evalua-
tions carried out as part of it. This is 
necessary in order to allow the person 
concerned to verify the lawfulness of 
data processing and the accuracy of the 
data collected and to assert his or her 
rights. In the light of the requirement 
for transparency background checks 
that are conducted in secret and thus 
not disclosed to the subjects are there-
fore unlawful.
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Data protection aspects of 
working from home

During the year under review, many 

employees were forced to work from 

home. As a result, the FDPIC faced a 

surge in enquiries regarding the use of 

various video conference solutions, 

employee monitoring and access to 

Swiss company servers from abroad.

The requirements that need to be 
met for employees to be allowed to 
work from home are governed by 
labour law. However, from a data 
protection point of view, this new 
setup raises important issues for 
example regarding the use of digital 
communication tools for audio- and 
videoconferences (see chapter 1.1, 
box to corresponding guide) and 
data sharing platforms. Employees' 
duties may change over time, but 
employers remain responsible for 
ensuring information security and 
data protection even in times of 
crisis and are therefore still required 
to comply with the data processing 

principles laid down in the FADP. 
In that sense, it is therefore up 
to employers to choose software 
programs that guarantee adequate 
protection of personal data being 
processed. On the FDPIC’s web-
site under the heading “Measures 
for the safe use of audio and video 
conferencing systems”, you will find 
a guide to the key data protection 
requirements to be observed when 
choosing such platforms. 

The FDPIC received many enquir-
ies from members of the public 
concerned about being constantly 
monitored by their employers while 
working from home. The FDPIC 
is aware that, depending on the 
IT solution used, the behaviour of 
employees working from home 
can easily be monitored constantly 
although this is unlawful under the 

FADP and expressly 
prohibited by labour 
law. 

Finally, the FDPIC 
was repeatedly asked 

whether employees working from 
home outside of Switzerland and 
accessing the company server in 
Switzerland from abroad – be it 
employees working from their 
holiday home abroad or cross-bor-
der commuters working from 
home – constituted cross-border 
disclosure of data. However, as long 

as employees working from home 
abroad access the company server 
via a Virtual Private Network (VPN) 
and process personal data only to 
the extent that they would normally 
do in the company workplace, and, 
in particular, do not provide access 
to the personal data to anyone 
abroad, in the FDPIC’s view it does 
not constitute cross-border disclo-
sure of data within the meaning of 
the FADP. Regardless of whether 
employees working from home do 
so in Switzerland or abroad, the 
confidentiality of personal data must 
be guaranteed at all times.
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Data protection require-
ments for early detection of 
coronavirus in the work-
place

The coronavirus pandemic has raised 

many questions regarding compliance 

with data protection requirements in 

the employment relationship, for exam-

ple relating to the legality of taking 

employees’ temperature at work or the 

announcement of cases of infection 

within the company. Time and again, the 

proportionality of these measures was 

questioned.

During the employment relation-
ship, the employer may only process 
employee data that is necessary for 
performance of the employment 
contract. The principle of propor-
tionality laid down in the FADP 
must always be observed. Accord-
ingly, any processing of personal 
data must be appropriate, necessary 
and reasonable in order to achieve 
the desired goal, in this case prevent-
ing the spread of infection in the 
workplace. 

With regard to taking employees’ 
temperature at work, the ques-
tion was raised as to whether this 
measure was indeed a reliable way 
of reducing infection: On the one 
hand, a raised temperature can be a 
symptom of another disease, and on 
the other hand, body temperature 
can easily be artificially lowered by 
medication. Furthermore, some peo-
ple infected do not go on to develop 

a fever. Therefore, comprehensive 
temperature screening is considered 
to have limited efficacy in pre-
venting infection in the workplace. 

Consequently, employ-
ers need to consider 
other less intrusive 
measures that serve the 
same purpose. In these 

cases, the FDPIC suggested that any 
employees showing symptoms typ-
ical of coronavirus should be obliged 
to report immediately to a trusted 
person within the company. The 
FDPIC based his assessment of the 
issue on the recommendations of the 
Swiss National COVID-19 Science 
Task Force, which expressly advises 
against temperature screening as a 
stand-alone preventive measure.

Another question frequently 
raised was that of how employers 
may or should inform their employ-
ees of cases of infection within 
the company so that colleagues 
who have come into contact with 
the infected persons can self-iso-
late. Employers have a duty of care 
towards their employees and are 
therefore required to process this 
information even though contact 
tracing is effectively the responsibil-
ity of the cantonal authorities (can-
tonal medical officer), not employers.
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Introduction of the HIS 
reporting and information 
system in the Swiss insur-
ance business

The FDPIC advised the Swiss Insurance 

Association on the introduction of the 

HIS reporting and information system, 

a database for participating insurance 

companies designed to help combat 

insurance fraud. The FDPIC emphasised 

that all data processing in connection 

with the operation of the HIS system 

must comply with the data protection 

principle of proportionality.  

The FDPIC’s advisory activities on 
the HIS system began in the reporting 
year 2017/18 (see 25th Annual Report, 
sub-section 1.6.2) and are ongoing.

Swiss insurance companies that 
have signed up to the HIS system use it 
to report individuals for whom irreg-
ularities as set out in the rules – e.g. 
breach of disclosure obligation under 
Art. 6 of the Insurance Policies Act 
(IPA) – were identified during a claims 
settlement procedure. When future 
claims are processed and the database 
is searched for the individual in ques-
tion, the latter will be shown as flagged 
in the system for having been associ-

1.7	Insurance

ated with an irregularity in the past, 
thus prompting the insurance com-
pany to closely verify its obligation to 
pay in the case of any new claims. Indi-
viduals may be flagged for breaches of 
insurance policy or liability law but 
not criminal law. Insurance companies 
may only query whether an individual 
is present in the HIS database if the lat-
ter is involved in a new claim, not out-
side the claims management context, 
so not, for example, before concluding 
a contract with the individual in ques-
tion. The HIS database contains the 
details of the insured person and of any 
other individuals involved in a claim 
such as “instigators” or “accomplices”. 

In his advisory capacity, the FDPIC 
emphasised, in particular, that all data 
processing in connection with the HIS 
system must comply with the data 
protection principle of proportion-
ality. Accordingly, an individual may 
be entered in the HIS system where 
appropriate and necessary for the 
purpose of detecting and preventing 
insurance fraud, and the data subject 
can reasonably be expected to toler-
ate the resulting invasion of privacy. 
The grounds for flagging an individ-
ual must be restricted to specific cir-
cumstances that are transparent and 
clearly set out in the rules. Flagging is 
intended to prompt insurance compa-
nies to examine the insured person's 
payment request in detail for subse-
quent claims but must not be used to 

prejudge people. Therefore, measures 
must be in place to ensure that the 
personal data in the system is correct. 
It should be possible to identify and 
penalise insurance companies that fail 
to observe the rules and repeatedly 
make unjustified entries in the data-
base.

Most of the FDPIC’s suggestions 
have been implemented. In particular, 
the grounds for flagging an individual 
in the HIS system have been specified 
in greater detail. Only experience will 
show how effective the HIS system is 
in helping to prevent insurance fraud, 
how well the insurance companies are 
sticking to the rules and whether any 
improvements will be needed in the 
future from a data protection perspec-
tive. 
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Transfer of membership data 
to sponsors

The FDPIC demands that valid consent 

be obtained from data subjects before 

their data may be lawfully shared with 

sponsors. Members of associations 

must be allowed to object to their data 

being shared without being dispropor-

tionately affected as a result.

During the year under review, the 
FDPIC received several enquiries about 
the sharing of addresses of association 
members with sponsors for advertis-
ing purposes. He was asked whether 
it was permissible to charge a higher 
membership fee to members who 

had objected to their data 
being shared. We pointed 
out to the persons and 
associations concerned 
that increasing the fee to 

the point that the persons concerned 
practically felt forced to agree to their 
data being shared could be considered 
to constitute a disproportionate disad-
vantage.

The FDPIC had already contacted 
sports associations and sponsors to 
draw their attention to their obliga-
tions in terms of observing data pro-
tection regulations when processing 
data (see 22nd Annual Report 2014/15, 
sub-section 1.8.5). Associations may 
not pass on any data to sponsors with-
out the valid consent of the data sub-
jects. For data sharing to be consid-

ered lawful, all data subjects must be 
adequately informed in advance of 
any data sharing (i.e. what data is to be 
shared with whom and for what pur-
pose) and given a chance to consent. If 
an opt-out approach is used, it is cru-
cial that members be given an easy way 
to object to their data being shared 
without being disproportionately 
affected as a result. Sponsors, in turn, 
must guarantee contractually that they 
only process the addresses of associa-
tion members that were passed on to 
them on the basis of valid consent. 
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Systematic use of the OASI 
number by the authorities: 
amendment of the law ap-
proved by Parliament

On 18 December 2020, Parliament 

approved an amendment to the Federal 

Act on Old-Age and Survivors Insurance 

(OASI) that lists a range of authorities, 

organisations and persons authorised 

to routinely use the 13-digit OASI num-

ber (NAVS13/AHVN13) as a unique iden-

tifier outside the context of social 

insurance. The Commissioner has 

secured important data protection 

guarantees.

On 1 February 2017, the Federal Coun-
cil instructed the Federal Department 
of Home Affairs (FDHA) to carry out 
a consultation on the systematic use 
of the NAVS13 by federal, cantonal 
and municipal authorities. An inter-
nal working group set up within the 
Administration, which we had not 
been invited to join, deemed, at the 
time, that this presented no particu-
lar privacy risks. However, both the 
FDPIC and the cantonal data protec-
tion commissioners already opposed 
the principle of systematic use of the 
NAVS13 because of the associated pri-
vacy risks.

Therefore, together with the 
Federal Office of Justice (FOJ), we 
requested an assessment of the risks 
of systematic use of the OASI num-
ber, which was assigned to Prof. David 

Basin, a professor at the Swiss Federal 
Institute of Technology Zurich. In the 
conclusions of his assessment of 27 
September 2017, Prof. Basin empha-
sised that the systematic use of the 
NAVS13 presented significant privacy 
risks (see 25th Annual Report, sub-sec-
tion 1.1.2). The expert recommended 
using sector-specific identifiers. How-
ever, he also pointed out that such a 
measure would not have the expected 
results in terms of protecting data 

without taking other 
important measures such 
as updating the database 
architecture.

Following this report, 
the National Council Legal Affairs 
Committee submitted a postulate 
(17.3968) on 20 October 2017 ask-
ing the Federal Council to develop a 
concept of how to manage the risks 
associated with using the NAVS13 as 
a unique personal identifier. The con-
cept also had to show how data protec-
tion could be improved in relation to 
the use of personal identification num-
bers by cantons, municipalities and 
third parties, with due consideration 
of the FDPIC’s opinion. In its response 
of 20 December 2017, the Federal 
Council stated that it was aware of the 
potential risks associated with the 
use of the NAVS13 and declared that it 

would take on board the Basin study 
and the Commissioner's comments in 
its bill.

During the pre-consultation of 
the offices, we successfully requested 
several changes to the bill, for exam-
ple introducing the requirement that 
all entities authorised to routinely 
use the NAVS13 conduct risk analyses 
and keep a register of the databases in 
which the NAVS13 is stored. Further-
more, the need to strengthen technical 
and organisational measures aimed at 
reducing the risks of data breaches was 
recognised and incorporated in the bill 
(see 27th Annual Report, Section 1.7).

On 7 November 2018, the Federal 
Council initiated the consultation pro-
cedure on the amendment of the OASI 
Act, which provides for the systematic 
use of the NAVS13. However, the bill 
took into account the Commission-
er’s data protection requirements. An 
authority may link factual data (first 
name, last name, date of birth etc.) 
to the NAVS13 and check their accu-
racy in the Unique Person Identifica-
tion (UPI) database managed by the 
Central Compensation Office (CCO). 
However, it cannot access the other 
registers, namely the central regis-
ter of insured persons, the register of 
benefits of the CCO or the registers 
containing factual data kept by other 
authorities. This prevents an author-
ity from being able to link different 
databases and create personality pro-
files, which are generally very accurate, 
based on the NAVS13. Therefore, we 
welcome the fact that the bill obliges 
all federal and cantonal bodies, decen-
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tralised units of the Federal Adminis-
tration and organisations and persons 
under public or private law outside the 
offices with access to such databases to 
carry out periodic risk analyses focus-
ing specifically on the danger of unau-
thorised data matching. Based on that 
risk analysis, state-of-the-art data pro-
tection and security measures must be 
developed and implemented, tailored 
to the specific risks involved. The enti-
ties designated in the bill that routinely 
use the NAVS13 are required to keep 
a register of the relevant databases 
used, in particular, as a basis for the 
required risk analyses. Other entities 
authorised by law to use the NAVS13 
routinely, besides the federal, can-
tonal and municipal authorities, are 
educational establishments, private 
insurance companies (also within the 
context of supplemental insurance) 
and organisations and persons under 
public or private law, outside the 
above-mentioned authorities, who are 
entrusted with administrative tasks 
under federal, cantonal or municipal 
law or by contract, where the applica-
ble law provides for the systematic use 
of the OASI number. In addition, the 
NAVS13 may not be used for purely 
private purposes. This applies even if 
the data subjects have consented to the 
systematic use of their NAVS13 by pri-
vate individuals.

In addition to the measures men-
tioned above, we welcome the fact 
that the Act also sets out mandatory 
technical and organisational meas-
ures offering protection against pos-
sible misuse of the OASI number. For 

example, the Act sets out the rule that 
access to databases containing the 
NAVS13 is to be restricted to those 
persons who need the number to carry 
out their duties. In addition, files con-
taining the NAVS13 are to be sent in 
encrypted form via the public data file 
network. Finally, authorities, organisa-

tions and persons author-
ised to use the OASI 
number must draw up 
a procedure to follow in 
the event of unauthorised 

access to or misuse of the databases, 
and their staff must be trained to use 
the OASI number in accordance with 
the law. Failure to comply with these 
duties is punishable by law.

No further significant amendments 
were made to the bill after the consul-
tation procedure. In December 2020, 
just before the final vote, Parliament 
extended the list of entities authorised 
to use the NAVS13 routinely to include 
bodies responsible for carrying out the 
checks required under a legally binding 
collective employment agreement. 

The numerous hearings of the 
Commissioner by the parliamentary 
committees during the legislative pro-
cess have made it possible to enshrine 
data protection in law. The new regu-
lations are due to come into force no 
sooner than the end of 2021.
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Surge in enquiries from the 
public regarding drones

During the year under review there was 

a surge in enquiries from members of 

the public regarding drones. Enquiries 

were received from drone owners as 

well as persons feeling uneasy about 

drones taking pictures or videos.

It seems that drones are becoming 
increasingly popular with private 
individuals. At least, the FDPIC reg-
istered a sharp increase in the num-
ber of enquiries from members of the 
public on the subject during the year 
under review. Some were from people 
wanting to take pictures and videos 
using a drone and enquiring about the 
regulations surrounding data protec-
tion with the Commissioner and other 
authorities (in particular the Federal 
Office of Civil Aviation FOCA); oth-
ers were from members of the public 
concerned about drones circling their 
homes or workplaces and possibly tak-
ing pictures or videos.

As well as seeking legal advice, 
those contacting the FDPIC are often 
seeking a decision from the Commis-
sioner on their specific case. In such 
cases, the FDPIC points out that the 
general data protection principles are 
to be observed and that private data 
processors need a justification. For 
authorisations and bans he refers to 
the competent authorities, in particu-
lar the FOCA and the cantonal civil 
and criminal courts. 

1.8	Traffic and transport

On our website you will find a fact 
sheet with more information on video 
surveillance with drones by private 
individuals (see Website, fact sheet not 
available in English). 

Revision of the Passenger 
Transport Act: Avoiding 
discriminatory barriers for 
people travelling anony-
mously on public transport 

The FDPIC expressed his opinion during 

the “Office consultation on the dis-

patch on the amendment of the Pas-

senger Transport Act – a modern basis 

for public transport”. 

Since the office consultation, sev-
eral meetings have taken place with 
representatives of the Federal Office 
of Transport and the Federal Office 
of Justice. The discussions centred, 
in particular on the extent to which 
transport companies should be obliged 
to comply with data protection regula-
tions for private individuals or public 
authorities.

The FDPIC pointed out, in par-
ticular, that if they are made to com-
ply with the regulations applicable to 
private data processors, in addition to 
consent, all other justifications, such 
as the legal basis or overriding inter-
ests, are available. Transport compa-

nies may claim an overriding interest, 
for example, when they process per-
sonal data directly in connection with 
the conclusion or performance of a 
contract. 

Where personal data is processed 
based on consent, the requirements 
for legally valid consent must be met: 
Consent must be freely given on the 
provision of adequate, transparent 
information. If sensitive personal data 
or personality profiles are to be pro-
cessed, consent must be given explic-
itly. Furthermore, passenger transport 

may not be made condi-
tional on consent being 
given to the processing 
of personal data for other 
purposes. If data is to be 

processed for other purposes, separate 
consent must be obtained for each data 
processing operation.

 Even in cases where implicit con-
sent is sufficient, passengers must be 
fully informed so that they are able to 
recognise invasions of personal privacy 
and have a real choice to opt for either 
offerings that are conditional on data 
collection or alternative anonymous 
offerings with comparable conditions. 
If they choose offerings that are con-
ditional on data collection, this con-
stitutes implicit consent. The FDPIC 
also stated that alternative anonymous 
offerings must not be linked to any 
deterrent or discriminatory financial 
or administrative barriers. Since pass-
ing on the additional costs associated 
with alternative offerings could poten-
tially result in certain sections of the 
population being excluded from such 
offerings, the FDPIC demanded that 
the relevant provision of the Passenger 
Transport Act be amended accordingly 
and that justification be defined more 
accurately in the dispatch.
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Use of airline passenger 
data to combat terrorism

The Federal Department of Justice and 

Police (FDJP) is fleshing out a legisla-

tive project on the use of airline pas-

senger data to combat crime and ter-

rorism in Switzerland. The FDPIC is on 

the committee of external experts 

overseeing the project.	
On 12 February 2020, the Federal 
Council announced that, in principle, 
it was in favour of using airline pas-
senger data (passenger name records, 
PNR) to combat crime and terrorism in 
Switzerland. To this end, the FDJP was 
tasked with taking the first steps to 
introduce a national PNR system (see 
27th Annual Report, Section 1.2, p. 27). 
The FDJP has been instructed to flesh 
out with the Federal Department of 
the Environment, Transport, Energy 
and Communications (DETEC) by 
mid 2021 a bill to be submitted for 

consultation for a federal 
act on the collection and 
use of PNR data by Swit-
zerland and transmission 
of the same to countries 

whose data protection and processing 
practices met the standards of the EU 
Directive 2016/681 of 27 April 2016 
on the use of airline passenger name 
record (PNR) data for the prevention, 
detection, investigation and prosecu-
tion of terrorist offences and serious 
crime (EU PNR directive). The FDJP is 
also to work with the Federal Depart-
ment of Foreign Affairs (FDFA) to pre-
pare a mandate by mid 2021 for nego-

tiations with the EU for an agreement 
on the exchange of PNR data between 
the competent co-ordination offices 
(Passenger Information Unit, PIU) in 
Switzerland and EU Member States.

The FDPIC has taken up a seat on 
the PNR project committee of external 
experts and is overseeing the project to 
ensure compliance with data protec-
tion law. In setting up a PNR system, 
fundamental rights may be restricted 
only to the extent necessary to accom-
plish the intended purpose. A balance 
must be maintained between guaran-
teeing fundamental rights and impos-
ing the restrictions needed in order 
to ensure public safety. This includes 
using the “push method” of data trans-
fer, meaning that foreign authorities 
will not have direct access to the data. 
Furthermore, the Commissioner is 
keen to compile a list of crimes accord-
ing to his long-standing practice. This 
is in line with the principle of propor-
tionality and promotes transparency.

With regard to the sales infrastruc-
ture and the central ordering platform, 
which has yet to be implemented, the 
FDPIC drew attention to the general 
rules already applicable and the new 
requirements to be observed under 
the fully revised FADP when setting 
up the digital platform, such as pri-
vacy-friendly technical design and 
default settings (“privacy by design” 
and “privacy by default”) and the pro-
tection of persistent data. 

The FDPIC will continue monitor-
ing the legislative process and work-
ing to ensure that the data protection 
requirements are taken into account. 

Data protection

5528th Annual Report 2020/21



The Privacy Shield does not guarantee 
data subjects in Switzerland an  
adequate level of protection for 
data transfer to the US

Following his annual reviews and recent rulings by the Court 

of Justice of the European Union (CJEU), the FDPIC has 

reassessed the data protection conformity of the Privacy 

Shield regime. He concludes that the Privacy Shield regime 

does not provide an adequate level of protection for data 

subjects in Switzerland and advises Swiss companies to 

conduct a case-by-case assessment of the disclosure risks 

when transferring data to the US based on contractual 

guarantees.

In his evaluation reports for the 2018 and 2019 Swiss-US 
Privacy Shield reviews, the FDPIC pointed out that, 
despite improvements introduced since it came into 
force, the Privacy Shield regime failed to offer data sub-
jects sufficient enforceable legal rights in the event of the 
US authorities’ gaining access to their personal data (see 
also 27th Annual Report, p. 34, and 26th Annual Report, 
Section 1.2). In particular, he lamented the fact that the 
ombudsperson mechanism – which is intended to guar-
antee an indirectly enforceable legal remedy – could not 
be assessed in terms of its effectiveness owing a lack of 
transparency. Furthermore, it was unclear whether the 
ombudsperson had decision-making powers vis-à-vis 
the US intelligence services or was truly independent. 
The FDPIC considered the lack of transparency a prob-
lem, along with the resulting absence of guarantees 
concerning the invasion of privacy by US authorities in 
respect of data subjects residing in Switzerland.

On 16 July 2020 the Court of Justice of the European 
Union (CJEU) issued a judgement in the case C-311/18 
Data Protection Commissioner v. Facebook Ireland 
Ltd. and Maximilian Schrems (“Schrems II judgment”) 
declaring invalid the Adequacy Decision 2016/1250 by 
the EU Commission regarding US companies certified 
under the Privacy Shield regime. The CJEU also clarified 
that the use of standard contractual clauses (SCC) for the 
transfer of data to the US and other third countries that 
did not offer adequate data protection required a case-
by-case assessment of the suitability of such clauses and, 
if necessary, an amendment. This ruling is not binding 

on Switzerland. Under the GDPR, however, EU data 
protection law and any CJEU rulings based thereon are 
applied by authorities and courts in the EU and EEA also 
with respect to Swiss companies if the latter process data 
in such a way that they fall within the scope of the GDPR. 
After carefully examining the CJEU judgment and the 
Swiss legal situation, the FDPIC concluded in his opin-
ion of 8 September 2020 (see press release) that, despite 
guaranteeing special protection rights for data subjects 
in Switzerland as well, the Privacy Shield regime did 
not meet the requirements of adequate data protection 

as defined by the FADP for the transfer of 
data from Switzerland to the US. In the light 
of this assessment based on Swiss law, the 
FDPIC has removed the US from the list of 
countries that provide an “adequate level of 

data protection under certain circumstances.” This list 
is merely indicative. In Switzerland there is currently no 
judicature comparable to the aforementioned CJEU judg-
ment. The Swiss courts’ judgment may differ.

Contractual guarantees used in addition to the Pri-
vacy Shield regime for data transfer to the US and other 
third countries lacking an adequacy decision, such as the 
EU’s SCC, which are also frequently used in Switzerland, 
or “binding corporate rules”, cannot prevent foreign 
authorities from accessing personal data if the public law 
of the importing country takes precedence and allows 
official access to the transferred personal data without 
sufficient transparency or independent legal protection 
of the data subjects. 

In his aforementioned opinion of 8 September 2020, 
the FDPIC raised awareness of this problem in the busi-
ness circles concerned and pointed out a few make-shift 
solutions such as using one’s own encryption or full 
anonymisation.

The FDPIC advises companies to conduct a case-by-
case assessment of the disclosure risks when transferring 
data to the US based on contractual guarantees. Only 
that way can they assess the data protection afforded 
when transferring data to the US and, if necessary, notify 
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the FDPIC accordingly by furnishing proof. The EU is 
currently working on a new set of SCC. The FDPIC is 
monitoring its efforts and will report on the matter in 
due course.
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1.9	International

Introduction

This past financial year, international 
cooperation was dominated by the 
COVID-19 pandemic. As it was prac-
tically impossible to meet in person, 
conferences were either cancelled or 
attended virtually, which presented a 
number of technical challenges during 
the set-up period. Without the travel 
time and cost of meeting in person, 
the video conferences were attended 
by more data protection authorities 
and persons per authority than usual. 
On the downside, the virtual meetings 
lacked the opportunities for informal 
exchanges and networking that are so 
important for cooperation. The cri-
sis brought home the importance of 
international exchanges between data 
protection authorities. 

Cross-border data flows contin-
ued to expand, largely driven by the 
pandemic, with ever larger volumes of 
personal data being transferred abroad 
directly or stored on clouds or serv-
ers abroad. Data subjects are hardly 
ever aware of which companies or 
authorities abroad are processing their 
data. For this reason, it is all the more 
important to ensure better enforce-
ment of data protection law world-
wide, to promote international coop-
eration among data protection author-
ities and to work towards a common 

understanding and harmonised inter-
pretation of international standards 
and guidelines. 

Internationally agreed guidelines 
make it possible to guarantee the same 
rights to all data subjects regardless 
of where they live. Data protection 
authorities around the world also need 
to consult among themselves on how 
to respond to global data protection 
challenges such as big data, the Inter-
net of Things and artificial intelligence 
in technical terms and in the perfor-
mance of their advisory and supervi-
sory roles.

The FDPIC continues his interna-
tional work and is actively involved 
in a number of international bodies 
including, in particular, the Council 
of Europe, the European and Interna-
tional Conferences of Data Protection 
Commissioners, the French-speak-
ing Association of Data Protection 
Authorities and the OECD as well as 
in cooperation and coordination of 
the data protection authorities of the 
Schengen States and in exchanges with 
the European Data Protection Board 
(EDPB).
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Council of Europe 

The Consultative Committee of Con-

vention 108 held six remote sessions 

on different topics. It adopted Guide-

lines on Children's Data Protection in 

an Education Setting and guidelines on 

facial recognition. The Plenary Meeting 

also elected the bureau.

On the dates originally scheduled for 
the Committee's 40th plenary meet-
ing, which had had to be postponed 
owing to the current health crisis, 
the Advisory Committee of Conven-
tion 108 and the Data Protection Unit 
organised remote and open sessions 
to present the work of the Committee 
to a broader audience than the delega-
tions usually attending the meetings 
in Strasbourg. Six specific, informative 
thematic sessions were held on 1, 2 and 
3 July:
•	 Session 1: How to ensure that coun-

tries that commit to Convention 
108+ comply with its provisions? 
Why do we need a follow-up and 
evaluation mechanism, and which 
one?

•	 Session 2: How do we address the 
latest challenges posed by profiling 
in an AI era?

•	 Session 3: What does the right to 
data protection imply in an educa-
tional setting? What schools have to 
do, and what they should stop doing.

•	 Session 4: Are digital identity pro-
grammes being developed in accord-
ance with the “privacy by design” 
principle?

•	 Session 5: Mirror of our souls: learn-
ing Cicero’s lessons and addressing 
the risks of facial recognition.

•	 Session 6: Political campaigns and 
elections: why is data protection 
crucial?

The Consultative Committee held 
its 40th plenary meeting – originally 
scheduled for 1-3 July – by video con-
ference on 18-20 November 2020. 
During the meeting, the Consultative 
Committee adopted the revised text 
of the Guidelines on Children's Data 
Protection in an Education setting. 
These guidelines set forth the funda-
mental principles of children’s rights 
in an education setting and help leg-
islators, policy makers, data control-
lers and the industry to uphold these 
rights. The Committee also elected 
its Bureau members and, among other 
things, elected Caroline Gloor Schei-
degger, head of the Department of 
International Relations, as FDPIC rep-
resentative. 

Following a written procedure, the 
Committee of Convention 108 also 
adopted the guidelines on facial recog-
nition. These offer guidance for legis-
lators and policy makers, emphasising, 
among other things, the need for the 
supervisory authorities to be involved. 
They are also intended as a guide for 
developers, manufacturers and ser-
vice providers, pointing out, among 
other things, that the reliability of the 
tools used depends on the effective-

ness of their algorithm. Furthermore, 
they provide guidance to entities using 
facial recognition technology, high-
lighting their responsibility to conduct 
an impact analysis on data protection 
and to implement privacy by design. 
Finally, the guidelines specify that all 
data subjects’ rights are guaranteed, 
including the right to information, 
the right of access, the right to infor-
mation in the case of automated indi-
vidual decision-making, the right to 
object and the right to rectification.
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OECD Working Party on 
Data Governance and 
Privacy in the Digital 
Economy 
The Working Party continued its work 

during the year under review, meet-

ing virtually in November 2020. Two 

topics are worth mentioning: data 

portability (for which the Secretariat 

presented the current status for a 

possible review) and the Secretari-

at’s review of the implementation of 

the OECD Privacy Guidelines.

Global Privacy Assembly

The 42nd Global Privacy Assembly  

(GPA) – formerly known as the Inter

national Conference of Data Protection 

and Privacy Commissioners – took 

place virtually for the first time on 

13-15 October 2020. 

The 42nd Global Privacy Assembly 
Closed Session was opened by Eliza-
beth Denham, the UK's information 
commissioner, who highlighted the 
work carried out by the GPA over the 
past few years on modernising the 
assembly, setting the strategic direc-
tion and building the capacity of the 
GPA in order to address the COV-
ID-19-related challenges in 2020. 

This year’s event was divided into 
three online sessions, each followed 
by a discussion. This important annual 
meeting was attended by more than 
100 members.

Day 1 of the conference was 
devoted, in particular, to reviewing 
the progress on the GPA strategic plan, 
agreed on at last year’s 41st Interna-
tional Conference in Tirana, namely 
the key achievements in respect of 

the three strategic priorities that had 
been set: advancing global privacy in 
the digital age, maximising the GPA’s 
voice and influence on the interna-
tional arena, and capacity building.

Day 2 of the event focused on the 
challenges posed by the COVID-19 
pandemic, stressing the key role and 
contribution of the GPA COVID-19 
Taskforce. The activities of the task-
force were discussed and specific 
results of its works were presented, 
notably a compendium of best-prac-
tice responses to the COVID-19 
pandemic including, for example, the 
subject of contact tracing.
The first topic discussed on day 3 of 
the conference was the future of the 
conference itself. Next, the results of 
the vote by the GPA members on the 
working group reports, the report of 
the executive committee 2020 and the 
report of the 41st International Con-
ference 2019 were announced: all the 
reports were adopted. 
Five resolutions were adopted on 
15 October 2020:
•	 Resolution on facial recognition 

technology;
•	 Resolution on the role of personal 

data protection in international 
development aid, international 
humanitarian aid and crisis manage-
ment;

•	 Resolution on accountability in the 
development and use of artificial 
intelligence;

•	 Resolution on the privacy and data 
protection challenges arising in the 
context of the COVID-19 pandemic;

•	 Resolution on joint statements on 
emerging global issues.
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Adequate data protection 
post-Brexit

The UK is still on the list of states 

whose legislation guarantees adequate 

data protection as defined in the Swiss 

Federal Act on Data Protection. Like-

wise, the UK recognises Switzerland as 

a country that offers an equivalent 

level of data protection.

As mentioned in the last Annual 
Report (see 27th Annual Report, Sec-
tion 1.9), the UK left the EU (Brexit) 
on 1 February 2020 after a number 
of delays. This raised the question of 
mutual recognition of adequacy. The 
FDPIC held numerous discussions 
on the subject with authorities of the 
Confederation and UK representa-
tives. The discussions continued reg-
ularly throughout the current finan-
cial year. In parallel, discussions were 
also held with representatives of the 
EU Commission following long-run-
ning uncertainty over whether or not 
the EU would still consider the UK to 
provide adequate data protection from 
2021 onwards. For its part, the UK 
recognised as equivalent, from a legal 
standpoint, all states that were rec-
ognised by the EU as guaranteeing an 
equivalent level of data protection as at 
31 December 2020. 

However, as the EU Commission had 
yet to reach a decision regarding Swit-
zerland's adequacy at the end of 2020, 
that meant that Switzerland was still 
recognised by the EU at that point in 
time. Therefore, under UK law, Swit-
zerland would automatically con-
tinue to be recognised, probably for 
the next four years. That did not mean, 
however, that Switzerland would 
automatically grant reciprocal rights. 

That said, UK data protection law did 
not undergo any significant update 
during the reporting period. Therefore, 
the country is still on the list of states 
whose legislation guarantees adequate 
data protection pursuant to Art. 6 para. 
1 FADP. Nevertheless, a review may 
still be required depending on how UK 
data protection legislation evolves in 
the future.
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General Data Protection 
Regulation

The EU’s new General Data Protection 

Regulation (GDPR) came into force on 

25 May 2018. Under certain circum-

stances, it also applies to data pro-

cessing by third-country companies. 

The data protection authorities of 

Albania, Jersey and Monaco met in 

Switzerland to discuss numerous ques-

tions that remained unanswered.

Adopted on 27 April 2016, the Euro-
pean General Data Protection Reg-
ulation (GDPR) has been directly 
applicable in all EU Member States 
since 25 May 2018. However, its scope 
extends beyond the European Union 
as the provisions of the GDPR are also 
binding on all non-EU entities (data 
controllers and processors) providing 
goods or services to persons resident 
in the European Union or monitoring 
the behaviour of those persons, par-
ticularly in order to analyse their pref-
erences. The European French-speak-
ing authorities that are not members 
of the European Union face the same 
challenges. After a first successful 
meeting in Monaco in 2018, the FDPIC 
organised a meeting in Bern in Febru-
ary 2020 for the authorities to discuss 
the entry into force of the GDPR, to 
share their experiences and to pool the 
questions put to them in order to coor-
dinate their responses. 

Just over a year after the GDPR 
came into force, the European Data 
Protection Board (EDPB) – the inde-

Working group on the role of 
personal data protection in 
international development 
aid, international humani-
tarian aid and crisis man-
agement

At the 42nd Global Privacy Assembly 

(GPA), the FDPIC presented a resolution 

on the role of personal data protection 

in international development aid, inter-

national humanitarian aid and crisis 

management. The resolution was sup-

ported by 15 data protection authori-

ties and was adopted unanimously.

The purpose of the resolution is to 
define the position of GPA members 
on several of the goals outlined in the 
Assembly Strategy Plan, specifically 
those relating to advancing global pri-
vacy in the digital age and strengthen-
ing relationships with other interna-
tional bodies and networks advancing 
data protection and privacy issues. 

After the resolution was adopted, it 
was decided to set up a working group 
on the role of personal data protec-
tion in international development aid, 
international humanitarian aid and cri-
sis management. The working group 
has set itself two main objectives: 
•	 To respond to the request for coop-

eration from relevant parties to 
develop guidelines and share best 
practices in privacy  and  data  pro-

tection taking into account the spe-
cific nature of international develop-
ment aid and international human-
itarian action as well as the need to 
facilitate their activities;

•	 To develop an advocacy and engage-
ment strategy with relevant stake-
holders.

This working group is coordinated by 
the FDPIC and brings together data 
protection authorities from around 
the world as well as the ICRC and the 
International Organization for Migra-
tion. 

Data protection
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pendent European body which helps 
ensure the consistent application of 
data protection rules within the Euro-
pean Union – published its guidelines 
on the scope of the GDPR. This fol-
lowed a public consultation held to 
discuss the guidelines, attended by the 
FDPIC in collaboration with the Mon-
egasque Data Protection Authority 
(Commission de contrôle des infor-
mations nominatives, CCIN) to seek 
clarification on a number of aspects 
of this extremely important issue for 
third countries that are part of the EU 
landscape. This new version was also 
examined and discussed at the meet-
ing. It is clear that numerous questions 
remain unanswered.

Supervision Coordination 
Groups on the SIS II, VIS and 
Eurodac information systems

The Supervision Coordination Groups 

held their two meetings via video con-

ference during the year under review. 

Topics discussed included how to go 

about the difficult task of finding 

enough experts from data protection 

authorities for the Schengen evalua-

tions.

As a national supervisory authority, 
the FDPIC attended the meetings of 
the three Supervision Coordination 
Groups on the EU’s SIS II, VIS (chaired 
by the FDPIC) and Eurodac infor-
mation systems again this year. The 
meetings took place via video confer-
ence on 17/18 June 2020 and on 25/26 
November 2020. The European Data 
Protection Supervisor (EDPS) and the 
national data protection authorities of 
the Member States were represented.

The SIS and VIS Supervision Coor-
dination Groups also addressed the 
question as to why it was hard to find 
enough experts from the various data 
protection authorities for the Schen-
gen data protection evaluation car-
ried out by the European Commission. 
The EU Commission, which is cur-
rently reviewing the Schengen pro-
cess, organised a video conference on 
the matter with the data protection 
authorities of the Schengen States and 
the European data protection officer in 

January 2021. A constructive discus-
sion took place on the possible causes 
and opportunities for improvement. 
Both sides will examine the possibil-
ity of creating a pool of data protection 
experts for the Schengen evaluations. 
Furthermore, where possible, the EU 
Commission will introduce continued 
education for future data protection 
evaluation specialists. At its meeting 
on 18 June, the VIS Supervision Coor-
dination Group re-elected the Com-
missioner’s representative as Chair of 
the Coordination Group for a further 
two years.

Data protection
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The coronavirus pandemic also 
affected the implementation of the 
principle of freedom of information 
within the Federal Administration. A 
large number of requests were received 
from the media and members of the 
public for specific, transparent infor-
mation regarding coronavirus-related 
documents. As well as dealing with a 
large number of access requests, some 
authorities faced sometimes complex 
and extensive enquiries which often 
required the coordination of differ-
ent offices and even departments. 
Overall, implementing the princi-
ple of freedom of information during 
a pandemic proved demanding and 
challenging at times. Under pressure 
to act fast, the Federal Administra-
tion was subject to high expectations 
and criticism from the public, while 
applicants demanded quick and com-
prehensive access to information in 
order to understand the government’s 
actions to combat the pandemic, some 
of which were taken under emergency 
powers. Nevertheless, the statistics 
show that, despite the sometimes 
urgent day-to-day business during the 
pandemic year, the federal authorities 
managed to successfully implement 
the principle of freedom of informa-
tion within the Federal Administra-
tion in the majority of cases. 

2.1	General

Furthermore, the figures presented 
below for the year under review 
(see Section 2.2) confirm the trends 
observed in recent years, namely a 
steady increase in the number of access 
requests and a consistently high pro-
portion of cases in which full access 
was granted. 

The primacy of oral mediation ses-
sions introduced by the Commissioner 
in 2017 proved itself again in 2020. At 
first glance, the figures seem to con-
firm this only in part: however, this is 
due to changes to the mediation pro-
cedure dictated by the pandemic. At its 
meeting on 16 March 2020, the Federal 
Council introduced the obligation to 
work from home and banned gath-
erings of more than five people in an 
attempt to stop the spread of the coro-
navirus. As a result, the Commissioner 
was forced to suspend mediation ses-
sions during the first wave of the pan-
demic (between March and June 2020) 
and during the second wave for pub-
lic health reasons and to protect the 
health of participants.

For the above-mentioned reasons, 
in many cases, mediation procedures 
had to be carried out in writing. Dur-
ing the year under review, this work-
ing method resulted in a lower propor-
tion of amicable outcomes and longer 
processing time for mediation proce-
dures, thus creating a backlog. Section 
2.3 explains how written mediation 
procedures have negatively affected 
processing time and outcome.

Meeting the statutory 30-day 
deadline for completing a mediation 
procedure is a challenge at the best of 
times, let alone in a pandemic. In real-
ity, this deadline is often missed in the 
case of complex procedures involving 

three or more parties with requests 
for access to documents containing 
information relating to trade secrets 
or documents about protecting the 
privacy of private individuals. For a 
mediation procedure to be carried out, 
the authorities need to provide the 
Commissioner with the documents 
requested by the applicants. The Com-
missioner is bound by the same obli-
gation of professional secrecy as the 
authorities whose documents are 
requested for inspection. In practice, 
the authorities usually readily hand 
over the documents to the Commis-
sioner. However, cooperation is not 
always optimal, as illustrated by one 
particular case involving the obligation 
to cooperate in a mediation procedure. 
According to the principle of free-
dom of information within the Fed-
eral Administration introduced with 
the Freedom of Information Act, it is 
no longer up to the Federal Adminis-
tration to decide at its own discretion 
whether or not to grant access to infor-
mation or official documents. The 
authorities are obliged to cooperate in 
mediation procedures and are legally 
required to provide the Commissioner 
with all the requested documents. In 
the case in question, the authority 
refused to hand over the disputed doc-
uments to the Commissioner, arguing 
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that they fell outside the scope of the 
Freedom of Information Act. The bur-
den of proof being on the authority in 
question, the latter denied the appli-
cability of the Freedom of Information 
Act at its own discretion, and so the 
Commissioner was unable to assess 
the nature of the documents in ques-
tion in accordance with Art. 5 FoIA 
and to determine whether or not there 
were in fact grounds for dismissal or 
exceptions as claimed by the author-
ity. As a result, the Commissioner was 
obliged to recommend granting full 
access to the requested documents as 
the authority carrying the burden of 
proof had to be penalised if it was not 
prepared to rebut the legal presump-
tion of access to official documents 
by disclosing them to the mediation 
authority (see recommendation of 28 
January 2021).

As in previous periods, the Admin-
istration continued its efforts to intro-
duce new legal provisions establishing 
further exemptions from the principle 
of freedom of information. This year 
we saw this with the COVID-19 Loan 
Guarantees Act (see Section 2.4).
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According to figures provided by the 
federal authorities, 1193 requests 
for access were submitted to them 
between 1 January and 31 December 
2020 compared with 916 in 2019 – a 
30% increase over the previous year. 
This figure includes requests for access 
submitted to the Office of the Attor-
ney General of Switzerland (13) and 
the Parliamentary Services (6).

This increase is partly due to the 
large number of requests from people 
seeking information about the govern-
ment’s actions to combat the coronavi-
rus pandemic. According to the federal 
authorities, 308 out of 1,193 requests 
for access (26%) were related to the 
coronavirus. The authorities compiled 
statistics on the number of requests 
for access to coronavirus-related doc-
uments. Presented separately in Sec-
tion 3.3, these statistics show that full 
access to such documents was granted 
in 121 cases (39%), namely less often 
than compared with the overall statis-
tics (see below), while the percentage 
of requests for access refused outright 
(38, equal to 12%) was only marginally 
higher in relation to the overall statis-
tics.

The increase in the number of 
requests for access submitted is also 
due to growing public awareness over 
the years of the principle of freedom 
of information, due not least to media 
coverage, with more people taking up 

2.2	Requests for access – further increase in 2020

the opportunities that it presents. The 
Commissioner expects this trend to 
continue in the coming years.

The authorities granted full access 
to the requested documents in 610 
cases (51%), compared with 542 (59%) 
the previous year, whereas access 
was partially granted or suspended 
in 293 cases (25%). In 108 cases (9%), 
applicants were denied access alto-
gether. According to the authorities, 
35 requests for access (3%) were with-
drawn, 80 requests were still pend-
ing at the end of 2020, and in 67 cases 
there was no official document. Since 
2015, full access to the requested doc-
uments has been granted in more 
than 50% of cases. By comparison, the 
number of requests for access denied 
outright remains small, stabilising at 
around 10% over the years.

Overall, during the pandemic year, 
the percentage of cases in which full 
access was granted was 8% lower than 
in previous years while the percentage 

of cases in which access was partially 
granted or suspended was 6% higher. 
These changes are partly due to the fact 
that the authorities granted full access 
to coronavirus-related documents – 
which, as mentioned, make up roughly 
a quarter of all requests – in a lower 
percentage of cases, more frequently 
granting partial access, suspending 
access or denying access altogether.

Federal departments and federal 

offices

Various administrative units were 
the focus of much media and public 
attention in 2020 in connection with 
the coronavirus pandemic. Due to 
the nature of their work, the FOPH, 
the DDPS and the FDF, in particular, 
received a large number of requests 
for access to information. The author-
ities in question reported that the 
requests were sometimes complex and 
extensive: in many cases they required 
time-consuming coordination 
between federal offices and depart-
ments, for example in the case of doc-
uments relating to the procurement 
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of medical supplies. Understandably, 
these authorities had a heavier work-
load than in previous years. 

The figures released by the federal 
offices indicate that the FOPH received 
the most requests for access in 2020, 
namely 181 – 134 of which for access 
to coronavirus-related documents 
(see Section 3.3) – followed by the 
FOSPO with 150, swissmedic with 42 
and the FOEN with 38 requests. The 
departments which received the most 
requests are the FDHA (312) and the 
DDPS (251). Conversely, 13 authorities 
informed us that no requests for access 
had been submitted to them during 

the year under review. The Commis-
sioner himself received ten requests. 
He granted full access in eight cases; in 
one case, the requested document did 
not exist, and one case was still pend-
ing at the end of 2020. 

In 2020, fees charged for obtaining 
access to official documents totalled 
CHF 15,189, a lower total than the 
previous year (CHF 18,185). Only in 
two cases was a total fee of CHF 450 
charged for access to coronavirus-re-
lated documents.

While the FDJP and the Federal 
Chancellery did not charge any fees, 
the other six departments did invoice 

applicants for some of the time spent 
dealing with their requests (FDHA: 
CHF 4,643; EAER: CHF 3,786; 
DETEC: CHF 3,310; FDF: CHF 1,900; 
FDFA: CHF 900; DDPS: CHF 650). It 
is important to note that just 25 out 
of 1193 requests for access incurred a 
fee. Compared with the previous year, 
when fees were charged in 31 cases, 
both the number of cases in which a 
fee was charged and the total amount 
charged were lower. This is remark-
able considering that the number of 
requests for access was (again) much 
higher. As in previous years, fee-charg-
ing is the exception, with access being 

Figure 1: Evaluation of requests for access – trend since 2006
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granted free of charge in almost 98% of 
cases. The day-to-day administrative 
practices support the principle of free 
access to official documents as pro-
posed by the National Council Political 
Institutions Committee (see Section 
2.4, Opinion of the FDPIC).

As regards working hours spent 
processing access requests, the Com-
missioner reiterates that the authori-
ties are under no obligation to record 
these hours and that there are no direc-
tives establishing a standard record-
ing procedure applicable to the entire 
Federal Administration. Data is sent 

to the Commissioner on a purely vol-
untary basis and only partially reflects 
the working hours actually spent 
handling requests. According to the 
data received, the working hours pub-
lished this year were 5,010 hours, up 
from 2019 (4,375 hours). Therefore, 
the increase in the number of access 
requests (30%) does not match the 
increase in the amount of time spent 
handling the requests (15%). The 
working hours devoted to preparing 
for mediation sessions also increased, 
totalling 569 hours (compared with 
473 hours in 2019). 

Parliamentary Services

The Parliamentary Services informed 
us that they had received six requests 
for access: in one case, the requested 
document did not exist, while the 
other five requests were denied out-
right.

Office of the Attorney General of 

Switzerland 

The Office of the Attorney General 
of Switzerland announced that it 
had received 13 requests in 2020. Full 
access was granted in six cases, and 
access was denied outright in one case. 
As for the remaining cases, there was 
no official document in two of them, 
and four cases were still pending at the 
end of the reporting year. 

Figure 2: Fees charged since the FoIA entered into force

0

09082007 10 11 12 13 14 15 16 17 19 202018

5000

10000

15000

20000

CHF 25000

15 189 
(–17% 
compared
to last
year)

7128th Annual Report 2020/21

Freedom of information



In 2020, the Commissioner received 93 
mediation requests, 30% fewer than in 
2019 (133, whereby 28 procedures con-
cerned the same matter). The majority 
of mediation requests was submitted 
by private individuals (42) and the 
media (31). From these figures, we can 
deduce that, of the 401 cases in which 
the Federal Administration fully or 
partially denied access, 93 (23% of all 
unmet requests for access) resulted in 
a mediation request being submitted 
to the Commissioner. Twenty-four of 
these (26%) concerned coronavirus-re-
lated documents. 

In 2020, 119 mediation requests 
were settled, of which 79 had been 
submitted during that year and 40 
the previous year. In 40 cases, the 
participants were able to reach a con-

2.3	Mediation procedure – fewer mediation requests

sensual solution. The Commissioner 
also issued 27 recommendations, ena-
bling him to close 55 cases which 
were unlikely to result in agreement 
between the parties.

The cases dealt with included 11 
mediation requests which were not 
submitted on time, 12 cases which 
did not satisfy the conditions for the 
application of the Freedom of Infor-
mation Act, and one request that was 
withdrawn.

At the end of the year, eight medi-
ation procedures had been suspended 
by agreement between the partici-
pants. 

 

Figure 3: Mediation requests since the FoIA entered  
into force
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Proportion of amicable 
outcomes

There are numerous advantages to 
amicable solutions: for instance, they 
accelerate the procedure for access to 
documents and lay the foundations for 
possible future collaboration among 
the participants of the mediation ses-
sion. The ratio of amicable outcomes 
to recommendations is the best meas-
ure of the effectiveness of the meas-
ures introduced in 2017 and of media-
tion sessions. 

During the year under review, 40 
amicable outcomes were achieved, and 
27 recommendations were issued by 
the Commissioner to settle 55 cases. 
Therefore, the ratio of amicable out-
comes to recommendations is 34%, 
which is significantly lower than pre-
vious years. 

As mentioned in Section 2.1, 
mediation sessions could not be held 
between March and June 2020 because 
of the coronavirus pandemic, and so 13 
sessions had to be cancelled. Amicable 
solutions are typically only reached in 
mediation sessions. Therefore, dur-
ing the year under review, in the 40 
mediation sessions that did take place, 
an agreement was reached in 24 cases 
(60%), in line with data for previous 
years. 

This year, the Commissioner 
issued recommendations in what 
seems like a large number of media-
tion procedures compared with pre-
vious years but this is mainly due to a 
statistical anomaly: Two requests for 
access resulted in mediation requests 

being submitted by an unusually large 
number of third parties (ten third par-
ties in one case and 18 in the other). 
More than half of these 28 mediation 
requests resulted in a recommendation 
being issued. 

In conclusion, the Commis-
sioner commented on how effective 
oral mediation procedures were in 
swiftly reaching amicable solutions. 
In some cases, because of the corona-
virus measures in place, participants 
requested that the procedure be sus-
pended until oral mediation sessions 
could be resumed. 

All the recommendations issued 
are available on the Commissioner’s 
website.

 

Table 1: Amicable outcomes

2020 34 %

2019 61 %

2018 55 %
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Duration of mediation pro-
cedures

Table 2 is divided into four sections 
according to the time it took to settle 
the procedures. It should be noted that 
the processing time does not include 
the period during which a mediation 
procedure is suspended at the partic-
ipants’ request or with their consent. 
A mediation procedure is typically 
suspended when an authority wishes 
to re-examine its position after the 
mediation session or has to consult the 
third parties involved. If a mediation 
session is postponed at the request 
of one of the parties (due to holi-
days, illness etc.), the processing time 
does not include the period of time 
between the originally scheduled date 
and the rescheduled date or the period 
of time by which the proceedings are 
extended.

Table 2 shows that 43% of medi-
ation procedures completed in 2020 
were concluded within the 30-day 
period, while 30% took between 31 and 
99 days to process, and 27% took 100 
days or more.

Failure to meet the deadline is 
often due to unavailability of the peo-
ple or authorities concerned (due to 
holidays, illness or travel), the large 
number of third parties involved in 

the procedure, or the need to resolve 
complex legal issues. In the year under 
review, delays were compounded by 
the restrictions imposed on the par-
ties and staff by the pandemic. These 
explanations also apply to the 32 cases 
that took 100 days or more to process, 
including one case in which ten proce-
dures were consolidated and another 
in which 18 were consolidated. Con-
sultations conducted abroad, multiple 
negotiation rounds among the partic-
ipants, and the involvement of a large 
number of documents or people were 
other factors that made it hard to meet 
deadlines. The above-mentioned situ-
ations frequently entail a substantially 
higher workload, and in such cases – 
in accordance with Article 12a of the 
Freedom of Information Ordinance 
(FoIO; RS 152.31) – the Commissioner 
may extend the deadline by a reason-
able period. During the year under 
review, under severe pressure due to 

Table 2: Processing time of mediation procedures

Processing time in days Period 2014– 
August 2016*

Pilot phase  
2017

Pilot phase  
2018

Pilot phase  
2019

Pilot phase  
2020

within 30 days 11 % 59% 50 % 57 % 43 %

from 31 to 99 days 45% 37% 50 % 38 % 30 %

more than 100 days 44% 4% 0 % 5 % 27 %

* Source: Presentation by the Commissioner, event marking the 10th anniversary of the FoIA, 2 September 2016
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the coronavirus pandemic, the author-
ities were granted deadline extensions 
in numerous mediation procedures.

In most cases, the statutory 30-day 
deadline for completing the mediation 
procedure can be met, provided the 
mediation sessions are held according 
to schedule – i.e. without the parties 
requesting any postponements – and 
culminate in agreement within the 
time limit from receipt of the request. 
If no agreement is reached, the Com-
missioner cannot always issue his 
written recommendation to the par-
ties within 30 days of receipt of the 
request. 

The higher proportion of written 
mediation procedures and written rec-
ommendations due to the pandemic 
significantly increased the Commis-
sioner’s workload, resulting in longer 
processing time for the procedures and 
a processing backlog. With another 
lockdown at the beginning of 2021, the 
Commissioner can expect the backlog 
to increase further.

Furthermore, third parties inter-
viewed involved legal representatives 
again this year at the access and medi-
ation procedure stages, which is not 
conducive to a straightforward, prag-
matic and swift solution.

Number of pending cases

The figures below indicate the number 
of pending cases at the end of the year 
under review. As at January 2021, the 
number of mediation cases still pend-
ing from 2020 stood at 17, including 
eight suspended procedures (three 
from 2019 and five from 2020). Seven 
cases had been completed by the time 
of going to press.

Table 3: Pending mediation procedures

End of 
2020

17 (9 completed by the 
time of going to press and 
8 suspended)

End of 
2019

43 (40 completed by the 
time of going to press and 
3 suspended)

End of 
2018

15 (13 completed in 
February 2019 and 
2 suspended)
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precedence over the Freedom of 
Information Act according to estab-
lished doctrine and case law. Equally 
unsuccessfully, the Commissioner 
referred in his opinion to the Federal 
Act on Financial Assistance and Sub-
sidies (Subsidies Act) and the Federal 
Act on Financial Aid to Guarantee 
Organisations for SMEs. Although 
the two acts present clear similar-
ities with this legislation, they do 
not contain any special provisions 
within the meaning of Art. 4 FoIA.

CORONA 

Legislative process for  
the transposition of the  
COVID-19 Loan Guarantees 
Ordinance into the COVID-19 
Loan Guarantees Act

Under the COVID-19 Loan Guarantees 

Act, the identities and bank details of 

companies and individuals seeking 

loans and the size of the loans granted 

or refused within the context of the fed-

eral loan guarantee programme are to 

be kept secret. The Commissioner had 

unsuccessfully opposed this restriction 

of the principle of freedom of informa-

tion during the legislative process.

On March 2020, the Federal Council 
introduced a temporary emergency 
ordinance facilitating access to bridg-
ing loans for many eligible compa-
nies to provide the liquidity needed 
to help them through the crisis 
caused by the pandemic. The content 
of the emergency ordinance was 
transposed into an urgent temporary 
federal act, which was adopted by 
Parliament in December 2020.

Under Art. 12 para. 2 of the 
COVID-19 Loan Guarantees Act 
(Covid-19-SBüG), personal data and 
information regarding companies 
and individuals that have applied 
for and been granted loans may not 
be disclosed insofar as they contain 
their identity and bank details or the 
size of the loans granted or refused. 

2.4	Legislative process

According to the dispatch on the 
Covid-19-SBüG, this is a special 
provision within the meaning of Art. 
4 FoIA, which means that this infor-
mation falls outside the scope of the 
Freedom of Information Act and is 
therefore not accessible on request. 
The Commissioner had objected 
to the introduction of this special 
provision in both the consultation 
on the Covid-19-SBüG and the 
subsequent office consultation on 
the dispatch and draft legislation. He 
also pointed out the goals pursued 
with the Freedom of Information 
Act such as ensuring transparency of 
governance and preventing mis-
management and corruption. In his 
view, the unconditional secrecy of 
the information in question was 
inappropriate given that 40 billion 
francs of taxpayers' money were 
being spent. Any losses on the loans 
granted would need to be covered 
by taxpayers' money. Following the 
objections raised in connection with 
the Administration’s handling of the 
provision of guarantees in deep-sea 
shipping, the Commissioner is sur-
prised that Parliament has enshrined 
the secrecy proposed by the Federal 
Council in the act passed on 19 
December 2020. 

In the consultation procedure, the 
Commissioner had pointed out, in 
vain, that justified private interests 
remained protected even where 
the Freedom of Information Act 
applied. The act explicitly guarantees 
the protection of business secrets 
(Art. 7 para. 1 let. g FoIA) and of the 
privacy and personal data of natural 
persons and legal entities (Art. 7 
para. 2 FoIA, Art. 9 para. 2 FoIA and 
Art. 19 FADP). The Commissioner 
also stated that banking secrecy took 
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Office consultation on the 
Federal Council’s draft 
opinion on the National 
Council Political Institu-
tions Committee report of 15 
October 2020 on the Graf-
Litscher parliamentary 
initiative 16.432. Charging 
system. Principle of freedom 
of information in the Feder-
al Administration

The National Council Political Institu-

tions Committee has drafted a pro-

posal according to which access to 

official documents should, in principle, 

be free of charge, with fees charged 

only in exceptional circumstances. The 

Federal Council wants to be allowed to 

set the maximum fee amount itself in 

the ordinance, whereas the Commis-

sioner is in favour of enshrining the 

maximum amount directly in the Free-

dom of Information Act. 

The parliamentary initiative 16.432 
(“Charging system. Principle of free-
dom of information in the Federal 
Administration”) seeks to modify the 
legal basis in the Freedom of Informa-
tion Act so as to provide access to offi-
cial documents free of charge.

The National Council Political 
Institutions Committee (PIK-N), in 
charge of the matter, approved a pre-
liminary draft amendment to the 
Freedom of Information Act, which it 
revised after consultation and submit-
ted to the National Council. Accord-
ing to the draft, the principle of free 
access to official documents is to be 
enshrined in the Freedom of Infor-
mation Act. Only in exceptional cases 
may a fee be charged, namely “when 
a request for access requires a particu-
larly time-consuming assessment 
by the authority”. The Committee 

majority feels that a maximum fee of 
CHF 2,000 should be set out in the 
Freedom of Information Act, while 
the Federal Council should define the 
details and set the rates depending on 
the time required. A minority feels 
that the Federal Council should also be 
allowed to set a maximum fee.

The Commissioner supported the 
Committee majority’s proposal to 
set out a maximum fee directly in the 
Freedom of Information Act because, 
on a legal level, this would ensure that 
the fees occasionally charged never 
reached proportions that would hinder 
access to official documents. Now that 
the Federal Council has decided not to 
enshrine the determination of the fee 
level in the act, it is up to the National 
Council to decide on the matter.

Revision of the Federal Act 
on the Promotion of Research 
and Innovation (RIPA). Of-
fice consultations in prepa-
ration for the Federal 
Council dispatch

In the consultation procedure on the 

revision of the RIPA, a request was 

made to tighten the rules on disclosure 

of the names of the referees and sci-

entific reviewers in the appeal proce-

dure. However, the Commissioner 

opposed the request.

In appeals concerning denied research 
contributions, Art. 13 para. 4 RIPA 
states that the names of the referees 
and scientific reviewers may only be 
communicated with their consent to 
the complainant on request. In its rul-
ing A-6160/2018 of 4 November 2019 
in reference to an appeal under the 
Freedom of Information Act, the Fed-
eral Administrative Court construed 
Art. 13 para. 4 RIPA to mean that said 
names may only be communicated to 
third parties if the referees and review-
ers in question have expressly given 
their consent. According to the Federal 
Administrative Court, this is a special 
provision within the meaning of Art. 4 
FoIA, which means that the Freedom 
of Information Act does not apply. 
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However, according to the court, Art. 
13 para. 4 RIPA does not constitute a 
general duty of confidentiality.

In the consultation procedure on 
the revision of the RIPA, the Swiss 
National Science Foundation (SNSF) 
requested that the rules on disclosure 
be tightened so that only the com-
plainant may request the names in 
question. The Commissioner then suc-
cessfully argued against including the 
issue in the bill with the Swiss State 
Secretariat for Education, Research 
and Innovation (SERI) in charge of the 
matter.

In the Federal Council’s dispatch of 
17 February 2021, the proposed tight-
ening of the rules on disclosure was 
dropped.
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New Federal Act on General 
Aspects of the Collection of 
Charges and on Checks on the 
Cross-Border Movement of 
Persons and Goods by the 
Federal Office for Customs 
and Border Security (FOCBS 
Enforcement Task Act)

In the last quarter of 2020, the Federal 

Customs Administration (FCA) carried 

out a consultation procedure on the 

introduction of a new FOCBS Enforce-

ment Task Act. All restrictions on the 

principle of freedom of information 

have been removed from the draft 

legislation.

In the 27th Annual Report 2019/20 the 
Commissioner reported on the office 
consultation on the opening of a con-
sultation procedure for a new Federal 
Act on Customs and Border Secu-
rity. The draft legislation was revised 
after the office consultation and is 
now referred to as the “Bundesgesetz 
über den Allgemeinen Teil der Abgab-
enerhebung und die Kontrolle des 
grenzüberschreitenden Waren- und 
Personenverkehrs durch das Bunde-
samt für Zoll und Grenzsicherheit 
(BAZG-Vollzugsaufgabengesetz)” 
(Federal Act on General Aspects of the 
Collection of Charges and on Checks 
on the Cross-Border Movement of Per-
sons and Goods by the Federal Office 
for Customs and Border Security 
(FOCBS Enforcement Task Act)). The 
FCA took on board the Commission-
er's concerns and deleted the originally 
envisaged restrictions on the principle 
of freedom of information. The con-
sultation procedure was only carried 
out in the year under review.

Partial revision of the HIA 
regarding cost-containment 
measures (Package 2)

The Federal Office of Public Health 

(FOPH) is preparing a partial revision of 

the HIA regarding cost-containment 

measures. Among other things, the 

draft act introduces an exception to 

freedom of information in respect of all 

documents relating to pharmaceutical 

pricing models in the health insurance 

industry. The Commissioner opposes 

the plan.

In the 27th Annual Report 2019/20 the 
Commissioner reported that a con-
sultation procedure would be initi-
ated for a partial revision of the Health 
Insurance Act: the consultation took 
place during the year under review. 
The Commissioner had opposed the 
FOPH's plan to deny the public the 
right to inspect documents relating to 
pharmaceutical pricing. In the Com-
missioner's view, the prices of med-
icines covered by compulsory health 
insurance and the documents used to 
set the prices should remain accessible 
to the public. If not, this would lead 
to untransparent practices in relation 
to the inclusion and review criteria 
in respect of the list of pharmaceuti-
cal specialties and the refund mecha-
nism. Members of the public and rival 
companies should be allowed to con-
tinue to monitor and understand the 
FOPH's approval process. The out-
come of the consultation procedure is 
not yet known at the time of going to 
press. 

During the year under review, the 
Commissioner carried out a media-
tion procedure regarding FOPH doc-
uments relating to pharmaceutical 
pricing in compulsory health insur-
ance. Specifically, access was requested 

to information on pharmaceutical 
pricing models. As the FOPH and the 
applicant failed to reach an agreement 
during the mediation procedure, the 
Commissioner had to issue a written 
recommendation. The FOPH’s main 
justification for refusing to disclose the 
requested documents was that, with-
out secrecy, security of supply could 
no longer be guaranteed for innova-
tive, high-priced medicines. In his 
recommendation, the Commissioner 
stated, among other things, that, in his 
view, the current Freedom of Informa-
tion Act left no room to anticipate the 
Federal Council’s planned changes to 
the law. As the FOPH did not provide 
for any exceptions to be made under 
the current Freedom of Information 
Act and was therefore unable to rebut 
the legal presumption of access to the 
requested information, the Commis-
sioner recommended that full access 
be granted.
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3.1	Duties and resources

CORONA 

The pandemic

The data processing projects aimed at 

fighting the current pandemic – con-

ducted within a short time frame due to 

the health crisis – and the increased 

demand for public documents have 

placed extraordinary pressure on all 

staff.

The FDPIC is a federal enterprise 
affiliated to the Federal Chancellery 
for administrative purposes, and 
as such it has implemented all the 
Federal Council's guidelines aimed 
at protecting employees during the 
pandemic. Accordingly, the FDPIC’s 
staff worked predominantly from 
home during the year under review. 
Face-to-face meetings were possible 
only for a few weeks, making the 
recruitment and supervision of new 
staff particularly difficult. 

Services and resources in 
the field of data protection

Number of staff

Between 2005 and 2019, the total 
number of staff responsible for imple-
menting the Federal Act on Data Pro-
tection (FADP) fluctuated between 
20 and 24 FTEs. One reason for the 
variation is the Freedom of Infor-
mation Act (FoIA), which came into 
force in 2006. Since the Federal Coun-
cil did not approve additional staff 
positions as planned, the FDPIC was 
required to use his existing staff and, in 
some cases, the Federal Chancellery’s 
resources. Though additional staff 
positions were approved when Swit-
zerland joined Schengen and Dublin 
and when special laws in the health 
sector were passed, they could not all 
be filled because of general spending 
cuts. 

In its dispatch on the complete 
revision of the FADP, the Federal 
Council promised the FDPIC addi-
tional resources in the form of nine 
to ten staff positions (BBI 2017 7172). 
Switzerland’s new Federal Act on 
Data Protection related to the Appli-
cation of the Schengen Acquis in 
Criminal Matters (SDPA, SR 235.3) 
already covers an aspect of the com-
plete revision. The Federal Council 
implemented this Act on 1 March 
2019 and promised the FDPIC three 
additional staff positions to han-
dle the new duties and powers. This 
increased the headcount to 27 FTEs 
in 2020. In spring 2021, the FDPIC 
asked the Federal Council to create six 
new FTEs in view of the forthcoming 
entry into force of the revised FADP 
in 2022. 

Due to retirements and other depar-
tures, the department’s age struc-
ture has become younger in recent 
years, easing the pressure on the staff 
budget.  

Table 4: Number of staff to be used  
for FADP concerns 

2005 22

2010 23

2018 24

2019 24

2020 27

2021 27
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Services

The FDPIC’s duties as the data protec-
tion authority for the federal author-
ities and the private sector have been 
divided into four service groups in 
line with the New Management Model 
(NMM): consultancy, supervision, 
information and legislation. Dur-
ing the reporting year running from 1 
April 2020 to 31 March 2021, the staff 
resources available at the FDPIC for 
data protection were allocated to these 
groups as follows:

Table 5: Services in data protection

Consultancy – private 
persons

24,8%

Consultancy – Federal 
Administration

20,1 %

Collaborations with 
Cantons

1,8%

International 
Cooperation

11,1 %

Total Consultancy 57,8%

Supervision 15,0%

Certification 0,1 %

Data collection 
register

0,4%

Total Supervision 15,0%

Information 17,0%

Education, speeches 
and presentations

2,4%

Total Information 19,4%

Legislation 7,3%

Total Legislation 7,3%

Total data protection 100,0 %

Consultancy

As set out in the opening section on 
“Current challenges and priorities”, the 
FDPIC continues to face a consistently 
high demand for consultancy services 
as he is required to oversee large dig-
ital projects. The proportion of staff 
working in consultancy has increased 
by around 7% to 57.8%. In the FDPIC’s 
inspection plan for 2021, 15 large pro-
jects are currently receiving support in 
the form of consultancy. Six of these 
projects are related to the digital trans-
formation of the Federal Adminis-
tration ordered by the Federal Coun-
cil, whereby efforts are being made to 
reduce the digitalisation backlog that 
politicians and the media have drawn 
attention to as a result of the ongoing 
pandemic. 

The FDPIC’s resources remain tight 
given the legal and technological risks 
that the dynamic progress of digitalisa-
tion poses. Therefore, he was unable to 
provide timely support to the extent 
required to fully meet the increased 
demand for project consultancy again 
this year. During the reporting period, 
three teams from the Data Protection 
Directorate responded to around 60 
enquiries and complaints from mem-
bers of the public each month with a 
standard letter referring the people 
concerned to the option of civil pro-
ceedings. This is causing mounting 
confusion, because the EU’s General 
Data Protection Regulation requires 
EU data protection authorities to 
investigate all complaints from mem-
bers of the public. Moreover, the fully 
revised FADP also stipulates a wid-
er-ranging obligation for the FDPIC to 
directly handle individual complaints 
from Swiss persons. 

Big data and artificial intelligence are 
becoming a business model in all sec-
tors, and the FDPIC is required to pro-
vide supervision in an increasingly 
large number of domains due to grow-
ing technical risks to privacy. This 
means the number of large data pro-
cessing projects run by businesses and 
state authorities is set to continue to 
grow, following the trend of previous 
years.

Table 6: Consultancy for large-scale 
projects in 2021

Fundamental rights 5

Finance 1

Health/Employment 3

Telecommunications 1

Commerce and economy 2

Federal archives 1

Migration 1

Customs 1

Total 15
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Supervision

The dynamics of cloud-based applica-
tions mean that inspections now have 
to be carried out quickly. The increas-
ingly fast pace of work and the grow-
ing importance of combining techni-
cal and legal expertise mean that long 
interruptions to investigations are no 
longer feasible, and several employ-
ees are required to manage more thor-
ough inspections. Our current staffing 
levels severely limit the frequency of 
inspections. In 2018, around 12% of 
staff resources were used for supervi-
sory duties, which was significantly 
below the long-term average of around 
20%. In the last reporting periods, this 
proportion was at least prevented 
from falling below 15%. Our inspec-
tion plan for 2021 shows that 13 com-
prehensive inspections can be carried 
out with these resources. Compared 
with the volume of work carried out 
by the federal bodies and the number 
of large and medium-sized compa-
nies (around 12,000) and foundations 
and associations (around 100,000) in 
Switzerland, the current frequency of 
inspections remains low. Explaining 
to the media and consumer protection 
organisations that the FDPIC’s limited 
resources make him reluctant to open 
formal investigations remains a diffi-
cult task for the Commissioner. Public 
expectations in the run-up to the entry 
into force of the revised FADP are high, 
placing increasing pressure on the 
FDPIC. Therefore, the FDPIC hopes 
that the Federal Council will create the 
six requested staff positions.

Legislation

The changes in the way personal data 
is processed which are to be intro-
duced in connection with the digital 
transformation of the federal offices 
are only permissible if specifically 
authorised in legislation. This entails 
a large number of new and revised 
provisions on data processing in fed-
eral law, on which the FDPIC has 
expressed his views in various consul-
tation procedures. Despite the amount 
of extra work and the time-consuming 
revision of the FADP and the corre-
sponding ordinance, in the last report-
ing periods we managed to keep our 
supervisory workload low, for exam-
ple by limiting the number of detailed 
opinions on key projects.

Complete revision of the FADP

In the run-up to the implementation 
of the new FADP and the correspond-
ing implementing ordinance, the 
FDPIC has extensive preparatory work 
in view of his new duties and pow-
ers and in order to inform people and 
companies in good time. The creation 
of three staff positions by the Federal 
Council with the implementation of 
the new FADP has allowed the FDPIC 
to forge ahead with his work. 

Participation in committee 
consultations and parlia-
mentary committee hearings

During the year under review, the 
PIC-N invited us twice in April 2020 
to discuss a coronavirus-related appli-
cation of Swisscom for visualising 
gatherings. In addition, the commit-
tee sought our input at the beginning 
of May on the launch of the corona-
virus warning app. Around the same 
time, the PIC-S consulted us on both 
the revision of the FADP (resolution 
of differences) and the partial revision 
of the OASI (AHV) Act in connection 
with the use of the OASI number. At 
the end of May, the PIC-S consulted 
the FDPIC twice on the urgent amend-
ment of the Epidemics Act. Before 
inviting us for the resolution of differ-
ences in connection with the revision 
of the FADP in July 2020, the same 
committee consulted us on this revi-
sion and on the revision of the OASI 
Act. In July this year, we were invited 
by the FDJP/FCh sub-committees of 
the CC to present our annual report.

Other interviews were held this 
year to discuss the electronic patient 
record with the CC-N and in connec-
tion with the PIC-S survey on data 
protection in healthcare during the 
youth session.

Finally, the PICs of both chambers 
invited us to attend five meetings, and 
the SSHCs of both chambers invited 
us to attend two meetings, which 
focused on facilitations for vaccinated 
people and other COVID-19 issues.
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Assessment criteria

Whether and to what extent the FDPIC 
is allocated additional resources is a 
matter for the political authorities 
to decide. Their discretionary judge-
ments play a significant role in assess-
ing current and future digitalisation 
trends and the impact of these trends 
on the FDPIC’s activities. The FDPIC’s 
central role is to protect people’s pri-
vacy and to ensure that they retain 
ultimate control of their information 
in our digital society. The FDPIC must 
be able to act autonomously. 

This requires appropriate and suffi-
cient resources in terms of staff, mate-
rials, technology and funds. Its super-
visory division should not be limited 
to reacting to essential matters: instead 
it should be able to take the initiative 
with the credibility and thoroughness 
which affected members of the pub-
lic can reasonably expect in defence of 
their basic rights.

The above suggests the following 
outcome goals against which resources 
should be measured, broken down by 
service group:

Services and resources in 
the field of freedom of 
information

Having undertaken a year-long trial 
in 2017, the Freedom of Information 
unit – which had 4.4 staff positions 
during the year under review – has 
begun to follow a faster, shorter pro-
cedure in which disputes are normally 
settled orally. This procedure contin-
ues to work well, in that the propor-
tion of disputes settled amicably has 
remained high over the years, and, in 
most cases, statutory time limits were 
only exceeded in cases where the pro-
cedures and content were complicated.

Due to the pandemic and the meas-
ures taken by the Federal Council to 
protect public health, disputes could 
not be settled orally for several months 
in both the year under review and the 
current year. During that time, the 
Commissioner had to revert to the 
written procedure. This impacted neg-
atively on the time needed to process 
individual procedures, which, com-
bined with the still very large number 
of mediation requests – some of which 
were complex and extensive – resulted 
in a processing backlog. The current 
reporting year has shown once again 
that when numerous requests are sub-
mitted within a short time span and 

vacant positions go unfilled, the unit 
quickly falls behind, making it harder 
to meet the statutory time limits for 
completing the dispute resolution 
procedure (see Section 2.2).

The trend in the increase of medi-
ation requests looks set to continue in 
2021, and the backlog is likely to make 
it increasingly difficult to process new 
cases within the statutory time limits 
with the resources available.

Table 7: Outcome objectives FDPIC

Outcome groups Outcome objectives

Consultancy The consultancy the FDPIC provides for individuals and for businesses and federal authorities 
running projects involving sensitive data meets general expectations. The FDPIC uses tools 
appropriate to the digital world.

Supervision The frequency of FDPIC inspections is credible. 

Information The FDPIC proactively raises public awareness of the risks posed by individual digital  
technologies and their usage. 

Legislation The FDPIC has an early say on and acitvely influences all special norms and regulations created at 
national and internationala level. He helps the parties affected to formulate rules of good practice.
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3.2	Communication

Communications dominated by 
the pandemic 

The beginning of the year under 
review practically coincided with the 
outbreak of the coronavirus pandemic 
in Switzerland. The topic remained 
the focus of attention throughout the 
year and beyond. The Commissioner’s 
communication work centred on iden-
tifying relevant data privacy risks and 
raising public awareness. Although 
the Commissioner generally acts inde-
pendently, on many occasions it was 
deemed necessary and useful for him 
to consult the authorities in order to 
provide coherent information to the 
public during the crisis. On occasion, 
his communication work also involved 
exchanges with the cantonal data pro-
tection officers.

Regardless of the pandemic, the 
increased pace of digitalisation and 
globalisation of society has com-
pounded privacy concerns. As a result, 
the FDPIC had to continue his work 
of raising media and general public 
awareness on the pressing issues of 
privacy protection and the principle 
of freedom of information within the 
Federal Administration.

Finally, the focus was on the par-
liamentary debate on the new Federal 
Act on Data Protection, which the 
Commissioner closely monitored and 
which concluded in September 2020 
with the law being passed by both 
chambers. No referendum was called 
against the fully revised FADP. We 
published a short commentary on the 
new provisions on our website (see 
Focus 1). When the Act comes into 
force, the FDPIC will have new tasks 
and strengthened supervisory powers, 
which is expected to increase the need 
for communication further and require 

a greater public presence. The existing 
fact sheets, explanations and guide-
lines are being revised in view of the 
implementation of the new Act and 
corresponding ordinance.

Communication challenges 
and conditions 

In the second half of 2020, the Com-
munications department returned to 
its original number of staff, namely 2.4 
full-time equivalents, shared between 
three persons, whereby Switzerland's 
multilingualism is now better reflected 
again in the posts filled. Due to limited 
resources, the Commissioner’s pub-
lic relations work focuses on three key 
communication channels: the Annual 
Report (this document), the website 
and direct relations with the media. 
Twitter is used to a limited degree, 
while other social media platforms are 
avoided, not least for data protection 
reasons. 

During the year under review, we 
put our Annual Report out to tender. 
This allowed us to improve the edito-
rial and conceptual framework while 
keeping costs the same.

Media interest remains high 

Strong media interest during the year 
under review was reflected in the large 
number of opinions issued by the 
Commissioner and the Communica-
tions department on current enquir-
ies and in the numerous articles and 
posts (printed and digital) on the gen-
eral topic of data protection and the 
principle of freedom of information 
within the Federal Administration. In 
our media monitoring alone (cover-
ing the Swiss media and a selection 
of key international printed publi-
cations), we recorded approximately 
4,000 posts, around twice as many 
as the previous year – an increase that 
cannot be explained by changes to the 
search profile but rather points to sig-
nificantly higher relevance. More than 
half of all posts related to the coronavi-
rus pandemic.

At the same time, we witnessed 
a great deal of activity on social net-
working sites (social media and online 
platforms; see Key figures on back 
cover). The FDPIC was mentioned 
7320 times: in 1152 instances, the 
Commissioner or a spokesperson was 
quoted directly. More than half of all 
mentions were on channels abroad. 
Engagement is a key performance 
indicator in social media and meas-
ures the number of activities such as 
likes, shares and comments per post. 
Engagement was very high at 3.36, 
pointing to increased active network-
ing within communities. 

We handled around 600 media 
enquiries in total – around one third 
more than the previous year. Most 
of the people who contacted us were 
accredited journalists at the Federal 
Palace Media Centre. Members of the 
public and companies used email, post 
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CORONA 

Coronavirus update
As well as offering extensive consultancy services during the pandemic, on several 

occasions the Commissioner and his experts made public their position regarding 

data protection compliance in connection with key challenges, for example in 

relation to the following subjects:

•	 Analysis of mobility behaviour across Switzerland: the FOPH’s access to Swisscom 

location data 

•	 Proximity tracing app: privacy compliance of SwissCovid app 

•	 Measures for the safe use of audio and video conferencing systems

•	 Coronavirus protection schemes of private operators: voluntary disclosure of per-

sonal details 

•	 Guest lists and contact details: operators must guarantee data protection when 

collecting contact details; voluntary use of apps

•	 Procedure against myvaccines foundation and vaccination platform 

On International Data Privacy Day (28 January 2021), the FDPIC and Privatim – the 

Association of Swiss Commissioners for Data Protection – reiterated the need to 

protect privacy during the pandemic. Addressing the media, the data protection 

authorities affirmed individuals’ right to privacy and self-determination, which must 

not be restricted after the current pandemic subsides. The public must continue to 

have a genuine right of choice regarding digital technologies, enabling them to opt 

for anonymous alternatives.

or our telephone hotline to address 
their concerns and questions to our 
experts, and we received a total of 
around 4,200 enquiries via these 
channels.

The Commissioner attended 
around forty events again this year. 
The organisers of these events 
included associations and clubs, 
educational establishments, pub-
lic authorities, and companies, as well 
as organisations involved in digitali-
sation.

Opinions, recommendations 
and publications

During the year under review, the 
Commissioner published a range of 
opinions and statements on current 
projects and events relating to the 
coronavirus (see box) as well as the fol-
lowing subjects in particular:
•	 Consultancy and the provisions 

of the fully revised Federal Act on 
Data Protection;

•	 Insufficient regulation of data 
processing in the new customs 
police act;

•	 Swiss-US and EU-US Privacy 
Shields, in particular the ruling by 
the Court of Justice of the EU (CJEU) 
on European standard contractual 
clauses;

•	 Data processing by Diem (formerly 
Libra);

Revision of the HIA: FDPIC advocates 
transparency of pricing models.
 
On the FDPIC’s website we also 
published 26 recommendations 
regarding the principle of freedom of 
information. 

The 27th Annual Report 2019/2020 
was published on 30 June 2020 in 
accordance with the provisions of Art. 
30 FADP. It was published in four lan-
guages again this year and is available 
both in printed form and as an ePaper 
linked on the website. 
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3.3	Statistics

Statistics on FDPIC’s activities from 1st April 2020 to 31 March 2021  
(Data protection) 
 
Workload per tasks

Workload per material

Supervision of the Confederation (Art. 27 DPA)

Supervision of private persons (Art. 29 DPA)

Education & presentations

Consultancy federal authorities

Consultancy private persons

Legislation

Information

Information obligation (Art. 6 DSG)

Examination requests

Register of data collections

Mediation procedures

Certification

International cooperation

Cooperation with Cantons

Employment

General questions on data protection

Finance

Health

Fundamental rights

Commerce and economy

ICT

Justice, Police, Security

Freedom of Information

Statistics & Research

Traffic and transport

Insurance

Defense

Certification

0 % 5 % 10 % 15 % 25%20 %

0 % 5 % 10 % 15 % 25 %20 %
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Overview of applications from 1st January to 31 December 2020

FCh 31 20 5 4 0 2 0

FDFA 174 88 14 47 11 4 10

FDHA 312 114 26 100 8 41 23

FDJP 77 45 11 9 2 3 7

DDPS 251 184 10 37 5 10 5

FDF 109 51 13 28 3 6 8

EAER 115 49 15 36 3 7 5

DETEC 105 53 8 32 3 3 6

OAG 13 6 1 0 0 4 2

PS 6 0 5 0 0 0 1

Total 2020� (%) 	1193� (100) 	 610� (51) 	 108� (9) 	 293� (24) 	 35� (3) 	 80� (7) 	 67� (6)

Total 2019� (%) 	 916� (100) 	 542� (62) 	 86� (11) 	 171� (21) 	 38� (6) 	 43� (5) 	 36� (4)

Total 2018� (%) 	 636� (100) 	 352� (55) 	 62� (10) 	 119� (19) 	 24� (4) 	 48� (7) 	 31� (5)

Total 2017� (%) 	 581� (99) 	 317� (55) 	 107� (18) 	 106� (18) 	 26� (4) 	 21� (4) 	 –�

Total 2016� (%) 	 551� (99) 	 293� (53) 	 87� (16) 	 105� (19) 	 33� (6) 	 29� (5) 	 –�

Total 2015� (%) 	 597� (100) 	 319� (53) 	 98� (16) 	 127� (21) 	 31� (5) 	 22� (4) 	 –�

Total 2014� (%) 	 575� (100) 	 297� (52) 	 122� (21) 	 124� (22) 	 15� (3) 	 17� (3) 	 –�

Total 2013� (%) 	 469� (100) 	 218� (46) 	 122� (26) 	 103� (22) 	 18� (4) 	 8� (2) 	 –�

Total 2012� (%) 	 506� (100) 	 223� (44) 	 138� (27) 	 120� (24) 	 19� (4) 	 6� (1) 	 –�

Total 2011� (%) 	 466� (100) 	 203� (44) 	 126� (27) 	 128� (27) 	 0� (0) 	 9� (2) 	 –�
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Statistics on applications for access under the Freedom  
of Information Act from 1st January to 31 December 2020

Federal Chancellery 
FCh

FCh 21 12 5 3 0 1 0

FDPIC 10 8 1 1

Total 31 20 5 4 0 2 0

Federal Departement  
of Foreign Affairs

FDFA

FDFA 174 88 14 47 11 4 10

Total 174 88 14 47 11 4 10

Federal Departement  
of Home Affairs

FDHA

GS FDHA 20 12 0 5 0 3 0

FOGE 4 3 0 0 1 0 0

FOC 3 1 0 2 0 0 0

SFA 3 1 0 2 0 0 0

METEO CH 1 1 0 0 0 0 0

NL 0 0 0 0 0 0 0

FOPH 181 51 22 69 3 26 10

FOS 7 4 1 0 0 0 2

FSIO 19 15 0 4 0 0 0

FSVO 25 8 3 9 4 0 1

SNM 0 0 0 0 0 0 0

SWISS MEDIC 42 15 0 9 0 10 8

SUVA 7 3 0 0 0 2 2

Total 312 114 26 100 8 41 23

Federal Department 
of Justice and 

Police
FDJP

GS FDJP 5 4 0 0 0 0 1

FOJ 29 18 7 2 0 0 2

FEDPOL 13 6 2 2 1 0 2

METAS 2 2 0 0 0 0 0

SEM 19 10 1 5 0 3 0

PTSS 1 0 1 0 0 0 0

SIR 5 3 0 0 0 0 2

IPI 2 2 0 0 0 0 0

FGB 0 0 0 0 0 0 0

ESchK 0 0 0 0 0 0 0

FAOA 1 0 0 0 1 0 0

ISC 0 0 0 0 0 0 0

NKVF 0 0 0 0 0 0 0

Total 77 45 11 9 2 3 7
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Federal Department 
of Defence, Civil 

Protection and 
Sport
DDPS

GS DDPS 20 7 0 10 1 0 2

Defence/Army 34 13 0 9 2 9 1

FIS 18 3 8 3 2 0 2

armasuisse 12 9 0 2 0 1 0

FOSPO 150 147 2 1 0 0 0

FOCP 17 5 0 12 0 0 0

swisstopo 0 0 0 0 0 0 0

OA 0 0 0 0 0 0 0

Total 251 184 10 37 5 10 5

Federal Departmemt 
of Finance 

FDF

GS FDF 22 11 1 9 0 1 0

FITSU 1 0 0 1 0 0 0

FFA 10 1 1 7 1 0 0

FOPER 1 1 0 0 0 0 0

FTA 10 7 0 3 0 0 0

FCA 37 15 7 5 1 3 6

FOBL 3 1 1 1 0 0 0

FOITT 4 2 0 0 1 0 1

SFAO 8 3 3 1 0 0 1

SIF 3 0 0 1 0 2 0

PUBLICA 0 0 0 0 0 0 0

CCO 10 10 0 0 0 0 0

Total 109 51 13 28 3 6 8

Federal Department 
of Economic Affairs, 

Education and 
Research

EAER

GS EAER 9 6 1 0 1 0 1

SECO 35 16 10 7 1 0 1

SERI 4 3 0 0 0 0 1

FOAG 14 3 0 7 0 3 1

FONES 7 3 0 3 0 0 1

FHO 3 0 0 3 0 0 0

PUE 2 1 0 1 0 0 0

COMCO 18 11 1 3 1 2 0

ZIVI 0 0 0 0 0 0 0

FCAB 2 2 0 0 0 0 0

SNSF 2 1 0 0 0 1 0

SFIVET 1 0 0 0 0 1 0

ETH Board 16 3 3 10 0 0 0

Innosuisse 2 0 0 2 0 0 0

Total 115 49 15 36 3 7 5
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Federal Department 
of the Environment, 
Transport, Energy 

and Communications
DETEC

GS DETEC 9 8 0 1 0 0 0

FOT 14 9 0 3 2 0 0

FOCA 9 3 0 2 0 1 3

SFOE 4 3 0 0 0 0 1

FEDRO 9 7 0 2 0 0 0

OFCOM 14 2 2 10 0 0 0

FOEN 38 17 5 13 1 0 2

ARE 0 0 0 0 0 0 0

ComCom 0 0 0 0 0 0 0

ENSI 7 3 1 1 0 2 0

PostCom 1 1 0 0 0 0 0

ICA 0 0 0 0 0 0 0

Total 105 53 8 32 3 3 6

Office of the 
Attorney General 

OAG

OAG 13 6 1 0 0 4 2

Total 13 6 1 0 0 4 2

Parliamentary 
Services 

PS

PS 6 0 5 0 0 0 1

Total 6 0 5 0 0 0 1

Total sum 1193 610 108 293 35 80 67
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Requests for access 2020 with Corona reference

Re
qu
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ts
 w
it
h 
 

Co
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 r
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ce

Federal Chancellery 
FCh

FCh 6 (100%) 3 (50%) 3 (50%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FDPIC 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 6 (100%) 3 (50%) 3 (50%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Federal Departement  
of Foreign Affairs

FDFA

FDFA 13 (100%) 12 (92%) 1 (8%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 13 (100%) 12 (92%) 1 (8%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Federal Departement  
of Home Affairs

FDHA

GS FDHA 17 (10%) 11 (6%) 0 (0%) 3 (2%) 0 (0%) 3 (2%) 0 (0%)

FOGE 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOC 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SFA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

METEO CH 1 (1 %) 1 (1 %) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

NL 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOPH 134 (77%) 44 (25%) 16 (9%) 53 (31 %) 1 (1 %) 11 (6%) 9 (5%)

FOS 1 (1 %) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 1 (1 %)

FSIO 1 (1 %) 1 (1 %) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FSVO 4 (2%) 3 (2%) 1 (1 %) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SNM 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SWISS MEDIC 16 (9%) 4 (2%) 0 (0%) 0 (0%) 0 (0%) 9 (5%) 3 (2%)

SUVA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 174 (100%) 64 (37%) 17 (10%) 56 (32%) 1 (1 %) 23 (13%) 13 (7%)

Federal Departmemt 
of Finance 

FDF

GS FDF 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FITSU 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FFA 9 (36%) 1 (4%) 1 (4%) 6 (24%) 1 (4%) 0 (0%) 0 (0%)

FOPER 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FTA 2 (8%) 2 (8%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FCA 11 (44%) 1 (4%) 5 (20%) 3 (12%) 0 (0%) 0 (0%) 2 (8%)

FOBL 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOITT 3 (12%) 2 (8%) 0 (0%) 0 (0%) 1 (4%) 0 (0%) 0 (0%)

SFAO 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SIF 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

PUBLICA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

CCO 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 25 (100%) 6 (11 %) 6 (11 %) 9 (16%) 2 (4%) 0 (0%) 2 (4%)
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Federal Department 
of Justice and 

Police
FDJP

GS FDJP 1 (14%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 1 (14%)

FOJ 6 (86%) 5 (71 %) 1 (14%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FEDPOL 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

METAS 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SEM 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

PTSS 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SIR 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

IPI 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FGB 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ESchK 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FAOA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ISC 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

NKVF 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 7 (100%) 5 (71 %) 1 (14%) 0 (0%) 0 (0%) 0 (0%) 1 (14%)

Federal Department 
of the Environment, 

Transport, Energy 
and Communications

DETEC

GS DETEC 1 (25%) 1 (25%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOT 2 (50%) 1 (25%) 0 (0%) 0 (0%) 1 (25%) 0 (0%) 0 (0%)

FOCA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SFOE 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FEDRO 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

OFCOM 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOEN 1 (25%) 1 (25%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ARE 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ComCom 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ENSI 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

PostCom 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ICA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 4 (100%) 3 (75%) 0 (0%) 0 (0%) 1 (25%) 0 (0%) 0 (0%)

Federal Department 
of Defence, Civil 

Protection and 
Sport
DDPS

GS DDPS 8 (16%) 1 (2%) 0 (0%) 5 (10%) 0 (0%) 0 (0%) 2 (4%)

Defence/
Army

23 (46%) 10 (20%) 0 (0%) 3 (6%) 1 (2%) 8 (16%) 1 (2%)

FIS 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

armasuisse 1 (2%) 1 (2%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOSPO 3 (6%) 3 (6%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOCP 15 (30%) 3 (6%) 0 (0%) 12 (24%) 0 (0%) 0 (0%) 0 (0%)

swisstopo 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

OA 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 50 (100%) 18 (36%) 0 (0%) 20 (40%) 1 (2%) 8 (16%) 3 (6%)
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Federal Department 
of Economic Affairs, 

Education and 
Research

EAER

GS EAER 2 (8%) 2 (8%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SECO 14 (56%) 5 (20%) 7 (28%) 2 (8%) 0 (0%) 0 (0%) 0 (0%)

SERI 1 (4%) 1 (4%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FOAG 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FONES 5 (20%) 2 (8%) 0 (0%) 2 (8%) 0 (0%) 0 (0%) 1 (4%)

FHO 3 (12%) 0 (0%) 0 (0%) 3 (12%) 0 (0%) 0 (0%) 0 (0%)

PUE 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

COMCO 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ZIVI 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

FCAB 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SNSF 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

SFIVET 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

ETH Board 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Innosuisse 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 25 (100%) 10 (40%) 7 (28%) 7 (28%) 0 (0%) 0 (0%) 1 (4%)

Office of the 
Attorney General 

OAG

OAG 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Total 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)

Parliamentary 
Services 

PS

PS 4 (100%) 0 (0%) 3 (75%) 0 (0%) 0 (0%) 0 (0%) 1 (25%)

Total 4 (100%) 0 (0%) 3 (75%) 0 (0%) 0 (0%) 0 (0%) 1 (25%)
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Number of requests for mediation per category of applicants

Category of Applicant 2020

Media 31

Privat Persons (or not exact assignment possible) 42

Interested parties (associations, organisations, companies, etc.) 5

Lawyers 7

Companies 7

Universities 1

Total 93

Federal Data Protection and Information Commissioner 

The FDPIC



Applications for access in the federal administration 
from 1st January to 31 December 2020

Access denied 9%

Access partially granted or suspended 25%

Request withdrawn 3%

Request pending 7%

Access granted 51%

No document available 5%
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Data protection
Daniel Dzamko

Communication
Hugo Wyler

Legislation and Cantons
Buntschu Marc

Team 1 Team 2 Team 3

Competence  
Centres
Kosmas 

Tsiraktsopoulos

Competence Centre for   

records and process 

management, HR and 

Finance

Competence Centre  

for IT and Digital 

Society

Freedom of 
Information
Reto Ammann

Federal Data Protection and Information Commissioner
Adrian Lobsiger, Commissioner

Marc Buntschu, Deputy Commissioner

International 
Affairs	
Caroline Gloor

Management

3.4	Organisation FDPIC (Status 31 March 2021)

Organisation chart
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Employees of the FDPIC

Number of employees 38

FTE 31.8

per gender Women 20 53%

Men 18 47%

by employment level 1–89% 25 63%

90–100% 13 37%

by language German 30 79%

French 7 18%

Italian 1 3%

by age 20–49 years 24 63%

50–65 years 14 37%

Management Women 3 33%

Men 6 67%
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Abbreviations

AI Artificial Intelligence

BCR Binding Corporate Rules

CJEU Court of Justice of the European 

Union

Convention 108+ Council of Europe's 

Convention for the Protection of 

Individuals with regard to Automatic 

Processing of Personal Data

E-ID Act Federal Act on Recognised 

Electronic Means of Identification

EDPB European Data Protection Board

EDPS European Data Protection 

Supervisor

EpidA Epidemics Act

EPR Electronic Patient Record 

EPRA Federal Act on the Electronic 

Patient Record 

FADP Federal Act on Data Protection

FIS Federal Intelligence Service

FoIA Freedom of Information Act

GDPR General Data Protection Regula-

tion

GPA Global Privacy Assembly

ICT Information and Communication 

Technology

NaDB national data management 

programme 

NAVS13 13-digit OASI number 

NCSC National Cyber Security Centre

PNR Passenger Name Records

Privatim Association of Swiss Commis-

sioners for Data Protection

SCC Standard Contractual Clauses

SDPA Application of the Schengen 

Acquis in Criminal Matters (SR 235.3) 

Abbreviations
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2020 7320

8541

24’561

15’215
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35%
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15%

16%

35%

22%
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45%

2% 1 %

5%

12%

2019

2020

Applications for access Freedom of Information (FoIA)

51%
granted

9%
denied

25%
partially granted 
or suspended

7%
pending

3%
withdrawn

5%
no document  
available

Workload data protection

7,3%
Legislation

19,4%
Information

15,0%
Supervision

57,8%
Consultancy

Medial resonance of the FDPIC in the Social Web

Mentions*

	*	Number of all mentions of the FDPIC (mentions in Blogs, Twitter, Onlinenews, etc.)
	**	Number of all interactions (Likes, Retweets, etc.)

Engagement**

2019

2020 7320

8541

24’561

15’215

Key figures

Type of 
media

Tonality Languages Countries

	 Positiv

	 Negativ

	 Neutral

	 German

	 English

	 French	

	 Italian

	 Other

	 Online News	

	 Twitter

	 Newspaper

	 Blogs

	 Other

	 Switzerland

	 USA

	 Germany	

	 France

	 Other



Data protection concerns

Purpose
The data will be processed only  

for the purpose indicated at  

the time of collection, as indicated  

by the circumstances or as provi-

ded for by law.

Documentation
All data processing is documented 

and classified by the data  

processor.

Data correctness
The processing takes place with 

applicable data.

Responsibility
Private and federal bodies are 

responsible for fulfilling their  

obligation to comply with data  

protection legislation.

Freedom of Choice
Those affected from data proces-

sing (data subjects) give their  

consent on the basis of transparent  

information and are provided with  

genuine freedom of choice.

Proportionality
No data collection on stock, but 

only as far as necessary to achieve 

the purpose. Data processing is 

limited in scope and time.

Data security
The data processor ensures  

adequate security of personal 

data – both at the technical  

and organizational level.

Fair information
Companies and federal bodies  

provide transparent information on  

their data processing: comprehen-

sible and complete.

Risk analysis
The possible data protection risks  

are already identified in the project  

and their effects minimized with  

measures.



Federal Data Protection and Information Commissioner
Feldeggweg 1
CH-3003 Bern

E-Mail:	 info@edoeb.admin.ch
Website:	 www.derbeauftragte.ch

 @derBeauftragte
Phone:	 +41 (0)58 462 43 95 (Mo – Fr, 10 am – 12 pm)
Fax:	 +41 (0)58 465 99 96




