TLP:CLEAR

CYBERSECURITY
EDUCATION & TRAINING
RESOURCES

OVERVIEW

The Cybersecurity and Infrastructure Security Agency (CISA) has compiled a living repository of cybersecurity-related
educational resources for interested stakeholders, the public, teachers, and students of all ages. For more information,
click on the links below.

The list is not comprehensive and is subject to change pending future additions. CISA applies neutral principles and
criteria to add items and maintains sole and unreviewable discretion over the determination of items included. CISA does
not attest to the suitability or effectiveness of these materials, services, and tools for any particular use case. CISA does
not endorse any commercial product or service. Any reference to specific commercial materials, products, processes, or
services by service mark, trademark, manufacturer, or otherwise, does not constitute or imply their endorsement,
recommendation, or favoring by CISA. CISA will implement a process for organizations to submit additional free tools and
services for inclusion on this list in the future.

RESOURCES FROM CISA

Cybersecurity Awareness Program Parent and Educator Resources, Publication with linked materials

FedVTE Public Courses, Federal Virtual Training Environment (Recommended browsers: Chrome, Edge,
Firefox)(External Link)

Workforce Framework for Cybersecurity (NICE Framework), National Initiative for Cybersecurity Careers and Studies
Workforce Development (External Link)

Cyber Career Pathways Tool, National Initiative for Cybersecurity Education (NICE)Workforce Development (External
Link)

Cybersecurity Education and Career Development, Cybersecurity Best Practices

Cybersecurity Training and Exercises, CISA Cybersecurity Training Hub

Incident Response Training, CISA Cybersecurity Incident Response Hub

Industrial Control Systems (ICS) Training, CISA Cybersecurity Industrial Control Systems Hub
Cyber and IT Interns, Careers at CISA Information

State and Local Cybersecurity Grant Program, Information and Resources

US Cyber Games, Founded by Katzcy in cooperation with NICE (External Link)

Cybersecurity Awareness Month, National Cyber Alliance (External Link)

OTHER RESOURCES
For Educators

Grades K-12

23 Great Lesson Plans for Internet Safety, Offered by Common Sense Education

Cyber Safety Video Series, Cyber Innovation Center

Professional Learning Program, Code.org, an education innovation nonprofit

Best Cybersecurity Lessons and Activities for K-12 Education, Presented by Tech & Learning

Digital and Media Literacy, International Society for Technology in Education

Resources for Teachers to Use Technology to Enhance Learning, Office of Educational Technology
Technology Offers the Ability to Extend Teaching Beyond the Classroom, Office of Educational Technology
Digital Courses for K-12 Educators, EVERFI No-Cost Digital Lessons

Empowering Educators to Teach Cyber, Cyber Innovation Center

Education & Training, National Initiative for Cybersecurity Careers and Studies

This document is marked TLP:CLEAR. Recipients may share this information without restriction. Information is subject to standard
copyright rules. For more information on the Traffic Light Protocol, see https://www.cisa.gov/tIp.
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https://www.cisa.gov/tlp
https://www.cisa.gov/resources-tools/resources/cybersecurity-awareness-program-parent-and-educator-resources
https://fedvte.usalearning.gov/public_fedvte.php
https://niccs.cisa.gov/workforce-development/nice-framework
https://niccs.cisa.gov/workforce-development/cyber-career-pathways-tool
https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-education-career-development
https://www.cisa.gov/cybersecurity-training-exercises
https://www.cisa.gov/resources-tools/programs/Incident-Response-Training
https://www.cisa.gov/ics-training-available-through-cisa
https://www.cisa.gov/careers/work-rolescyber-and-it-interns
https://www.cisa.gov/cybergrants
https://www.uscybergames.com/
https://staysafeonline.org/programs/cybersecurity-awareness-month/
https://www.commonsense.org/education/articles/23-great-lesson-plans-for-internet-safety
https://cyber.org/cybersafety
https://code.org/
https://www.techlearning.com/news/best-cybersecurity-lessons-and-activities-for-k-12-education
https://iste.org/
https://tech.ed.gov/teachers/
https://tech.ed.gov/professional-learning/
https://everfi.com/k-12/course-listing
https://cyber.org/
https://niccs.cisa.gov/education-training
https://www.cisa.gov
mailto:central@cisa.dhs.gov
https://twitter.com/cisagov
https://twitter.com/cisacyber
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K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology

NetSmartz Home, National Center for Missing & Exploited Children

Activities - Be Safer Online!, National Center for Missing & Exploited Children

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
Cybersecurity Educators, Facebook Group (Account required)

National Initiative for Cybersecurity Education (NICE), Led by National Institute of Standards and Technology

Grades K-5

Elementary School Cyber Education Initiative, Air Force CyberPatriot National Youth Cyber Education Program
Cyber-Five Internet Safety, ABCya, IXL Learning

Thinkuknow 8-10s, National Crime Agency

K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology
NetSmartz Home, National Center for Missing & Exploited Children

Activities - Be Safer Online!, National Center for Missing & Exploited Children

Cybersecurity Educators, Facebook Group (Account required)

National Initiative for Cybersecurity Education (NICE), National Institute of Standards and Technology

Grades K-8

Elementary School Cyber Education Initiative, Air Force CyberPatriot National Youth Cyber Education Program
Empowering Educators to Teach Cyber, Cyber Innovation Center

K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology
NetSmartz Home, National Center for Missing & Exploited Children

Activities - Be Safer Online!, National Center for Missing & Exploited Children

Cybersecurity Educators, Facebook Group (Account required)

National Initiative for Cybersecurity Education (NICE), National Institute of Standards and Technology

Grades 6-12

Cyber Security Lab, NOVA Labs, Public Broadcasting Service

Cyber Security Awareness, Education Arcade

Empowering Educators to Teach Cyber, Cyber Innovation Center

K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology

NetSmartz Home, National Center for Missing & Exploited Children

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
Cybersecurity Educators, Facebook Group (Account required)

National Initiative for Cybersecurity Education (NICE), National Institute of Standards and Technology

High School

Cybersecurity Videos to Learn the Basics, NOVA Labs, Public Broadcasting Service

Cyber Challenges to Defend Against a Cyberattack, NOVA Labs, Public Broadcasting Service
Easy Encryption Code for Cybersecurity, Code.org an Education Innovation Nonprofit

The Largest Cybersecurity Hacking Competition, Carnegie Mellon University

Free Cybersecurity Training Game for Students, CyberStart America

Cyber Career Cards, National Initiative for Cybersecurity Careers and Studies

Cybersecurity Awareness Program Parent and Educator Resources, CISA
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https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://www.missingkids.org/NetSmartz
https://www.netsmartzkids.org/activities/
https://nice-challenge.com/
https://www.facebook.com/groups/1435210643287094
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.uscyberpatriot.org/Pages/Special%20Initiatives/Elementary-School-Initiative.aspx
https://www.abcya.com/games/cyber_five_internet_safety
https://www.thinkuknow.co.uk/8_10/
https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://www.missingkids.org/NetSmartz
https://www.netsmartzkids.org/activities/
https://www.facebook.com/groups/1435210643287094
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.uscyberpatriot.org/Pages/Special%20Initiatives/Elementary-School-Initiative.aspx
https://cyber.org/
https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://www.missingkids.org/NetSmartz
https://www.netsmartzkids.org/activities/
https://www.facebook.com/groups/1435210643287094
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.pbs.org/wgbh/nova/labs/about-cyber-lab/educator-guide/
https://www.educationarcade.co.nz/
https://cyber.org/
https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://www.missingkids.org/NetSmartz
https://nice-challenge.com/
https://www.facebook.com/groups/1435210643287094
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.pbs.org/wgbh/nova/labs/videos/#cybersecurity
https://www.pbs.org/wgbh/nova/labs/lab/cyber/
https://curriculum.code.org/pwc/ayp/8/
https://picoctf.org/competitions/2024-spring.html
https://www.cyberstartamerica.org/
https://niccs.cisa.gov/education-training/cybersecurity-students
https://www.cisa.gov/resources-tools/resources/cybersecurity-awareness-program-parent-and-educator-resources
https://www.cisa.gov
https://twitter.com/cisacyber
mailto:central@cisa.dhs.gov
https://twitter.com/cisagov
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Downloadable Materials/No Student Computer Required

PricewaterhouseCoopers’ Access Your Potential, Code.org, an Education Innovation Nonprofit
Cybersecurity Science Projects, Science Buddies

Education and Training Resource

e Education and Training Catalog, National Initiative for Cybersecurity Careers and Studies

e Cyber Safety Videos, Cyber Innovation Center

e School Safety Resources, SchoolSafety.gov

e Empowering Educators to Teach Cyber, Cyber Innovation Center

e Education & Training, National Initiative for Cybersecurity Careers and Studies

e K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology

e NetSmartz Home, National Center for Missing & Exploited Children

e The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project

e NIST Computer Security Resource Center (CSRC), National Institute of Standards and Technology

e Youth.gov, Formerly FindYouthInfo.gov created by Interagency Working Group on Youth Programs

e Cybersecurity Education, Perkins Collaborative Resource Network
Counselors

e Find Your Cybersecurity Degree or Certification, Cybersecurity Guide, Comprehensive Cybersecurity Education

Website

e Career Exploration in Cyber, Cyber Innovation Center

e K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology

e The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project

e Youth.gov, Formerly FindYouthInfo.gov created by Interagency Working Group on Youth Programs
Administrators

e Statement of President Joe Biden on Signing the K-12 Cybersecurity Act into Law, The White House

e How to Improve Cybersecurity Awareness in Education, Center for Information Security Awareness

e  Security Awareness and System Administrator Training, DIB SCC CyberAssist - National Defense Information

Sharing and Analysis Center

e Cyber Education for District and State Leaders, Office of Educational Technology

e School Safety Resources, SchoolSafety.gov

e K12 Cybersecurity Education Community of Interest, National Institute of Standards and Technology

e CAE Documents Library, U.S. Department of Defense Cyber Exchange

For Families and Students

Parents and Guardians

Stop.Think.Connect for Online Cyber Safety, Stop.Think.Connect™ Global Online Safety Awareness Campaign
Cybersecurity Videos to Learn the Basics, NOVA Labs, Public Broadcasting Service

Cyber Challenges to Defend Against a Cyberattack, NOVA Labs, Public Broadcasting Service

Cyber Civics for Families, Cyber Civics

Cyber Safety Video Series, Cyber Innovation Center

Age-Based Media Reviews for Families, Common Sense Media

Digital and Media Literacy, International Society for Technology in Education (ISTE)

Cyber Training for Students and Families, Office of Educational Technology

NetSmartz Home, National Center for Missing & Exploited Children

Activities - Be Safer Online!, National Center for Missing & Exploited Children

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
Job Corps, Job Corps

Children's Privacy, Federal Trade Commission

0"5‘, cisa.gov

B central@cisa.dhs.gov X @CISAgov |@CISACyber @ 0 @ @cisagov As of February 6, 2024


https://curriculum.code.org/pwc/ayp/
https://www.sciencebuddies.org/science-fair-projects/project-ideas/cybersecurity
https://niccs.cisa.gov/education-training/catalog
https://cyber.org/cybersafety
https://www.schoolsafety.gov/
https://cyber.org/
https://niccs.cisa.gov/education-training
https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://www.missingkids.org/NetSmartz
https://nice-challenge.com/
https://csrc.nist.gov/#:%7E:text=NIST%27s%20%22Cybersecurity%20Insights%22%20blog%20The%20Computer%20Security%20Resource,industry%2C%20and%20academia%E2%80%94both%20in%20the%20U.S.%20and%20internationally
https://youth.gov/
https://cte.ed.gov/initiatives/cybersecurity
https://cybersecurityguide.org/
https://cyber.org/career-exploration
https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://nice-challenge.com/
https://youth.gov/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/08/statement-of-president-joe-biden-on-signing-the-k-12-cybersecurity-act-into-law/
https://www.cfisa.com/how-to-improve-cybersecurity-awareness-in-educational-institutions/
https://ndisac.org/dibscc/implementation-and-assessment/training-and-awareness/security-awareness-and-system-administrator-training/
https://tech.ed.gov/district-and-state-leaders/
https://www.schoolsafety.gov/
https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/k12-cybersecurity-education
https://public.cyber.mil/ncae-c/documents-library/
https://stopthinkconnect.org/
https://www.pbs.org/wgbh/nova/labs/videos/#cybersecurity
https://www.pbs.org/wgbh/nova/labs/lab/cyber/
https://www.cybercivics.com/for-parents
https://cyber.org/cybersafety
https://www.commonsensemedia.org/
https://www.iste.org/
https://tech.ed.gov/for-students-and-families/
https://www.missingkids.org/NetSmartz
https://www.netsmartzkids.org/activities/
https://nice-challenge.com/
https://www.jobcorps.gov/
https://www.ftc.gov/business-guidance/privacy-security/childrens-privacy
https://www.cisa.gov
https://twitter.com/cisacyber
mailto:central@cisa.dhs.gov
https://twitter.com/cisagov
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High School Students

Cybersecurity Videos to Learn the Basics, NOVA Labs, Public Broadcasting Service

Cyber Challenges to Defend Against a Cyberattack, NOVA Labs, Public Broadcasting Service

Easy Encryption Code for Cybersecurity, Code.org an Education Innovation Nonprofit

The Largest Cybersecurity Hacking Competition, Carnegie Mellon University

Free Cybersecurity Training Game for Students, CyberStart America

Cyber Career Cards, National Initiative for Cybersecurity Careers and Studies

Education & Training, National Initiative for Cybersecurity Careers and Studies

NetSmartz Home, National Center for Missing & Exploited Children

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
Youth.gov, Formerly FindYouthInfo.gov created by Interagency Working Group on Youth Programs

Cybersecurity Clubs

Girls Who Code, Girls Who Code

Black Girls Code, Black Girls Code

Learn Today and Build a Brighter Tomorrow, Code.org an Education Innovation Nonprofit

Airforce Association Initiative for a Career in Cybersecurity, Air Force CyberPatriot National Youth Cyber Education
Program

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
AmeriCorps, AmeriCorps

Internships

Pathways Internship Programs - Careers, U.S. Department of State

After High School

NPower, CISA Non-Technical Training Program Awardee

CyberWarrior, CyberWarrior, CISA Non-Technical Training Program Awardee

CyberCorps Scholarship for Service, U.S. Office of Personnel Management

Undergraduate Internship/Co-op Program-Intelligence Analyst, Central Intelligence Agency

Internships, Lockheed Martin Students and Early Careers

National Initiative for Cybersecurity Education Cybersecurity Apprenticeship Program Finder, National Institute of
Standards and Technology

Education & Training, National Initiative for Cybersecurity Careers and Studies

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
Job Corps, Job Corps

Education and Training Courses

Education and Training Catalog, National Initiative for Cybersecurity Careers and Studies

Cyber Safety Video Series, Cyber Innovation Center

Education & Training, National Initiative for Cybersecurity Careers and Studies

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
Find Your Cybersecurity Degree or Certification, Cybersecurity Guide Comprehensive Cybersecurity Education
Website

Financial Assistance Programs

Grants and Funding Opportunities

Education and Training Catalog, National Initiative for Cybersecurity Careers and Studies

Cyber Safety Video Series, Cyber Innovation Center

Education & Training, National Initiative for Cybersecurity Careers and Studies

The Workforce Experience Before the Workforce, National Initiative for Cybersecurity Education Challenge Project
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https://www.pbs.org/wgbh/nova/labs/videos/#cybersecurity
https://www.pbs.org/wgbh/nova/labs/lab/cyber/
https://curriculum.code.org/pwc/ayp/8/
https://picoctf.org/competitions/2024-spring.html
https://www.cyberstartamerica.org/
https://niccs.cisa.gov/education-training/cybersecurity-students
https://niccs.cisa.gov/education-training
https://www.missingkids.org/NetSmartz
https://nice-challenge.com/
https://youth.gov/
https://girlswhocode.com/
https://wearebgc.org/
https://code.org/
https://www.uscyberpatriot.org/
https://nice-challenge.com/
https://americorps.gov/
https://careers.state.gov/interns-fellows/pathways/
https://www.npower.org/
https://www.cyberwarrior.com/cybersecurity-bootcamp/
https://www.sfs.opm.gov/
https://www.cia.gov/careers/jobs/undergraduate-internship-co-op-program-intelligence-analyst/
https://www.lockheedmartinjobs.com/internships
https://www.nist.gov/itl/applied-cybersecurity/nice/resources/apprenticeship-finder
https://niccs.cisa.gov/education-training
https://nice-challenge.com/
https://www.jobcorps.gov/
https://niccs.cisa.gov/education-training/catalog
https://cyber.org/cybersafety
https://niccs.cisa.gov/education-training
https://nice-challenge.com/
https://cybersecurityguide.org/
https://niccs.cisa.gov/education-training/catalog
https://cyber.org/cybersafety
https://niccs.cisa.gov/education-training
https://nice-challenge.com/
https://www.cisa.gov
https://twitter.com/cisacyber
mailto:central@cisa.dhs.gov
https://twitter.com/cisagov
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e Find Your Cybersecurity Degree or Certification, Cybersecurity Guide Comprehensive Cybersecurity Education
Website

Sponsorship
e SAP and HBCUs Cybersecurity Curriculum, Intelligent CIO

Scholarships

Women in Cybersecurity Security Training Scholarship, Women in Cybersecurity

GenCyber Girls in CybHER® Security Camp 2022, Dakota State University and National Security Agency
Lauro Garner Minority Cybersecurity Scholarship, Mercer University

National Centers of Academic Excellence, CISA and National Security Agency

CyberCorps Scholarship for Service, CISA and CyberCorps

Organizations and Conferences

ISTE Conferences, International Society for Technology in Education (ISTE)
NSTA Conference, National Science Teachers Association (NSTA)

CSTA Conference, Computer Science Teachers Association (CSTA)

NICE Conferences, National Initiative for Cybersecurity Education (NICE)
NICE K-12 Conference, National Initiative for Cybersecurity Education (NICE)
Phenom by Girl Scouts, Girl Scouts of the United States of America

EdCon, Cyber Innovation Center
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https://cybersecurityguide.org/
https://www.intelligentcio.com/north-america/2022/03/07/sap-teams-up-with-hbcus-to-attract-talent-to-the-cybersecurity-curriculum/
https://www.wicys.org/benefits/security-training-scholarship/
https://www.cybher.org/gencyber/
https://www.linkedin.com/posts/saeed-garner-ms-a78b795_i-am-pleased-to-announce-that-i-have-started-activity-6870887829132623872-kEpn
https://www.nsa.gov/Academics/Centers-of-Academic-Excellence/
https://sfs.opm.gov/
https://www.iste.org/iste-events
https://www.nsta.org/national-conference-science-education-denver-2024
https://conference.csteachers.org/event/f0c0e0a8-5ac1-4333-90c9-2eab9723af76/summary
https://niceconference.org/
https://www.k12cybersecurityconference.org/
https://www.girlscouts.org/en/members/for-girl-scouts/national-council-session-convention.html
https://cyber.org/EdCon
https://www.cisa.gov
https://twitter.com/cisacyber
mailto:central@cisa.dhs.gov
https://twitter.com/cisagov
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