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6
Controlling Surveillance: Can Privacy
Protection Be Made Effective?

David H. Flaherty

There is wide-ranging theoretical and empirical support for the impor-
tance of personal privacy in our respective lives, but there is some dis-
agreement among nation states about how best to implement the
protection of privacy of individuals in the public and private sectors.
Instead of simply thinking about the issue and trying to develop some
kind of theory about how best to proceed, my interest during the last 20
years has been to observe the kinds of significant privacy problems that
have emerged in advanced industrial societies and then seek to monitor,
through case studies, the various approaches of “regulatory” bodies, with
widely varying powers, as they try to fashion solutions for the challenges
to individual privacy that continue to surface.

Most of what I have learned was published in my 1989 book
Protecting Privacy in Surveillance Societies,1 which examined the work-
ings of national and state data-protection agencies in the Federal Republic
of Germany, Sweden, France, Canada, and the United States. As I am
both an academic (at the University of Western Ontario) and a consultant
on privacy policy, my findings and recommendations were very much
shaped by direct observation of data protectors at work in many coun-
tries and by an examination of what they wrote, and what was said and
written about them, in scholarly and journalistic circles. It is an under-
statement to say that examining the functioning of such small, important
bureaucracies was a significant learning experience for me. But I do not
think that it ever came into my consciousness that I would be given an
opportunity to do such work myself in Canada.

In the 1990s I became interested in trying my hand at implementing
privacy protection officially. Canada has had the post of federal Privacy
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Commissioner since 1977; this post is filled through a political process
dominated by the prime minister’s office. Some of the provinces have sim-
ilar posts. Quebec has had a Commission on Access to Information since
1982, but its members are also selected by the government of the day in
what I would also describe as a political process.

In 1988, Ontario advertised for an Information and Privacy
Commissioner and then allowed a select committee of the legislature to
make the choice, subject to legislative approval. In 1991, when this post
was open, I was not selected. In July 1993, however, also on the basis of a
public competition, I became the first Information and Privacy
Commissioner for the Province of British Columbia, which has a popula-
tion of just under 4 million and is the third largest of the Canadian
provinces (after Ontario and Quebec).

My provincial counterparts in Quebec, Ontario, and Alberta are both
Privacy Commissioners and Freedom of Information Commissioners.
These positions are still separate at the federal level, although there has
been misguided agitation for their integration. (In my view, the sheer
physical expanse of Canada necessitates separate commissioners to pro-
mote these competing interests effectively, especially since the staffing and
budgets of the federal offices are comparatively small.) Canada is in fact
unique in formulating laws and enforcement mechanisms, together, both
for greater openness and accountability for general information in society
and for the protection of the personal information of the citizenry. In the
first instance, this process emulates of Sweden and the United States, but,
especially compared to the latter, Canada is much more advanced on the
implementation side of the ledger; that is, there is someone in charge of
making the law work for citizens. Americans usually have to sue in the
courts to achieve access to information or protection of their privacy when
they encounter obstacles or practices that they consider objectionable.

In this chapter I propose to ignore, for the most part, the freedom-of-
information side of my work in British Columbia, which involves the ex-
ercise of regulatory power in decision making on specific cases, and to
concentrate on what primarily interested me in the writing of my 1989
book: how to try to control surveillance by making data protection effec-
tive in the public sector. Although I am more than three years into a six-
year mandate as Commissioner, I want to reexamine the conclusions to
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my book by testing my academic findings against my practical experience.
I do so fully cognizant of the risks of egocentrism’s being the primary
theme of what follows. I hope that by being self-critical and by giving fair
play to my critics I can avoid wallowing in excessive self-admiration. I
also acknowledge, in advance, that any model of data protection is much
affected by the personality of the commissioner, the political culture of a
particular jurisdiction, and the state of the local economy. Good times are
better for data protection than bad times.

I would suggest that a cynical legislature, wanting to offer only the il-
lusion of data protection, should not in the future select a privacy com-
missioner who knows anything about his or her duties at the time of
selection, since there is a significant learning curve for any new appointee,
especially if the office is new. Based on my 20 years of research and con-
sulting activities concerning the protection of privacy, I knew in particular
that I had to adopt a proactive approach to the advocacy side of my work
(the “privacy watchdog” role), which continues to be a big surprise to
politicians and to the bureaucrats who actually run government in the
trenches. “What is Flaherty trying to do to us?” has been a not-uncom-
mon response by the government in power and by the public service to
my advocacy role and my media statements on privacy issues. Just as the
bureaucracy is having to learn to live with freedom of information and
with privacy protection, so we have been learning how to live with one
another and to appreciate our varying responsibilities. I have not suffered
from a lack of invited and volunteer tutors.

The Need for Data-Protection Laws

As I noted in Protecting Privacy in Surveillance Societies, “the existence
of data protection laws gives some hope that the twenty-first century
will not be a world in which personal privacy has been fully eroded by
the forces promoting surveillance.”2 This debate has been handily won
by the pro-privacy side of the equation, at least in most advanced indus-
trial societies. It is now an odd Western nation, state, or province that
does not have explicit laws for controlling the collection, use, retention,
and disclosure of personal information in both the public and the pri-
vate sector.



170 Flaherty

In the 1980s I was still somewhat cautious about fully endorsing the
need for data-protection laws. The deregulation movement led by
Margaret Thatcher and Ronald Reagan was in full flood, and the
American resistance to regulatory intervention of this type was also flour-
ishing (with interventionism being ahistorically viewed as some kind of
un-American activity, a kind of first step toward a socialist state). But ad-
vances in the development and application of information technology
since the mid 1980s, almost bewildering in their scope and pace, have lent
considerable urgency to the argument that government’s and the private
sector’s rapid adoption and application of numerous forms of surveillance
technology require a watchdog mechanism and a set of statutory rules for
fair information practices. Data matching, photo radar, digital pho-
tographs, criminal-record checks, and pharmacy prescription profiling
systems are some local examples that spring to mind. As I wrote in 1989,
“the critical issue is how best to strengthen data protection in the face of
strong, sustained, countervailing pressures for surveillance.”3

In fact, my experience in British Columbia is that the pressures for sur-
veillance are almost irresistible for an office such as mine. The bureau-
crats and the legislature are under intense pressures to reduce costs, to
promote efficiency, and to spend public money wisely. Surveillance tech-
nology appears to be a neutral, objective process that must be wielded as
a weapon, or at least a tool, against welfare cheats (targeting all those on
income assistance), sex offenders (targeting all those who work with chil-
dren through criminal-record checks), and photo radar (monitoring all
cars and photographing the license plates of speeders).

I also notice considerable pressure in British Columbia for the rational-
ization of identity checking of applicants for government benefits, whether
for income assistance, health care, or drivers’ licenses, on the basis of what
is euphemistically called a “common registry.” This registry appears to be
the first step toward the development of a national data bank, which has
figured in the nightmares of US privacy advocates since the 1960s. The
fact that such technological applications are so apparently achievable dri-
ves these seeming imperatives among legislators, functionaries, and the
taxpaying public. One consequence will be a full-fledged surveillance state.
I really fear that such a result is almost impossible to prevent in the long
term, whatever the prodigious efforts of data protectors and their allies.



Controlling Surveillance 171

Thus, my stated ambition in 1989 of “protecting the personal privacy
of individuals to the fullest extent possible in a democratic society”4

seems to be increasingly problematic. Neither government nor the private
sector really likes the privacy business, whatever it is, because it gets in
the way of their continuing to do business as usual with personal infor-
mation. (Here I am referring to the government as a collectivity rather
than as specific individuals with human concerns: I find it tedious to be
told, repeatedly, by those practicing the systemic invasion of privacy how
much they value privacy in their own lives. Getting government officials
to think as human beings, with families and friends, is an ongoing chal-
lenge for data protectors.)

Concern for privacy comes to be perceived as an unnecessary barrier to
what is regarded by most legislators in governing parties, and by some
taxpayers, as clearly rational behavior. Hence the value, in my opinion, of
having data-protection laws and officials in place. They are at least a tem-
porary barrier to what others naturally perceive as progress in dealing
with some problem of the moment that seems to require fixing. The “fix-
it” solution is even more software, systems, record linkages, and ad-
vanced surveillance technology. These trends place data protectors in the
awkward and unpleasant position of at least appearing to resist multiple
forms of progress—but that is what they and their staffs are paid to do.

Defining Privacy Interests to Limit Surveillance

It is no particular surprise that legislators in British Columbia, as else-
where, did not heed my advice to define privacy interests more adequately
in legislation as a guide to limiting surveillance.5 I conclude that those
who draft legislation must in fact throw up their hands in bewilderment
at such a prospect, if they have indeed ever been invited to tackle the
thorny issue of defining privacy. Only philosophers continue to bemuse
themselves with this important activity, it would appear, while individual
authors parade their ingenuity with increasingly obscure, and obscuring,
definitions.6

I have had no more success at focusing legislative efforts on articulat-
ing the central privacy interests that require protection. However, let me
say, immodestly, that among the most useful features of my book are
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several tables that seek to summarize the “privacy interests of individuals
in information about themselves”7 and “data protection principles and
practices for government information systems.”8 The latter table origi-
nated as an aide memoire as I attempted to track the most appealing fea-
tures of extant laws and major legal decisions. A number of them,
including the principles of informational self-determination, publicity,
transparency, finality, data trespass, and the right to be forgotten (all ad-
mirable products of European thinking and lawmaking), do not appear
explicitly in the BC Freedom of Information and Protection of Privacy
Act. My conscious goal has been to promote these principles and prac-
tices on the local scene by reprinting the two tables in the introduction to
my first annual report for 1993–94, referring to them in our Investigative
Report No. P95-005, March 31, 1995, and generally discussing these
broad measures to protect privacy in my ongoing media relations and pub-
lic education efforts in the province. The “right to be forgotten” figured in
one of my recent orders (Order No. 58-1995, October 12, 1995, p. 7).

I wrote in 1989 that “protection of privacy should also remain largely
a nonlegal activity in most areas of human existence, meaning that even
when data-protection laws exist, individuals have to rely to a consider-
able extent on their own efforts, such as refusing to give out personal in-
formation, in order to limit unwanted surveillance.”9 In old and new
ways, data protection, in my considered view, remains largely a matter of
raising consciousness at various levels of society. Despite my ongoing ef-
forts to act as the privacy watchdog for the province, I regularly end my
interactions with the general public, on radio talk shows in particular, by
encouraging every listener to be their own privacy watchdog by control-
ling what they choose to disclose to outsiders and by monitoring what
they are being asked to disclose. More and more people appear to be pre-
pared to say that a request for their personal information is none of any-
one’s business. A more privacy-conscious public service means that
privacy-impact statements for proposed legislation are prepared at an ap-
propriate time in the annual legislative calendar without my office’s al-
ways having to intervene to stimulate such an activity in the first place.
The several times that this has happened in British Columbia, especially
through the good offices of the Ministry of Health, are an ongoing sign of
progress in data protection.
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In classic liberal fashion, I emphasized in my book the need to balance
privacy against competing values and legitimate governmental pur-
poses.10 My efforts to appear balanced to consumers of my research
strike me as naive in retrospect: the striking of balance within government
is so much against the privacy interests of individuals that it is a wonder
we have any privacy left once governments get through doing what is
good for each and every one of us. What is good for government is al-
ways thought by those in government to be good for the public at large.

I emphasized in 1989 the importance of minimizing data collection in
order to reduce intrusion into private lives.11 I am more than ever con-
vinced that this is a central concept in debates over privacy and its preser-
vation. Personal information must be collected and shared only if there is
a demonstrated need for it in the first place. As a “culture of privacy” be-
gins to impinge more on the operating consciousness of the hundreds of
thousands of persons working for public bodies subject to the BC
Freedom of Information and Protection of Privacy Act, I find modest evi-
dence of a self-initiated process of questioning why certain data should be
collected. Among other things, we have succeeded in ending the collection
of the Social Insurance Number, a unique personal identifier, in at least a
dozen settings, including its use as a customer control number by BC
Hydro.12 On the other hand, we have also accepted the explanations of
the BC Gaming Commission as to why it feels compelled to collect so
much personal information about the people associated with applications
for licenses to run gambling establishments.

The Need for Data-Protection Agencies

In 1992 the legislature of British Columbia, led by a newly elected New
Democratic Party, created the Office of the Information and Privacy
Commissioner in imitation of the Ontario and Quebec models. Alberta,
under a very conservative premier who has substantially cut back govern-
ment services, imitated British Columbia in 1995. Thus, all the most pop-
ulous provinces in Canada now have data-protection agencies.

I need to separate my support for such initiatives, both in theory and
in practice, from my criticisms of how privacy commissioners actually go
about their work, since these are quite different matters. In my judgment,
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the best evidence of the need for privacy-protection bodies is the sorry
state of data protection in the US, where only a few of the states have
equivalents of the Canadian agencies. Those brave souls in New York,
Connecticut, Minnesota, and Hawaii work valiantly within the executive
branch to promote freedom of information and privacy, but they lack in-
dependence, financial and human resources, and political clout. What
they have accomplished gives some sense of what is needed and of what is
possible in a market-driven capitalistic society that treats personal infor-
mation as simply one more tradable commodity.

The United States suffers from a lack of an ongoing, institutionalized
body of specialized privacy expertise directly available to all levels of gov-
ernment. The small network of talented US privacy advocates, including
lawyers in private practice, cannot compensate adequately for this lacuna.
It is demoralizing to watch admirable organizations like the Electronic
Privacy Information Center (EPIC) have to bring lawsuits to accomplish
privacy-protection goals that are rarely recognized in the federal and state
legislative arenas. Although there is a clear role for litigation in the imple-
mentation model for any such law, it should not have to be the first re-
course for concerned or affected citizens, who can rarely afford such a
luxury as suing the government.

Although my office has encountered resistance to its data-protection
work, one of our considerable accomplishments in a geographically lim-
ited area has been to bring our existence to the direct attention of policy-
makers, senior politicians, policy analysts, and other public servants, at
least in the central government. Whatever they may think of our actual
work, they are aware that we exist. My proactive advocacy role on pri-
vacy issues has surprised them, I think, because the provincial
Ombudsman and Auditor General function somewhat differently than
the commissioner and because neither of them has regulatory power.
They may identify problems, and they may make recommendations; how-
ever, because I have the authority to make binding decisions in access-to-
information cases, my “recommendations” carry considerable weight in
achieving compromise solutions on privacy policy (unless, of course, the
legislature decides to move ahead with its plans anyway—e.g., by imple-
menting a province-wide system of criminal-record checks to uncover pe-
dophiles with criminal records). But I am not part of the hierarchy of
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public service, and some senior bureaucrats have trouble accepting that I
cannot be controlled, in the traditional sense, for the sake of specific po-
litical or administrative agendas (even though informal pressures of that
sort exist).

I wrote in 1989 that data protection “requires significant modification
in information-handling practices.”13 I also thought that data protectors
always encountered significant resistance from one organization or an-
other. I can honestly say that I have not met or felt such overt resistance,
especially on the privacy side of my work, although this may be due to a
lack of perception or of sensitivity on my part. The most significant resis-
tance has come from the Ministry of Human Resources, which has an en-
thusiasm for data matching. We have not found examples of significant
bad actors who require numerous remonstrances; perhaps the “bad guys”
are still hiding from us. This presumably happy situation is explained in
part by the fact that we are still in the honeymoon phase of our relation-
ship with government and in part by BC’s relatively robust economy.
Budget cutbacks, which are now beginning, will have an impact on the
capacity of my office to accomplish its statutory tasks. We will have to
concentrate on our core activities, which include mediating requests for
review of access requests, investigating complaints, giving policy advice to
public bodies, conducting site visits as a form of auditing, and engaging in
media relations and public education.

I still like my 1989 formulation that “data protection commissioners
or agencies are an alarm system for the protection of privacy.”14 Our
tools include oversight, auditing, monitoring, evaluation, expert knowl-
edge, mediation, dispute resolution, and the balancing of competing in-
terests.15 Thus, I continue to believe that “data protectors are specialists
in articulating privacy interests on a systematic basis on behalf of the pub-
lic and in applying fair information practices.”16

The risk side of the equation is that we will “simply become agents for
legitimating information-collection activities and new information tech-
nology.”17 We may act only “as shapers of marginal changes in the oper-
ating rules”18 for instruments of public surveillance, losing battles as
often as we win them. I certainly feel strong pressure to get along with my
central-government colleagues, and my staffers are all public servants
who might like to work elsewhere in government later in their careers.
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To date I do not deserve to be considered an active agent for the le-
gitimization of government practices, although I have had my failures.
At the end of two years of discussions, the Pharmanet prescription pro-
file system went into effect with most of my suggestions for data protec-
tion incorporated , but I could not stop the mandatory nature of the
system in the face of the cabinet’s desire to establish it as a cost-saving
measure. I had no impact on another massive system for invading the
privacy of one-sixth of the adult population, criminal-record checks for
all those who work with children—the government and the legislature
were not persuaded by any of my private or public advice. I had to
accept a system of data matching intended to ensure that British
Columbia’s recipients of income assistance are not also receiving such
help from other provinces. (The record of cheating is undeniable. The
privacy of all those on income assistance is invaded because of the
fraudulent behavior of a small minority. We succeeded in getting a re-
quirement that all recipients of income assistance be notified of the data
matching, and in getting ongoing monitoring of the fraud-prevention
process. When we questioned the legal authority of the Ministry of
Human Resources to perform data matching, the ministry secured
legislative authority for the activity, thus minimizing my impact and
authority.)

The Effective Conduct of Data Protection

In compliance with my own admonitions, I have adopted and applied a
functional, expansive, and empirical, rather than a formal and legalistic,
approach to my statutory tasks. In essence, I try to keep the broad goals
of protecting privacy in mind rather than worrying unnecessarily about
legal niceties. I do have to follow the Freedom of Information and
Protection of Privacy Act; however, as I said in my Order 74-1995, I am
not much interested in making Jesuitical distinctions that would bring
credit to a medieval theologian but would not make much sense to the
taxpayers of British Columbia.

As a matter of fact, I find myself preoccupied in more than 140 deci-
sions to date with the broad goals of the aforementioned act. My greatest
goal has been promoting openness and accountability of government to
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the public. My Achilles’ heel with respect to judicial review is proving to
be an expansive application of solicitor-client privilege, despite my efforts
to restrict its application in accordance with the broad goals of the act.
With respect to the privacy side of my dual mandate, and this may be an
inherent limitation of the single-commissioner model, I can be accused of
having occasionally sacrificed the privacy interests of individuals in the
pursuit of greater openness.

Fortunately, section 22 of the act contains a set of privacy standards
that my colleagues and I apply to specific decisions about the disclosure
of personal information by public bodies. This has involved very nice dis-
tinctions in about half of my decisions. I, like others, will be quite inter-
ested to see where the bright lines are finally drawn in this regard about
such problems as disclosing the identities of complainants or informants.
I believe that my own emphasis on making decisions on a case-by-case
basis, rather than worrying too much about consistency, fits into a prag-
matic and functional approach to my statutory tasks. I am clearly con-
cerned about making appropriate policy decisions on the basis of the act
rather than being what Americans call a strict constructionist.

The empirical approach of my office also deserves attention. We are in-
terested in knowing, in as much detail as is necessary, how a proposed
new system or a modification of an existing one will actually work. This
is not a trite point, because I believe it is an extremely important perspec-
tive for a data protector to adopt. One cannot regulate a system without
fully understanding it.

Another important component of our approach is avoiding public and
private confrontations by being pragmatic in our approach to negotia-
tions. Spiros Simitis (the data-protection commissioner of the German
state of Hesse) wisely described this as “a gradualist or incremental ap-
proach to data protection, involving cooperation, a process of learning,
and a search for consensus.”19 We are not even remotely interested in
fighting for the sake of fighting. I also fully agree with Simitis, based on
practical experience, that our work is political in the best sense of that
abused word, which means, in this context, having good working rela-
tionships with those being regulated in order to convince them that they
are being treated fairly, seeking appropriate allies as needed, and commu-
nicating effectively with the public through the media.20
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I can only smile, diffidently, at my description of the ideal data-protection
commissioner as a person who is “self-confident, perceptive, experienced,
well-connected, reasonable but firm, has a strong presence, and is politi-
cally astute.”21 In terms of building a constituency, I have been blessed
with the lobbying and public-education activities of the Freedom of
Information and Privacy Association (FIPA) and the British Columbia
Civil Liberties Association (BCCLA). The concentration of perhaps two-
thirds of the population of British Columbia in greater Vancouver and
Victoria makes it easier to reach the public and to interest the media in
the work of our office. In terms of promoting my stated views on how
things ought to be done in order to make data protection effective, I have
been singularly blessed by being educated at the feet of some of the great
practitioners of the art, including Spiros Simitis, Hans Peter Bull, Jan
Freese, and John Grace. Thus, it would have indeed been surprising if I
did not know what I should at least try to do in the conduct of this “vital
activity.”22

I especially like being reminded by my own writings that it is necessary
to understand and be mindful of the competing interests of the govern-
ment, the legislature, the public service, and various segments of the pub-
lic.23 There is no use pretending that privacy protection is the main
purpose or activity of any part of government. Competing interests must
be taken account of in finalizing decisions on specific data-protection
matters and in finally deciding what advice to offer a public body about a
particular program or practice. My oversight of certain aspects of the
work of municipal police forces is a good case in point. I have been con-
cerned with such issues as the security of records and the adequacy of
audit trails for police users of the Canadian Police Information Centre
(CPIC).

In my 1989 book I vacillated between the avoidance of bureaucracy
in a data-protection organization and the risk of having “an overworked
and overcommitted staff that provides only the illusion of data protec-
tion.”24 My office has not had the time to become either overworked or
overcommitted, although I plead guilty to the common sin of neglecting
inspections or audits (which I prefer to call site visits). This activity
takes second place to my particular need to write orders to settle spe-
cific cases.
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I fully agree with my prescriptive statement that the primary role of a
data-protection agency is the actual articulation and advancement of the
privacy interests that must be defended in a particular setting.25 In my
case, the public body and/or the legislature eventually establishes what
they perceive to be the acceptable balance among competing interests (not
always to my complete satisfaction). For specific cases, however, I reach
conclusions about appropriate information practices as the decision
maker, subject to judicial review in the courts.

Independence and the Exercise of Power

The exercise of independence by a regulatory authority, subject to appro-
priate external controls, is vital to successful data protection. In British
Columbia, I am somewhat protected as an officer of the legislature, with
a fixed six-year term that is not renewable, a salary tied to that of the
chief judge of the Provincial Court, and a generous pension plan for the
actual period of employment. Because I knew from my studies about the
importance of the independence factor, and because of my own personal-
ity, I have emphasized my independence in words, actions, and orders. I
am protected by having a tenured professorship to return to at the end of
my appointment, the importance of which I knew from the previous ex-
perience of Hans Peter Bull and Spiros Simitis in Germany.26

The fact that my budget ($2.6 million Canadian) comes from the same
Treasury Board that funds the entire public service has not escaped my at-
tention. Fortunately, I have an approved staff of 25. That is the number
that I planned for from the beginning, and I am committed to accom-
plishing what we can with that staff by learning to work more and more
effectively. But I am also subject to the same budget cutbacks that have
occurred throughout the government of British Columbia. If our work-
load continues to grow significantly, I may also find myself with cap in
hand before the Treasury Board, seeking to justify increases in budget and
personnel in a very tight fiscal situation.

My staff consists of public servants appointed in compliance with the
Public Service Act, which at least makes them insiders to government in
terms of potential job mobility. Because of the wishes of the legislature,
none of them are union members.
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My concern for independence is counterbalanced by the desire to build
an effective network in government circles to facilitate the mediatory role
of our office in settling most of the requests for reviews of access deci-
sions that come to us. While I know that networking is necessary, there is
also a risk of our being coopted by a desire to get along and go along.
Again, I am very grateful that two public-interest advocacy groups, the
Freedom of Information and Privacy Association and the BC Civil
Liberties Association, keep our feet to the fire with constructive criticism.

Fears among public bodies of my “independence” may also have been
mitigated by the fact that they have to date been successful in about two-
thirds of the cases I have had to decide. While my decisions against the
government tend to receive a lot of publicity, especially from successful
media applicants, public bodies have won major victories on attempts by
the public to access long-distance telephone logs and back-up e-mail
tapes. I also like to emphasize that my 140 decisions to date have been
reasonable and pragmatic, hoping thereby to assuage the ongoing anxi-
eties of more than 2,000 public bodies by demonstrating that the inter-
vention of my office in their routine work is well considered, with
appropriate deference to professional judgment and awareness of the
practical realities of running a government or providing public services.

My own office lacks an oversight mechanism for reporting to the legis-
lature in a truly meaningful way. Receipt of my annual report is a rela-
tively perfunctory matter; it is simply tabled with the reports of everyone
else, and no legislative committee discusses it with me. The Privacy
Commissioner of Canada and my counterpart in Ontario appear to have
somewhat more meaningful reporting relationships with their respective
legislatures. My annual reports have been relatively nice to government
and not especially controversial. I have also not issued a special report to
the BC legislature on a particular problem; that would likely attract more
attention.

The flip side of this issue of reporting is that my situation also prevents
direct interference by legislators in my work. I did have the experience of
being told publicly by one member of the legislature that I worked for
her. I prefer, now, to state that I am appointed with a six-year no-cut con-
tract, subject to impeachment for maladministration and other heinous
matters. There is a provision for a special committee of the legislature to



Controlling Surveillance 181

begin a review of the functioning of the act within 4 years of its going
into effect (meaning October 4, 1997), and I expect at that time to revisit
this matter.

My main contacts with members of the legislature, especially with
members of the select committee that appointed me in 1993, are on an in-
dividual basis. As a result of my negative experience with criminal-record
checks in the spring of 1995, I am committed to directly informing the 75
members of the legislature about my views on privacy matters coming be-
fore them.

The legislature has amended the Freedom of Information and
Protection of Privacy Act on several occasions, but not in ways that affect
my work. The major amendments have been “notwithstanding” clauses
to other acts to protect the operations of certain specialized agencies of
government on freedom-of-information matters. My advice to the cabinet
on most of these proposals was accepted. How to provide for adequate
warnings of future contemplated changes is problematic; again, network-
ing appears to be the solution.

With respect to the exercise of power by my office, I have heard vague
rumblings that I have too much power and related complaints that I am
making policy for the government. Though we have not had “an uphill
fight” to make our voices heard,27 I am more aware than at the time of
my appointment of the limits of what my office can accomplish, even
with the expansive mandate entrusted to it under section 42 (the “infor-
mation czar” clause) of the act. We have the resources to be at most a
thorn in the side of thousands of public bodies. We are also having to
continue to work hard “to win the cooperation of the regulated,”28 a
task admirably performed by a director, a dozen portfolio officers, and
two intake officers in my office.

Our main problem is learning about the major initiatives of public
bodies at all levels that have surveillance implications when it is still pos-
sible to do something about them, although I think that my colleagues
and I now have better antennae and a better network than we did in our
early days. The government assigns task forces and study teams to exam-
ine various initiatives and then sometimes refuses, or is reluctant, to tell
me about them because the cabinet has yet to give its approval. But once
the cabinet has acted, my hands are relatively tied. There are also so
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many ongoing issues of access to information and data protection that
crisis management is almost the dominant mode of operating. And the
more orders I produce, the more one public body or another may have
reason to be unhappy with me. They remember their losses much more
acutely than their victories.

At the end of the day, as I have noted above, my independence and
power are considerably limited, in the policy field, by the authority of the
legislature to make any statutory decision that it wishes to introduce or to
increase surveillance of the population in some manner.29

I concluded my 1989 treatment of these issues by emphasizing the im-
portance of personnel selection and public relations. I have been most for-
tunate to recruit a professional staff of considerable experience and varied
professional and administrative backgrounds and careers. It has been dif-
ficult for anyone with less than 10 years’ experience to win a posting at
the senior level in my office. These individuals not only know how gov-
ernment works, they also fully appreciate our independent role. Several
key personnel came from the office of the ombudsman and thus under-
stand intimately the role of guardian agencies in the political and bureau-
cratic process.

The Adequacy of Advisory Powers

This is the area where my views have changed the most since 1989 as a
result of my direct experience with a regulatory data-protection statute in
British Columbia. I only hinted then at the fact that advisory powers
might not be adequate to the tasks at hand.30 I now believe that a privacy
commissioner should have regulatory power at his or her disposal. Yet
the reality is that most of the problems brought to my office are settled
through mediation, not through orders and binding rulings. Our ap-
proach is very conciliatory. We act “in a flexible and pragmatic fashion,
responding as much as possible to experience and learning” from our
mistakes.31

Our work has been facilitated by considerable media coverage. It is
difficult to measure what the public thinks about us, but those in the
Lower Mainland and in Victoria have been given many opportunities to
learn about our watchdog role in privacy matters. Since the media tend to
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support decisions favoring their requests for access to information tends,
there is probably a “halo effect” transferable from my work as
Information Commissioner to my work as Privacy Commissioner.
Independent surveys of public opinion continue to document very high
levels of concern in British Columbia for the protection of individual pri-
vacy: “Outbreaks of aroused public concern create a positive climate for
the implementation of data protection.”32 A series of relatively minor
privacy disasters, especially in the health and medical field, have been
very important for consciousness raising among the general public.
Sensitive personal records being faxed to the wrong places have been
prime examples of this trend. This led the Ministry of Health to authorize
a very useful report by Dr. Shaun Peck, the Deputy Chief Medical Officer
for the province, entitled Review of the Storage and Disposal of Health
Care Records in British Columbia (1995).

One “weakness” in the Freedom of Information and Protection of
Privacy Act that I anticipated in 1989 is the absence of statutory sanctions.
If a public body or its agency fails to comply with the fair-information-
practices provisions of the act, there are no criminal sanctions in the act
itself, however serious the breach. I am satisfied for the moment, how-
ever, to rely on progressive disciplinary proceedings for the exercise of so-
cial control. But a four-day suspension of a municipal police officer for
unauthorized use of the Canadian Police Information Centre to access the
provincial motor-vehicle database was widely perceived as too small a
slap on the wrist, and indeed a complainant has appealed it. While other
“offenders” might be prosecuted under various sections of the Criminal
Code of Canada, this may not be enough to satisfy the public lust for
blood when a serious breach of the act occurs. I maintain a holding brief
on this matter as I await guidance from direct experience. I sense that the
public would like to know that there is a provision in the act to “punish”
someone when egregious breaches of confidentiality occur.33

The Primacy of Data-Protection Concerns

I argued in 1989 that privacy protectors should stick to their knitting and
avoid direct responsibility for the other information-policy issues of their
respective societies. The implication was that they should avoid issues not
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related to controlling surveillance of the population and emphasize the
protection of individual human rights.34 The pressures to meddle in
broad issues of information policy are indeed great, especially as the “in-
formation highway” debate rolls along and especially for an individual
who is both an information commissioner and a privacy commissioner.
As I have said above, I am aware of the limits of what my office can ac-
complish with the resources that we can legitimately expect society to en-
trust to us. What I have done is establish working relationships with
others charged with such matters as promoting computer security, includ-
ing people in the office of the province’s new Chief Information Officer. I
very much welcome the fact that the Chief Information Officer has as-
sumed overall responsibility for the province’s information policy. I like to
be kept informed of important developments affecting information policy,
but there are limits to what I can do to shape them. On the other hand, I
prepared submissions on privacy issues to the Industry Canada task force
on the information highway and to similar deliberations on the same topic
by the Canadian Radio-television and Telecommunications Commission.

Since I have accepted working in a system where access to informa-
tion and privacy protection are combined in the same act, what more
could I try to do in the area of information policy? The real burdens of
trying to do the former relatively well speak volumes for a policy of non-
expansionism for officials with responsibilities like mine.

Complaints, Audits, and Access Rights

The section on this subject in my book presented some conclusions
about the conduct of the actual core activities of data-protection agen-
cies. My skepticism about the centrality of complaints as a guide to im-
plementation has been borne out in British Columbia. Complaints are
indeed a “safety valve” for an aggrieved public (usually the person who
thinks he or she has been negatively affected) and do help to set priori-
ties for audits or inspections by my office.35 The latter point is especially
relevant for complaints from interest groups such as the BC Civil
Liberties Association. Its complaint about drug testing by the BC Racing
Commission gave me an opportunity to visit a harness track and to pre-
pare a report on drug testing in this tiny part of the public sector.
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It is easy for persons who have been subject to government action,
such as removal from office, to complain to my office that their privacy
has been invaded, since information about them was allegedly used in an
unauthorized fashion. In such a case, my portfolio officers investigate and
prepare a report, which is released to the individual. There are com-
plainants who seek government benefits but do not wish the authorities
to hold or use personal information about them. My sense is that my col-
leagues do a fair bit of explanation of the facts of life to such individuals.
I had certainly not anticipated the number of difficult clients that would
find their way to a “helping” organization such as my own; university
students are quite a compliant lot in comparison.

I must also admit that the Freedom of Information and Protection of
Privacy Act was drafted in such a way that public bodies, including law-
enforcement agencies and those who can claim to be engaged in a 
law-enforcement matter, enjoy considerable latitude in using personal in-
formation for purposes perceived as legitimate. This is a matter that we
will have to review in detail in preparing submissions for the legislative
review of the act. The public service, including municipal police forces,
were not guileless in the shaping of the legislation.

My sense is that complaints to my office in British Columbia have not
yet produced the systemic results that I would hope for from such a
mechanism for redressing grievances. We have had much more systemic
success from our eight investigative reports as a result of incidents that
have occurred or, in fact, complaints. Incidentally, our frequent practice in
the latter regard is to rely on separate investigative reports prepared by
public bodies themselves, such as the Ministry of Health or a hospital,
when privacy disasters occur. This has the particular benefit of preserving
our human resources for essential activities and permitting us to audit the
auditors.

I have always been an admirer of the conduct of audits or inspections
by the German federal and state data-protection offices and the Privacy
Commissioner of Canada for the pursuit of statutory objectives: “Audits
are crucial to an activist, aggressive stance; . . . it is necessary to create an
atmosphere of prior restraint for prospective privacy offenders.”36 I am
especially interested in on-site inspections, which I have come to describe
by the more neutral term “site visits.” My most significant contribution
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in 1992 to the shaping of the BC Freedom of Information and Protection
of Privacy Act was to urge, successfully, the inclusion of authority for the
commissioner to “conduct investigations and audits to ensure compliance
with any provision of this Act” (Section 42(1)(a)).

My site visits are a form of consciousness raising among public bodies.
I have been to many prisons, an adolescent detention center, Correctional
Services, hospitals, and municipal police forces, city halls, local Human
Resources offices, psychiatric and counseling offices, universities and col-
leges, and public health departments. My colleague who paves the way
for site visits has to engage in quiet diplomacy, since the initial reaction to
a proposed inspection is not always welcoming. I meet with the head of
the public body or office, the persons with direct responsibility for com-
pliance with the act, and senior management. Whenever possible, I give a
talk about the act to a gathering of the staff, and I answer questions. This
has been a particular characteristic of my visit to hospitals, an area that I
am very concerned about in terms of promoting fair information prac-
tices. I always do a walkabout to visit representative parts of the opera-
tion. I sample printed and electronic records, review what is accessible
from staff computers, and ask questions of individual staff as I encounter
them, whether in personnel offices or in the workstations of head nurses.
I have the authority to look at any records held by a public body. Many
small problems tend to come to the surface during my visits, and these are
often easily remedied. I believe that I have especially reinforced the roles
of those with delegated responsibilities for implementation of the act—the
agents on the spot, so to speak. My visits also have a ripple effect, by
word of mouth, among similar public bodies.

The reality is, however, that I have relatively little time to spend on site
visits, if I am going to keep up with my case load of decision making. The
portfolio officers from my office are often in the field mediating specific
cases, and I have encouraged them to contribute to the conduct and im-
pact of site visits. They too offer advice on the spot and suggest improve-
ments. I intend to avoid the illusion of data protection by repeating site
visits to public bodies that appear to warrant them.

Despite the efforts of my learned colleagues among privacy advocates
to persuade me otherwise, my direct experience has reinforced the skepti-
cism I expressed in my book about the importance of access and correc-
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tion rights.37 I am delighted that the Ministry of Children and Family
Services has given out more than a million pages of records to thousands
of applicants who want to learn the histories of their lives as children in
care or as adoptees. That is a direct, consequential benefit of the act with
enormous significance for individual lives. I believe, intuitively, that
knowledge that a person may access information about him or her
recorded by a public body engenders appropriate prudence and cautious-
ness among those who create and compile such records in the first place.
For the large ministries that collect a lot of personal information, the
Portfolio Officers on my staff mediate a considerable number of individ-
ual requests for access to personal information. Thus, I have rarely had to
deal directly with a denial of access to personal information. We are also
very involved in ensuring access to general information held by public
bodies.

Monitoring Surveillance Technology

I advocated a special role for data-protection agencies in monitoring de-
velopments in information technology at a time when personal computers
were not yet ubiquitous. In my 1989 book I wrote: “For either a well-
meaning or a malevolent regime, there are no technical limits to electronic
surveillance and social control at the present time.”38 The situation can
only be viewed as having worsened since I wrote those words, and one
fears that it will continue to deteriorate despite the best efforts of data pro-
tectors. Technological imperatives are increasingly harnessed to govern-
ment’s goals of reducing costs, avoiding fraud, and improving efficiency.

One can today only acknowledge “the continued and voracious expan-
sion of the public and private sectors’ appetite for more and more refined
and integrated personal data at the expense of personal space and individ-
ual autonomy.”39 I am more aware of this in the private sector than in the
public sector. My sense is that the public sector has not been able to afford
the software and data-matching resources for personal information that
have been marshalled by direct marketers (especially in the United States).

We are making an effort in British Columbia to reach the “specialists
in informatics” who can “mobilize technological expertise for protective
purposes.”40 But I do not have such specialists on my staff, nor could I
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justify such expenditures.41 I am fortunate to have on my staff a few peo-
ple with systems backgrounds and considerable interest in applications
and developments in technology. I rely on their antennae and networks to
keep me informed on relevant issues. The government operates various
fiber-optic networks across the province, which means that we need not
worry too much about the security of data being transmitted across the
network. But the government’s recent decision to disband the BC Systems
Corporation, which ran those operations, might have had detrimental ef-
fects if its security specialists, a team of approximately a dozen, were not
kept intact within the Office of the Chief Information Officer.

In 1989 I raised the issue of data protectors’ functioning as legitimizers
of new forms of technology.42 This issue continues to concern me. When
the Ministry of Health asked for my advice about the Pharmanet pre-
scription profile system, which it was fully determined to implement in
any event, I insisted that everyone required to participate in the program
(i.e., anyone wanting any prescription filled) should have the option of a
password. When I finally needed to join Pharmanet myself, I learned that
I was the first one to ever ask for a password at a certain busy pharmacy;
the staff had to consult a manual to learn how to give me one. I fear that
most participants have no idea that it is even possible to get a password
with which to control access to their own prescription records.

We are having modest success in British Columbia in promoting the
preparation of privacy impact assessments by public bodies introduc-
ing new forms of technology and new or significantly altered personal-
information systems.43 The Ministry of Health is a leader in this. When a
proposal of this sort reaches my office with an accompanying impact
statement, it is a considerable blessing from every perspective, including
the protection of human rights, because the proponents have already
thought about fair information practices at the design stage of whatever
they are contemplating. We do not have the resources to prepare similar
documentation except under duress in the course of crisis management.

Strengthening Data-Protection Legislation

My office is preoccupied with its assigned tasks every day. For this rea-
son, opportunities to look around and remember the big picture are built
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into our work program. The professional members of the staff periodi-
cally go on one-day retreats. We regularly hold all-staff luncheons, at
which a number of talented privacy specialists have spoken. And in 1996
we co-sponsored an international conference in Victoria on the theme of
Visions of Privacy for the 21st Century.

Since the BC Freedom of Information and Protection of Privacy Act is
typically general, we are encouraging public bodies to incorporate spe-
cialized fair information practices into revised legislation or regulations
dealing with specialized activities.44 I believe strongly that general princi-
ples should be incorporated in sectoral legislation, over time, as it is re-
vised, so long as the privacy commissioner continues to have oversight of
its detailed functioning.

A related matter is our ongoing effort to require privacy codes to be in
place for those who collect or receive personal information on behalf of
public bodies. Thus I am encouraging the Insurance Corporation of
British Columbia to require a privacy code for its Autoplan agents, who
insure all motor vehicles in the province. I am also concerned with ensur-
ing that the thousands of service providers and contractors for the
Ministry of Health and the Ministry of Children and Family Services im-
plement fair information practices as required by the Freedom of
Information and Protection of Privacy Act. The 1996 Model Privacy
Code of the Canadian Standards Association is an ideal vehicle for addi-
tional self-regulation.

What remains problematic in British Columbia, despite the European
Union’s 1995 Directive on Data Protection, is an effort to extend data pro-
tection to the private sector. I still optimistically believe that the situation
will change in the next several years, but I have to admit that my written
and oral efforts to stimulate discussion of the matter have fallen on deaf
ears to date.45 The fact that Quebec became the first jurisdiction in North
America to so legislate is, of course, encouraging. I wrote in 1989 that
“statutory data protection is also essential for the private sector,” and that
“the long-term goal must be to ensure individual rights in all spheres of
human existence.” It was not practical to lobby the BC government on this
score while the Freedom of Information and Protection of Privacy Act was
being implemented in three tiers over three years; however, the reelection
of the New Democratic government in 1996 presents new opportunities.
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The Freedom of Information and Protection of Privacy Act is quite pro-
gressive, even by Canadian standards. It now extends to 33 self-governing
bodies of professions or occupations, including the College of Physicians
and Surgeons and the Law Society of British Columbia. I hope to encour-
age self-governing professional bodies to promote self-regulation among
their members via privacy codes. I am also encouraging a review of the
adequacy for the next century of the provisions respecting privacy in the
BC Credit Reporting Act.

Toward the Future

In 1989 I boldly asked what data-protection authorities would look like
by the year 2000, which seemed far enough in the future that I would not
have to face the consequences of what I wrote. I did not anticipate that I
too would be in part responsible for that future vision, since my term
ends in 1999. I raised the prospect that we would be perceived as “a
rather quaint, failed effort to cope with an overpowering technological
tide,” and I said it was self-evident that “data protection agencies will
have to be vigilant, articulate, and resourceful in fashioning acceptable so-
lutions in the public interest.”46 Although I believe that my office has
been vigilant and resourceful to date, I am less inclined now to draw an
optimistic conclusion than I was in 1989, because of the ongoing explo-
sion of the digital economy and online Internet services.
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