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SUMMARY

Summary

European policymakers have made explicit commitments to
strengthening Europe’s digital sovereignty, especially where
dependencies affect security. Europe clearly has its strengths,
but there is a significant opportunity for targeted interventions
to secure Europe's core digital capabilities for the future.
Bolstering its technological capabilities could serve not only
Europe, but also the transatlantic partnership.

Policymakers on both sides of the Atlantic are taking steps to advance
cooperation on issues of technology. However, Europe needs to ensure
potential weaknesses in certain technological areas do not dampen growth
or create dependencies in defense, intelligence, and national security.

To understand how Europe can achieve this, a clear-eyed view of its key
domestic digital capabilities is required. These capabilities can be summarized
to be in five areas: connectivity, data gathering and integration, data storage
and processing, analytics and artificial intelligence (AI), and cybersecurity.
Europe has strengths in some of the technologies critical to these capabilities,
and has the opportunity to accelerate the pace of innovation, commercializa-
tion, and adoption in others.

If Europe shows deficiencies on core capabilities, significant risks to trans-
atlantic security and the common digital agenda of the transatlantic partner-
ship might emerge. It is in the partnership’s interest that Europe remains
capable of building secure supply chains, achieving data interoperability in
intelligence, cooperating on cybersecurity, and enabling joint NATO military
operations. Europe could benefit from promoting the commercialization of
research, using the security sector as a catalyst for innovation, and leveraging
European cooperation in procurement, data sharing, and ambitious com-
mon projects.
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“European freedom of

action requires economic
and digital sovereignty.

It is Europe’s job to define
the framework for regu-
lation that it imposes on
itself, for it is a matter of
protecting the individual
freedoms and economic
data of our companies,
which are at the core of
our sovereignty, and of
our concrete operational

capacity to act
autonomously.”

Emmanuel Macron,

French President, Speech on
the Defense and Deterrence
Strategy, February 7, 2020

UPDATE REQUIRED

Update Required — European Digital
Sovereignty and the Transatlantic
Partnership

As digital technologies become increasingly important in government, industry,
and daily life, Europeans are becoming more concerned about their reliance on
foreign technology providers. Many believe their governments are doing too
little to protect them from a loss of control in the digital world.! In a survey of
more than 6,000 Europeans in six countries commissioned by the Munich
Security Conference, 50 percent of respondents agreed that their country is too
dependent on digital technologies from the United States; 54 percent thought
the same about technology from China.

More than four in ten respondents said they expected European technology
to fall behind that of China and the US over the next ten years; only one-third
believe Europe will be on par, and six percent think Europe will take the lead.?
A survey for the recent Munich Security Report 2021 shows that, around the
world, including in Europe, the vast majority of people believe the US and China
will be the leading tech powers in 50 years’ time, not the European Union.*

This idea does not sit comfortably with citizens, who clearly prefer some con-
trol and thus sovereignty in their digital affairs. They worry that their coun-
tries have become too dependent on foreign digital technologies.5 At the same
time, only 13 percent of Europeans today believe their data is in safe hands with
the US government, and nine percent with China’s government.®

Consequently, “digital sovereignty” has emerged as a strategic priority
among European policymakers — at both the European and the national level.”
While there is a range of competing definitions and alternative concepts,
digital sovereignty can be understood as a state’s ability to make decisions
and act in a self-determined manner in the digital space.®

On the one hand, this concerns the demand side of digital technology -
how it is procured and used.’ This includes the EU’s central measure on
data privacy, the General Data Protection Regulation and flagship initiatives
such as the Digital Services Act and the Digital Markets Act.!® Another
example is the “European Strategy for Data,” put forward by the European
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“In the face of growing
tensions between the
United States and China,
Europe will not be a
mere bystander, let
alone a battleground. It
is time to take our desti-
ny into our own hands.
This also means identify-
ing and investing in the
digital technologies that
will underpin our sover-
eignty and our industrial
future*4

Thierry Breton, EU Commis-
sioner for Internal Market,
Speech at Hannover Messe
Digital Days, July 15, 2020

“Digital Sovereignty gives
trust and security for our
citizens, it’s important to
develop it in cooperation
with our Western values-
based partners, like the
United States.”

Nicola Beer, Vice President
of the European Parliament,
MSC Technology Roundtable,
July 6, 2021

UPDATE REQUIRED

Commission in 2020, aimed at improving the use of data in the EU and
tackling major roadblocks for the vision of a common European data space,
such as fragmentation between member states.!'In April 2021, the EU pro-
posed an “Artificial Intelligence Act” with a comprehensive regulatory
structure for a range of Al use cases.!?

Now, on the other hand, concerns about the strength of the European private
tech sector — the supply side of technology - are also front and center. A new
focus on industrial policy emerged with initiatives such as the “Franco-German
Manifesto for a European Industrial Policy Fit for the 21st Century”, the pro-
vision of 7.5 billion euros for supercomputing, artificial intelligence, cyber-
security, advanced digital skills as well as the setup of Digital Innovation
Hubs under the Digital Europe Programme. Most recently, the European
Commission’s Digital Compass set out concrete industrial targets, including not
just the adoption and availability of technology, but also, for example, a doubling
of the EU’s share in the global production of cutting-edge semiconductors.!

Increasing cooperation on technology has been a key item on the transatlantic
agenda, including setting governance standards for the internet, data, and
digital technology - a long-held and shared ambition.”” After US President
Joe Biden and European leaders expressed their ambitions for a renewal of
the transatlantic partnership at the MSC Special Edition on February 19, 2021,
steps are now being taken toward closer alignment on an expanding range of
issues, most notably with the recent establishment of the high-level US-EU
Trade and Technology Council.®® Issues in focus include the introduction of
a digital tax, competition policy, and rules for sharing personal data, but
increasingly also close cooperation on technology and security.’” Indeed, the
established transatlantic collaboration on security matters has put the issues
of the security of supply chains, data interoperability and sharing in intelligence,
aswell as cooperation in cybersecurity high on the common digital agenda.?®
Joint operations with technologically advanced forces within NATO are likely
to require institutional, procedural, and technical solutions that allow for
interoperability and data sharing on a massive scale.!
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- A Framework for Digital Sovereignty
,“‘/': i To understand how Europe can position itself and gauge what European digi-
= b v. tal sovereignty might mean for the transatlantic partnership, a clear view of
‘ ’ Europe’s digital technology landscape is needed, especially as it relates to
security.
“Europe and North America
need to continue to To be digitally sovereign — that is, to make decisions and act in a self-determined
stand together in the manner in the digital space - Europe requires reliable access to key capabilities,

face of increased global
competition. Economi-
cally, militarily, and
technologically.”?

either by owning them through European companies and infrastructure or by
procuring them from trustworthy partners.? Five key capabilities (see Figure 1)
reflect the key process that cuts across digital technologies: the flow of data -
how data is transferred, gathered and integrated, stored and processed before

Jens Stoltenberg, Secretary it is put to use through analytics and Al while its integrity and security are

General of NATO, MSC 2020, .
February 15, 2020 ensured through cybersecurity measures at each step.

Figure 1
A capability-based framework for digital sovereignty

Connectivity

The ability to safely and securely transfer large data sets
between organizations, people, and devices
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Data gathering and integration
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The ability to gather and integrate large amounts
of data

Data storage and processing

The ability to safely store large data sets, ensure
adequate capacity, and provide the required
computational power and cloud software for processing

Core
capabilities

Analytics and Al

The ability to draw conclusions from data or
take action based on data using algorithms and
artificial intelligence

Cybersecurity

The ability to protect machines and their data from malicious attacks,
such as unauthorized access, tampering, and sabotage

Illustration: Munich Security Conference
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“Europe is going digital,
right now, as we speak.
Yet, | am convinced that
Europe is still punching
well below its weight [...].
Our investment in other
fields still lags behind
the US and China.”*6

Ursula von der Leyen, Presi-
dent of the European Com-
mission, Masters of Digital
2021 Event, February 4, 2021

UPDATE REQUIRED

Analyzing selected technologies that are critical for each capability can
help identify priorities for Europe's own supply of digital technologies.
Considering technologies at different levels of maturity provides a com-
prehensive perspective of Europe’s capabilities and how it will fare in
technologies where large-scale commercialization and adoption have only
just begun (see Figure 2).

This touches on another key aspect of digital sovereignty: the technologies
in question are constantly changing. Connectivity, for example, requires
industrial and technological resources for a range of technologies at dif-
ferent stages, like terrestrial 5G and constellations of satellites, along with
undersea cables and other connectivity-related technologies.?* Technologies
are emerging and evolving at a rapid pace, and startups as well as agile
corporations are commercializing them before they are widely adopted.

Figure 2
Overview of Europe’s position in key technologies

@ Pioneering @ Positioned to lead Selected strengths Pursuing

Capability Technology Develop- Commer- Adoption
ment cialization
[8] Connectivity 5G network
LEO satellite

_constellations
9\1/ Data gathering  Sensors
A" and integration
loT platforms
[ Data storage Cloud computing

OO and processing
Semiconductors

‘and Alchips
101 Analytics Al health diagnostics
001 and Al

Autonomous

vehicles ...

@ Cyber-security  Encryption

Access and identity
management

Data and illustration: Munich Security Conference
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It is critical to assess Europe’s position in selected technologies, including a
range of indicators surrounding their development, commercialization,
and adoption.

Connectivity

The fifth generation of wireless networks, or 5G, will enable machine-to-machine
communication at a groundbreaking scale.?> With a broad range of applications,
the technology is considered a key enabler of Al cloud usage, and edge comput-
ing.?¢ For the military, SG could lead to improvements in the speed and fidelity
of transported information, especially in intelligence, surveillance, and recon-
naissance systems.?” The advance of 5G may have implications on secure
supply chains: several countries have restricted the provision of 5G network
equipment or services to suppliers that are deemed secure or trustworthy.®
The US “Clean Network” initiative, which aims to safeguard the nation’s
assets “from aggressive intrusions by malign actors,” has the support of 27 of
NATO’s 30 members,?* and the European Commission has asked member
states to diversify their purchasing strategies for 5G equipment.*°

Europe has historically been a leader in wireless connectivity and is
strong in development and market share.

While it is hard to isolate the 5G market, the overall global telecommunica-
tions network equipment market can give an indication of the market
structure: In 2020, European firms shared around more than one third of
the market, while Chinese companies owned about 40 percent, and with
Cisco the US had only a minor player accounting for roughly 5%.3 Europe’s
share of wireless connectivity comes largely from two legacy players: Erics-
son and Nokia. The EU is still relatively strong in the development of 5G
technology: together with the United Kingdom, European companies ac-
counted for 23 percent of 5G patents granted in 2018, compared to 20 per-
cent for China and 13 percent for the US.3?

However, only about five percent of all startups active in 5G network equipment
are based in the EU or UK, compared to 40 to 50 percent in China and the US,
respectively.®® Further, having been at the global forefront of 3G adoption from
2008 to 2012 and on into 2018 (see Figure 3), penetration rates are expected to
reach only 48 percent in the EU by 2025, if there are no strategic interventions,
compared to 80 percent in China and 73 percent in the US.34
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Figure 3
Adoption rate of selected wireless network technologies, 2008-25,
percent of connections*

® US @ China EU**

3G 4G 5G (projection)
100
80
60
/ 40
o 20
0 ‘,_,/ 0
2008 2012 2012 2018 2020 2025

*Share of active connections using the specified network technology
**EU and United Kingdom; Cyprus, Malta, and Luxembourg excluded
Data: Company reports from DB Research. Illustration: Munich Security Conference

Low earth orbit (LEO) satellite constellations are revolutionizing space-based
connectivity. These fast-moving networks of small, affordable, and resilient
satellites can provide an alternative to ground-based wireless networks and
current satellite-based connectivity. The highly reliable LEO constellations
are also key for military applications, especially in locations where other
communication channels are not available, such as the Arctic, or when
adversaries jam other means of connectivity.? The rise of space-based connec-
tivity has gained political attention, given its prospective impact on economies
and the military, and more broadly as part of a “new space race.”? Thierry
Breton, the EU’s Internal Market Commissioner, recently suggested that a
LEO constellation project should be Europe’s next priority in space after the
Galileo and Copernicus projects.” When the UK government acquired a major
stake in satellite firm OneWeb in 2020, Europe became home to one of the
major players in LEO constellations; the other two, SpaceX and Iridium, are
based in the US.38

Europe has an opportunity to begin developing its own major space-
based connectivity industry.
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However, other metrics suggest that Europe is now trailing in the develop-
ment, commercialization, and adoption of LEO-based connectivity:

58 percent of patents granted and pending relating to LEO satellite technology
stem from the US, with China accounting for 45 percent and the EU and UK
for only 18 percent.®® The US is also home to the largest share of startups
active in the LEO communications satellite space (see Figure 4). While US-
based companies had over 1,000 active LEO satellites in January 2021, the
EU together with the UK only had 112, and China trailed with a low two-digit
figure.*® The EU together with the UK, including OneWeb, had 112.

European policymakers have a range of options for future-proofing European
capabilities in connectivity. Firstly, these include continuing to support secure
open standards for disaggregated 5G networks.* Though it remains unclear
how much interoperability is achievable and what it might mean for performance
and security, technology-neutral standards could allow network technology
suppliers to work together more freely and thereby diversify the supplier land-
scape.*? They could serve as a major push for the European 5G startup eco-
system and make better use of Europe’s lead in 5G-related patents, realizing that
innovation in 5G comes from the collaboration of smaller and bigger players

Figure 4
Estimated LEO satellite startups and funding by region, 2020*

@® US @ China EU Rest of world

Startups active in field of LEO Capital invested in LEO communications
communications satellites, percent satellite startups, USD millions
550-650

45 50 700
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40
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30
3 400
20 300
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10 125-150 125-150 200

10
50-70 100
0 0

* Data retrieved in November 2020", has not been reviewed by PitchBook analysts

Data: PitchBook Inc. Illustration: Munich Security Conference
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in the ecosystem. Military and intelligence stakeholders could be involved in
these efforts, perhaps modeled on approaches of the US Department of Defense
such as its 5G Challenge to develop an open 5G ecosystem that can support
its missions.*? Secondly, policymakers could support the swift deployment
of base stations, especially along critical transportation corridors and urban
centers as, for example, envisioned by the Connecting Europe Facility 2.0
programme. As our analysis shows, slow adoption is Europe’s “Achilles heel”
in connectivity.* First steps could include speeding up the 5G rollout by
holding spectrum auctions earlier and on schedule, and by reducing prices.
More European countries should also consider aiming for lower prices in
spectrum auctions - like Finland and France - in exchange for faster rollout
or coverage in more remote areas.* Finally, a consortium selected by the
European Commission is already assessing the feasibility of a European LEO
constellation.*® The EU and its member states could increase their efforts to
build, own, and operate a LEO constellation, boosting development, com-
mercialization, and adoption across the entire European space ecosystem.

Data Gathering and Integration

Data gathering and integration transform observations about the real-world
environment, for instance through sensors, into digital data — and then turn
diverse types of data from many such sources into usable data sets. Smart
sensors combine sensing and computing abilities, making them a key tech-
nology for more efficient data gathering from smartphones over medical
devices to industrial robots. As miniaturized sensors proliferate, they will
yield unprecedented volumes of data and enable a myriad of new products
and applications. The defense sector is especially interested in innovation in
advanced sensors because of their high impact in military and security
domains.” China has made smart sensors a focus of industrial innovation as
part of its Made in China 2025 strategy.*® In 2019, the European Commission
published a report on the wide-ranging impact of the Internet of Things (IoT),
where connected sensors play an integral role.*

In smart sensors, Europe could slip from its good competitive position if
there is a lack of innovation.

11
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European companies are home to than a quarter of the worldwide market
for “traditional” sensors (see Figure 5).5° Estimates show that Western European
countries alone may spend roughly 428 billion US dollars on IoT hardware
modules and sensors between 2020 and 2025, roughly on par with China at
410 billion and well ahead of the US at 278 billion.

In terms of innovation and the development of smart sensors, which are
increasingly software-based rather than hardware-based, Europe is currently
providing eleven percent of patents filed in the smart sensor space.>? The startup
picture is similar, with one billion US dollars invested in sensor technology
startups in Europe in the past five years, half the amount invested in such
startups in China, and a small fraction of the eight billion invested in the US.5

The proliferation of smart, sensor-enabled, and connected devices that
make up the IoT creates another challenge: coordinating these devices to
actin concert and integrating the data they capture in ways that make it
easy to use in applications. IoT platforms are a key technology for solving
this conundrum. They form the “plumbing” for civil IoT projects such as
smart grids or smart cities and also have significant implications for the
military in the nexus of command, control, communications, computers,

Figure 5
Market share of the top ten sensor companies, 2018, percent

® US @ China EU/UK Rest of world

Traditional sensor companies Optical sensor companies**

14 -\\9
3

27

27
76

*Top ten companies account for 70% of the overall market
**Top ten companies account for 94% of the overall market

Data: IDC. Illustration: Munich Security Conference
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intelligence, surveillance, and reconnaissance. Political decision-makers
have been alerted to the centrality of IoT platforms for national security
and sovereignty as concerns arise over data platform providers from out-
side Europe serving European law enforcement agencies.

With few startups, low investment, and low market share, European
companies have yet to carve out a space in the market for IoT platforms.

About one in five - IoT platform startups are based in the EU or the UK.
On average, US-based startups receive almost 20 times more investment
than those based in the EU or UK.>*The overall market share of established
European companies paints a similar picture. An analysis of the top 20
IoT platform providers shows that vendors from the EU and the UK hold only
about a ten percent market share, while US-based providers command more
than half of the market.> US dominance in this field is another illustration of
the speed with which “hyperscalers” such as Amazon Web Services and Micro-
soft can corner the market on new technological solutions.

Across data gathering and integration, there are several options for strength-
ening Europe’s position. Governments could make more funding available for
smart sensors and IoT startups, for example under the new European Innova-
tion Council or similar national programmes, particularly those focused on
defense or intelligence use cases, to ensure these capabilities are available
from European suppliers and can drive innovation in other applications.
Another option for European governments is promoting cooperation between
publicly owned companies and European startups in sensor technology and
IoT platforms, for example to modernize public infrastructure. Europe could
also do more to ensure that European vendors can provide data integration
capabilities in the intelligence and security sectors. A good tool to achieve
this might be investing in overarching data integration platforms for the
military, as large contracts in this space can help build champions equipped
to deliver critical IoT platforms.>®

Data Storage and Processing

Data storage and processing are increasingly linked. Data is stored and pro-
cessed at the “edge,” that is, in individual, connected devices, or in the virtual
decentralized space of the cloud. In both cases, processing and storage capacity is
driven by continuous advances in the microchips that power all computing de-
vices. Cloud computing, the technology for storing and processing data in decen-
tralized cloud structures, is of significant strategic importance. It allows for

13
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easier scale-up, up-to-date security systems, and more flexibility in IT and busi-
ness applications. Its advantages also make it a prerequisite for more advanced

technologies, such as Al applications in civilian and military contexts. Its stra-
tegic importance is underscored by the adoption of dedicated cloud strategies,

such as the European Commission’s Cloud Strategy from 2019 and China’s

“The development of a inclusion of cloud computing in the “Internet Plus” component of its Made in
sovereign European data China 2025 strategy.>® Flagship initiatives such as the Franco-German push for
infrastructure is a key a European cloud service called GAIA-X have ignited public debates, but have

project for the competi-
tiveness and digital inno-
vative strength of our

economy and to fu-
ture-proof jobs in Ger- development or commercialization.

yet to demonstrate larger-scale innovation potential in practical applications.>

No European firm commands a significant share in the technology’s

many and Europe.”’

Europe’s is struggling to keep up with innovation and development. Five
Peter Altmaier, Federal Min-

ister for Economic Affairs percent of cloud computing patents granted between 2010 and 2020 origi-
and Energy, On the estab- nated in Europe, compared to about 50 percent in China and 30 percent in
lishment of GAIA-X AISBL, . . . .

September 15, 2020 the US.°° The sums invested in cloud computing startups in Europe amount

to around one percent of investments in US and Chinese startups.®

The barriers preventing European companies from advancing in the cloud
computing market are exacerbated by the market dominance of a few huge
non-European players, who lead in capital expenditure on cloud services (see
Figure 6). In 2019, US-based Amazon Web Services and Microsoft covered nearly
two-thirds of the market (see Figure 7). Europe’s adoption of cloud computing,
while slower, is not too far behind that of China and the US. In other words,
many European companies and the public sector rely heavily on US suppliers
for cloud-based IT infrastructure — and will do so for many years to come,
barring any major changes.

Microchips, or semiconductors, are the backbone of all computing in the
cloud and individual devices. Newer types of chips are application-specific
integrated circuits, such as AI chips, optimized to enhance hardware for AL
As these specialized chips become more marketable, they may become the
standard for systems across the spectrum of Al use cases. As disruptions in
the semiconductor industry have led to a global shortage, chips are increas-
ingly in focus for policymakers.%? Various investment programs have been
launched in recent years, such as the CHIPS for America Act, the Made in
China 2025 strategy, EU declarations on strengthening the semiconductor
sector, and calls for an alliance of European companies in the context of digital
sovereignty.® In the recent “U.S.-EU Summit Statement,” the transatlantic

14
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Figure 6

Major companies’ capital expenditure on cloud services, 2019 and
projection for 2021, USD billions
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Data: Company reports from DB Research. Illustration: Munich Security Conference

Figure 7
Global infrastructure as a service market share,* 2015 and 2019, percent
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partners declared semiconductors a shared priority, aiming to “rebalance
global supply chains [...] with a view to enhancing U.S. and EU respective
security of supply as well as capacity to design and produce the most powerful
and resource efficient semiconductors.”®*

Europe commands a notable share of almost all steps of the semiconductor
value chain.

The semiconductor industry is highly specialized and geographically
dispersed. US companies are represented across the board, but companies
around the world, including UK-based ARM Holdings and Dutch ASML,
also occupy important “choke points.”®s China, meanwhile, lacks several
capabilities in design and equipment.®® While European companies have a
presence in every section of the market (see Figure 8), particularly in domains
such as in larger automotive chips, Europe’s design and production capacity
is decreasing.”” And when it comes to the commercialization of specialized
chips, Europe's market share could drop if investments in startups are an

Figure 8

Share of sales in the semiconductor value chain by region,*
2018, percent

0% FEEEEE 75%

uUs Taiwan EU China Rest of
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*Regional market share figures have been selectively adjusted to reflect market presence of very small suppliers.
Data: Analysis based on Omdia, Capital IQ data and expert interviews. Illustration: Munich Security Conference
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indication: US and Chinese Al chip startups received the lion’s share of invest-
ment from 2015 to 2020 — around 1.5 billion US dollars in each country, com-
pared to only about 100 million for European startups.®®

With regard to cloud computing, Europe should consider promoting or protecting
existing homegrown capabilities that are otherwise at risk of being made obsolete
by foreign market leaders. Governments could continue to invest in large-scale
projects such as GAIA-X to make inroads into the cloud market — even though
the analysis suggests that there is no real alternative to incorporating US hyper-
scalers into GAIA-X - and, as computing becomes increasingly decentralized,
focus on promoting the development and deployment of edge computing capa-
bilities as envisioned by the EU’s Digital Compass. In addition to local hosting,
GAIA-X could focus more closely on security in the hardware supply chain.”

A major question is whether Europe should invest to close the gap to the cut-
ting edge of semiconductors. An alternative could be focusing on a growth
sector such as Al-specific chips, a market projected to double in size between
2020 and 2025.%°

Europe could preserve its manufacturing capabilities in the chip value chain
by creating more favorable conditions in the European market and regulating
foreign takeovers.” Europe could specifically focus on promoting new cutting-
edge (AI) chip design - including in fabless companies, R&D, and startups.’?
Europe could also direct funding to support development under open chip
design standards such as RISC-V. Promoting this could loosen European
companies’ reliance on established players,” but efforts should be coordinated
with the US, which is concerned that China will have more independence
under open standards.”™

Analytics and Al

Analytics and Al are algorithmic and statistical tools used to generate insights
or trigger actions based on data. Al is a general-purpose technology with many
different domain-specific applications and thus has disruptive potential as
far-reaching as that of electricity.” Al is already on the verge of disrupting
businesses and societies, questioning existing ways of operating, and paving
the way for new business models. Investment in AI has grown exponentially
in recent years. For Europe, the opportunity is immense: If Europe were to
scale up Al investments, it could add up to 2.7 trillion euros to its combined
GDP until 2030. If Europe improves on its assets and competencies sufficiently
to catch up with the US’ Al frontier, the potential could be even higher. GDP

17
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growth could accelerate by another 0.5 points a year, adding an extra 900 billion
euros to GDP and bringing the total potential “Al boost” to 3.6 trillion euros
by 2030.7® AI has many military use cases, from predictive maintenance to
creating new Al-enabled command and control chains.” Not surprisingly,

many governments see Al as a strategic priority. The final report of the US
“Where we are today with National Security Commission on Artificial Intelligence notes the substantial
Al is that we judge Amer-  challenge that Al poses to US technological leadership.” European and

ica still ahead, but China Chinese policymakers have published Al strategies with a similar tone.
[is] investing very heavily

and likely to catch up
very soon. We don’t say
what soon is, but my per-
sonal opinion, it is a few
years, not five years.”’® It is difficult to pin down Europe’s position in Al, given the technology’s wide

Europe has seen some success in lower-complexity Al use cases, such as
medical imaging, while more complex applications could prove challenging.

applicability. Two distinct applications can serve as analytical lenses: Al in
Eric Schmidt, Chair of the i . . . -
National Security Commis- healthcare with a focus on medical imaging, and autonomous driving.

sion on Artificial Intelligence,

CBS News, April 21, 2021 . . L. L. . .
Medical imaging is a key area for Al applications.® In this field, US companies

in the global medical imaging market had a share of 50 percent in 2019,
while Europe captured 23 percent.’2 Adoption rates have been low and slow
to grow, but this is set to change as the technology advances and the market
matures. European regulators have been on par with the US in approving
medical imaging applications for AI (see Figure 9). When it comes to Al
applications in the healthcare system more broadly, Europe has relatively
few startups and little investment in this space: only 17 Al startups in health-
care were based in the EU or the UK in 2020, compared with 26 in the US and
57 in China. On average, EU and UK startups received an average investment
of just 7 million US dollars from 2015 to 2020, compared with 16.7 million US
dollars in the US, and 5.4 million US dollars in China.$

The impact of Al is likely to be especially pronounced in individual mobility.
Research suggests that roughly 65 percent of vehicles sold in Europe could be
fully or partially automated by 2030.%* Technology that harnesses Al for
autonomous driving will have direct applications in the military, for example
by reducing the number of soldiers needed to run a convoy,® and can serve
as a proxy for capabilities in the broader space of autonomous systems.
Europe has a low number of autonomous driving startups and they have
only completed the early stages of funding (see Figure 10). Europe is home
to only three of the top 20 companies in terms of “autonomous miles between
disengagements” - a key metric that shows how far autonomous vehicles
can travel without human intervention.%¢

18
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Figure 9

Medical imaging Al applications approved by regulators, 2014-19,*
number of applications*
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Europe has a chance to lead in AL, which is critical in defense and intelligence.
Al on the edge and in the cloud will allow leaders in those technologies to
create entirely new ways of connecting many more, much more decentralized
systems into a large Al enabled command and control system. As such, total
spending on Al just in the Pentagon’s budget is already approaching one billion
US dollars this year alone — with year-on-year growth of around 50 percent in
that category.®” Policymakers have a range of options to strengthen Europe’s
position. They could direct more funding for innovation in national security
and defense toward complex Al applications to strengthen the startup ecosys-
tem in this field. Particularly in R&D and new technology development pro-
grams, such spending could be allocated to Al technology development to en-
sure that Europe can make sovereign decisions over how such uses of Al align
with its values, as defined in the recent proposal for a regulation on Al, for
example.®® What is more, investing in expanding the use of Al in the public
sector more broadly would provide growth opportunities in the wider Al eco-
system.®® Data is the key ingredient in Al applications. To help European sup-
pliers create complex Al applications that are interoperable across member
states’ militaries, European policymakers could build on the standardization
and cooperation in physical military mobility to enable the mobility of data
between European defense organizations as well as defense suppliers.”®

Cybersecurity

Cyberattacks and cybercrime are increasing worldwide.” The former head of
the US Justice Department’s national security division called 2020 “the
worst year ever when it comes to ransomware and related extortion events.””?
Many attacks are directed at critical infrastructure but also at government
agencies — making the “age of perpetual cyberconflict” a major national
security challenge.”® Cooperation on cybersecurity has long been a priority
of the transatlantic partnership — most recently reemphasized in the “US-EU
Summit Statement.”®* The EU’s position in cybersecurity and a detailed
perspective on two specific technologies — encryption and identity and
access management - that are central in the military’s use of data can shed
more light on Europe’s standing.’

In cybersecurity, Europe has strengths across important technologies as
well as throughout development, commercialization, and adoption.
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The growing relevance of cybersecurity is reflected by a growing industry, as
the cybersecurity market has been growing at about ten percent per year.*®
The US leads in the development of cybersecurity technology in terms of the
number of startups and the capital invested in them (see Figure 11). Europe
has a 20 percent share of global cybersecurity startups.

The picture is similar in encryption, a foundation of cybersecurity. It allows for
the secure endpoint transfer of data and thus enables secure communication -
critical in a wide range of military contexts, such as a recent US army effort
to secure communication with unmanned aircraft systems.’” Three times
more cryptography patents are filed in the US and five times more are filed
in China than in the EU and the UK combined.’® Commercialization seems
to follow this pattern: US startups received an average of around 200 million
to 240 million US dollars between 2015 and 2020, compared to 40 million to
50 million US dollars in Europe. Chinese companies, however, only received
five million to 15 million US dollars in this time period.”

This is also reflected by key indicators regarding another technology: access
and identity management. Across development, commercialization, and
adoption, the US is leading. US startups received on average around 70 million

Figure 11
Estimated cybersecurity startups and funding by region, 2020*

@® US @ China EU Rest of world

Number of startups active in the Capital invested in cybersecurity startups,
cybersecurity space, number USD millions
967 1,000 25
226
800 20
600 15
389 373 400 10
176 200 36 31 37 5
I 0 I 0

*Data retreived in November 2020, has not been reviewed by PitchBook analyst.

Data: PitchBook Inc. Illustration: Munich Security Conference

21



MUNICH SECURITY BRIEF 2021

“We are now witnessing
the fourth wave of inno-
vation, the deep tech,
this frontier between
science and innovation -
Europe is a leader in
science, it’s time to be
a leader in innovation.
And we have all the
assets for that”

Mariya Gabriel, European
Commissioner for Innovation,
Research, Culture, Education
and Youth, MSC Technology
Roundtable, July 6, 2021

“Digital Sovereignty
means that we in Europe
can make sure that our
values and principles are
respected by companies
that can come from all
over the world, but we
have our unique elements
of legislation in Europe.”

Andreas Schwab, Member of
the European Parliament,
MSC Technology Roundtable,
July 6, 2021
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US dollars each over the past five years, compared to roughly 25 million US
dollars for Chinese startups and only seven million US dollars for European
startups.°° Companies in the US command about 70 percent of the overall
market in identity management and digital trust software, with a domestic
market twice the size of Europe’s.’

Europe should take steps to strengthen its positions in development, commer-
cialization, and adoption. Member states could strengthen the cybersecurity
ecosystem by doubling down on efforts to strengthen the security of European
military organizations and their suppliers. They could own and operate their
own cryptographic keys on a national or EU level, strengthening cooperation
between encryption researchers and users in security and defense. And by
harmonizing identity and access management across the continent, European
countries could foster an ecosystem to help them use interoperable standards.

A Path to Digital Sovereignty in Service of Security

This analysis reveals a picture with many nuances. Europe has its strengths
in terms of available capital - human and financial. Its competitiveness var-
ies by technology maturity and relative use - from development over com-
mercialization to widespread adoption.

Most definitively, the analysis reveals a need for action on the supply side of
digital capabilities. Europe needs more domestic tech companies in all capa-
bility areas. This is especially true where the strength of European legacy
companies could wane if the pace of innovation, commercialization, and
adoption remains too slow. Europe’s traditional strengths in manufacturing
will not save the day if hardware becomes increasingly commoditized while
software emerges as an increasingly differentiating capability factor. Failing
to address these risks now could mean more difficult decisions down the
road as dependencies grow. Europe may not find suitable domestic providers
of critical technology solutions and may not have a wide range of trusted
partners or suppliers to choose from, with substantial implications for
its security.

These challenges present risks to the common digital agenda of the trans-
atlantic partnership: if the US and the EU are “to drive digital transformation
that spurs trade and investment, strengthens our technological and indus-
trial leadership, boosts innovation, and protects and promotes critical and
emerging technologies and infrastructure,” as put forward in the June 2021
US-EU Summit Statement, only a strong Europe will be able to contribute
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“In the European Union,
we are good at regulat-
ing our playground and
influencing other play-
grounds. But that’s not
enough. We want to see
our homegrown compa-
nies take root, grow, and
prosper into global
leaders.”*®

Charles Michel, President of
the European Council, Mas-
ters of Digital 2021 Event,
February 3, 2021
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meaningfully.’? It is in the partnership’s interest that Europe remains capable
of building its own secure supply chains, achieving data interoperability in
intelligence, cooperating in cybersecurity, and enabling joint NATO military
operations. The partnership will be stronger if Europe can continue to develop
technology, improve governance, and define its own alignment of technology
applications with European values. Europe’s partners around the world should
recognize that a Europe that is better equipped to meet the challenges posed
by technology will be a more reliable and capable partnetr.

Many regulatory priorities of the EU could already contribute to strengthening
the digital capabilities of Europe. Most notably, this includes the completion
of the Digital Single Market, but also transatlantic efforts such as cooperation
on strengthening legal certainty in transatlantic flows of data. Still, there is
aneed to develop ambitious, targeted interventions as laid out above, such
as accelerating the rollout of 5G through faster spectrum auctions, increasing
investment in military sensors, or building better European data sharing for
the development of military Al. These interventions should be based on a
clear understanding of critical technologies and risks as well as a willingness
to cooperate to pursue strategic priorities. What is more, European policy-
makers should act swiftly. The acceleration of technological progress requires
that decision-making on the European level matches this speed.

Europe is strong in many areas, such as in innovation, as measured in terms
of patents and startups, but it could do more in helping build new companies
that have the capability to deliver on the technology side. Policymakers
should turn their attention toward designing incentives for the creation and
scaling up of innovative companies that can take the existing input factors -
research, talent, and capital - and turn them into real capabilities. The role
of the EU and European national governments could be more so to define the
broad areas of need and create relevant incentives for European companies
to deliver innovative solutions, using the large-scale funding available in the
post-Covid-19 recovery programs. The European Commission has already
taken a bold step in that direction through the program Next Generation
EU, which explicitly earmarks at least 20% of its 750 billion Euro recovery
funds for projects supporting Europe’s digital transition. Now it is critical,
that these resources are used strategically. The instruments for doing so
are well established and range from competitions to targeted technology
development programs.
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To avoid developing technology without specific applications, the security
sector can act as a catalyst for innovation through existing and future multi-
national and European security programs, where more cooperation can create
larger scale through joint procurement or data sharing, most notably the
European Defense Fund. Further acceleration of European innovation could be
achieved by shifting defense budgets from legacy systems towards innovative
technologies. Europe should harness common projects in the areas of space,
intelligence, and defense to galvanize a new generation of technology entre-
preneurs who work to close the much-talked-about gap between research and
commercialization and scaling.

Many pressing dependencies in military contexts could be addressed by
shifting resources and attention to weaknesses and potential future choke
points, catalyzing growth in other areas. European countries can use
their combined weight by pooling technology procurement, incentivizing
cooperation among European companies, and sharing data. Across a range
of technologies, Europe should take bolder steps, such as investing in a
European LEO satellite constellation or similar programs for each of the
capability areas named in this report.

In today’s increasingly connected world, domestic digital capabilities are
a worthy goal. But cooperation will remain crucial. Sustainable prosperity
and security will not be possible without trustworthy and capable tech-
nological partners.
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Key Points

Europe has made progress in regulating the demand
side of digital technology — how technology is procured
and used - and is determined to further strengthen its
digital competitiveness.

Europe clearly has its technological strengths, but its
competitiveness varies by technology and the stage of
the innovation funnel. There is a significant opportunity
for targeted interventions that ensure Europe’s core
capabilities in the future.

If the challenges persist and Europe’s position weakens,
transatlantic security and the common digital agenda
of the transatlantic partnership could be at risk.

To strengthen European digital sovereignty, policy makers
should turn their attention towards designing incentives
for the creation and scaling up of innovative companies.
The instruments for doing so are well established and
range from competitions to targeted technology develop-
ment programs.

The security sector can act as a catalyst for innovation
through multinational and European security programs. In
this context, Europe would profit from ambitious common
projects in the area of space, intelligence, and defense.
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