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ABSTRACT
Arithmetic operators are extensively used in cryptographic protocols. While a protocol
using such operations may appear safe if semantic properties of these operations are
not used by an intruder, the protocol can become vulnerable otherwise. Several such
examples have been reported in the literature. The focus in this paper is on the modu-
lar exponentiation operator and its interaction with modular multiplication operators.
Unification algorithms for theories involving exponentiation and multiplication opera—
tions play an important role in state exploration based approaches for finding attacks.
This paper gives decidability results for unification problems for subtheories of expo—
nentiation. The first property considered is the simplification of exponentiation when
the exponent is an expression involving modular multiplication Θ. The second prop—
erty investigated is the simplification of exponentiation in which the base expression
is expressed using yet another modular multiplication *. Extensions of these theories
in which modular multiplication Θ is associative and/or commutative are investigated.
The approach used for developing unification algorithms is novel and hierarchical, in
the sense a unification algorithm for properties of the multiplication operator can be
employed as a plug—in into the inference rules for unification derived from equational
properties of exponentiation with multiplication operations. A table summarizing all
known results about theories of exponentiation is included as well.
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