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Abstract. Traceable Receipt-free Encryption (TREnc) has recently be-
en introduced as a verifiable public-key encryption primitive endowed
with a unique security model. In a nutshell, TREnc allows randomizing
ciphertexts in transit in order to remove any subliminal information up to
a public trace that ensures the non-malleability of the underlying plain-
text. A remarkable property of TREnc is the indistinguishability of the
randomization of chosen cipherterts against traceable chosen-ciphertext
attacks (TCCA). The main application lies in voting systems by allowing
voters to encrypt their votes, tracing whether a published ballot takes
their choices into account, and preventing them from proving how they
voted. While being a very promising primitive, the few existing TREnc
mechanisms solely rely on discrete-logarithm related assumptions mak-
ing them vulnerable to the well-known record-now/decrypt-later attack
in the wait of quantum computers.

We address this limitation by building the first TREnc whose privacy
withstands the advent of quantum adversaries in the future. To de-
sign our construction, we first generalize the original TREnc primitive
that is too restrictive to be easily compatible with built-in lattice-based
semantically-secure encryption. Our more flexible model keeps all the in-
gredients generically implying receipt-free voting. Our instantiation re-
lies on Ring Learning With Errors (RLWE) with pairing-based statistical
zero-knowledge simulation sound proofs from Groth-Sahai, and further
enjoys a public-coin common reference string removing the need of a
trusted setup.

1 Introduction

After its first definition in 2022 [DPP22], Traceable Receipt-free ENCryption
(TREnc) has moved from the initial theoretical construction to very recently a
more practical one [DPP24] removing the need for a trusted setup and offering
tighter reductions, along with a Rust implementation.

TREnc schemes come with a new privacy notion, Indinstinguishability under
Traceable Chosen Ciphertext Attacks (TCCA), which extends the more classical
CPA and CCA notions to one in which, with access to a decryption oracle, and
ciphertexts marked with a tag, the adversary chooses two ciphertexts with a
same tag in the challenge phase (instead of cleartexts in the usual notions), and
receives a randomization of one of them, for which she must guess the original



ciphertext. After receiving the challenge, she still has access to a decryption
oracle, but now only for ciphertexts with a tag different from the challenge one.

This unique feature makes it easier to design voting system with receipt-
freeness, where voters are unable to convince anyone how they voted as defined
in [CCFG16,DPP22]. Recently in [DPP24], the TREnc approach has been shown
to provide the shortest ballot size in verifiable receipt-free elections.

A Post-Quantum Security Tradeoff. Although the cryptographic techniques al-
lowing to build receipt-free voting systems became more and more practical,
the most efficient solutions solely rely on hard discrete-log (DLog) groups. This
situation is uncomfortable since an adversary who records all the communica-
tion between the talliers and the data available on the bulletin board during an
election today can keep this information until the advent of quantum computer
to break the privacy later. Even if [DPP22] provides a generic construction of
TREnc, it is not known how to instantiate all the building blocks without re-
lying on pairing-based tools whose security requires the hardness of computing
discrete logarithms.

As a first step toward designing an efficient post-quantum (PQ) receipt-free
election without trusted parameter generation, the current work provides the
first TREnc with public-coin parameters which whistands the above “harvest-
now, decrypt-later” attack in the sense that the resulting election scheme will
remain secure as long as it ends before the availability of a quantum computer.
Indeed, as building trustworthy post-quantum receipt-free eVoting remains very
challenging, we observe that it is enough to hide the message/vote using PQ
encryption scheme where it has to be computationally hidden only (since de-
cryption must still hold) and to rely on pre-quantum tools to provide all the
additional properties of the TREnc as long as they only carry message-related
information that are statistically hidden.

This observation even allows us to select well-understood tools whose security
relies on common standard assumptions. More precisely, we can encrypt the
message/vote with a lattice-based scheme with a module compatible with the
size of pairing-based groups, where we can adapt the existing SXDH-based tools
of previous TREnc constructions with the algebraic structure of the RLWE
ciphertext. As usual, SXDH means that DDH, the decisional Diffie-Hellman
assumption, holds in both source groups, and RLWE refers to the Ring version
of the decisional Learning With Error assumption. The reason why this approach
solves the “harvest-now, decrypt-later” issue is because it is sufficient that the
TREnc properties hold until the end of the election, after which no additional
decryption (query) will happen. From that point, the only remaining attack path
for the adversary will be to break the security of the PQ encryption.

We stress that this solution is not (fully) post-quantum since the pre-quantum
tools include zero-knowledge proofs whose soundness holds under DLog related
assumption which can be exploit by a quantum adversary to fake a verifiable ci-
phertext. Therefore, in the wait of new techniques to design efficient PQ receipt-
free voting systems, it is safer to replace pre-quantum TREnc by our new con-



struction. Such a priorization of security properties has already been done in
previous works (for example, in [BAPP23] for a Key-Encapsulation Mechanism).

Open Problems for a Totally Post-Quantum Solution. In the current knowledge,
building a TREnc requires at least two ingredients additionally to a randomiz-
able semantically-secure encryption with a linear structure: a (tag-based) ran-
domizable (simulation-sound) zero-knowledge (ZK) proof to ensure that cipher-
texts have been honestly computed, and a linearly-only homomorphic signature
scheme used to control the malleability of the ciphertexts, i.e., to prevent any-
thing beyond rerandomization, except in the security proof. More precisely, the
latter component leads to the traceability notion of the TREnc ciphertext, which
means that no efficient adversary (even knowing the decryption key) can mod-
ify the underlying plaintext and keep the same trace of an honestly computed
ciphertext while mainting its public verifiability. This security notion tells that
even the authorities of an election cannot modify the content of ballots computed
by honest voters from a TREnc.

The post-quantum literature provides solutions to linearly-only homomor-
phic signature for binary fields [BF11], or solutions with both additive and mul-
tiplicative homomorphism [GVW15]. Assuming restricting the homomorphism
be feasible, none of these constructions allow adapting one signature among two
and at the same time hiding which input signature has been modified. That is,
while these schemes could be adapted to comply with the traceability require-
ment of a TREnc, they would reveal which ciphertext has been randomized,
which prevents the TCCA notion to hold. Instead of trying to construct ad hoc
signatures with both properties, one may rely on additional ZK proof on the top
of them to confer this missing hiding property. However, it is unclear today how
one can build the appropriate efficient post-quantum proof system.

For the TCCA property, we need a (simulation-sound) ZK proof that also
enyoys a malleability property to follow the randomization of ciphertexts and the
hiding property explained above ensuring that we cannot detect the orinal proof
that has been modified (for a same tag). The lattice-based ZK proof [LNP22]
does not have all these properties nor [BS22]. The situation is even worse if
one would like the TREnc ciphertexts to ensure that plaintexts satisfy complex
relations as it is often the case in a voting application.

Simpler Simulation-Sound Proofs for TREnc. Our construction makes use of a
simpler simulation-sound proof technique than the one of [DPP24], which was
based on the Rafols branching technique on Groth-Sahai (GS) proofs [Rafl5].
Simulation-Sound proofs have the advantage of making the generation of proofs
of false statements hard for an attacker, even when she has received simulated
proofs for false statements of her choice, which will be important in the ciphertext
privacy security game, in which an attacker, even after receiving a ciphertext
with simulated proofs in the challenge phase, should not be able to generated
new simulated ciphertexts with the same trace, and ask for their decryption.
Simulation soundness through OR proofs was already exibited in [Gro06,
CKLM12], but with different security notions, in which these proofs were not



randomizable and were used in constructions with privacy notions in which plain-
texts are used as a challenge, rather than ciphertexts as in TCCA. Moreover,
in our construction, all proofs are associated to a tag; however, in the TCCA
security proof, the adversary may send as a challenge two ciphertexts associated
with a tag for which she has already queried a decryption (and this property
will be useful to attain receipt freeness in the subsequent voting scheme). This
means that the public key may not be programmed to embed the tag of the
challenge ciphertexts.

In [DPP24], the OR proofs are done by generating an additive share of a
Groth-Sahai Common Reference String (CRS), in which if the original CRS is
perfectly binding, then at least one of the shared CRSs is, resulting in proofs for
which the randomization, also redistributing these shares, are not conceptually
simple. Our simulation-sound proofs rely on a Linearly-Homomorphic Structure
Preserving signature scheme, already using in the rest of the protocol for tracing
properties, but now used in the OR proof, relying on the fact that signatures of
null vectors are trivial to generate, and signing either the original statement or
a tag-specific vector, in the case of simulated proofs.

Generalizing TREnc Security Notions. Our construction also generalizes the ini-
tial definitions of TREnc to a context in which the distribution of ciphertexts
changes after the entity in charge of granting the Traceable-Chosen Ciphertext
Attacks (TCCA) security by a redistribution of their randomness has handled
them; indeed, previous constructions from ElGamal ciphertexts did not raise
this question as the randomized ciphertexts followed the same noise distribution
as fresh ones, but updating the randomness of RLWE-based ciphertexts without
knowing their decryption key generally leads to an augmentation of their noise
levels; a process which is irreversible without using the bootstrapping techniques
requiring circular security that are implemented in Fully-Homomorphic Encryp-
tion schemes. In this line, we also stress the differences between the TCCA
notion and a Randomizability one in which the added noise would statistically
hide the old one (using noise flooding techniques, which is also achievable with
the construction described here). To achieve this, perfectly hiding GS proofs are
performed on all the bits used in the ciphertext construction and randomization,
also allowing a fine-grained control on the message space, and naturally the in-
clusion of the proof of any statement on the encrypted message, which is a new
functionality for TREnc constructions.

Our generalization of TREnc notions also requires a new definition of their
ciphertext privacy, as with distinct randomized and fresh ciphertexts spaces, it
is not directly implied by the TCCA-security anymore.

A Public-Coin CRS Generation. Finally, using GS proofs on group elements
committed using common-reference string elements drawn using public random-
ness, in the perfectly witness-indistinguishable mode of this proof system, allows
us to remove the need for a trusted setup, which may not be realistic in real-
life scenarios. As the current construction uses a public-coin perfectly witness-
indistinguishable Groth-Sahai common reference string, it generalizes the TREnc



notion of verifiability in a way in which, though the normal key derivation does
not allow the verification of ciphertexts being in the range of correct encryptions
and randomizations, there exists an indistinguishable key generation algorithm
which comes with a trapdoor allowing this verification; previous works exploited
particular cases in which the range could easily be verified, but this is not gen-
erally true, as captured by this more universal definition.

Technical Overview

Simulation-Sound Proofs from LHSP Signatures. One building-block of this
work’s construction is a new, statistically hiding, simulation-sound proof from
Linearly-Homomorphic Structure-Preserving (LHSP) signatures and Groth-Sahai
commitments, which is simpler than [DPP24]’s based on [Raf15], which required
a Groth-Sahai CRS randomization.

This new simulation-sound proof works in the following way: when setting up
the system, two group elements are selected using public-coin randomness, and
will be used as an LHSP scheme’s public key, as well as other group elements
that will be used as a Groth-Sahai common reference string (CRS), that will
perfectly hide committed group elements.

From there, to each proof is associated a tag 7, and a vector v, «— (G,7G),
where G is a public group generator, and an integer b multiplying the generator
G is committed using a Groth-Sahai perfectly witness-indistinguishable CRS.
Then, the proof statement will be of the following form, denoting Q(X,X) =
(1(X,X),...,q.(X, X)) = (0,...,0) the original statement on group elements
forming a solution in the variables (X, X), that is made simulation-sound with
our framework: “I know a signature on (1 — b)(G,7G) and b - Q(X,X%X) =
0,...,0).”.

It is trivial to sign a null vector with an LHSP signature scheme, whatever
the public key, so honest proofs will be made setting b < 1, and indeed prove
the knowledge of a solution to the system Q(X,X) = (0,...,0). However, simu-
lated proofs will use a perfectly indistinguishable CRS generation, in which the
simulator will keep an LHSP secret key with respect to the public key in the
CRS. With this key, she will be able to use b « 0 in the proof, signing v, while
proving a trivial statement (0,...,0) = (0,...,0) in the other part of the proof.
As LHSP signatures can only be reused to sign linear combinations of known
signed vectors, the adversary will not be able to reuse this simulated proof for
new tags, under the Symmetric eXternal Diffie-Hellman (SXDH) assumption,
making it simulation-sound.

Building a TREnc Scheme on Top of Lattice-Based Cipherterts. Randomizing
Learning With Errors (LWE) (or Ring-LWE) based ciphertexts generally intro-
duces a change in the distribution of their randomness with respect to fresh
ones; in fact, the randomness introduced should be carefully controlled, as when
it overlaps a threshold, it may change the result of the decryption. In this work,
the noise is decomposed into bits, used to perform a linear combination of public



elements to generate the ciphertexts; this linear encryption operation, and the
fact that committed witnesses are bits, are proven in the Groth-Sahai frame-
work, using vectors of group elements whose exponents are (R)LWE ciphertext
components, to be perfectly witness-indistinguishable and randomizable. This
also leads to a natural functionality allowing to additionally provide the system
with the proof of any kind of statement on the encrypted messages, which is a
new TREnc functionality that is relevant for voting applications.

Moreover, in previous TREnc constructions, the encryptor would sign several
vectors to allow the simulated proof to generate a signature for any ciphertext;
however, in our contruction, because of the noise growth in (R)LWE ciphertexts,
the additional rows would allow teh randomizer to change the ciphertext decryp-
tion. We thus resort to zero-knowledge proofs of a valid signature rather than
sending signatures in the clear, which allows the simulation to be performed for
the challenge ciphertext in the privacy security games. These signatures then
become directly simulatable.

2 Preliminaries

2.1 Notations

Vectors will be denoted with bold letters, such as v, and be vertical unless
stated otherwise. For v = (v1,...,v,), v[i] will denote v;. 0,, will denote the
vector of zeros of length n. e,; will denote the i-th vector of the canonical
basis of a vectorial space of dimension n: in short, the vector with zeros in
all coordinates but the i-th, which is equal to one. | will be used to denote
the concatenation of two vectors: for instance w|v will be the concatenation of
vectors u and v. u Qv = (u1vy, ..., u,v,) will denote the pointwise product of
vectors u = (uq,...,u,) and v = (vy,...,v,), and {u;v) their inner-product.
Matrices will generally be underlined, such as with M. The identity matrix of
dimension n will be denoted as Id,,.

Group elements will be denoted with capital letters. For G an element of an
additive group G of order ¢, uG will denote the vector (u1G,...,u,G) € G™.

A pairing setting (p,G,G,Gpe,G,Qﬁ) will describe two additive groups G
and G of order p, with G and & two respective generators, and a bilinear pairing
operation e : G x G - Gr going into the multiplicative group of order p Gr
generated by e(G, 8).

For any quotient ring R = Z4[X]/r(X), with r € Z4[X] of degree n, the
function poly : Zq — R will associate, to any v = (Vgy .+ Vp_1) € Ly, the
corresponding polynomial 37" v; X% € R.

Moreover, for any x in Zg, [x], will denote the (or a if there are two) smallest
representative of x in Z in absolute value.

For any integers a < b, [a;b] will denote the set: {z € Z|a < x < b}. Given a
finite set S, x <~ S will mean that 2 is sampled from the uniform distribution Us
on §. Given two distributions Dy and D;, and a Probabilistic Polynomial Time



(PPT) adversary A, her distinguishing advantage on these distributions will be
defined as: AdvZ*P" = |Pr g o fA@) =0} =Pr s {A(z) =0}
r<—Lg <L

IND-CPA security will be attained,
for a public-key encryption scheme
(KeyGen, Enc, Dec) with message space
M, when for any PPT adversary A =
(Ay, Az), A’s probability of winning
the security game defined in figure 1
(i. e., having it output 1), is negligibly
close to one half in the security param-

ExpG A (\):

(pk, sk) & KeyGen(1*)

(mo, mi, St) & Al(Pk)

b {0;1}

if mo ¢ M or m; ¢ M then return 0
c* & Enc(pk,msp), b & As(c*,st)

if b’ = b return 1, else return 0

eter .
Fig. 1. IND-CPA security experiment

2.2 Hard Problems

Our construction will rely on the hardness of classical cryptographic problems;
the Chosen Plaintext Attack (CPA) privacy of encrypted messages will rely on
the Learning With Errors (LWE) one, stated hereafter:

Definition 1 (The Learning With Errors (LWE) Average-Case Deci-
sion Assumption). states, with respect to q,n € N, and an error distribution
X, that the two following distributions are computationally hard to distinguish:

Dy = {(a,<a;s>+e) €L x Lgla,s &7 e ‘$—X}
Dy = {(a,b) € 7 x Zya & 23,0 £ 7,

this statement is expressed with respect to any Probabilistic Polynomial Time
(PPT) adversary A and security parameter X € N, as: Adv"YE(X) = negl()),
where /—\dvﬁ_LWE()\) denotes A’s advantage, when receiving an element of Dg for

B < {0;1}, in guessing the value of B.
and more precisely, on its cyclotomic ring variant:

Definition 2 (The Ring-LWE Average-Case Decision Assumption). states,
with respect to q, n € N, r € Z,[X] a cyclotomic polynomial of degree n, and an
error distribution x on R, where R «— Z4[X]/r(X), that the two following dis-
tributions are computationally hard to distinguish:

Dy = {(a,a-s+e)eR2|a,s<iR,e<$—X} Dy = {(a,b)eRQ\a,biR};

this statement is expressed with respect to any Probabilistic Polynomial Time
(PPT) adversary A and security parameter X\ € N, as: AdeIZ*RLWE()\) = negl(\),
where AdvffRLWE()\) denotes A’s advantage, when receiving an element of Dy

for b & {0;1}, in guessing the value of b.

The Traceability and Traceable Chosen Ciphertext Attack (TCCA) security
of the scheme will rely on the SXDH assumption, presented hereafter:



Definition 3 (The Decisional Diffie-Hellman (DDH) Assumption). states,
with respect to a group (G, +) of prime order p, that given one of its generators,
G, the two following distributions are computationally hard to distinguish:

Do = {(aG, bG, abG)|a, b & Z,,} Dy = {(aG, bG, ¢G)|a, b, ¢ & zp} :

this statement is expressed with respect to any PPT adversary A and security
parameter A € N, as: Ade‘DH’G()\) = negl(A), where AdetDH’G(/\) denotes A’s

advantage, when receiving an element of Dy, for b < {0;1}, in guessing the value

of b.

Definition 4 (The Symmetric eXternal Diffie-Hellman (SXDH) As-
sumption). states, with respect to two additive groups of primer order p, G
and G, and a bilinear pairing operation e : G X G — Gr mapping elements
into the multiplicative group Gt of order p, the DDH assumption is true both in
G and in @,‘ this statement is expressed with respect to any PPT adversary A

and security parameter A € N, as: Adv O™ (\) = negl(\), where Advi oM (\) =

max{Advo°" € (\), AdvOPHE (M)}

Finally, the TCCA security will also rely on the resistance of hash functions
against collisions, a property stated here:

Definition 5 (Collision Resistance). A family of functions Fj, = {hy, : {0;1}"*)
— {0; 1} lists collision-resistant hash functions if for any k, n(k) = m(k),
and there exists a PPT algorithm Sampl outputting, on input a security param-
eter A € N, hy in the family, such that for any PPT adversary A:

hy, < Sampl(1*)

Pr<{z N{hi(x) =h
{{ # y} 0 {he(2) = hi(y)} (o) & Ah 1)

} < negl(A).

2.3 An RLWE-Based Ciphertext Instantiation

A simple example of such a scheme would be, stating with the FV scheme [FV12]
with multiplicative depth zero, defining the plaintext space Ry = Z[X]/(X"™+1),
with n a power of two, and the ciphertext space RZ with R, = Z,[X]/(X™ +1),
o €]0;1[ a noise parameter, A — |¢/t|, and I' = (q,t,n,0) the parameter set.
Xs will denote the gaussian distribution on R, with standard deviation s.
KeyGen(1*,I') — (sk,pk): samples a < R, and s < Ly,
samples e < x,, sets: (p,p’) < ([—(a-s+e€)],a) € R2, pk — (p,p’, 4,0)
and sk < s, and returns (sk, pk).

sets s « polg_(s),

Encok(m) — (c,c’): samples ej,ea < x,, u € {0;1}7, sets u « polg, (u), and
returns: (c,c’) < ([p-u+e1+A-[m]]q, [p’-u+ez]y). The gaussian distribution
Xo Mmay also be given as an optional argument to the encryption function.

Decs((c,c’)) — m: computes: d « [c + s -], and returns: m « [|d/A]];.



The ciphertexts in this scheme can be added with linear homorphism, up to a
a

certain bound. For any & in Z,, [z], will denote its representative in [—[£]; [ 2]],
when applied to a vector it will denote the operation applied to each of its
components, and for any x in R, [x], will denote the representative of x reduced
by the quotient polynomial (X™ + 1 in our case) of R, with coefficients in
[=151:5]1-

In [FV12], the authors show that this scheme grants semantic security from
RLWE, even if s is drawn from {0; 1}" rather than over Z optimizing the size
of the secret key [ACPS09, LPR10]. The statistical correctness in also shown

in [FV12].

2.4 Linearly-Homomorphic Structure-Preserving Signatures

These signatures consist of two group elements signing a vector with components
in the same group (first primitives stemming from [AFG*10,AHO10]), with the
additional property (from [LPJY14]) that a linear combination of signatures
will yield a signature on the corresponding linear combination of vectors. The
algorithms of such an LHSP scheme are recalled hereafter:

KeyGen(pp,n) — (pk,sk): on input the public parameters pp describing additive
groups of primer order p, G and (G, generators ® and $) of (G, and a bilinear
pairing operation e : G x G - Gr mapping elements into the multiplicative
group Gr of order p, and the vector length n € N (of polynomial size), this
algorithm draws X1, ... Xn, Y1s---»7n < Zy, sets, for each index ¢ in [1;n],
B; «— xi® + 79, and then the secret key to: sk < (((Xi,7:))ie[1;n]: PP), and
the public key to pk < ((&1,...,8,), pp), finally outputting: (pk, sk).

Sign(sk, (M, ..., M,)) — o: on input sk parsed as an output of KeyGen and
(My,...,M,) € G", the algorithm sets and returns: o « (X, Xs) « (3,
XiMi, Yy viM;).

SignDer(pk, (w;)™, (o;)™ ) — o: on input pk parsed as an output of KeyGen,
(W1, -+, wm) € Zy', for a natural m, and the o;’s parsed as outputs of Sign,
this algorithm derives a signature on the linear combination with weights w;
of vectors they sign by outputting: o « (X1, X)) « D" w;o;.

Ver(pk, o, (M1, ..., M,)) — b: parsing pk as a corresponding output of KeyGen,
o = (X1,X2) as an output of Sign, the algorithm outputs b < 1 if and only
if: (X1, ®)e(X2,9) =[], e(M;, &;); else, it outputs b « 0.

2.5 The Groth Sahai Proof System

Provided by Groth and Sahai’s seminal work in [GSO08], this proof system, in
a commit and prove framework, allows the randomization of commitments and
proofs. Furthermore, it grants witness-indistinguishable proofs of quadratic rela-
tions (on scalars, groups elements, or a mix of both, in a pairing setting), and can
be used in two indistinguishable modes, one of which leads to perfectly binding
and the other to perfectly witness-indistinguishable proofs.



In this work, Groth-Sahai (GS) algorithms will be used with a public-coin
generation in the perfectly witness-indistinguishable case for the commitment of
group elements. They are presented in the case of proofs on group elements in
Appendix A.

3 Generalizing TREnc

In our construction, the use of lattice-based ciphertexts implies that their ran-
domized version will not have the same noise distribution as their fresh coun-
terparts. In previous TREnc constructions, they did, and the TCCA security
thus implied privacy of fresh ciphertexts with a weak CCA notion (of CCA se-
curity for ciphertexts with an adversarially-chosen tag). This is not the case for
the current constructions, and as a consequence, we had to generalize previous
TREnc security notions.

Moreover, we underline that the TREnc randomization notion does not need
to redistribute ciphertexts’ randomness in the whole randomness space, and not
even in an exponentially bigger space as the one of fresh ciphertexts, as in usual
noise flooding approaches that seek to mask all the noise information to a lattice
ciphertext decryptor. In a TREnc scheme, randomization may be done with a
simple addition of a fresh encryption of zero, under (R)LWE.

Additionally, in Traceability and Verifiability security notions, the adversary
is provided with the secret-key, as these security notions should hold even against
authorities in a voting system, in order to ensure the correctness of the results
with respect to participants’ intentions.

Definition 6 (Traceable Receipt-Free Encryption, extension of [DPP22]).
A Traceable Receipt-Free Encryption scheme (TREnc) is a public key encryption
scheme (Gen, Enc, Dec) augmented with a triple of algorithms (Trace, Rand, Ver):

Gen (1) generates and outputs a public-secret key pair (pk,sk);

Enc(pk,m) is split into two probabilistic sub-algorithms. First, it runs the link
key generation algorithm LGen(pk) which outputs an ephemeral secret link
key |k. Second, it runs the linked encryption algorithm LEnc(pk, lk,m) which
outputs a ciphertext ¢ encrypting m, and including a trace as defined next;

Trace(pk, ¢) is a public algorithm that returns a trace t on input a ciphertext c.

Rand(pk, ¢) partially randomizes the ciphertext ¢ and returns a ciphertext ¢’;

Ver(pk, ¢, £) outputs 1 if the ciphertext ¢ is deemed valid according to the context
¢ € {fresh, rand}, and 0 otherwise.

The message space M is implicitly defined by the public key pk. By definition,
the ciphertext space Cresh is the image of M by Enc(pk,-), and similarly, the
ciphertext space Crand is the image of Cresn by Rand(pk, -). The public key pk can
be made implicit everywhere when it is identifiable from the context.

A TREnc must satisfy several correctness conditions: (Link traceability) For
every pk in the range of Gen, every lk in the range of LGen(pk), the encryptions



of every pair of messages (mg, m1) trace to “each other”, that is, it always holds
that Trace(pk, LEnc(pk, Ik, mg)) = Trace(pk, LEnc(pk,lk,m1)); (Publicly Trace-
able Randomization) For every pk in the range of Gen, every message m and
every c in the range of Enc(pk, m), we have that Dec(sk, ¢) = Dec(sk, Rand(pk, c))
and Trace(pk, ¢) = Trace(pk, Rand(pk, ¢)); (Honest verifiability) For every pk in
the range of Gen, every messages m, and every ciphertext ¢ € Cesh, it holds that
Ver(pk, Enc(pk,m), fresh) = 1 and Ver(pk, Rand(pk, ¢),rand) = 1.

In the original definition Cgesh and Crang are equal, and Ver is independent
of the context ¢ € {fresh,rand}. The novel general case given here also allows
these spaces to be disjoint and even to easily recognize that a valid ciphertext
for one context does not belong to ciphertext space of the other context, as in
our new construction. The main generalization of the primitive comes to define
Rand for a one-time execution while, in the original syntax, Rand can still be
applied serially on its outputs. In [DPP22], a TREnc further comes with a strong
randomization property which, while elegant, is not needed to keep the essence
of the notions allowing to generically build a receipt-free voting system.

We now turn to the security model satisfied by a (general) TREnc. We start
with the verifiability that we extend to the different contexts ¢ € {fresh,rand}.
Intuitively, it should be hard given sk to produce a valid ciphertext ¢ for one
context such that ¢ is not in the corresponding ciphertext space C,. That is, there
must exist some message m, some link key lk, and some coins that can explain
c as a run of the appropriate algorithms even if they are not easily computable.
However, to prove the verifiability criteria, one often needs an efficient way to
check if the adversary is successful or not. Unlike [DPP22], we thus explicitly
require the existence of this algorithm in the definition.

Definition 7 (Verifiability, modified from [DPP22]). A TREnc is verifi-
able if it exists efficient SimGen and Check such that:

1. {(pk,sk) < Gen(1*)} ~. {(pk,sk) | (pk,sk,tk) < SimGen(1*)};

2. For any (pk, sk, tk) < SimGen(1%) and any context ¢ € {fresh, rand}, we have
Check(tk,-,¢) € {0,1}, and for all ¢, Pr[Check(tk,c,£)) = 0 A c € Cf] =
negl(\);

3. For every PPT adversary A, Pr[Ver(pk,c,f) = 1 A Check(tk,c,£) = 0|
(pk, sk, tk) < SimGen(1*), ¢ < A(pk, sk)] = negl()).

The traceability notion ensures the orignal encryptor of a message that any
(randomized) ciphertext with the same trace contain the same message even
against the decryptor (as long as the encryptor uses the link key generated by
LGen a single time). This notion is particularly usefull in a voting system where
voters keep track of their randomized ballots while being sure that the authorities
cannot alter their votes. We slightly generalized the notion due to [DPP22] by
granted the adversary with an oracle that produces fresh ciphertexts on input
a plaintext. This allows for a more general learning phase, and the adversary
is successful if it can produce a ciphertext that traces to one of the returned
oracle’s ciphertexts while decrypting to another message than the original. The
earlier notion reduces to a single query.



Definition 8 (Traceability, extended from [DPP22]). A TREnc is trace-
able if for every PPT adversary A, the experiment Exp {°¢(\) defined in figure 3

returns 1 with a negligible probability in A. The traceability advantage is defined
as Adv**(\) = Pr[Expy*©(\) = 1].

We stress that if an adversary ExplP(A):
is able to produce a ciphertext c*
such that Ver(pk,c*,fresh) = 1 in (pk, sk) & Gen(1*)
place of Ver(pk, ¢*,rand) = 1 in the , &
traceable experiment, it can simply .* & ACenc (sk)
output ¢* <« Rand(pk,c*) to win jf I(m, c) € L : Trace(pk, c) = Trace(pk, c*)

the game. and Ver(pk,c*, rand) = 1
and Dec(sk,c*) # m
The privacy notion of the orig- then return 1

inal TREnc is the indistinguisha- else return 0.

bility of the randomization of Fig. 2. The traceability experiment. On input
adversarially-chosen valid cipher- g message m;, the oracle Ogne returns c¢; «—
texts that trace to each other with Enc(pk,m;) and updates £ «— £ U {(mi,c;)}.
access to a decryption oracle. This

is the TCCA notion which deviates from most of the existing game-based pri-
vacy notions whose indistinguishability is defined by encrypting adversarially
chosen messages. The TCCA notion implies that any subliminal information
maliciously added to an adversarially computed ciphertext does not help the
adversary to distinguish which ciphertext has been processed by Rand. By en-
crypting a vote with a TCCA TREnc, the voter is unable to explain the content
of its randomized version, hence the receipt-freeness.

Definition 9 (TCCA, adapted from [DPP22]). A TREnc is TCCA secure
if for every PPT adversary A = (A1, As), the experiment ExpiCCA()\) defined
in Figure 3 returns 1 with a probability negligibly close to % in A, meaning that
A’s advantage in distinguishing b is negligible in .

In the TCCA and wCCA security games, the adversary is allowed to use a
challenge tag which is equal to a tag of a ciphertext that was previously queried
to the decryption oracle (though such a tag may not be queried to the oracle after
receiving the challenge); this detail is important when transforming the TREnc
construction into a voting scheme, in order to attain receipt-freeness, the notion
preventing participants from sellingn their votes. Indeed, in the security games,
the TCCA adversary will need to simulate an election result taking challenge
ciphertexts into account without the decryption key, and will achieve this by
querying the decryption of ciphertexts with the same tag beforehand.

This notion says nothing about the privacy of the encryption of chosen mes-
sages. Up to now, Enc could be the identity function or any function leaking
its input. However, in a voting system, for instance, the ballot privacy should
hold against the randomizing server that is only trusted for the receipt-freeness.
In [DPP22], it has been shown that a TREnc that is also strongly randomizable
when Cfresh = Crand automatically provides the privacy of the encryption. That



ExpLCCA(N): "
Pa ( ) EXPACCA()\):

(pk, sk) & Gen(1*)

(co,c1,st) & A?ec(')(pk)

b<& {0;1}

if Trace(pk,co) # Trace(pk,c1)
or Ver(pk, co, fresh) # 1
or Ver(pk, c1,fresh) # 1
then return 0

c* & Rand(pk, cs)

b oE AT O (* st)

if b’ = b return 1, else return 0

(pk,sk) & Gen(1%)

(mo, mu, Ik, st) < AT (pk)

b {0;1}

if Ik ¢ LGen(1%)
or mo ¢ M or mi ¢ M
then return 0

c* & LEnc(pk, Ik, ms)

b & AT (¥ st)

if b’ = b return 1, else return 0

Fig. 3. TCCA and wCCA security experiments; A2 has access to a decryption oracle
Dec*(-) which returns a decryption of any input ciphertext ¢ such that Trace(pk,c) #
Trace(pk, c*), and that there exists ¢ € {fresh,rand} such that Ver(pk,c,¢) = 1, and
returns L for any input ciphertext not meeting this condition, as well as to a Dec(-)
oracle doing exactly the same, but without the condition on the queries’ trace.

is because the randomization fully redistribute the ciphertext among those that
have the same encryted message and the same trace. Therefore, after encrypting
a message we can always indistinguishably randomize it and rely on the TCCA
security. Since in general a TREnc does not necessarily satisfy this property,
it must come with an additional privacy notion for the fresh ciphertexts. Here,
we adopt the adaptive-tag weak CCA notion of [MRY04] defined for tag-based
encryption, and naturally adapt it to our syntax as adaptive-trace weak CCA
security of TREnc.

Definition 10 (wCCA, adapted from [MRYO04]). A TREnc is adaptive-
trace weakly CCA secure if for every PPT adversary A = (A1, As), the experi-
ment Exp"}\CCA(}\) defined in Figure 3 returns 1 with a probability negligibly close

to % in A, meaning that A’s advantage in distinguishing b is negligible in \.

While a selective-trace notion of wCCA might be enough in some application,
the TCCA notion already requires an adaptive-trace flavor as the trace is chosen
by the adversary when it sends ¢y and ¢; at the beginning of the challenge phase.

4 An LWE-based TREnc Scheme

This description uses the Groth-Sahai scheme, denoted GS, the LHSP signature
scheme, as well as an F'V post-quantum Public-Key Encryption scheme PQPKE
(though it may naturally be generalized to any LWE-based scheme).

4.1 Initialization Algorithm Gen

Input: the security parameter \ € N.



Computations: picks, with public coin randomness, a pairing setting pp =
(p,G,(G,GT,e,G, ®) < GS.Setup(1*), for which the SXDH assumption is as-
sumed to hold with at least A bits of security. The algorithm then draws H & G,
H &G, o= (U,Us My, 85) & GS.HCRSGen(pp), H a collision-free function
mapping elements to Z,, spk < (Gspk.1, Bspk2) < G2, and sets: crs «— (pp, ¥, H,
9, spk, H).

Then, it generates, with ¢t « 2, (sk, pk) < PQPKE.KeyGen(1?, (p,t,n,0)),
where the FV parameters (n,o) are taken with respect to p defined in pp to
give an efficient scheme with a security on A bits for noise terms drawn from y,
while allowing the decryption of ciphertext with a noise drawn from 2y, to be
correct except with negligible probability in A: denoting B the smallest natural
such that except with negligible probability, elements drawn from x, are in [B],
ciphertexts with noises e, e’ in poIRP([[QB]]) will always be decrypted correctly.

Output: the algorithm sets PK «— (pk, crs) and returns: (PK, sk).

4.2 Encryption Algorithm Enc

Input: PK, parsed as an output of Gen, and m = (my,...,m,) € {0;1}".

Post-Quantum Ciphertext Generation An encryption of m = poly, (m) €
polg, ({0;1}") © R, is computed drawing w = (us, ..., u,) < {0;1}",e,e’ & x,
and, parsing pk as (p,p’, 4,0), as:

(c,d)«—(p-u+A-[m];+ep -u+e);

denoting a — pol;zi(a) the function which, given a € R, returns a € Zjy
such that: a(X) = (a;(1,X,..., X" 1)), and naming: p = (p1,...,Pn) «
polz! (p). 0 = (Dhv-- 7)) — polg'(B'),e = (e1,....en) — polg’(e),e’ =

(el,...,el) « pol;ai(e), c=(c1,...,cp) <« polﬁi(c), cd=(c,....c,) pol;zi(c’),
one has, as R, is a cyclotomic ring:

n n
c= (E:l%uﬂ—ﬂn+l+_Anh.+€1w"7}:l%un+1—k+_An%1+en>

k=1 k=1
n n
r / / / /
c = PrU[1—k]n+1 T €155 ) PrlUnti—k T €y
k=1 k=1

and c|c¢’ may, except with negligible probability in A (if this unlucky event
happens, then the algorithm aborts), be expressed as the bit decomposition

of (M1,...,Mp,UL,..., Up,€1,...,n, €1, ...,€ )T, denoted w = (w1, ...,wy)T,
with N = 2nllog,(B)], times a public matrix P of Z?)n(lﬂlogQ(B)J) deterministi-

cally determined by pk:



D2
9lloga(B)]
glloga(B)]—1

0

0
A0 ...
Dn Ph ...
ee. P11 Ph ...
0
0
0

gllogz(B)]

o ollogs(B)]

The algorithm sets: Bfesh < |logy(B)]|, N < 2n(1+ Bfresh), and names P’s rows:

P, Py € L2

Tracing and Validity Simulation-Sound Proofs Denoting, for Brand =
Biresh, N <= n(1 + 2BRand), the following matrix of Z*?":

[~

determined deterministically from pk, naming E’s rOWS: Py, ...

b1

Dn PL ...
P1 p/2
0
o
0o ...
92BRand ()
1 0 .

algorithm proceeds with the following steps:

P

> 2
PN € an, the



1.
2.

3.

the algorithm sets: b < 1 (meaning that the proof will not be simulated);
it then generates the one-time signature key pair: (osk, opk) <~ LHSP.KeyGen
((pp, H),2n + 1+ N);

denoting:
T 1o 0
pr 0 1
T~ G
: : .o 0
Py 0 o 0 1

for each 7 in [[1; 1+ Nﬂ, the algorithm signs the i-th row T'; of T, with:

o; < LHSP.Sign(osk, bT;);

then, in the Groth-Sahai framework, and setting the tag 7 < H(opk, PK), it
generates a proof of knowledge of a solution — colored in orange for witnesses
in G, and in cyan for witnesses in G, and denoting O; and O the element O
provided in two distinct commitments, to the following system of equations,
denoting p; = (Pi1,---,Pi2n)s D; = (Pi1,---,DPi2n), encoded into Esise, as
well as P < [1; J\Nfﬂ x [[1;2n] a subset made of indices (i,j) such that every
Di,; # 0 is present exactly once, and ¢ a function associating to every (i, 5)

in Hl;ﬁﬂ x [1;2n] such that p; ; # 0 the (1,7) € P such that Pij =Py

e(c1G,b6) =e(bc1 G, B)

e(c,G,b0) = e(be, G, )
V(Z,j) eP: e(ﬁi,jG, [1@) = e(bf)mG, @)
e(G,08) = e(bG, ®)

Vie[l;l+]ﬂ]:

e(0i,1G, B)e(0;2G, H) = e(bG, Gopkanti) [ [jer1;2n] €(bls(i,) G, Bopk,j)
¢(i,5)#L

Vje[1;n]: Hf\il e(w; G, b®)Pii = e(c;G,b®)
[TiLy e(wiG, 0B )Pines = e(¢G, 00)

Vie [1;N] : e(w,G,w;®) = e(G,w;®)
e(w;G,8) = e(G,w,;®)

€(01,8)e(02,9) = e((1 = )G, Bgpi1)e((1 = b) 7, Gepi2)
e(G,08)e((1 - b)G, 8) = e(G, 8)
e(7G,0®)e((1 — b)7G, ) = e(7G, &)




with:
HSiSo = (Com7 ™, SSiSO) ($7 Gscom&Pr(pp7 P, w, SSiSO)a

and denoting: Com = Coms||(Com, ;)| ((Comr, ;);)i| Coms ¢ |Comyy |Comay
[Comy - |Com, and 7 = (T%ai7j)ie[[1;1?/],je[[1;2n}]| (1, 7% k1) ke1; N7 | (Tsign,i )

I(mip,5) | (it ) keusng |70

Output: the algorithm sets the whole TREnc ciphertext to: C «— ((c,c’), opk,
Isis,), and returns: (osk, C).

4.3 Tracing Algorithm Trace

On input a ciphertext C, parsed as an output of Enc, this algorithm returns opk.

4.4 Randomization Algorithm Rand

Input: PK parsed as an output of Gen, and C' parsed as an output of Enc.

Randomized Ciphertext Generation To randomize (c,c’), the algorithm
draws @ < {0;1}"\{0,,}, €& < xa1,, and sets, with U « polg, (@):
/

(&)~ (c,d)+(p-u+&p -u+¥).

It now denotes ¢ = (cﬁ,..:cwn) — poI%i(E), ¢ =(a,....&8)) < pol%i(E’),

W = (W1,...,05) € {0;1}N (with N < n(1 4 2Bgana)) the vector of the bit
.. ~ 1~ 1~

decomposition of @|polz, (€)[polx, (€').

Tracing and Validity Proofs Using the proof Ils;s, kept in C, the algorithm
processes the following steps:

1. it modifies Esiso into g's,\s; encoding the following system of equations in
variables X, (Y;);, (Zk)k, (3k)k, (X1, X2), (Z3)i, (34)i, (X1, X3), (Y], Y5):



) = C(Y2n+1, 6)
1; Nﬂ : E(Zk, X) = 6(}/2n+1+k7 6)

e(X1,8)e(Xa,9) = [T (Y5, Bopk,j)

Jj=1

Hiil e(Zia %)pi’j . Hg=i6(2k7 x)ﬁ” = e(ngu %)
[Ty e(Zi, 2pPeren - TTiLy e(Zi, )P = oG X)

Vie [1;N] :e(Z;,3:) = e(G, 3;)

€(X{, 6)6()(5, ﬁ) = 6(}/1/’ stpk,l)e(Yé, ®spk,2)
e(G, X)e(Y{,8) = e(G, 8)
Le(7G, X)e(Yy,8) = e(tG, ®)

2. and then computes of proof of knowledge of a solution in the following man-

ner:
— to obtain proofs and commitments for equations la and 1b, it computes:

N
Vi€ [1;2n] : Com%yij — Z w; - Comr, ;
im1

Com «— Comss ¢

B,T,2n+1

Vje [Pn +2:2n+ 1+ ]vﬂ : Com%yrf ;< Wj—2n—1 - Comy ¢

N
Com, < Com,,1 + Z w; - Comg,it1
i=1
N
Vje[1;2n] : mp; T+ Y, Wi Tw it
i=1
T 2n+1 < TB,1
Vk € Hl; Nﬂ DTS 2nt 14k — Wk - TB 1
N

~
TSign,opk <~ TSign,1 + Z W; * TSign,i+1
i=1



— a proof for equations 1c is also obtained using (mp ;);, Comeg and Comyy,
along with the new w vector, using the homomorphism of Groth-Sahai
proofs; the algorithm commits to wG with null randomness, comput-

ing: Comg, < wG - (0,1) and setting Comyy v < Comw |Comy;;

((g g) , (g g)) is then a trivial proof of knowledge of a solution to:

{ [ eZu)s = e(( - )G %)
[V, e(Zi, x)Peaen = (&' — )G, %)

with respect to Comg and Comg;, and thus (7 rand,;); < (mp,;); yields

a proof of equations lc with respect to Comy and ComWHvT/;

— a proof of the equations 1d is already provided by (7it,x)ke[1;n7, Which
is renamed as: (7git fresh,k ) ke[1;N];

— to build a proof of equations le, the algorithm uses Comg,, along with a

WwW?
new commitment Comg: to w-® (yielding Com «— Comgg|Com

23|25 ﬁz)’
to build corresponding proofs (”Bit,Rand,k)ke[[hﬁ]] using Comﬁ;’s known
randomness;
— finally, a proof of knowledge of a solution to equations 1f is already
provided by 7, with respect to Comg, Com, , and Com;.
3. the algorithm then randomizes all the above proofs and commitments in the
Groth-Sahai framework, which yields:

Com « Com%HComoHCom%jHComWHVT,\|Commu5ﬁHComa7THComT

T «— (Ts,5) i | Tsign,opk | (T1P,fresh, ;) j || (1P rand, ;) i || (TBit, fresh,i )i || (FBit,Rand,: ) | T+

as a proof of knowledge Isiso «— (Egr;, T, §Si50) with fresh randomness.

Output: the algorithm sets the TREnc ciphertext to: C ((€, ), opk, f[giso),
and returns it.

4.5 Verification Algorithm Vf

Input: PK parsed as a such-named output of Gen, C as a corresponding output
of Enc or Rand, and a label ¢ € {fresh,rand} indicating whether it should be
validated as an output of Enc or of Rand.

Computations and Output: First, the algorithm verifies that the system of
equations Esis, described in ITs;s, indeed corresponds to (c, c’), opk (by verifying
that 7 < H(opk, PK) was correctly derived), and the public vector values p, p,
and public parameters pp; if not, it sets and returns b < 0. Then, it checks
whether: GS.Vf(pp, ¢, ITsiso) = 1, and if not, sets and returns b < 0.



4.6 Decryption Algorithm Dec

Taking as input sk and PK parsed as corresponding outputs of Gen, and C' parsed
as an output of Enc or Rand, this algorithm returns: L if Vf(C, PK,fresh) =
Vf(C,PK,rand) = 0; and else: m < PQPKE.Dec(sk, (c,c’)).

5 Security of the Protocol

The TREnc = (Gen,Enc, Trace, Rand, Dec, Vf) scheme described in Section 4
is showed to verify security properties of Traceable Receipt-free Encryption
(TREnc) schemes.

Theorem 11 (Correctness of TREnc). TREnc is correct under the correctness
of PQPKE, GS proofs, and LHSP signatures.

Proof. Straightforward.

Theorem 12 (Verifiability of TREnc). TREnc is verifiable under the SXDH
assumption. More precisely, for any PPT adversary A and security parameter
Ae N, AdvemTRE(N) < 6- AdvIPH ().

Proof. See Appendix B.1.

Theorem 13 (Traceability of TREnc). TREnc is traceable under the SXDH
assumption. More precisely, for any security parameter A € N and PPT adver-
sary A: Pri{Exp 2®(\) = 1} < 272" 4 % +4-AdvSPH ().

Proof. See Appendix B.2.

Theorem 14 (TCCA Security of TREnc). TREnc is TCCA-secure under
the SXDH and RLWE assumptions and the security of the hash function against

collisions. More precisely, for any PPT adversary A and security parameter
Ae N: AdVAA ) < AV 4 2 43 AdvIPT (V) + AdVEE ().

Proof. See Appendix B.3.

Theorem 15 (wCCA Security of TREnc). TREnc is wCCA-secure under
the SXDH and RLWE assumptions and the security of the hash function against
collisions. More precisely, for any PPT adversary A and security parameter
Ae N: AdVECA () < AdvR TN + 24 3 AdvEPR (L) + AdVRVE(Y).

Proof. Obtained straighforwardly following the TCCA proof steps (the only dif-
ference being that in the challenge phase, the adversary now sends cleartexts,
and gets a fresh ciphertext as an answer), as ciphertexts before and after the
randomization have the same FV structure.

Theorem 16 (Post-Quantum IND-CPA Security of TREnc). TREnc is
IND-CPA-secure under the RLWE assumption; for any PPT adversary A, Adv
S‘PA,TREnC()\) < AdVE\LWE()\)‘

Proof. See Appendix B.4.



6 Applications

Efficiency Public-keys consist of 5 elements of G, 7 elements of @, and a public
key of the post-quantum LWE-based scheme, given by 2n elements of Z,, in the
case of the FV instantiation; according to the [APS15] estimator, with p on 129
bits, and a standard deviation ¢ < 1, n « 22 will provide an LWE security on
more than 142 bits (so a reasonable RLWE security); taking G elements on 310
bits and G elements on 620 bits will then lead to public keys on 128 KB.

A fresh ciphertext consists of 32n + 6Bfesh + 10N + ON + 26 = 54n +
|logy(B)](6 + 24n) + 26 elements of G, 10N + 2N + 26n + 4Bfesh + 19 =
48n + (24n + 4)|logy(B)| + 19 elements of G, and one LWE-based ciphertext,
consisting of 2n elements of Z, in the case of the FV instantiation; for a secu-
rity on 128 bits, this will represent, with the selected parameters and B = 100,
around 55.5MB.

A randomized ciphertext consists of 26 + 20n + 16N + 10N < 26 + 2n(10 +
26|log, (B)]) elements of G, 19 + 10N + 14N + 18n < 19 + 2n(9 + 24|logy(B)))
elements of G, and one LWE-based ciphertext, consisting of 2n elements of Z,
in the case of the FV instantiation; for a security on 128 bits, this will represent,
with the selected parameters, around 69.1MB.

Receipt-Free & Ballot-Private EVoting The design of the TREnc primi-
tive in [DPP22] was motivated by capturing simple yet sufficient conditions of
a verifiable public-key encryption that naturally yields a voting system with a
non-interactive voting process that offers ballot privacy and receipt freeness. The
main definitional novelty to generically build a receipt-free voting system lied
both in the ability for the users/voters to trace their encrypted messages/votes
when their ciphertexts/ballots appear on a bulletin board after being random-
ized /processed by a randomizing server while being sure that their content has
been altered even by the authorities (traceability), and in the privacy notion
defined for the first time as an indistinguishability notion achieved by random-
ization (TCCA). Even if the randomizing server is deemed honest to provide the
receipt-freeness by honestly randomizing valid ciphertext before publishing them
on a bulletin board, the server is considered malicious when it comes to prove the
ballot privacy. Roughly speaking, this notion is satisfied if no efficient adversary
is able to distinguish whether honest ballots are compatible with the result of
the election [BCG*15]. Although the trust model differs for receipt freeness and
ballot privacy, a voting system based on a TCCA-secure TREnc that also enjoys
a strong randomization notion [DPP22] is naturally ballot private.

In our more general definition of TREnc, it is straightforward to see that the
adaptive-trace weak CCA notion given in Defintion 10 is sufficient to imply the
ballot privacy of a voting system that encrypts votes with a TREnc. Moreover,
our TCCA definition is still equivalent of the original definition as long as the
chosen ciphertexts are valid for the fresh ciphertext space Crresn. Since a verifiable
TREnc allows identifying those ciphertexts and since the generic voting system



of [DPP22] defines the voting algorithm essentially as the encryption of the
encoded-vote message, we keep the receipt freeness.

6.1 Voting System Security Notions

The generic transformation of our TREnc construction into a voting scheme
follows the same recipy as the one of the original paper [DPP22]; we recall the
corresponding definitions and security notions here.

Definition 17 (Voting System (from [DPP22])). A Voting System is a tu-
ple of probabilistic polynomial-time algorithms (SetupElection, Vote, ProcessBal-
lot, TraceBallot, Valid, Append, Publish, VerifyVote, Tally, VerifyResult) associated to
a result function p,, : V™ U L — R where V is the set of valid votes and R is
the result space such that:

SetupElection(1*) — (pk,sk): on input a security parameter \, generates the pub-
lic and secret key pair (pk,sk) of the election.

Vote(id, v) — (b, aux): when receiving a voter id and a vote v, outputs a ballot b
and auziliary data aux. It will also be possible to call Vote(id, v, aux) in order
to obtain a ballot (without auziliary data this time) for the vote v using aux.
This auziliary data will be useful to define security and enables the creation
of ballots that share the same aux. N

ProcessBallot(b) — b: on input a ballot b, outputs an updated ballot b. In our
case, b will be a rerandomization of b.

TraceBallot(b) — 7: on input a ballot b, outputs a tag 7. The tag is the informa-
tion that a voter can use to trace her ballot, using the VerifyVote algorithm.

Valid(BB,b) — b: on input a ballot box BB and ballot b, outputs 1 if and only if
the ballot is valid, and else 0.

Append(BB,b) — BB: on input a ballot box BB and ballot b, appends ProcessBal-
lot(b) to BB iff Valid(BB, b) = 1, and then returns the updated (or identical)
ballot boz BB.

Publish(BB) — PBB: on input a ballot box BB, outputs the public view PBB of
BB, which is the one that is used to verify the election. Depending on the
context, it may for instance be used to remove some voter credentials.

VerifyVote(PBB, 7) — b: on input a public ballot box PBB and tag T, outputs a
bit b equal to 1 iff the vote corresponding to the tag T (which is specific to a
voter) has been processed and recorded properly.

Tally(BB,sk) — (r, II): on input a ballot box BB and the election secret key sk,
outputs the tally r and a proof II that the tally is correct with respect to the
result function py,.

VerifyResult(PBB, r, IT) — b: on input a public ballot box PBB, tally result r and
tally proof II, outputs a bit b equal to 1 if and only if I is a valid proof that
r is the election result, computed with respect to py,, corresponding to the

ballots on PBB.

For all of these algorithms except SetupElection, the public key of the election pk
18 an tmplicit argument.



A voting system should follow the following security notions:

Definition 18 (Tracing Correctness (from [DPP22])). A wvoting system
verifies tracing correctness iff for A € N, (pk, sk) < SetupElection(1*), and every
v, BB, (b,aux) < Vote(id,v) and 7 < TraceBallot(b),for BB « Append(BB, b),
VerifyVote(Publish(BB), 7) = 1 with overwhelming probability in X.

Definition 19 (Receipt-Freeness (from [DPP22])). A woting system V
verifies receipt-freeness iff there exist algorithms SimSetupElection and SimProof
such that, for A\ € N, any PPT adversary A’s advantage in distinguishing the
games Expiﬁ"g (A\) and Expi‘f’v1 (M) defined by the oracles in figure 6.1 is negligible
m A.

Oinit? (\): OreceiptLR(bg, b1):
if 3 = 0 then if TraceBallot(bg) # TraceBallot(b:)
(pk, sk) < SetupElection(1*) or Valid(BBg, bg) = 0
else (pk,sk,7) & SimSetupElection(1) or Valid(BBy,b1) =0
then return L
BBy « &,BB; « & else BBy < Append(BBy, bo),
return pk. BBy < Append(BBqy, bo).
Otally?:
Oboard”:

(r, IT) < Tally(BBo, sk)
return Publish(BBj). if 8 =1 then IT < SimProof(BBy,r, 7)
return (r, IT).

Fig. 4. Oracles used in the Expiﬁ’fj()\) experiment, for 8 € {0;1}. The adversary first

calls Oinit? (M), and may then call the Oboard and OreceiptLR oracles as much as she
wants. She finally cacls Otally, receives the result of the election, and is requested to
output her guess 3’ for the value of 3, which is the output of the experiment.

Definition 20 (Ballot Traceability for Receipt-Freeness (from [DPP22])).
For every pk in the range of SetupElection, voter identity id, and pair of votes
vg,v1, for (bg,aux) < Vote(id, vg) and by <~ Vote(id, v1, aux), TraceBallot(by) =
TraceBallot(by).

6.2 Voting System Security Proofs

Deriving the voting system resulting from the above TREnc as in [DPP22] also
yields a secure system with the same voting system security notions, even with
our more general TREnc ones. Independently of the TREnc scheme, the deriva-
tion of the voting scheme requires the use of a scheme computing the result of
the election from the ciphertexts (this may be done using mixnets, homomor-
phic computations, or a more general MPC procedure), along with proofs that
this result was calculated correctly. As the choice of this building block is mod-
ular with respect to our TREnc construction, we leave it to the implementor;



however, the receipt-freeness, along with relying on the TCCA security of the
TREnc scheme, will rely on the zero-knowledge property of the proving scheme
used for the tally calculation of an election result, providing a SimSetupElection
algorithm with (pk, sk) outputs indistinguishable from the SetupElection one, and
a SimProof algorithm with outputs indistinguishable from those of Tally for an
adversary with pk. Adv™*"PElection()\) will denote an adversary A’s advan-
tage in distinguishing outputs (pk,sk) from SimSetupElection or SetupElection,
and Adv3™P°"(\) in distinguishing an output I from SimProof or Tally, given
the corresponding result r and public key pk, for a security parameter .

Theorem 21 (Receipt-Freeness). If a TREnc scheme is TCCA and the tally
result s proven using a zero-knowledge scheme yielding indistinguishable algo-
rithms SimSetupElection and SetupElection, and Tally and SimProof, then the
corresponding voting system is receipt-free; more precisely, for any PPT ad-
versary A, Adv (\) < QoreceiptLR - Advi9“(\) + Qorany - AdVI™TF () +
Advi{mset“pEleCtiO"(A), for QoreceiptLR the number of requests A makes to the
OreceiptLR oracle, and Otally the number of requests she sends to Otally.

Proof. See Appendix B.5.

Moreover, the traceability of TREnc immediately yields the ballot traceability
of the voting scheme. As for Ballot Privacy and Verifiability, they naturally follow
as in the [DPP22] proofs.
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Appendix

A The Groth-Sahai Proof System [GSO08]

A Groth-Sahai (GS) proof system is defined with the following algorithms for
proofs on group elements:

Setup(1?) — pp: on input the security parameter A € N, returns public param-
eters pp providing a pairing setting with: pp < (p, G, G,Gr,e,G, ®);

BCRSGen(pp) — crs: on input pp parsed as an output of Setup, generates a com-
mon reference string in the perfectly binding mode; the algorithm draws
a,t,a,t < Z,, and sets: Uy « (G,aG),Us < (tG,taG), Uy < (&,a®), $hy
(18, ta®), finally returning: crs < (U1, Uy, 841, 3hs).

HCRSGen(pp) — crs: on input pp parsed as an output of Setup, generates (except
with negligible probability in A) a common reference string in the perfectly
witness-indistinguishable (hiding) mode, by setting and returning: crs «
(U1, Uz, My, 805) & G x G2

Com&Pr(pp, crs, w,E) — m: for the set of equations € (each one of them defined
by equation-specific vectors A, %A, matrices I" and resulting elements T as
defined afterwards), and a witness w listing: X € G", X € G*, that will verify
all the equations at once, this algorithm will enable the proof of the set of
pairing-product equations defined in &, of the form (A; XXX ;20X % =
Tr, for Ae GF Ae G, e ZZX’“,TT € Gy, in the variables X € G*, X €
G", where the multiplication operation between an element of G and an
element G is the pairing operation e, and the addition operation in Gr is
actually a multiplication, as Gp is a multiplicative group: . e., with A =
(A, ..., Ay) e GF X = (X1,..., %) € GF, (A; %) = TV, e(Ai, Xi) € Gr.

1. To prove that (X, X, x,r) is a valid witness for the set of equations, the
algorithm first commits to each one of its elements:

— to commit to X € G", it draws R € Z;XQ and sets: Comx <«
T
X-(0,1)+R <U1T> € G™*%
U,
— similarly, to commit to X; € Gk, it draws R € Z’;XQ and sets:
T
Comy «— X-(0,1) + R (ﬁlT) e GF*2;

2. then, the algorithm generates 2proofs for each of the equations to be
proven, that will be stored in a proof list IT of length the number of
equations in &; for each pairing product equation of index ¢ in the set
of equations, defined by A, € GF,, € (G",Ez € ZZXk, and Try € Gp, it
draws T, < 22** and sets:

T
m — RT (A, (0,1) + RTT, - (%-(0,1) + (R, ;% — TT) @‘;T) e G2x2



T
0, — R (Ar-(0,1) + RTLY - (X -(0,1)) + T, (g%) € G**?
2

then places (7,,8,) in the ¢-th coordinate of IT;
As shown in [GS08], in the particular case where the equations are lin-
ear, they can be shown using only group elements (for more detail,
see [GS08]).

3. Finally, the algorithm returns: 7 «— (Comx |Comy, IT, ).

Rand(pp, crs, m) — 7: parsing 7 as an output of Com&Pr, this algorithm:
T
— picks R & Z;“ and sets: Comx < Comx + R (ng> e G™*Z;
2

T
— picks R & ZE*2 and sets: Comyx — Comyx + R (ﬁ%p) e GF*2;
2
and then updates proofs in the following way; for each pairing-product equa-
tion of index ¢, of the form: (A; XXX ;)X I'X = e(G, &) € Gr, defined
by: Ay € GF, A, € G", [, € Z*, and Try = e(G, ;) € Gr, it draws

T, & 72%2, and sets:

~—— ~ T A
Ty Ty + ET . (QIg -(0,1) + EZCOmgg) —IZT (ﬁ%) e G2*?

~

~ T = (U] 2x2
0,—60,+R -(Ag-(O,l)-FEzCOmx)—FL %w e G°*%;

Finally, IT is set as ((%,,0,),...,(%,,0,)), considering the equation indices
¢ ranged from 1 to L. In the particular case where the equations are lin-
ear and the optimization from [GSO08] is used, the randomization follows
straightforwardly.
The algorithm returns: 7 « (EEEIX”EEFNx, If\ig).

Vf(pp, crs,m) — b: parsing the proof 7 as (Comx |[Comx, IT, £), for each pairing-
product equation in £ of index ¢, defined by A, € G* A, € G”,Ee €
ZZX’“, Tr.¢ € Gr, the algorithm verifies that:

((A-(0,1)) e Comx)O(Comx o (A-(0,1))) © (Comx e I',Comx)
(11 Uy 16
“(m)o (o) =)o (e ()
where E.E denotes, for E = (Bi,j)i,j € GmX27§ = <%i,j)i,j € Gme:

[T, e(Bi1, Bia) [1in, e(Bi1, Bi2) 2%2
Be  (qpial il 2it) L €701 Di2)) ¢ g2,
= = <Hi1 e(Bi2,Bi1) [ i, e(Biz2,Bi2) €T

If any of the equation checks does not pass, the algorithm returns b < 0;
else, it returns b < 1.



B Deferred Proofs

B.1 Proof of the Verifiability of TREnc

Proof. This theorem is first proven for the fresh-ciphertext verifiability, then
the randomized-ciphertext one, using in each case a sequence of games, given a
security parameter \ € N; but first of all, we show that the key generation algo-
rithm may be simulated in an indistinguishable way allowing to check whether
ciphertexts are in the encryption or randomization ranges efficiently:

— achallenger C sets (PKg, sky) <~ Gen(1%), and (PKj, sk; ) drawn also following
the Gen algorithm for the input A, except that now, when generating PK1,
the challenger uses the Groth-Sahai CRS: ¢, <~ GS.BCRSGen(pp) instead of
PKo’s ¢, < GS.HCRSGen(pp), generating this common reference string in a
now extractable mode, by keeping the trapdoor scalars a and a providing the
factor between ¢ ’s first and second components in memory; this is denoted
with: (PKy,skq, (a,a)) < SimGen(1*);

— C then draws b < {0;1} and returns (PKy,sk,) to a PPT adverary A, who
answers with a guess b’, and winning if it is equal to b.

— the difference between the distributions of (PKg,skgy) and (PKy,sk;) is two
SXDH distinguishers, so A’s advantage is this game is bounded by 2~Adv§‘XDH

(A)-
Then, the sequence of game is described from this simulated key generation:

Game Gg: is the original security game for the verifiability of fresh cipher-
texts. A challenger C sets (PK,sk, (a,a)) < SimGen(1"), then sends over
(PK,sk) to a PPT adversary A; A then replies with C, and wins the game if
Ver(PK, C, fresh) = 1 and C ¢ Cp; C can efficiently check whether an element
is in Cy using sk, as the PQPKE decryption operation yields the unique de-
composition of C’s (¢, c’) component with respect to p,p’ and A as u,m,e, e
in (¢,c) = (p-u+ A[m]: +e,p’ - u+¢€) such that e, & € poIRp([[A}]") and
m e poIRp([[tﬂ"), and (a,a) allows the extraction of elements committed us-
ing the common reference string of PK. A’s winning probability in this game
is denoted: Pr {SS'"()\) = 1} = Pr{Exp"™"(\) = 1}.

Game G: is identical to the previous game, except that now, in the final step
deciding on the adversary’s success, if Ver(PK, C, fresh) = 1, the challenger
extracts the value committed to in the Comgs component of Com, b®, and
declares the game lost by A if b # 1.

If b # 1, then C extracts the values committed to in Com, ; and Com, inside
of Com, o, = (X1,X5) and (T3, T») respectively. The perfect soundness of
proofs made with the perfectly binding ¢ then ensures that:

e(S1,8)e(S2,9) = e(T1, Gepr,1)e(T2, Gepi,2)
o(T1, ®) = e((1 — b)G, )
e(To,®) =e(7(1 —b)G, ®)



e(S51,8)e(S2,9) = e((1 — b)G, Bepi1)e(T(1 — b)G, Ggpi 2)
with 1 — b # 0, which would yield an efficient SXDH solver. Thus:
Pr{S$' (\)} — Pr{ExpG° (\)}| < AdvPH (V).

Game Gg: is as the previous game, but now, if Ver(PK,C,fresh) = 1, the
challenger extracts, from Com’s Com, ; component, and using a, the value o,
and then checks, whether the vector C « (cy, ... ,cn,c/l, cee c;l, 1,0,...,0)-
G € GZ"*N (obtained straightforwardly from C’s (c,c’) component), is
such that LHSP.Ver(C, o,0pk) outputs 1 — if not, C declares the game lost
by A.

She also extracts o; from each other Com,; commitment, and verifies that
LHSP.Ver((p;_;/lei+1)G, 04, 0pk) = 1, denoting (e;); the canonical basis of
ZZ()1+IV)><(1+IV).

She then proceeds to extract W = (W;); and 28 = (25;); from Comy, and
Comgy. For each index i, she verifies that: e(W; — G,20;) = 11, e(W;, &) =
e(G,20;) (which shows that there exists w; € {0;1} such that W; = w;G and
W,; = w;®). For each j € [1;n], she checks that:

=

N
e(W;, )P =e(c;G, 8) 1_[ e(W;, &)Pritn = e(diG, 6)

i=1 =1

If any of the above tests failed to pass, the challenger declares that the ad-
versary lost the game. The perfectly binding property of ¢ ensures that they
never fail after Ver(PK, C, fresh) has passed with b = 1, so the adversary’s
success probability is unchanged: Pr{S$*(\)} = Pr{S$' (\)}.

In this last game, the challenger has found, as W was shown to have com-
ponents in {O, G}, a vector of bits w such that W = wG, and equivalently
m € polg, ({0;1}"),u € polg ({0;1}"), and ee € polg ([B]) such that:
(c,d) = (p-u+ A[m]; +e,p'-u+e), which means that C is in Cy, and thus
the adversary is incapable of winning.

Finally: Pr {Exp\fr’ﬁeSh()\) - 1} < AdvSPH ().
The second proof for the randomized ciphertext verifiability is very similar
to the above one, except that more bits are committed and extracted to make

room for the bigger C; space, according to the sequence of games presented in
Appendix B.1.

From the above sequences of games: Pr {Exp\fr’TRE"C(A) = 1} < AdvPH (),

so finally, the verifiability from the fresh and randomized cases, and the distin-
guishing advatage between the honest and simulated key generations is granted

with: Pr { Exp?'(\) = 1} < 4-AdVEPH ().

End of the Verifiability Proof of TREnc



Game Gg: is the original security game for the verifiability of randomized
ciphertexts. A challenger C sets (PK, sk, (a,a)) < SimGen(1%), then sends
over (PK,sk) to a PPT adversary A; A then replies with C, and wins the
game if Ver(PK,C,rand) = 1 and C ¢ C;; C can efficiently check whether
an element is in C; using sk, as the PQPKE decryption operation yields the
unique decomposition of C’s (c,c’) component with respect to p, p’ and A as
u,m,e, e in (c,c’) = (p-u+ A[m]+e,p’ -u+e’) such that e, & € poIRP([[Aﬂ”)
and m € poIRP([[t]}")7 and the trapdoor (a,a) allows the extraction of all
values committed to in GS proofs using PK’s CRS. A’s winning probability
in this game is denoted: Pr {SS‘O( ) = } Pr {Exp\j‘er ey = 1¢.

Game G: isidentical to the previous game, except that now, in the final step
deciding on the adversary’s success, if Ver(PK, C,rand) = 1, the challenger
extracts the value committed to in the Comy component of Com, b®, and
declares the game lost by A if b # 1.

If b # 1, then C extracts the values committed to in Com, ; and Com, inside
of Com, o, = (X1, Xs) and (T1,T») respectively. The perfect soundness of
proofs made with the perfectly binding ¢ then ensures that:

e(S1,8)e(S2,9) = e(T1, Bepk,1)e(T2, Bopk,2)
e(Th,8) =e((1 -b)G, &)
e(To,®) =e(7(1 —0)G, ®)
e(S51,8)e(S2,9) = e((1 — b)G, Bepr1)e(T(1 — b)G, Ggpi 2)
with 1 — b # 0, which would yield an efficient SXDH distinguisher. Thus:

Pr{S$ (N} — Pr{Bp$ (V)] < AdvSOH ().

Game Gg: is as the previous game, but now, if Ver(PK, C, rand) = 1, the chal-

lenger extracts, from Com’s Com, component, and using a, thqv value o,
and from Com’s Comy;, component, the vector W = (Wl, ceey WN)’ and
then checks, whether the vector C <« (cl,...,cn,cl,...7 ¢y 1) - GHW €
GIQ)’””Jv (obtained straightforwardly from C’s (c,c’) component), is such
that LHSP.Ver(C, o, opk) outputs 1 — if not, C declares the game lost by A.
She then proceeds to extract W = (W;);, 28 = (20;); and 9 = (%l)l from
ComWHW and Comﬂanﬁ.
For each index 4, she verifies that: e(W; — G,20;) = 17, e(W;, &) = e(G, Qﬁ)
(which shows that W, € {O G}), and similarly, for each index k that: e(W; —
G, ;) = e(G, ®) and e(W;,®) = e(G,2;). For each j € [1;n], she checks
that:

N N
ne W;, &)Pi -He(ﬁé,@)ﬁ” =e(¢;G, ®)
=1

i=1

':]z

N
e(W;, ®)Piitn . ]_[e W;, ®)Phin = e(cG, ®)
=1

-
Il
—



If any of the above tests failed to pass, the challenger declares that the ad-
versary lost the game. The perfectly binding property of ¢ ensures that they
never fail after Ver(PK, C,rand) has passed with b = 1, so the adversary’s
success probability is unchanged: Pr{SE"}2 N} = Pr{SS“ (N}

In this last game, the challenger has found, since W||f47 is a vector whose
components are in {O, G}, a vector of bits w|w such that WHW = (w|w)G,
and equivalently, mg € polg, ({0;1}"),uo, u; € poIRP({O; 1}™), and eq, ey, ei),e’1
polz  ([B]) such that:

(c,c) = (p-(up+u1) + A[lmglt + eg +e1,p" - (u+ur) +€o+eh),
which means that C' is in C;, and thus the adversary is incapable of winning.

Finally: Pr {Exp\fr"a“d()\) = 1} < AdVZXDH (A).

B.2 Proof of the Traceability of TREnc

Proof. The following sequence of game reduces the traceability of the scheme to
a game in which the adversary’s best strategy is to provide a random output.

Game Gg: is the initial traceability security game for TREnc = (Gen, Enc,
Trace, Rand, Ver, Dec). Let A be a stateful PPT adversary, A € N, (PK, sk)
& Gen(1*). A; is provided with (PK, sk), has access to an encryption oracle
provided by C, and queries @ messages in {0;1}"™. The challenger, C, then
sets, for each query of index i, m; € {0;1}™: (osk;, C;) < Enc(PK,m;), and
returns C; to A. At one point A returns the ciphertext C*, and wins the game
iff there exists an index i € [1; Q] such that Trace(PK, C;) = Trace(PK, C*),
there exists ¢ € {fresh, rand} such that Ver(PK, C* ¢) = 1, and Dec(sk, C*) #
m;, which happens with probability Pr{S$°(\)} = Pr{Exp1**(\)}.

Game Gi: is exactly the same as the initial game, except that now, when gen-
erating PK, the challenger uses the Groth-Sahai CRS: ¢ <~ GS.BCRSGen(pp)
instead of the previous game’s ¢ <~ GS.HCRSGen(pp), generating this com-
mon reference string in a now extractable mode.

In this new game, the components of the vectors in ¢ form a Diffie-Hellman
tuple in G and another one in G, whereas they did not in Gg.

The difference between both games is two SXDH distinguishers, and the
probability Pr{SS’l()\)} that A will win the current game is thus bounded
with: [Pr{S$' (\)} — Pr{Exp{**(\)}| < 2- AdvPH(N).

Game Gj: isidentical to the previous game, except that now, in the execution
of GS.BCRSGen(pp) to generate ¢, after a and a are drawn at random in
Z,, to set second vector components as this multiple of the first ones (a for
elements in G and a for elements in G), a and a are kept by the challenger as
a trapdoor that will allow to extract elements committed using this common
reference string. The distribution of what is send to the adversary is not
changed, but now in the final step deciding on the adversary’s success, if
opk, = opk™, Dec(sk, C*) # my, and there is an ¢ € {fresh, rand} such that



Ver(PK, C*,¢) = 1, when proceeding to the verification of C*, the challenger
extracts the value committed to in the Com} component of Com, b*®, and
declares the game lost by A if b* # 1.

If b* # 1, then C extracts the values committed to in Com;T and Com’ inside
of Com, o = (X, X¥) and (17, Ty) respectively. The perfect soundness of
proofs made with the perfectly binding ¢ then ensures that:

e(Si", 6)6(3575) = 6(T1*7 stpk,l)e(T;» ®spk,2)
€(T1*, 6) = 6((1 - b*)Ga 6)

e(T5,8) = e(r(1 - b*)G, 6)
e(S7,8)e(53,9) = e((1 = b¥)G, Bgpi1)e(7(1 = b¥)G, Sgpi2)

with 1—b* # 0, finding such a signature happens with probability % plus A’s
SXDH advantage. Thus: |Pr{S$?(\)} — Pr{ExpG*(\)}| < % + AdvPH ().
Game Ggj: is as the previous game, but now, if Ver(PK,C* rand) = 1, C ex-
~ %k
tracts W from Com”‘;«[;.; then, from the commitment Com™’s Com} com-
ponent if Ver(PK,C* rand) = 1, or its Com:’;1 component if Ver(PK,C*,
fresh) = 1, the challenger extracts, using a, o*, and then checks, if Ver(PK,
C*,fresh) = 1 whether the vector C* « (c¥, ..., c¥, cll*, ... 7c/n*, 1,0,...,0) -

Ge Gi"“*ﬁ (obtained straightforwardly from C*’s (c*, cl*) component),
and if Ver(PK,C*,rand) = 1, the vector C* « (c*,... ¢ ¢, ...,c* 1) -

GHW* e G2V is such that LHSP.Ver(C*, o*, opk™) outputs 1 — if not,
C declares the game lost by A.

If Ver(PK, C*, fresh) = 1, she also extracts ¢ from each other Com;i com-
mitment, and verifies that LHSP.Ver((p,_,|e;+1)G, o}, opk*) = 1, denoting

(e;); the canonical basis of ZZ(,HN) x(1+N)

She then proceeds to extract, if Ver(PK,C* fresh) = 1, W* = (W}*); and

2W* = (W}); from Comiy and Comyy, and if Ver(PK,C*,rand) =1, W* =
(Wl*)“WN/* — (W), 2% = (WF); and @W = (W), from Com;,”ﬁ,
and Comznuiﬁ' For each index ¢, she verifies that: e(W* — G,20F) = 1r,
e(Wr,®) = e(G,20F) (which shows that W* € {O,G}), and additionally
if Ver(PK,C* rand) = 1, for each index k that: e(f/IV/i* — G, F) = 1p and
e(Wi, 8) = e(G, 7).
Then,
— if Ver(PK, C* fresh) = 1, for each j € [1;n], she checks that:
N N
H e(Wr,&)Pii = e(c;G, ®) H e(Wi, 8)Piitr = e(c;G, 6);
1 i=1

1=

— if Ver(PK, C*, rand) = 1, for each j € [1;n], she checks that:

N
[ [ewi ®per T Te(Wr, &P = e(; G, ®)
=1

i=1



N N
[Tewz, @ [T &) = (G, 8)
i=1 i=1
If any of the above tests failed to pass, the challenger declares that the
adversary lost the game. The perfectly binding property of ¢ ensures that
they never fail after Ver(PK, C*, ) has passed with b* = 1, so the adversary’s
success probability is unchanged: Pr{S§3 N} = Pr{SSQ(A)}.
Game Gy: is as the previous game, except that C now declares the game lost
for A if, for any encryption requests q,¢" € [1;Q], opk = opk,. For any
pair of indices, this event happens with probability

of other pairs: ‘Pr{Sﬁ”‘( )} = Pr{ST (W} <

Q < 2* with A being polynomial time.

Game Gj5: is as the previous game, but now, denoting ¢ € [1; Q] the index
such that Trace(C,) = Trace(C*), w* = (w}); the vector of bits such that
W* = w*@, and if if Ver(PK,C*,rand) = 1, @™ = (@});, the vector of bits
such that W' = @ *aG, C declares the game lost for .A if:

- 1fVer(PK C*, fresh) 1,(c*...,c%) # (c1,...,c,) (where (cq,...,c,) =
polz, (cq)[lpolx, (c}));
— if Ver(PK,C*,rand) = 1, 3,y yywi i # (c1,- -, n) that is: if C* #

(1, € 1,0, 0)+ 3500 Wi (Pellex+1) = Tyt S, @ Thir (whe-
re Ty 1 is the ﬁrst vector of Cy’s tracmg matrlx)

indepentently

2n+1+N ?

Q n—N/2 —2n
p2n+1+ﬁ < 2" < 2 as

The above equalities pass if and only if C* is in span{T', 1, ... >Tq,fv“+1}’ as
the rightmost block of T" is Id5;_ ;, the identity matrix of ZéNH)X(NH), and
@G =W.
IfC* were not inspan{T'q,1, ..., T 5, ,}, then when LHSP. Ver(C*, 0%, opk™) =
1, C* and o* would yield an SXDH solver, so: [Pr{S$?(\)} — Pr{ExpG*(\)}

< AdvPH ().

Game Gg: is as the previous game, except that now, C declares the game
lost for A if Dec(sk,C*) # myg. As C has obtained (w¥);, (0r")x such that
(cf,. .. 7‘3’71*) = Zze[[l N Wi TPt ke[[l m]wk Prs (1,005 0) = Zie[[mv]] wip;,
and verified that the w}’s and w; "’s are in {0; 1}, then it equivalently means
that she knows m* € polg, ({0;1}"), ug, uf € poIRp({O; 1™, eg‘,e;)* € polg,
([2B]), and e*,e}* € polg, ([2*7! B]) such that:

(c*,c*) = (p- (uf +u¥) + A[m*], + e + X, p’ - (uf + u¥) + egf + ),
(cq:Cq) = (p-uf + A[m*]; +ef,p/ - uf + ),

and thus, as 2B < A: PQPKE.Dec((c*,c'*)) = PQPKE.Dec((cy, c;)) = m*,

so Dec(sk,C*) = Dec(sk,Cy) = m, (under the correctness of the scheme),

so: Pr{Sﬁ6 N} = Pr{Expi5(/\)}. Moreover, this ensures that A can never
win the game, as Dec(sk, C*) = my, so in this last game: Pr{SSG()\)} =0.

Finally: Pr{ExpT'aCe( )} <272 4 % +4. AdviXDH()\).



B.3 Proof of the TCCA-Security of TREnc

Proof. The following sequence of games reduces the TCCA one to one in which
the challenge sent to the adversary does not depend on the target bit b she
should get, thus leading to a null advantage.

Game Gg: is the original TCCA-security game. Let A = (A, A2) be a PPT

adversary, A € N a security parameter. The challenger, C, runs (PK,sk) <
Gen(1%), then sends PK over to A, who, having an oracle-access to the Dec
algorithm, outputs a state st and two ciphertexts, Cf and Cf.
The challenger then checks that Trace(PK, C¥) = Trace(PK, C), that Vf(PK,
Cg,fresh) = 1, and that Vf(PK,Cf,fresh) = 1, declaring the game lost
for A if any of the above conditions is not met; else, she goes on draw-
ing b < {0;1}, setting C* < Rand(PK,C}), and returns C* to As, who,
taking it as input along with the state st and having access to a decryp-
tion oracle returning results only when queried on ciphertexts C such that
Trace(PK, C) # Trace(PK, C*), outputs a guess b’ for the value of b; A then
wins only if & is equal to b, with a success probability denoted: Pr{Sﬁ" M)} =
Pr{Exp°“* (V).

Game Gi: is as the previous game, except that now, the challenger aborts
and declares the game lost by the adversary if at any point A produces two
ciphertexts (including as oracle queries) C and C’ such that, denoting opk «—
Trace(PK,C) and opk’ « Trace(PK,C"), opk # opk’ but H(opk,PK) =
H(opk’, PK). This event happens only if a collision is found on A, thus the
adversary’s success probability loss with respect to the previous game is
bounded in the following way: [Pr{S$' (\)} = Pr{S$* (\)}] < Adv" (3.

Game Gy: is as the previous game, except that now, in the execution of the
Gen algorithm outputting (PK, sk), C now replaces the generation of spk as a
random draw from G2 by: (spk, ssk) <~ LHSP.KeyGen((pp, £),2), generating
a signature key pair for which spk will be included in the common reference
string in PK, while C keeps ssk in memory to be be able to sign elements
with a corresponding key later on. The view of A is not altered since the
LHSP.KeyGen-generated spk also follows a uniform distribution on @2, SO
Pr{SS* (W)} = Pr{SS' (V).

Game Gg3: is as the previous game, but now, when generating C*, the chal-
lenger sets b < 0, and uses the witness b® «— O for the X variable of the Esis,

system of equations, along with Y; « O for each index ¢ € [{1; 2n+1+ ]\Nfﬂ,
(X1,X32) « (0,0), for each i € [1;N], (Z;,3;) < (0,9), and for each
ke [[uvﬂ, (1, Zk) « (D,0). C also sets: (Y{,Y]) — (G,7*G) (where

7% = H(opk™, PK))), and generates a signature on this vector with: o¥ «

LHSP.Sign(ssk, (G, 7*@G)), then finally setting (X1, X}) <« o* as the final
component of the solution w* to ESiSo that will be used; C then sets: IT*
(Com™, 7%, Esiso) < GS.Com&Pr(pp, p, w*, Esiso), and, still using the same
(c*,c/*) and opk™ components of C* as in the previous game, now sets:
C* « ((c”‘,c,”‘)7 opk™, IT*) before returning C* to A.



The honest randomization of C} was not modified, and as ¢ was gener-
ated in the Groth-Sahai perfectly witness-indistinguishable mode, the use
of the new witness w* in the Groth-Sahai proof leaves this game perfectly
indistinguishable from the previous one: Pr{SSS()\)} = Pr{SS'2 (M)}

Game G4: is as the previous game, except that now, the challenger uses:
@ < GS.BCRSGen(pp) in the generation of the Groth-Sahai reference string
included in PK, now using the perfectly binding mode.

In this new game, the components of the vectors in ¢ form a Diffie-Hellman
tuple in G and another one in G, whereas they did not in Gg.

The difference between both games is two SXDH distinguishers, and the
probability Pr{Sﬁ4 (A} that A will win the current game is thus bounded
by: [Pr{SS* (M)} — Pr{ExpS (M)} < 2 AVEOH ().

Game Gj5: is identical to the previous game except that now, when computing
@ < GS.BCRSGen(pp), the challenger keeps in memory the trapdoor scalars
a and a that are the secret multiplicative factors of second vector components
in G and G respectively. The knowledge of a and a will allow C to extract the
unique values encoded in each Groth-Sahai commitment that is valid with
respect to . The distribution of what is sent to A remains unchanged, so:
Pr{SS (A} = Pr{s$* (V).

Game Gg: is as the previous game, except that now, the challenger uses a and

a to extract the value encoded in the Comss ;, component of Comy, for each
oracle query of index k, asking for the decryption of C} such that there exists
), € {fresh,rand} such that Ver(PK,Cy,¢;) = 1 and that Trace(PK,C}) #
Trace(PK, C*) if C* has already been released (else the oracle answers with
1). Indeed, as Cj passes the verification test, its commitments and proofs
are valid, and the corresponding value b;® may be extracted using a. C now
answers L to the query if by # 1.
If by, # 1, then C extracts the values committed to in Com, ,; and Com,
inside of Comy, denoting them o, = (Xk,1,Xk2) and (T,1,Tk,2) respec-
tively. The perfect soundness of proofs made with the perfectly binding
then ensures that:

6(5k71, ®)€(Sk727 f)) = e(Tk',la 6spk,l)e(Tk,Za 6spk,2)
e(Ty,1,8) = e((1 —by)G, 8)
e(T2,8) = e(r:(1 — by)G, ®)

e(Sk,1,8)e(Sk,2,9) = e((1 — br)G, Bgpi1)e(T(1 — br)G, Sepi 2)

with 1 — by # 0. If the corresponding index k was queried:

— after A sent CF and Cf to C, then it is valid only if opk, # opk™ and
thus 7 # 7*; hence, if A were able to produce such a ciphertext with a
probability not negligibly close to %, without having recieved any proof
corresponding to 7% (as (G, 7, @) is then not in the span of (G, 7*G)), it
would yield an efficient SXDH distinguisher;

— if it was queried before A sent C§ and C§ to C, then the above argument
also holds when 75, # 7*. If one had 7, = 7%, it also implies that A was



able to find an answer to the SXDH instance defined by spk; it is equal
to the answer provided by ssk with probability %, and else, for a different

basis decomposition, yields an efficient SXDH solver.
Thus:

Pr{s5 (N} = Pr{BpG ()} < % + AdvEP ().

Game Gr7: is as the previous game, though now the challenger also extracts
the following values:
- Wi = (Wii)i, 2 = (Wy,)i from Comy w, Comy ap respectively if
Ver(PK, Cy, fresh) = 1;
- Wk,ﬁ}k = (Wkﬂ-)i,ﬁﬁk,éﬁk = (Qf\ﬁkyl)l from Com
respectively if Ver(PK, Cj,rand) = 1.
The prefect soundness of Groth-Sahai proofs verified with ¢ then ensures
that, denoting ¢ = (cx,1,---,¢,) < polﬁi (ck)||pol7_zi (ch):
— if Ver(PK, Cy, fresh) = 1:

C

k,W|W ~OMg o295

Vie[l;N]: e(Wg,i — G, 2y,:) = 1p
e(Wi., ®) = e(G, Wy, ;)
so, as W}’s components are in {O,G}, this provides a vector of bits
(Wk.1,- .., wg ) such that, because of the verified equations: vazl W4 *
p; = ¢, and thus also yields my € polg, ({0;1}"),ux € polg ({0;1}"),
and ey, e, € polg, ([2B]) such that:

(ChyCi) = (P up + A[my]e + ex, p' - ug, + &);

— similarly if Ver(PK, Cf,rand) = 1:

Vie[L;N]: eWi,i — G, W) = 11, (Wi, ) = e(G,Wy,;i)
vie [LN] oW — G W) = 1z, (Wi, ®) = e(G, W)

so Wy, € {0,G}Y and W, € {0, G}ﬁ, and they provide vectors of bits
wy = (wg;); and Wy, = (Wy;); such that (Wi|Wy) = (wi|wy)G, and
that, because of the verified equations: Zfil Wi Py + Zle Wk Py = Ck
So C has obtained: my € polg, ({0;1}"), ug, Ux € polg ({0;1}"), e, e, €
polr ([2B]), and &€, € poIRp([[Z’\“B]) such that:

(ckrcr) = (p- (up +Ux) + Almi]e + e + €k, p' - (up + k) + € + &,);

and the PQPKE decryption algorithm will thus return my on input (cg, c},)
and the secret key corresponding to pk, sk. So now, instead of using sk to
answer a valid query C}, C uses the above extracted vectors to find and
return my.

Under the perfect binding property of ¢, the my computed with this new
method is identical to the one found using sk, so: Pr{SG7(\)} = Pr{SF*(\)}.



Game Gg: is as the previous game, though now C is not provided with sk; as
she was not using it, this does not change the distribution of reponses with
respect to the previous game: Pr{SffB N} = Pr{S§7 N}

Game Gy: is as the previous game, but now the challenger draws b < Rp
and sets: (c*,c*) « (cf,cf) + (b-uf +e¥,p’ - u¥ + e*) inside of C*. The
adversary’s advantage in distinguishing this game from the previous one is
her advantage in the RLWE security game, challenged with either (p’,b) or
(p',—p’ - s +e), for p’ drawn uniformly at random in R,, so:

Pr{SS*(\)} — Pr{SS* (N} < AdvEME(N).

Game Gg: is as the previous game, though now, the challenger sets (c*, ¢ *) &

R2. As uf is in polg, ({0;1}"\{0,}), which contains only invertible elements
of R, for each element (x,x') € R2:

Pr {(c;f,c;f) +(b-uf4efa-uF+ef) = (x,x’)}

(a,b)ER2
= P {(h )+ (e + (ba) = ()}
(a,b)ER2
1 —2n
= Pr {(b,a) = (x,x)} = s =p "
(a.0)&R2 IRyl

So this game is perfectly indistinguishable from the previous one: Pr{Sffw (AN}
— Pr{s$ (A)}.

In this last game, all of C’s answers are built without using sk, and are
independent of b; therefore, A’s advantage is null.

As a result: Adv %9t ()) < Advff(”’H()\) + Il] +3- AP + ADVEYE(L)). o

B.4 Proof of the IND-CPA Security of TREnc
Proof. Let Ae N, A= (A, As) be a PPT adversary.

Game Gg: is the original security game; with (PK,sk) <- Gen(1%), A; is pro-
vided with PK, returns a state st and two messages mg, m; € {0;1}™; the
challenger draws b <~ {0;1}, sets C; < Enc(PK, m;), and returns (st,Cp) to
As. Ag then returns ' and wins iff it is equal to b.

Game Gi: is as the previous game, but now, the challenger keeps a simula-
tion trapdoor when generating the Groth-Sahai CRS (with now none-public
coins). The distribution of PK is not altered, so AdvG*(\) = AdviPA’TRE"C()\).

Game Gs: is as the previous game, but now, using the Groth-Sahai CRS trap-
door, the challenger simulates the Groth-Sahai commitments and proofs.
Under the perfect witness-indistinguishability of the CRS used: Advfi2 A =
AdVG (V).



Game Gg3: is as the previous game, but now the challenger, not receiving sk
in the initialization, replaces the RLWE encryption to be sent to A5 to one
replacing pk with (p’,b), for b < R,; the difference between this game and

the previous one is an RLWE distinguisher, so: Adv§3()\) — Ade\'Q()\) <

AdvRYE(N).

Game G4: is as the previous game, except that now, the challenger takes a
uniformly random element of RZQ, as the previous RLWE encryption to be
returned to As. As b acted as a perfect mask in the previous game, this
is statistically indistinguishable: Advj“()\) = Advﬁ3 (A\). In this last game,
what is returned to the adversary is completely independent from b, so her
advantage is null.

Finally, AdvS™ T*E (1) < AdvRWVE(N). =

B.5 Proof of Receipt-Freeness of the Voting Scheme
Proof (Receipt-Freeness). Let A € N, and A be a PPT adversary.

Game Gg: isthe original receipt-freeness game, in which Advﬁ0 (A) = AdviF (V)

Game G: is as the previous game, though now, even when = 0, SimSetup-
Election is called instead of SetupElection to set up the keys, and the chal-
lenger keeps the simulation trapdoor 7 issued from the simulated election
setup generation. [AdvG'(\) — AdvG°(\)| < Advi{mset”pElection()\).

Game Gg: is as the previous game, though now, even when g = 0, the tally
proofs returned to A from Otally are generated using SimProof as in the
B =1 case. ‘Advf"z()\) - Advil()\)’ < Qoraty - AdVITPO (3.

Game Gg3: is as the previous game, but now, when A calls the OreceiptLR
oracle, the same b; is used for both ballot boxes (replacing the by that was
used with BBy). Moreover, the secret key from the generation is not re-
ceived by the challenger, who uses the decryption oracles from the TCCA
security game when asked for decryptions (refusing the decryption of bal-
lots sent to OreceiptLR). The difference between this game and the pre-
vious one is QoreceiptLR times the TCCA security game, for Qoreceipt-
LR the number of requests to OreceiptLR (using QoreceiptLR hybrid games
with a TCCA difference to the previous one between the Go and Gj), and:

AdvG? (\) — Adv§? (V)| < QoreceiptLR-AdviZ“* (). Tn this last game, what
A receives is totally independent of 3, so Advfj3 (\) =0.

Finally,
AdVRF(\) < QoreceiptLR-AdvE % (\) +Qoraty - AdvE™PF (X) + Ady3moetPEeetion ()

O
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