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Abstract. We present a signature scheme with the tightest security-
reduction among known constant-size signature schemes secure under
the computational Diffie-Hellman (CDH) assumption. It is important
to reduce the security-reduction loss of a cryptosystem, which enables
choosing of a smaller security parameter without compromising security;
hence, enabling constant-size signatures for cryptosystems and faster
computation. The tightest security reduction far from the CDH assump-
tion is O(q), presented by Hofheinz et al., where ¢ is the number of sign-
ing queries. They also proved that the security loss of O(q) is optimal
if signature schemes are “re-randomizable”. In this paper, we revisit the
non-re-randomizable signature scheme proposed by Bohl et al. Their sig-
nature scheme is the first that is fully secure under the CDH assumption
and has a compact public key. However, they constructed the scheme
with polynomial-order security-reduction loss. We first constructed a
new existentially unforgeable againt extended random-message attack
(EUF-XRMA) secure scheme based on Bohl et al.’s scheme, which has
a tighter security reduction of O(g/d) to the CDH assumption, where d is
the number of group elements in a verification key. We then transformed
the EUF-XRMA secure signature scheme into an existentially unforge-
able against adaptively chosen-message attack (EUF-CMA) secure one
using Abe et al.’s technique. In this construction, no pseudorandom func-
tion, which results in increase of reduction loss, is used, and the above
reduction loss can be achieved. Moreover, a tag can be generated more
efficiently than Bohl et al.’s signature scheme, which results in smaller
computation. Consequently, our EUF-CMA secure scheme has a tighter
security reduction to the CDH assumption than any previous schemes. *

keywords Digital signatures, the CDH assumption, Trapdoor commit-
ment, a Tight security reduction

! This is a revised version of the LNCS version of [23], where there are many technical
bugs. We have fixed the bugs in this version



1 Introduction

1.1 Background

Digital signatures are the most elemental cryptographic primitives that guar-
antee authenticity of electronic documents and are analogous to pen-and-ink
signatures on physical documents. In digital signatures, each signer has a pair
of secret (signing) and public (verification) keys. A signer signs documents by
using one secret key, and authenticity of a signature is publicly verifiable with
the public key. Digital signatures are widely used in the real world. For example,
it is used in transport layer security and e-commerce and so on.

The performance of cryptographic primitives is evaluated by reduction loss
to a certain difficult problem. The (security) reduction is a particular way of
using a mathematical proof to ensure that a cryptographic primitive is secure. It
shows that breaking the primitive is at least as difficult as breaking the difficult
problem. Reduction loss is the gap in difficulty between breaking the primitive
and breaking the difficult problem. When there is approximately no security-
reduction loss, it is called tight security. Strictly speaking, if a t-time adversary
attacks the scheme with success probability €, then a t’-time algorithm can be
constructed to break some difficult problem with success probability &' = /6
and t' = k-t + O(¢). A cryptographic scheme is tightly secure if 4 is a small
constant. The constant 6 measures the security loss of the security reduction of
our primitives from the underlying assumption. In particular # does not depend
on other parameters under the adversary control (e.g. the number of queries, the
scheme’s security parameter and adversary’s own success probability).

When the parameter 6 is a small constant only depends on a small poly-
nomial of the security parameter, the cryptographic scheme is called almost
tightly secure. It is important to reduce the security-reduction loss of a cryp-
tosystem, which enables the choosing of as small a security parameter without
compromising security as possible; hence, enabling small security parameters
for cryptosytems, i.e., signatures and verification keys, and fast computations of
signature generation and verification, etc.

1.2 Related Works

There are many provable digital signature schemes [2,10,27,22,4,19,6, 14, §].
The security of signature schemes first can only be proven in the random oracle
model. Signature schemes in the random oracle model have heuristic security
arguments based on the random oracle [16]. Then digital signatures in the stan-
dard model are developed. With these schemes, there are two major problems
used for security proof, decisional problem, i.e. the decisional Diffie-Hellman
(DDH) problem, and search problem, i.e., the Computational Diffie-Hellman
(CDH) problem. Generically, search problems are harder than decisional prob-
lems, namely, breaking the CDH problem is harder than breaking the DDH
problem.



Constant-Size Signature If a signature consists of a (small) constant number
of group elements, the size of the signature is called constant-size. We discuss
constant-size signature schemes in the standard model from now. The digital
signatures with a security reduction to decisional problems has been extensively
studied last years and its reduction loss to the DDH problem is achieved O(1),
where [ is the bit length of a message [12,18]. There are a few digital signatures
secure under the hardness of search problems. Waters proposed a scheme [27]
that is efficient and provably secure under the CDH assumption in the standard
model. Some digital signatures under the CDH assumption based on Waters’ sig-
nature scheme have been developed [22, 20, 6, 26, 7]. However, their reduction loss
to the CDH problem are not so tight. The loss of security reductions on Waters’
signature scheme is O(8(1 + 1)q), where ¢ is the number of adversarial signature
queries. The technique called programmable hash functions (PHFs) [21] improves
the tightness of the security reduction to O(v/Ig). To the best of our knowledge,
the tightest security reduction to the CDH problem from a constant-size sig-
nature scheme is O(q), presented by Hofheinz et al [20]. They proposed a re-
randomizable signature scheme by applying an error-correcting code to Waters’
signature scheme. They also proved that the reduction loss of O(q) is optimal if
signature schemes are re-randomizable.

In spite of many of these previous studies, constant-size signatures with a
tight reduction to the CDH problem in the standard model remain unknown. If
it is not limited to these condition, there are some signature schemes with a tight
reduction. Unless a signature is constant-size, there exists a signature scheme
with a tight reduction from the CDH assumption was proposed by [8]. Unless
a signature scheme is based on the CDH assumption, there exists a constant-
size signature scheme with a tight reduction [11]. Unless a signature scheme is
in the standard model, there exists a constant signature scheme with a tight
reduction [24].

However these either have not constant-size signatures (e.g. O(k) times the
number of group elements in the CDH assumption) [25] or are based on strong
assumption (e.g. strong RSA, strong DH) [11], where & is the security parameter.
Although there exist signature schemes with a tight reduction to search problem,
they either are based on the random oracle model or have a non-constant size sig-
nature. Tree-based signature schemes achieve a tight reduction to search problem
but their signature size is not constant. This is an open problem that obtaining
a tightly secure and short (i.e. constant-size) signature scheme under the search
assumptions (e.g., CDH). In this paper, we focus on the security reduction of
constant-size signature scheme can be obtained from the CDH assumption.

1.3 Owur Contribution

We present a signature scheme with a tighter security reduction than known
constant-size (in the sense that the signature contains constant number of group
elements or vectors) signature schemes under the CDH assumption. In this paper,
we revisit the non-re-randomizable signature scheme proposed by Bohl et al. [7].
Their scheme has compact public keys at the price of a loose security-reduction



[Scheme] Origin [ VK Size |Sig. Size [Reduction Loss]

Waters| new O(k)1e 276 O(kq)
HK [Waters| O(k)7c 276 O(Vkq)
HJK |Waters| O(k)1g 276 O(q)
22+ g ate
BHJKS| new |O(log,k)7c|276 + 7, |O <€7§
Seo |BHJKS| w(l)re |276 + 77, O(kq)
Ours |BHJKS| O(k)mc |27 + T, (’)(g)

Table 1. Constant-size signature scheme under the CDH assumption in the
standard model: k is the security parameter, 7 is the size of group element, 77, is
the size of the exponent, ¢ is the maximum bound of the signing queries, ¢ and d are
constants, € is the success probability of the adversary.

loss. We address that there is a trade-off between public key size and a security-
reduction loss in their scheme. Moreover, without a pseudo-random generator
and adopting a generic transformation from the scheme with extended random-
message-attack security to that with chosen-message-attack security [1], we can
obtain a signature scheme with the reduction loss of O(g/d), where d is the
number of group elements in a verification key.

2 Preliminaries

For n € N, [n] denotes the set {1,...,n}. We let negl(x) denote an unspecified
function f(k) such that f(k) = k=), saying that such a function is negligible
in k. For a probabilistic polynomial-time (PPT) algorithm A, we write y < A(x)
to denote the experiment of running A for a given z, selecting an inner coin r
uniformly from an appropriate domain, and assigning the result of this experi-
ment to the variable y, i.e., y = A(z;7). Let X = {X;}ren and YV = {Y, }ren
be probability ensembles such that each X, and Y, are random variables rang-
ing over {0,1}". The statistical distance between X, and Y, is Dist(X,,Y,) =
2+ |Prseqo,3[X = s] — Prycgoa}<[Y = s]|. We say that two probability en-
sembles, X and Y, are statistically indistinguishable in x, denoted as X X Y,
if Dist(X,,Y,;) = negl(x). Let A and B be PPT algorithms that both take as

input x € {0, 1}*. We write {A(2)}xen, ze{0,1}+ N {B(%)}xen, zefo,13+ to denote

{A(2:)}een ~ {B(2,)}ren for every sequence {z, }ren such that |z,| = .

2.1 Digital Signatures

We use the standard definition of digital signature schemes. A digital signature
scheme is given by a triple, SIG = (KGen, Sign, Vrfy), of PPT Turing machines,
where for every (sufficiently large) « € N, KGen, the key-generation algorithm,
takes as input security parameter 1” and outputs a pair of verification and
signing keys, (vk, sk). The signing algorithm Sign, takes as input (vk, sk) and



m and produces o. The verification algorithm Vrfy, takes as input vk, m, and
o, and outputs a verification result bit. For completeness, it is required that for
any (vk,sk) pair generated with KGen(1%) and for any m € {0,1}*, it holds
Vrfy(vk, m, Sign(sk,m)) = 1.

tag-based signatures A tag-based signature scheme SIG; = (KGeny, Sign,,
Vrfy,) with message space M, and tag space T, consists of three PPT al-
gorithms. Key-generation (vk,sk) < KGen;(1%) takes as input a security pa-
rameter 1% and outputs a pair of verification and signing keys (vk, sk). The
signing algorithm o < Sign,(sk,m,t) computes ¢ on input sk, m, and tag
t. The verification algorithm Vrfy,(vk,m,o,t) € {0,1} takes vk, m, o, and ¢,
and outputs a verification result bit. For correctness, we require that for any
A € N, all (vk,sk) < KGeny(1}), m € My, t € Ty, and o « Sign,(sk,m,t),
Vrfy, (vk,m,o,t) = 1.

Re-Randomizable Signatures Intuitively, re-randomizable signatures [20]
have a property that, given vk, m, and valid o, one can efficiently generate
a new o’ that is distributed uniformly over the set of all possible signatures for
m under vk.

Formally, let SIG = (KGen, Sign, Vrfy) be a signature scheme. Let us denote
the set of o for m that can be verified correctly under vk by

Y(vk,m) = {o|Vrfy(vk,m,o) = 1}.

We say that SIG is re-randomizable if there is a PPT algorithm Rerand such that
for all (vk, m, o) with Vrfy(vk,m,c) = 1, the output distribution of Rerand(vk,
m, o) is identical to uniform distribution over X'(vk,m).

2.2 Trapdoor Commitments

We now define a trapdoor commitment scheme [13]. Let TCOM = (Gen*, Com",
TCom', TCol*) be a tuple of the following four algorithms. The Gen' algorithm
is a PPT algorithm that takes as input security parameter x and outputs a pair
of public and trapdoor keys (pk,tk). The Com' algorithm is a PPT algorithm
that takes as input pk and m, selects a random 7 < COIN®™, where COIN®™
represents the internal random number 0 or 1, and outputs a ¢ = Comyg, (m; 7).
The TCom® algorithm is a PPT algorithm that takes as input tk and outputs
(¥, x) < TCom}s.(1%). The TCol* algorithm is a deterministic polynomial-time
algorithm that takes as input (tk, 1, x,m) and outputs # € {0,1} such that
¢ = Comyg (1 7).

We call TCOM a trapdoor commitment scheme if the following two conditions
hold.

Condition 1 Trapdoor Collision. For the pk generated with Gen'(1%), and
all m € {0, 1}>‘m(’“), the following ensembles are statistically indistinguishable in



(¢, m,r)|r + COIN®; o) = Com;ck(m; r)}

(6,m,1) | (,X) + TComig (1) = TCOliE (4, x,m) }.

S
~
~

Condition 2 Computational Binding. For any PPT adversary A,

pk « Gen"(1%); (m1,ma, r1,72) + A(pk) :

Ecomp—bind — Pr e i
Comy(my;71) = Comyy(ma;r2) A (M1 # ma)

| = e

2.3 Security class of digital signatures

EUF-CMA A digital signature scheme SIG is said to be existentially unforge-
able against adaptively chosen-message attack (EUF-CMA) [17], if for any A,
AdvE,[éFACh’IA(m) = Pr[ExptE,IéiCMA(fﬁ) = 1] = negl(k), where Exptg,léFACk'lA(ﬁ) is
defined in Fig. 1.

EUF-XRMA A SIG is said to be existentially unforgeable against extended
random-message attack (EUF-XRMA) [1] with respects to the message gen-
erator MsgGen, a PPT algorithm that takes as input a message-generation key
gk and outputs m, if for any A and any positive integer n bounded by a poly-

nomial in x, AdvE}é&XR‘I\’IA(m) = Pr[ExptE,[éiXRl\'lA(m) = 1] = negl(x), where
Expt?,léiXRl\'[A(n) is defined in Fig. 2, and Q,, = {m1,..., my}.

2.4 Bilinear Groups

Let G be a PPT algorithm that, on input of a security parameter 1”, outputs a
description of bilinear groups (G,Gr,e,q,g) [9] such that G and Gr are cyclic
groups of prime order ¢, g is a generator of G, and a map e : G x G — G
satisfies the following properties:

— (Bilinear:) for any g, h € G and any a,b € Z,, e(g9%, h®) = e(g, h)?®,
— (Non-degenerate:) e(g, g) has order ¢ in Gr, and
— (Efficiently computable:) e(-,-) is efficiently computable.

ExprEg ()

(vk, sk) < KGen(1%); (m*,c*) < AS&r()(yk)
If m* € Q,,, then return 0
Return Vrfy(vk, m*,c™).

Fig. 1. Experiment with EUF-CMA. Sign,,(-) is a signing oracle with respect to sk
that takes m and returns o < Sign,,(m) and records m to Q,,, which is initially an
empty list.



ExptsEIIGIi;lXRMA ():
(vk, sk) < KGen(1"); gk < Setup(1")
For Vi € [n],
(my, w;) < MsgGen(gk); o; < Signg,(m;)
(m*,0") + A(vk,{mi,o:, w;: }i—1)
If m* € Q,n, then return 0
Return Vrfy(vk, m*,o").

Fig. 2. Experiment with EUF-XRMA. The Setup algorithm is a PPT algorithm that
takes as input a security parameter 1% and outputs gk.

2.5 Computational Diffie-Hellman Assumption

Let g be a group generator of G. We say that the CDH assumption [26] holds if
for any PPT algorithm A the following advantage

AdVGP (k) := PrA(g,G,g,9% ¢") = 9°%la, 8 & Z,,9 & G]
_ CDH

is negligible function in the security parameter «.

2.6 Pseudorandom Functions

For any set S a pseudorandom function (PRF) [5] with a range S is an efficiently
computable function PRFS : {0,1}" x {0,1}* — S. We may write PRFS (z) for
PRFS(K:, x) with a key « € {0,1}*. Additionally we require that

AdvgréFs,A(m) = ‘Pr [AFRF(-) =1 for & + {0,1}*] — Pr[A%(-) = 1]‘ = ¢PRF
is negligible in k where i/ is a truly uniform function to S. We often write PRF,
which is omitted from S.

2.7 Scheme of Bo6hl et al.

We now revisit the signature scheme [7] proposed by Bohl et al. They present
a new paradigm for the construction of efficient signature schemes secure un-
der standard computational assumptions. First, they define a mild security for
signature schemes that is much easier to achieve than full security. We con-
sider EUF-CMA security as full security. They present efficient mildly secure
schemes under the CDH assumption in pairing-friendly groups. Concretely, they
construct an EUF-dnaCMA secure signature scheme by using a SIG;, which
is EUF-dnaCMA}, secure, and a PRF, which is a PRF. Moreover, they ap-
plied trapdoor commitment and modified the EUF-dnaCMA secure signature
scheme and achieved an EUF-CMA secure signature scheme under the CDH as-
sumption. Therefore, they constructed a full secure signature scheme generically



from a mildly secure signature one. They constructed the signature scheme that
is secure against non-adaptive attack by using PRFs. Pseudorandom functions
affect security-reduction loss. In their security proof, they use the confined guess-
ing technique. They choose an appropriately sized tag set, where their signature
simulation is done.

Theorem 1. If PRF is a PRF and a SIG; is EUF-dnaCMA} secure, then
there is an EUF-dnaCMA} secure SIG. Concretely, let A be a PPT adver-
sary against o SIG with at most q signature queries and having advantage

€ = Adv?,%iﬂnac}\“(/{), Then there exists an EUF-dnaCMA} adversary A’

against the SIG; that makes ¢'(k) < 2 - {%}C/d + 1 - q signature queries and

has advantage €' := Advggf,_j?aCMAz‘(ﬁ) and PRF distinguisher with advantage

€prr such that
(k)
M
for infinitely large k, where p'(k) is a suitable polynomial and My, denotes the
message space.

& >e/2 _ cPRF

Lemma 1. Let T be a tag set with |T| = n. Let t1,...,t; be q independent
random wvariables taken uniformly random from T. Then, the probability that
there exist d 4+ 1 pairwise distinct indices i1, ...,iq+1 such that t;, =--- =1
d+1

iy

Theorem 2. The SIG; is EUF-dnaCMAY secure if the CDH assumption holds
inG. Let A be a PPT adversary on SIG; with advantage € := AdvglléidnaCMAd(m)
with at most q random messages along with signatures. Then, it can be used to
solve the CDH problem with probability of at least €/q’, where q' denotes the

number of distinct tags queried by A.

Td+1

is upper bounded by

Theorem 3. If the CDH assumption holds in G, then the signature scheme with

trapdoor commitments SIGP is EUF-CMA secure. Let A be a PPT adversary on,

SIGB with advantage ¢ = Advg[éFAdnaCMA:‘(m) querying for q random messages

along with signatures. Then, it can be used to solve the CDH problem with proba-

. 92+§ _qc+§
bility of at least oA T2 d(eppr Fecomp bindy correspond
to the advantages for breaking the PRF and computational binding, respectively,

and ¢ > 1 denotes a granularity parameter in which the size of tag spaces is
defined by T" = ol
There are some changes of notation between our signature scheme and Bohl

et al.’s signature scheme. We omit these proofs. Please visit [7] for details of
these proofs.

where eprp and geomp-bind

3 Proposal: Modified Mildly Secure Signature Scheme

We modify Bohl et al.’s signature scheme and reduced it to the CDH assumption
more efficiently. We first construct an EUF-XRMA secure signature scheme
under the CDH assumption based on B&hl et al.’s signature scheme [7].



— Bohl et al. transformed EUF-dnaCMA] secure signature schemes to EUF
-CMA secure ones. We first construct a EUF-XRMA secure signature
scheme based on theirs. We transform it to an EUF-CMA secure signa-
ture scheme with trapdoor commitments using Abe et al.’s technique[1]. In
this way, we construct a new non-re-randomizable signature scheme since
re-randomizable signature scheme has a property that bounds of security-
reduction loss to the CDH problem is O(g).

— We construct this signature scheme without a PRF. In an experiment with
EUF-XRM A security, messages are generated by a message generator MsgGen
instead of the PRF. The PRF affects security-reduction loss, but the MsgGen
does not. Consequently, the security-reduction loss of our scheme improves
when PRF disappears. ‘

— In Bohl et al.’s signature scheme, the tag space is divided into |T;| = ole’].
While in our construction, we make the tag space stepwise |T;| = 27 and set
a tag by using modulo operation t¥) = m mod 27, where m is generated by
the MsgGen. We can choose the size of the tag set T; adequately and prepare
T} to be as small as possible so that any ¢ signatures can be produced from
q messages.

— We evaluate the condition under which an identical tag ¢ is generated from
distinct messages ms in the signature simulation more strictly. In Bohl et al.’s
lemma 1, the probability of condition Pr[(d + 1)-fold] is negligible. Since we
change the parameter size of tag sets and the number of tag collisions d, we
evaluate the lemma again with the parameter d, which results in exponen-
tially small Pr[(d + 1)-fold].

3.1 Construction

SIGq is an EUF-XRMA secure signature scheme under the CDH assumption and
described in Fig.3. Tag sets are generated along with the following tag-making
rule. Each T} is set as {0,1}/ (1 < j < 1), and each tag in 7T} is determined
as tgj) = m; mod 2/ for 1 < i < ¢ by using an m;. This scheme does not
require a PRF, unlike that by Bohl et al. [7]. In the EUF-XRMA experiment,
messages {m;}!", are generated by MsgGen uniformly. Thus, tag tU) is also
distributed uniformly. We assume that G and Gp are groups of prime orders
and e : G x G — Gy is an efficiently computable non-degenerate bilinear map.
We let | = w(log k) and d = O(k) for public parameters.

3.2 Security Analysis

We first show the following lemma used in the security proof of SIGy then prove
that SIGg is secure under the CDH assumption.

Lemma 2. Let T be a set with |T| =n. Let t1,...,t; be ¢ independent random
variables, taken uniformly random from T. Then, let ¢ = O(poly(k)), d = O(k).

e-q
For n > a1

Pr[ail,...,id+1 S [q] | ty, = --= tidJrJ
1s exponentially small in k, where e is the base of the natural logarithm.



KGen(1"%) Sign(sk, m) Vrfy(vk, m, o)
set G s.t. |Gl =p r <+ Z/pZ For j:=1to £ do
79 = {0,1} u(m) = N0 u t0) =m mod 27.
a7y T = {0,1} If e(o0, 9)
(9:h {uitizo {zi}j=1) « G | t¥) =m mod 2! 7# e(u(m), g%)e(z(m)h, o1)
sk=a z(m) = Hé’:l z}m return 0
vk = (9,9%, h, {uitizo, {2j}j=1)| 00 = u(m)*(z(m)h)" | else
return (vk, sk) o1=g" return 1
return o = (09, 01)

Fig. 3. SIGy: EUF-XRMA-secure signature scheme under the CDH assumption

Proof.

Pr[ﬂil,...,id_;,_l S [q] | tyy =---= tid+1]
d

:ch—H <717,>

_ d! 1

(g —(d+1)(d+1)! (n>

:q'(q_(;)_;.lh)!q_d) <1>d

< () 0

< (a) G e

_ e-q ( e-q >d
V@ nden \nd+ D

where Inequation #* holds by Stirling’s approximation
T
2w X (E) <zl <eyr (E)
e e

Now, we set n > 4 then % <1 and

x

e-q

27 (d+1)(d+1)
Hence, Pr[3iy,...,iq11 € [q] | tsy = --- = ti,,,] is exponentially small in

K. O
Bohl et al. assumed that d is constant and showed that the probability

d+1

Pr(3it,... 0441 € [q] | tiy = --- = ti,,,] is bounded by qn: . However, d is
not necessarily constant. When assuming d = O(k), (d + 1)! in Inequation ,

which is also in the proof of lemma 1, cannot be ignored. Lemma 2 shows that

the (d + 1)-fold probability is exponentially small when ¢ tags {tl(-j ) 7, are cho-

sen from 7. This is a key lemma since this probability affects reduction loss.

is polynomial in &.

10



This modification makes the vk size increased but our security reduction tighter
than that of Bohl et al.’s scheme.

Theorem 4. If the CDH assumption holds in G, then SIGqy is EUF-XRMA se-
cure. Concretely, let A be a PPT adversary against SIGy with advantage ¢=VF-XRMA
::Advg'[éi;lXRMA(f{) and let A have at most g random messages and their cor-
responding signatures. Then, another adversary B, which can solve the CDH

problem with probability of at least O(g), can be constructed using A.

Proof. Suppose that there exists an A that has at most ¢ random messages and
corresponding signatures, and outputs a valid forged signature with probability
gBUF-XRMA “We show that we can construct another adversary B that uses A as
an internal sub-algorithm to solve the CDH problem.

Let eBUF-XRMA 116 B'g advantage in the EUF-XRMA experiment.

Setup Adversary B receives a CDH challenge (g,¢%, ¢%) € G* as an instance
of the CDH problem. It then generates ¢ random messages m; < MsgGen(gk) ;
gk + Setup(1%) for 1 < i < ¢, defines tag sets T) = {0,1}7, and generates tags

t9) € TU) from message m;,

t9 = m;mod 2 for1<i<gq 1<j<lL.

Note that tgj) is not t; to the j-th power, and | = w(logy k). B chooses the
challenge instance j* such that the probability of a (d 4+ 1)- tag collision Pr[(d +
1)-fold] is exponentially small, i.e.,

Pﬂmh“JHﬁgM:ﬁﬂ:m:gm|W€M:#w%qu

td+1

is exponentially small such that |TU7)| is polynomial in x. Thus, j* := |log( o5

+1 for [TU)| = |(e-q/(d+1)| 41 is an index that fulfills these conditions (see
lemma 2).

Adversary B chooses £ € TU™) randomly and m,, ..., m;, such that tgf*) =

s = tg*) = t. It can choose at most d messages m;,, ..., m;, which have the

same tag t with probability 1, except exponentially small probability according
to Lemma 2. It then constructs a polynomial:

d d
FXO) =[x —my) =Y X' € Z,[X],
i=1 1=0
where coefficients (o, . . ., ta) in Z, and f(X) =1 for d = 0. Note that f(X) =0
for m;, ..., m;,. Adversary B chooses random exponents (7o, ...,7d, Tz, -, Lz,
xp) € Zp, where the index z1,...,% C [I], and defines

d
r(X) = Z r X,
i=0

11



u(X) = (g°)7 g,
. el _ .
2(X) = (¢°) ™" |19 =X mod 2,
using the instance of the CDH problem.

Adversary B then generates a vk. Concretely, B chooses ¢ € TU™) such that
t # t and generates coefficients u; and h as follows:

Uy = (gﬁ)mgn (Z = 0’ sy d)’
h=(g")""g™.

Moreover, B chooses ¢g* from the CDH instance and generates a vk = (g, g%,
{uito {z}=1, h).

Adversary B then creates ¢ signatures o1,...,0,4 for ¢ messages mq,...,my.
Let £ be a tag for a message 1. For 1 € {m1,...,my}, let £ = 7 mod 27" If
t # £, then f(1n) # 0 since f(X) does not have m;,,.. , M, as a root, which
maps to t. There are two cases according to the value of tit=tort#1.

When ¢ = ¢, then B chooses a random 7 « Z, and computes a signature
& = (60,61) as follows:

60 = (ga)r(m) (z(m)h)’“,

g1 =g .
From the definition of SIGg, 69 = u(m)*(z(m)h)", g"). In fact,

o0 = (u(m)®(z(m)h)", g")
N N (03
= ((g")7 g™ ()"

In case that £ = £, f(1n) = 0. Then

&0 = (%)™ (z(ri)h)".

When ¢ # £, then B chooses a random r < Z, and computes a signature
6 = (60,01) as follows:

Let S=g j=1%z; ,f:%(fm) mod p, r’ <= Zy, and r =7+’ mod p.

60 = (g°) ™M (g")" DS

Note that r € Z,, is uniformly distributed since 7’ is chosen at random.
From the definition of SIGq, 69 = u(m)*(z()h)", g"). In fact,

Go = u(m)“(z(m)h)"
= (gﬁf(m)+r(7h))a{( )t Z] L fz(.7>

1 f(./)

(g7) g™}
:(gﬁf( )+rm)) {g&i=1 "= (/3)5

f) fﬂh}
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= (g g (g )
= (ga)r(ﬁz)(gr)2§:1 zi(jj)“?h' (gocﬂ)f(ﬁt)(gﬁ)r’(f—t*)(gaﬁ)—f(m)
= (g7 (gr) Tam ¥ e g8y )
= (g7)" ™M (gP) g
B then sends (vk, {m;,o;}_;) to A.
Forgery Adversary A receives ¢ message and signature pairs (m1,01), .. ., (my,

og4) from B. After that, A generates a forged signature o* = (0§, 07) on m* and
returns (m*,c*) to B.

Solution of the CDH problem Adversary B derives the solution of the CDH
problem using (m*, o*).

When A succeeds in the forgery, m* ¢ {ma,...,mq}; hence f(m*) # 0.
Adversary B then calculates a tag t* of m*. If t* # £, then it aborts; otherwise,
it outputs the solution of the CDH problem ¢g®” as follows:

. —f(m*)
g _ B
((ga)r(m*)(gf)(zlf1”023-“““%)) g

The simulation of B is perfect, and A is given the same environment as a real
attack.

Claim The ¢ signature and message pairs (m;, ;) sent to A are valid.

Proof of Claim. Let (m1,01),...,(mg,0q) be the message and signature pairs
that A received. Adversary A verifies these signatures using vk = (g, g%, {u; }%_,,
{Zj }é':l ) h) .
The pairs that A received are classified into two groups according to the tag
of message £ = i mod 27 . One group is ¢ =  and the other is £ # £.
Regarding the group that has ¢ = £, 6 = (69,61) = ((g%) "™ (z(m)h)", g").
The signature & is verified as follows:

e(60,9) = e ((g°) ™ (z(m)h)" . g)



= e (u(m),g%)e(z(m)h, 1) .

Regarding the group that has t # £, 6 = (69, 61) = ((g*)"("™ (gﬁ)rl(f’tv)S’”,g").
The signature ¢ is verified as follows:

e(50,9) = e ((g°)" ™ (¢7)" ") 57, g)
af(m +(3)
( @ r(m) (7"+ (tf(t*)(t t )( ) ;:1 Izjj +1h’g>

g* T(m +B£( m)( )50 )+, ;(J)+lh’g)

. B ( P+ ;“>+mh7g>

e

(7) r
B (g F )+ Sy 2t 4, g)

:e(g( m)+Bf(m) 0‘ ( t+EJ 1 Z(J)(gg)t*erh’g’“)

= e(u(rn), g% )e(z(m)h, 61)
Both groups satisfy the equation

e(60,9) = e (u(m), g%)e(z(m)h, 61)
O

Analysis Let success be the event that B outputs a CDH solution ¢g®?. In
this simulation, B can extract ¢g*? from the forgery if £ = t*. This probability
Prit =¢*] is

r 1
TG | FE+

Prff = t*] =

However, if no tag tz(fj*) € TU") has at most d-fold collisions, B can not extract
g% from the forgery since f(m*) # 0. Moreover, there is a gap in tag distribution
1/ 20(%) hetween mod 27 computation and uniform distribution, where j < d <

O(k). Hence,

1 )
Pr[success] = —7—ePUFXEMA _ prig 4 1-fold] —

=0 <d> €EUF-XR1\'IA.

1
20(k)

4 EUF-CMA Full Security Scheme

In this section, we discuss the construction of a fully EUF-CMA secure scheme
from SIGy by applying trapdoor commitment TCOM.
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4.1 Construction

We describe SIG in Fig. 4.

KGen(1%) Sign(sk,m) Vrfy(vk, m, o, 1)
set G s.t. |G| =p r < COIN®™, s < Z/pZ| o) = Compy (m;7)
o< Zp ¢ = Comys, (m;r) For i :=1 to £ do
(9,7, {w}io {2}52) € G u(w) = [Tou’ t9) = ¢ mod 2
sk =« For j:=1to £ do If e(00, 9)
vk = (g,h, g% {uitizo. {zi}j=1)| tY) =4 mod 2/ # e(u(¥), g*)e(z(¥)h, o1)
(tk,pk) < Gen*(1%) z2(¢) = H§'=1 zﬁm return 0
return (vk, sk, tk, pk) go = u(¥)*(z(¢)h)° else
o1 =g° return 1
return (o = (do, 01),7)

Fig. 4. SIG: EUF-CM A-secure signature scheme with TCOM under the CDH assump-
tion

Remark 1. One can construct TCOM such that ¢ can be seen in an element in
Z/pZ (except for one element). In addition, ¢ <— Com,y;.(m) is (almost) uniformly
distributed over Z/pZ for any m. The latter condition is needed to transform
an EUF-XRMA secure signature scheme to an EUF-CMA secure one. For
example, let G be the group defined over the super-singular elliptic curve y? =
x3 + b on F,, where p = 2 (mod 3). Then, there is the one-to-one encoding,
called map-to-point, from G* (= G\{O}) to Z/pZ [3].

Lemma 3. The signature scheme SIG (Fig. 4) is non-re-randomizable.

Proof. Let vk = (g,9%, {ui}%,, {zj}ézl, h) be a given vk, and let m and (o =
(60,01), r) be valid messages for signatures, i.e., o satisfies

l

e(6o, 9) = e(u(¥), g%)e(h [] 2", 61)- (1)

j=1
The set of all os satisfying (1) is therefore identical to the set
D(ok,m) = {(u()? (2(6)R)*, % s € Zy, 7+ COIN}.

Consider an algorithm Rerand taking as input vk, o, and message m. We as-
sume that Rerand samples s’ <— Z, and returns o’ = (0, o) distributed uni-
formly over X(sk, m). However, since Rerand cannot generate ¢ = Com;fk(x; );
7 < COIN®™, there is no Rerand that returns the new signature ¢’ distributed
uniformly over the set of all possible signatures for m. Hence, SIG is non-re-
randomizable. a
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4.2 Security Analysis

Theorem 5. Let TCOM = (Gen*, Com*, TCom®, TCol*) be a trapdoor commit-
ment and SIGy be EUF-XRMA secure. Then, SIG is EUF-CMA secure. More-
over, let eETF-CMA = AdvE,IéE;‘CMA(H) be an advantage of an EUF-CMA adversary
forSIG, e§FXRMA — Advggfz’gm“(/@) be an advantage of an EUF-XRMA ad-
versary for SIGy, and £°™P P be an advantage of a computational binding

adversary. Then, e52F-CMA can be bounded by Egllég'xm\“ fgcomp-bind,

Proof Let BE,EOF'XRMA be the adversary against EUF-XRMA security of SIGg
and Beomp-Pind he the adversary against computational binding for TCOM and
Ag,IéF'CMA be the adversary against EUF-CMA security of SIG.

As we can regard commitments as input in SIGy instead of messages, the
adversary Bg,IGJOF’XRMA who can breaks EUF-XRMA security of SIGy can break
EUF-XRMA with TCOM for SIGy. According to Theorem 4, if the CDH as-
sumption holds in G, then SIGy is EUF-XRMA secure with TCOM. We write
BsEllng'XRMA withTCOM 55 the adversary against EUF-XRMA security with TCOM
of SlGO

Now we show that if the adversary AEZF-CMA who can break EUF-CMA
security of SIG exists, then the adversaries BsElgf'XRMA withTCOM who can break
EUF-XRMA security with TCOM for SIGg or Be™P-Pind who can break compu-
tational binding for TCOM exist. Then we compare their advantages Eg,[ég'XRMA
and gcomp-bind with (EIF-CMA We consider a EUF-XRMA with TCOM game

and two cases; when queried commitments {¢1,...,%,} contains challenge com-
mitment Y*, BEEE'XRMA withTCOM }yreaks EUF-XRMA security with TCOM
(Case 1) and when 91, ...,%, do not contain ¢*, B°mP-Pind hreaks computa-

tional binding (Case 2). Here, we write the verification key and signing key of
SIG as (vk, sk) and those of SIGy as (vkg, sko). From the view of the adversary
AETF-CMA it g statistically indistinguishable that view made by the adversary
BEE-XRMA and the adversary Be™Pnd According to Case 1 and Case 2,
the advantage of A5YF-CMA can be bounded by the sum of the advantages of
ngngR,l\'lA and Bcomp—bind'

We construct the adversary BPUF-XRMA with TCOM it advantage of 5E|ES'XRMA
or Beomp-bind with advantage of e°°™P-Pind by ysing the adversary AE,%F'CI\"IA.

Setup We consider TCom5, as MsgGen of EUF-XRMA, then commitments are
generated with auxiliary information such that
(wi,?i) — TComE?C(lk)

The adversary Bg,goF XRMA withTCOM 1oceives the verification key vkg, com-
mitments 1;, signatures o; of SIGy for 1 < i < ¢ and auxiliary information
ws,

w; = (pk, tk, Fi),
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where pk is the public key, tk is the trapdoor key for TCOM, and commitment
1; satisfies that
i = Compy (5 7;)

for x; € M. B&EE—XRMAWithTCom sets

vk = (vko, pk)

and send vk to A5ZF-CMA

ABTF-CMA makes q signing queries. For 1 < i < g, AEJF-CMA

Signing gives a
message m; to BglléoF-XRMA with TCOM  Then BéEIIGJOF-XRMA with TCOM” ¢ putes

T = TCO';;(Q/Jh?i, mi)7
where r; satisfies
’Q/Ji = COm;Ck (mi; Ti).
returns (o;,7;) corresponding to m;. Here, the sig-

natures which Bgl[GJOF’XRl\'IA withTCOM firgtly received as input in this game are
regarded as that of SIG since messages can be just replaced by commitments.

Then Bglgf_XRMA with TCOM

Forgery of receive a forgery (m*,o*,r*) of
SIG from AE,%F'CI\'IA, where m* & {m;, ..., mq}. Then BE,IGJOF'XRI\”IA withTCOM oy
putes commitment

A%EUF-CMA BEUF—XR,MA with TCOM
IG SIGo

P* = Com;fk, (m*;r").

Case 1: breaking EUF-XRMA security of SIGy In this case that ¢* ¢

{1, ..., ¢}, BsElgOF’XM’IAW“hTCOM outputs (¢*,0*). This means the adversary

succeeds in breaking EUF-XRMA with TCOM security of SIGqy. This goes
against the fact that any adversary who breaks the EUF-XRMA security of
SIGy does not exists in Theorem 4.

Case 2: breaking computational binding In the case that ©* € {¢1,...,1,},
Beomp-bind gutputs (m*, r*, m;, ;) such that

(V" =) N (m" # my)

BISEIIéF—XRl\/IA with TCOM
0

for 1 < i < ¢. This means succeeds in breaking computa-

tional binding for trapdoor commitment as BomP-Pind,

Analysis

Supposed that SIG is EUF-CMA secure. Then BSEIEOF‘XR“'IAWM‘TCOM breaks

EUF-XRMA security when ¢* & {¢1,...,1,} or A®mPPind hreaks compu-
tational binding for trapdoor commitments when ¢* € {¢1,...,9,}. Therefore
eEZF-CMA is bounded by sum of sgllég'xm’m and geomP-Pind Hence,

EUF-CMA _ _comp-bind , _EUF-XRMA
€siG <e +&sig, .
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5 Discussion
The reduction loss of Bohl et al.’s signature scheme is

1 ;
CDH EUF-CMA _ _PRF
€ > |—T(j*) (e — """ — Pr{d + 1-fold])

where |TU7)| is the size of tag sets. In our scheme, TV = O(2) since its tag
spaceis |[TU")| := [(d + 1)/e - ¢| +1. The advantage regarding PRF PR is 2@—1@),
which is the gap between the case in which tags are chosen uniformly and that
in which tags are generated as t/ = m mod 27. In Bohl et al.’s scheme, the key

lemma is as follows:
d+1
U

Pr[d + 1- — fold] = Pr[Ji1, ... ,da41 € [q] | tiy = -+ = tiy,,] < —5.

Td41 n

Since they assumed that the size of d is constant, the evaluation was sufficient.
However, we assume d = O(k); thus, we evaluate the probability more strictly.
According to Theorem 4, 5,

CDH EUF-XRMA _ _ B
€ > |T(j*) (a 5009 Prid+1 fold]) (2)

>0 (d) . cEUF-XRMA
q

>0 <d) X (EEUF—CMA o Z_:C()m’lp—bilﬂding)
q

Hence,
cEUF-CMA — ¢ (%) . ¢CDH | _comp-binding_ (3)

Computational binding is reduced to the discrete logarithm problem. The
whole security-reduction loss to the CDH problem, a search problem, is O(q/d).

The tag set of Bohl et al.’s scheme is chosen from a sparse tag set whose size is
2L’) where ¢ is constant. Our tag set size is 27, which is appropriate to choose a
small 77" such that |T7" | > 75+ On the other hand, d is constant in B6hl et al.’s
scheme, while d = O(k) in our scheme. The size of the vk increases according to
the size of d. Hence, the vk size of our scheme is larger than that of Bohl et al.’s
scheme. That is, although the vk size is larger than that of Bohl et al.’s scheme,
our scheme achieves a constant-size signature with a tighter reduction.

6 Conclusion

The optimal security-reduction loss to the CDH problem from a constant-size
signature scheme is O(q) if signature schemes are re-randomizable. We proposed
a constant-size non-re-randomizable signature scheme that is secure under the
CDH assumption with tighter security-reduction than ever constant-size signa-
ture schemes. Particularly, its security reduction, O(g/d) is the tightest thus
far.
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Appendix

EUF-dnaCMA A SIG is said to be existentially unforgeable against distinct-
message non-adaptively chosen-message attack (EUF-dnaCMA) [6, 7], if for any
A, Advgig 1M (1) 1= PriBxptsig i () = 1] = negl(x). Exptgg, i "
(k) is the experiment with EUF-dnaCMA and refer to [7].

EUF-dnaCMA}; A tag-basedsignature scheme SIG; issaid be EUF-dnaCMA

with d-fold tag-collisions (EUF-dnaCMA}) [6, 7], if for any A, Advg[éijnaCMA:‘ (k)

= Pr[ExptggtF’jnaCMAs(n) = 1] = negl(k), where Exptgléijnammf‘(n) is the ex-

periment with EUF-dnaCM A} and refer to [7]. Note that we call d a tag-collision
parameter; it affects key and signature sizes, and the security reduction. The d-
fold tag-collisions means that the same tag ¢; is chosen for d different signed
messages.
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