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Abstract. Gentry’s bootstrapping technique is the most famous method
of obtaining fully homomorphic encryption. In previous work | proposed
a fully homomorphic encryption without bootstrapping which has the
weak point in the plaintext [1],[15]. I also proposed a fully homomorphic
encryption with composite number modulus which avoids the weak point
by adopting the plaintext including the random numbers in it [14]. In this
paper | propose another fully homomorphic encryption with composite
number modulus where the complexity required for enciphering and
deciphering is smaller than the same modulus RSA scheme. In the
proposed scheme it is proved that if there exists the PPT algorithm that
decrypts the plaintext from the any ciphertexts of the proposed scheme,
there exists the PPT algorithm that factors the given composite number
modulus. In addition it is said that the proposed fully homomorphic
encryption scheme is immune from the “p and -p attack”. Since the
scheme is based on computational difficulty to solve the multivariate
algebraic equations of high degree while the almost all multivariate
cryptosystems [2],[3],[4],[5] proposed until now are based on the
quadratic equations avoiding the explosion of the coefficients. Because
proposed fully homomorphic encryption scheme is based on multivariate
algebraic equations with high degree or too many variables, it is against
the Grobner basis [6] attack, the differential attack, rank attack and so on.
keywords: fully homomorphic encryption, multivariate algebraic
equation, Grdébner basis, octonion, factoring

81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomaorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically


mailto:tfkt8398yagi@hb.tp1.jp
http://en.wikipedia.org/wiki/Ring_(mathematics)

2

evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
program never decrypts its input, it can be run by an untrusted party without revealing
its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.

With homomorphic encryption, a company could encrypt its entire database of
e-mails and upload it to a cloud. Then it could use the cloud-stored data as desired-for
example, to calculate the stochastic value of stored data. The results would be
downloaded and decrypted without ever exposing the details of a single e-mail.

In 2009 Gentry has created a homomorphic encryption scheme that makes it
possible to encrypt the data in such a way that performing a mathematical operation
on the encrypted information and then decrypting the result produces the same answer
as performing an analogous operation on the unencrypted data[7],[8].

But in Gentry’s scheme a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations. His solution was to use a second
layer of encryption, essentially to protect intermediate results when the system broke
down and needed to be reset.

Some fully homomorphic encryption schemes were proposed until now [9], [10],
[11],[12].

In this paper | propose a fully homomorphic encryption scheme on
non-associative octonion ring over finite ring with composite number modulus which
is based on computational difficulty to solve the multivariate algebraic equations of
high degree while the almost all multivariate cryptosystems [2],[3],[4].[5] proposed
until now are based on the quadratic equations avoiding the explosion of the
coefficients. Our scheme is against the Grobner basis [6] attack, the differential attack,
rank attack and so on.

It is proved in section 4.1 that if there exists the PPT algorithm that decrypts the
plaintext from the ciphertexts of the proposed scheme, there exists the PPT algorithm
that factors the given composite number modulus.

82. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.

82.1 Multiplication and addition on the octonion ring O
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Let s and t be 1000-digit primes where s and t are secret and s <t.
Let g=st be a fixed modulus to be 2000-digit composite number

where

s<t. (1)
Let O be the octonion [13] ring over a ring Z/gZ.
O={(a,ay, ....a7) | & € Z/9Z (j=0,1....,7)} )
We define the multiplication and addition of A,B €0 as follows.
A=(ap,ay,...,a7), 8 € Z/9Z (j=0,1,...,7), (3a)
B=(0o,0b1,....b7), bj & Z/gZ (j=0.1,...,7). (3b)

AB mod q
= (aghg - a1b;- axby- asbs-asb,- asbs-aghs-asb, mod q,

agh,+a,by+arb,+ash,-a,b,+ashe-aghs-asb; mod g,
agh,-a;b,+aby+asbs+asbi-ashs+aghs-a7bg mod q,
aghs-a;b7-a,bs+ashy+aybe+ash,-aghs+azb; mod q,

aghs+ash, - ab; - asbg+asbg+ash;+ aghs - asbs mod q,
aghs-a;bs+a,hs-ash,-asb;+ashy+agh; +azb, mod g,
aghe+abs - ab;+ash, - asbs - ash,+aghy +asb, mod g,

agh7+a1bs+aybs - agh;+aubs - ash, - agh,+asbo mod ) 4)

A+B mod g
=(ap+bomod g, a;+b; mod q, a,+b, mod q, a;+bsmod g,
as+bysmod q, as+bsmod q, ag+bgmod g, a;+b;mod q ). (5)
Let
|A*= a,*+a,’+...+a;°mod q. (6)

If |A* has the inverse mod q , we can have A, the inverse of A by using the algorithm
Octinv(A) such that

A= (ap/ |AF mod g, -a,/ AP mod q,..., -a;/ |AP mod g) < Octinv(A).  (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.
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82.2. Property of multiplication over octonion ring O

AB,C etc.<0 satisfy the following formulae in general where AB and C have the

inverse A* B and C*mod g.
1) Non-commutative
AB+BA mod g.
2) Non-associative
A(BC)#(AB)C mod q.
3) Alternative
(AAB=A(AB) modq,
A(BB)=(AB)B mod g,
(AB)A=A(BA) modq.
4) Moufang’s formulae [13],
C(A(CB))=((CA)C)B  mod q,
A(C(BC))=((AC)B)C maod q,
(CA)(BC)=(C(AB))C maod q,
(CA)(BC)=C((AB)C) maod g.
5) For positive integers n,m, we have
(AB)B" =((AB)B"")B=A(B(B"'B))=AB™  mod q,
(AB"B =((AB)B"")B=A(B(B"'B))=AB™* modq,
B" (BA) =B(B"(BA))= ((BB"")B)A=B™'A modq,
B(B" A)=B(B"*(BA))= ((BB"")B)A=B™'A mod q.
From (9) and (16), we have
[(ABNB]B =[AB™']B  mod g,
(AB")(BB) =[(AB")B]B =[AB™]B= AB™? mod g,
(AB"B’= AB™ mod q,

(AB")B™= AB™™ mod q.

(8)
©)
(10)

(11)
(12)
(13)
(14)

(15)
(16)
(17)
(18)



In the same way we have
B"(B"A)=B™"A mod q. (19)

6) Lemma 1

A(B((AB)")=(AB)™" mod g,

(((AB)")A)B =(AB)™" mod q.
where n is a positive integer and B has the inverse B™.
(Proof:)
From (12) we have

B(A(B((AB)")=((BA)B)(AB)"=(B(AB))(AB)"=B(AB)™" mod q.
Then
B™(B(A(B(AB)")=B"(B (AB)™) modg,
A(B(AB)")= (AB)™ mod q.

In the same way we have

((AB)")A)B=(AB)™" mod q. g.e.d.
7) Lemma 2
A (AB)=B mod g,
(BA)A'=Bmod q.
(Proof?)

Here proof is omitted and can be looked up in the Appendix B.

8) Lemma 3
A(BA™= (AB)A" mod q.
(Proof:)
From (14) we substitute A™ to C, we have
(A'A)B AH= AT ((AB) AY) mod g,
(B AMH)=A" ((AB) A" mod q.



We multiply A from left side,
A(B AY)= AAT ((AB) A1))= (AB) A" mod g. g.e.d.
We can express A(BA™Y), (AB)A? such that
ABA™,
9) From (10) and Lemma 2 we have
AY((ABAM)A)= AY(A((BAMA))=(BAHA=B mod g,
(AY((AB) A A=((A*((AB)A)A= A (AB)=B mod q.
10) Lemma 4
(BA)(AB)=B*mod q.
(Proof?)
From (14),
(BA)(AB)=B((A"A)B)=B* mod q. g.e.d.
11a) Lemma 5a
(ABAM( ABA™ )= AB*A™ mod q.
(Proof?)
From (14),
(ABAD(ABA™) mod q
=[A* (R°BA)II(AB)A']= A™ {[(A*(BA"))(AB)]A"} mod g

= A" {[(A(A(BA™)))(AB)]A"'} mod g

= A" {[(A(AB)A"))(AB)]A"} mod g

= A" {[(A(AB))A™)(AB)JA'}  mod .
We apply (12) to inside of [ . ],

= A" {[(A(AB)A™(AB)))]A"} mod g

=A"{[(A(AB)B))JA"} mod g

= AT {JAA(BB))]JA"} modq

={ A* [A(ABB)[}A" mod g
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=(A(BB))A™ mod q

=AB’A™mod g. g.e.d.
11b) Lemma 5b

[A(...(ABA™). . DA TA...(ABA™). . DA™
=A(...(ABA™)..)A ™ mod g.
where
A€ 0 has the inverse A™'mod q (i=1,...,r).
(Proof?)
As we use Lemma 5a repeatedly we have
{ATAL...(ABA™D. DA TDAT HA(TA(. . .(ABA™).. DA ])A™ T mod g
=Ad( [A(.. .(ABA™). DA AL .. (ABAD..)A T )A ™  mod g
=A(A([As(....(ABA™). . DA TIAS(....(ABA™).. )ATHA ™ A mod g

= Ad(Ao(...(JABA T TABA™).. DA DA mod g
= A(Ao(...(ABA™). . )A DA mod g

g.ed.
11c) Lemma 5¢
At (ABBA™ A
=B mod g.
where
A; €0 has the inverse A;"mod g.
(Proof:)

At (ABAY A= A [((AB)A™) Aj] mod g,
From Lemma 2 we have
= A" (AB) =B mod g g.e.d.
11d) Lemma 5d
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AL AT A (ABATY AT AL LDA
=B mod g.
where
A€ 0 has the inverse Ai'mod q (i=1,...,r).

(Proof?)
As we use Lemma 5c¢ repeatedly we have

A CLAT A (ABADD. AT AY). DA

=ATCLAT A (ABATY. A AY). . )A - mod g

= A [ABA ™A mod g
=B mod q g.e.d.

12) Lemma 6
(AB"AM)( AB"AT )= AB™A? mod q.
(Proof?)
From (13),
[A* (A*(B"A™)II(ABNA™]= {A™ [(A*(B"A™))(AB"}A™ mod g
= A'{ [(A(A(B"A™))(AB"]A"} mod g
= A{ [(A(ABMA))(ABM)]A™} mod g
= A" { [((A(AB™)A))(AB"] A"} mod g
=AT {[(ABMA))(AB)] A"} modq.
We apply (12) to inside of { . },
= A { (A"B")[AY((ABNAT)} mod g
=AT{ (A'B")[AAB"AM)]} mod g
=AT{(AB")(B"AH} modq
= AT { (AYAB™))(B"AD} mod q.



We apply (12) to inside of { . },
= A" { [(A"(A'B™))B"IAD]} mod g
=A"{((ABMB"AN]} mod g
= AT {(AB™MA'} mod q
={ A1 (A’B™") JA' mod q
=(AB™MA™ mod q
=AB™"A" mod q. g.e.d

13) A= O satisfies the following theorem.

[Theorem 1]
A?=w1+vA mod g,
where
wyveEZ/gZ,
1=(1,0,0,0,0,0,0,0) €0,
A=(ap,a,,...,a;) 0.
(Proof?)

A?mod q

=( @do-a1d4- 828, 8332484~ AsAs-Asd6-8787 MOd g,
a1 +a g t+ayaytazar-asd;+asas-asas-aras mod g,
gAp-2;84 880 +a385+a4a1-Asa3+as87-878 MOd (),
ApAlz-a187-8,85+azap+ayds+asaAr-Asas+aza; mod g,
oAy +a, 3-8 -a386+a4ap+asa;+asA3-a7a5 Mod
9A5-21 86+ ax83-A38p-A4dy+asAg+asa; +a7a, Mod (g,
oA +a185-2p87+a384-8483-8581 HasA+a7a, Mod (,
A7 +a183+a,86-838) Tauas-Asas-asay+a78 Mod Q)

:(2a02- L mod g, 2a,a; mod g, 2a,a, mod ¢, 2a,a; mod q,
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2a,a4 mod q, 2aas mod g,2a,a5 mod g, 2a,a; mod q)
where
L= ap*+a,’+a,’+as*+a, +as’+as+a;” mod g.
Now we try to obtain u, vE Fqthat satisfy A>=w1+vA mod q.
wl+vA=w(1,0,0,0,0,0,0,0)+v(ag,a,, ...,a;) mod q,
A= (2a,%- L mod q, 2a03; mod g, 2a,3, mod g, 2a,a; mod g,
2a5a, mod ¢, 2 agas mod ¢,2a,as mod g, 2a,a; mod q).
Then we have
A?=w1+vA=-L1+2 a,A mod g, (20)
w=-L mod g,
v=2aymod q. g.e.d.
14) [Theorem 2]
A"=w;1+v,A mod g
where h is an integer and wy,,v, €Z/QZ.
(Proof?)
From Theorem 1
A?=w,1+v,A=-L1+2a,A mod g. (21)
If we can express A" such that

A"=w,1+v,A mod qE0 , wy,vh EZ2/gZ,

Then
A™=(w,1+v,A)A mod q
=WrA+vi(-L1+2 a oA ) mod g
=-Lvp1+( Wy +2a 0vi)A mod g.
We have

Wh+1= -L v, mod g=Z/gZ,
Vh+1= Wht2a9v, mod g Z/gZ. g.e.d.
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15) [Theorem 3]
D <0 does not exist that satisfies the following equation.
B(AX)=DX mod g,
where B,ADEO0O, and X is a variable.
(Proof?)
When X=1, we have
BA=D mod q.
Then
B(AX)=(BA)X mod g.
We can select CE O that satisfies
B(AC)# (BA)C mod g.
We substitute C=O to X to obtain
B(AC)=(BA)C mod g.

(23) is contradictory to (22). g.e.d.

16) [Theorem 4]
D <0 does not exist that satisfies the following equation.

C(B(AX))=DX mod g

where C,B,A.DE0, C has inverse C*mod g and X is a variable.

B,A,C are non-associative, that is,
B(AC)+# (BA)C mod g.
(Proof:)
If D exists, we have at X=1
C(BA)=D mod g.
Then
C(B(AX))=(C(BA))X mod q.

(22)

(23)

(24)

(25)



12

We substitute C to X to obtain

C(B(AC))=(C(BA))C mod q.
From (10)

C(B(AC))=(C(BA))C=C((BA)C) mod q
Multiplying C* from left side
B(AC)=(BA)C mod q (26)

(26) is contradictory to (25). g.e.d.

17) [Theorem 5]
D and E< O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod q
where C,B,A,D and EE O have inverse and X is a variable.
A,B,C are non-associative, that is,
C(BA)+(CB)A mod g. 27)
(Proof?)
If D and E exist, we have at X=1
C(BA)=ED mod q (28)
We have at X=(ED)*=D"E™ mod q.
C(B(A(D'E™)))=E (D(D'E™)) mod g=1,
(C(B(A(D™E™)))" mod g=1,
((ED)AHBHC mod g=1,
ED =(CB)A mod g. (29)
From (28) and (29) we have
C(BA) =(CB)A mod g. (30)
(30) is contradictory to (27). g.e.d.
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18) [Theorem 6]
D <0 does not exist that satisfies the following equation.
A(B(A™X))=DX mod q

where B,A,DEO0, A has inverse A mod g and X is a variable.
(Proof?)
If D exists, we have at X=1

A(BA™)=D mod q.
Then

A (B(A'X))=(A(BA™))X mod g

We can select C< O such that

(BAY)(CAY) # (BAHC)A?mod q.

That is, (BA™), C and A? are non-associative.
Substituing X=CA in (31), we have
A (B(A*(CA)))=(A(BA™M))(CA) mod g.
From Lemma 3
A(B((A"C)A)))=(A(BA™))(CA) mod .
From (14)
A(B((A'C)A))=A([(BA")C]A) mod g.
Multiply A from left side we have
B((A"C)A))= ((BA")C)A mod g.
From Lemma 3
B(A™*(CA))=((BA™")C)A mod g.
Transforming CA to ((CA%)A™), we have
B(A((CAHA™)=((BAY)C)A mod g.
From (12) we have

((BAY)(CAY))A'=((BA)C)A mod g.

(31)

(32)
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Multiply A from right side we have
((BAM(CA%)=((BAH)C)A*mod q. (33)
(33) is contradictory to (32). g.e.d.

83. Concept of proposed fully homomorphic encryption scheme

Homomorphic encryption is a form of encryption which allows specific types of
computations to be carried out on ciphertext and obtain an encrypted result which
decrypted matches the result of operations performed on the plaintext. For instance,
one person could add two encrypted numbers and then another person could decrypt
the result, without either of them being able to find the value of the individual
numbers.

83.1 Definition of homomorphic encryption

A homomorphic encryption scheme HE := (KeyGen; Enc; Dec; Eval) is a
quadruple of PPT (Probabilistic polynomial time) algorithms.

In this paper the medium text space M, of the encryption schemes will be
octonion ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1”,
outputs (sk) — KeyGen(1") , where sk is a secret encryption/decryption key.

-Encryption. The algorithm Enc, on input system parameter q, secret keys(sk) and
a plaintext p&ZqZ, outputs a ciphertext C «<—Enc(sk; p).

-Decryption. The algorithm Dec, on input system parameter g, secret key(sk) and a
ciphertext C, outputs a plaintext p*<—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C....., C,),
outputs a ciphertext C* —Eval(ckt; Cy,..., Cy).

§3.2 Definition of fully homomorphic encryption

A scheme HE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:
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Definition (Fully homomorphic encryption). A homomorphic encryption scheme
FHE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; }»=n be the set of all polynomial sized
arithmetic circuits. On input sk —KeyGen(1"),Vckt € CR,,V (p..., pn) E
(Z/gZ)" where n =n(A) and V¥ (C,,...,C,)

where Cij— Enc(sk;p), it holds that:
Pr[Dec(sk;Eval(ckt; Cy....,C,)) # ckt(ps...., Pn)] = negl(X).

2. Compactness: There exists a polynomial x = u(4) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its
inputs.

83.3 Proposed fully homomorphic enciphering/deciphering functions
We propose a fully homomorphic encryption (FHE) scheme based on the
enciphering/deciphering functions on octonion ring over Z/gZ.
First we define the secret parameters B&O and H= O as follows.
Let s and t be secret primes, and g=st be published as a system parameter
where
s<t

Let k and h be the integers that satisfy the following equation from chinese
remainder theorem,

ks+ht =1 mod q,
k,heZ/gZ.
We select the element B=(by, b,..., b;)=0 and G=(go, -bs...., -b;) =0 such that
Lg:=|Bf= by+ by*+...+b;°mod g=0,
Lg:=|G[’= go™+ by*+...+b;” mod g=0,
B+G =(by+go)1 mod g, (34)
where

gcd(bo,q)=1,



That is,

And we have

From theoreml we have

16
ged(go,0)=1,
ged(by,g)=1

bo= bks+ bsht mod g,
go= biks- bsht mod q.

bo mod t=b= g, mod t,

b mod s=bs= - go mod s.

be’= (biks+ bsht)>mod g
=(biks)*+ (bsht)>mod q
=(bks)*+ (-bsht)*mod q

=go°mod q.

B?=2 h,B mod g,
G*=2 g,G mod q.

To multiply (34) by B from right side, we have

(B+G ) B=(bot+go) B mod g,
B?+GB=(bo+g,) B mod g,
2 boB +GB=(by+g,) B mod g,

GB=(-bot+ge) B mod q.

To multiply (34) by B from left side, we have

B(B+G )=(bo+go) B mod q,
B?+BG+ =(by+go) B mod g,
2 boB+ BG =(by+go) B mod q.
BG=(-by+g,) B mod q=GB mod g.
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To multiply (34) by G from left side, we have
G(B+G )=(bs+g0)G mod q,
GB+G? =(by+go)G mod q,
GB +2 goG =(by+ge)G mod g.
GB=(by-go) G mod q=BG mod g.

Let p&Fs be a plaintext to belong to the set of the plaintext #={p |p=Fs }.
Let u and veZ/gZ be the ramdom numbers.
We define the medium text M by
M=(Mo,....m7):= Ry(...(R([p1+ uB+vG)])RD)...)R;* mod g0,
where
Ri€ 0 such that Ri™* exists (i=1,...,r) and
RiB#£BR; mod q(i=1,...,r),
RiG#GR; mod g(i=1,...,r).
We can calculate [M]> mod q as follows.
As [pl+ uB+vG)]=( ptubgtvgo, ubs-vby,..., ubs,-vby),
IM* mod q
=( p+ubg+vgo)>+(ub;-vby) %+. .. +(ubs-vb;) 2 mod g
= p*+2p(ubg+vge)+ (Ubgtvgg)® +(uby-vby) *+.. .+ (ubs-vb;)* mod g
= p?+2p(ubg+vgo)+ (Ubg+vgo)? +(u-v)* (b, *+.. .+ b;%) mod g
= p*+2p(uby+vgoe)+ (Ubg+vgo)? -(u-v)’hy 2 mod g
= p*+2p(ubg+vgo)+ 2(uv)bg (ge+ho) mod g
#0 mod q (in general).
(Numerical example)

Let s=7,t=11, gq=st=77, k=8, h=2, (8*7+2*11=1 mod 77).We select by, go, p, U, v as
follows.
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be=3*(8*7)+5*(2*11)=278=47 mod 77, by"=53 mod 77,
go=3*(8*7)-5*(2*11)=58 mod 77, go>=53 mod 77,
p=0, u=59, v=37,
then we have,
Ip1+ UB+VG [*=(0+59*47+37*58)*+(59-37)*(b, *+.. .+ b
=(59*47+37*58)% + (59-37)*(-by %)
=(68)*-(22)%(53) =70 mod 77. [

We notice that when p=0 mod g, gcd( [p1+ uB+vG ,q)=s. We discuss in detail
later in section 4.4,

Here we simplify the expression of medium text M such that
M:= R([p1+ uB+vG])R' 0.
We show relation between M and p.

(M’o,M’,....M):=R7(..(RTY(MRy)...)R, = pl+ uB+vG €0,
m’e- m’y(by/ by) mod s
=p+ubgtvge-(ub;-vb,) (bo/ by) mod s
= p+ubs-vbs-(u-v)by mod s
= p+ubs-vbs-(u-v)bs mod s
=p mod s.
Let

M.:=R(p;1+u;B+v;G)R* €0,
M,:=R(p,1+u,B+v,G)R* 0.

M1M; =R[pap,1+(p1uz+uspa+2bousz+usVa(-Do+dg) +vaUa(-be+go))B
+(PaV2tvipot 290v1v2)G]R'1=|\/|2M1 mod g.

We show the above equatin by using Lemma 5b as follows.
[RBRJ[RBR™]= RB*R™ mod (= 2 byRBR™ mod q),
[RGRJ[RGR™" = RG*R™ mod (=2 goRGR™ mod q).
From B+G=(by+go)1 mod g,
[RBR+ RGR™] = [R(B+G)R™] =(by+go)1 mod g. (35)
We multiply [R BR™] from right side, we have
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[RBR*+ RGR™] [RBR™]= (bo*+go)1 [RBR™] mod g,
2 bo[RBR ']+ [RGR™] [RBR™] = (bo*+go) [RBR™] mod g,
[RGR™] [RBR™] = (-by*go) [RBR™] mod g.
From GB =(-by+go)B mod q,
[RGR™] [RBR™] = [R((-be*+go)B)R™] =[R(GB)R*]mod q.
We multiply [RBR™] from left side of (35), we have
[RBR™ J[RBR™+ RGR]= (bo*+go) [RBR™] 1 mod g,
2 bo[RBR ']+ [RBR™] [RGR™] = (bo*go) [RBR™] mod g,
[RBR™] [RGR™] = (-by*+go) [RBR™] mod g.
From BG=(-by+g,) B mod q
[RBR™][RGR™] = [R((-bo+go)B)R '] =[R(BG)R "] mod g (=[R(GB)R™] ).
Then we have
MiM; = [R (p11+U;B+V:G)R™][R(p21+UzB+V,G)R ]
= [mR1R™+ u;RBR™+ v;RGR™[ p,R1R '+ u,RBR™+ ,RGR ]
= [PRIR][P2RIR ]+ [p1RIR*][U:RBR™]+[p;R1R ] [V,RGR"]
+[u;RBR][p,R1IR ™+ [u;RBR][u,RBR™]+[ u;RBR™] [v,RGR™]
+[viRGR™[p.R1R ']+ [v\RGRJ[u,RBR*]+[ viRGR™] [\,RGR™]
= [R(p1p2) 1R+ [ R (p1 U)BR™]+[R (p1 V2)GR™]
+ [ R (up)BR™J+ [ R (2bguistz) BR™H[R (u1vz) BGR™]
+[R (v p)GR™ + [ R (V1U)GBR™J+ [R(20ov1v2)GR™]
= R (Pp1p2)1+ (p1 Uz)B+ (p1 V2)G+ (Uspz) B+ (2bouyUz) B+ (U1V2) (-botdo) B
+ (V1 P2)G + (V1Uz) (-bo+0o)B + (2gov1v2)GIR™
=R[p1p21+(P1Ustuspot+2beUs Uyt Vo(-bo+go) +ViUz(-bot+0o))B
(Vv +20ovivo)GIRY. O

We notice that in the same manner we have
[RBR™] [RGR™] =(bo-go) [RGR™] mod q.
[RGR™] [RBR™] =(bo-go) [RGR™] mod q.

Then we have (36) such that

Let (m*o,m*y,....m*) :=R™(...(R.([M:M; ] Ry)...)R, mod g
=(p11+U;B+v;G)(p,1+UB+v,G)
=(P1P2)1+(p1uz+usp2+2boUs Uz +UsVa(-Do+do) +v1Uo(-bo+go))B
+(P1V2+V1P2+20ov1V2)G mod g. (36)

We can show that we obtain p.p,, the multiple of p;and p, from (m*,, m*y,...,
m*;) as follows.
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m*,-m*3(bo/ by) mod s
= P1p2+( PrUz+UP2+200Us UsHUVo(-Do+go) +HVaU(-Do+T0))bo+( Pav2+Vip2+200ViVa)do
~[( p2U2+U1P2+200UsUp+UVa(-Do+T0) +Vila(-Do+do))01-( PaVatvipa+2goviVo)bi](Bo/ ba)
mod s
= PP+ ( PalztUP2+200U1 Uy +UsVo(-0o+go) +HViUa(-0o+00)) ot ( P1Va+ViPat20oViVvo)do
-[( p1U2+UP2+200Us Uz HUV2(-Do+g0) +VaUa(-Do+00))0o-( P1VatVapa+20evaV2)e] mod s
= P1P2 -( p1V2+V1p2-2bsV1V2)b5-[ -( p1V2+V1p2-2b5V1V2)bS] mod s
= p1p, mod s. (37)

Here we define the some parameters for describing FHE. Let s and t be secret
1000-digit primes. Let g=st (s < t) be a 2000-digit composite number to be published
as a system parameter. Let M=(mgm,,...,m;):= R(pl+ uB + VG)R'=O0O be the
medium plaintext where p&Fs is a plaintext and u,v €Z/gZ are secret random
numbers.

Let X=(Xo,...,X7) €O[X] be a variable. Let E(p,X) and D(X) be a enciphering
and a deciphering function. Let C(X)=E(p,X) =O[X] be the ciphertext. A;, Zi=0O are
selected randomly such that At and Z* exist (i=1,...,k) which are the secret keys.

Enciphering function E(p,X) = C(X) is defined as follows.
E(p,X) =C(X):=
A((- . (AAMIA(--- (AX)Z0).. NZDZY)..)Z1™) mod g EO[X]
=( eooXoteorXet ... HegrXy,

€1oXoten Xyt ... tey7 Xy,

eroXotenXit ... terr X7), (38)
= {&;}(i,j=0,...,7)
with e;=Z/gZ (i,j=0....,7) which is published in cloud centre,

where
(MoM’y,...,m7):=R7(...(R*(MRy)...)R, = (p1+ uB + vG) mod q<O.

Here we notice how to construct enciphering function. We show a part of
process for constructing enciphering function E(p,X) as follows.
A X
(A X)Z,
A ((ATX)Z)
(A (A™X)Z0) Zo
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(A (ATX)Z0)....) Z
MIA(( - (AX)Z0))..))Zd
(MIAC((-.-(ATX)Z).. )N Zd)Z*
AMIAN(---(AX)Z0)...NZZH)

Au((.. -((Ak((M[(Ak_l((---((Al:l-k)zl))- NZNZN).- ) Z)

Let D be the deciphering function defined as follows .
D1(X):=A(-..(AT'X)Z0)..))Z),
Do(X):=Ad((...(AX Z1))..) 2.7,
D(X):= D1(C(D2(X)) mod qg=MX. (39)
D(1)=M=(mg,My,...,m7) =Ry(...(R(p1+ uB + vG)R,})...)R,*
=R[p1+ uB + vG]R™'= R[ p1+u(bg,by,. ...b7)+v(go, by, .,-b7) IR
Then we can obtain the plaintext p as follows.
Let
(M’o,M’,....M):=R7(..(R7Y(M Ry)...)R, = pl+ uB+vG 0.
From (mo’, m¢’,...,m7’), we obtain the plaintext p.

m’e- m’y(by/ by) mod s
:p+Ub0+Vgg'(Ub1-Vb1) (bo/ bl) mod s
= p+ubs-vbs-(u-v)by mod s
= p+ubs-vbs-(u-v)bs mod s
=p mod s. (40)

§3.4 Assumption

Here we describe the assumption on which the proposed scheme bases.
83.4.1 Factoring assumption Fact(q)
Let q be as a large composite number where g = st with q = g(A), where A is a security
parameter, and s and t (s < t) are prime numbers.

In the Fact(q) assumption, the PPT(Probabilistic polynomial time) algorithm AL
is given n and the goal is to find primes s and t.

For a parameter g = () defined in terms of the security parameter A and for any
PPT algorithm AL , we have
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Pr[g=st with g = q(0) : (5, t) — AL(1",0)]= negl(}V). (41)
83.4.2 Elements on octonion ring assumption EOR(k,r,n;q)

Let g be a 2000-digit composite number. Let k ,r and n be integer parameters. Let
A=(Ay,...A)E0X Z:=(Zs,....2) E0 " R:=(Ry,...,R)E0 "Let Ci(X) := E(p; ,X)=
(A (A TAK(--((ATX)Z9)). . DZANZCY). ) Zo™ mod g EO[X] where
medium text Mi=(M,.. ., Mi7):= Ry(...(R(pil+uB+viG)R™M).. )R, €0, plaintext p;
(i=1,...,n), Xis a variable.

In the EOR(K,r,n;q) assumption, the PPT adversary Ay is given Ci(X) (i=1,...,n)
randomly and his goal is to find a set of elements A=(A,,...,A) <0 K Z=(Z4,....2) €
0k, R=(R.,...,R)E0", with the order of the elements A,,..., Ac, Z1,....Z 1, Ri,....Rr
and plaintexts pi(i=1,...,n). For parameters k = k(X), r = r(A) and n=n(X) defined in
terms of the security parameter A and for any PPT adversary A4 we have

Pr [(Aw((- - -(CAMILAAC((-.- ((ATX)Z0)). . ) ZA)ZH).- ) Zi ™ mod g = Ci(X)
(i=1,....n): A=(Ay,..., A), Z=(Zs,. .., Z)Mi(i=1,...,n)—A4 (1", Ci(X) (i=L1,...,n))]

=negl(L). (42)

To solve directly EOR(k,r,n;q) assumption is known to be the problem for
solving the multivariate algebraic equations of high degree which is known to be
NP-hard.

83.5 Syntax of proposed algorithms

The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter g, outputs sk=(A,Z,R,B,G,s,t)—KeyGen(1"), where sk is a
secret encryption /dencryption key and g=st.

-Encryption. The algorithm Enc, on input system parameter g, and secret keys
sk=(A,Z,R,B,G,s,t) and a plaintext p< Fs, outputs a ciphertext
C(X;sk,p)<—Enc(sk;p).

-Decryption. The algorithm Dec, on input system parameter g, secret keys sk and
a ciphertext C(X;sk,p), outputs plaintext Dec(sk; C(X;sk,p)) where C(X;sk,p)
—Enc(sk; p).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C....., C,), outputs an
evaluated ciphertext C’—Eval(ckt; Cy,..., C,) where C;i=C(X;sk,p;) (i=1,...,n).
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[Theorem 7]
Forany p,p’€Fs,

if E(p, X)=E (p’, X) mod g, then p=p’ mod s
where
M=Ry(...(R(p1+ uB + vG)R,")...)R;* mod g,
M ’=Ry(...(R(p’1+ u’B + v’G)R/Y)... )R  mod g.

That is, if p#p’mod s, then E(p, X)#E (p’, X) mod g.
(Proof)
If E(p, X)=E (p’, X) mod q, then
D1(E(p, (D2(X))= D1(E(p’, (D2(X)) mod g
MX=M X' mod q
We substitute 1 to X in above expression, we obtain

M =M *mod g.
Ri(...(R(p1+ uB + VG)R/).. )R,
=Ry(...(R(p’1+ w’B +V'G)R,™M)... )R, mod q
pl+uB +vG=p’1l+u’B +v’G mod q.
Then we have
p+u bgt vgo= p’+u’bg+ v’go mod q,
(u- v)b;=(u’-v’)b; mod q,
u- v=u’-v’mod g,(from gcd(b1,g)=1)
u- v=u’-v’mod s,
p+u bs- vbs= p’+u’bs- v’bs mod s,

p=p’mods, g.ed

Next it is shown that the encrypting function E(p,X) has the property of fully
homomorphism.

We simply express the encrypting function such that

A((- .- (ACMIAT(-((ATX)Z0).- . NZD)ZH). ) Z2™) mod g
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=A(M[(A™X)Z])Z™") mod g.

83.6 Addition/subtraction scheme on ciphertexts
Let My:=R[p:1+u;B+v,;G]R?, M,:= R[p,1+u,B+v,G]JR <0 be medium texts to be
encrypted. Let C,(X)= E(p,, X) and C,(X)= E (p,, X) be the ciphertexts.

C1(X)£ Cy(X) mod q =E(p1,X) = E (p,,X) mod q
= A((ML[(AX)Z)Z)+ A((M[(AX)Z])Z*) mod g
= A(([M; 2M,] [(A™X)Z])Z™*) mod q
= A(( [R(p11+uyB+v,G£(p,1+U,B+v,G))R[(A™X)Z])Z™*) mod q
= A(( [R((p1p2) 1+(UsU,) B+(v1£v,) G)RTI(A™X)Z])Z Hmod q .
Then we have

E(p.,X) = E (p2,X) mod g= E(p1£p,,X) mod g.

83.7 Multiplication scheme on ciphertexts

Here we consider the multiplicative operation on the ciphertexts. Let C,(X)= E(py, X)
and C,(X)= E(p., X) be the ciphertexts corresponding to the plaintexts p; and p..

C4(C2(X)) mod g =E(p1,E(p2,X)) mod g

=Aa((- - (ALMILATC- (A AL - (ALMAAT - (ATX)Z0)). . NZ) Z7H)--))
ZY NzZy).. NZd) Z7H)...)) Zi)y mod g

=Ag((- (AMIMIAC((-- (AX)Z2)).. NZD) Z)...)) Zo™) mod g
=As((- .- (AMIMIAT(.(ATX)Z0).. NZ)ZY)...)) Z1™) mod .
=A(My(Mo[(A™X)Z]))Z*) mod . (43)

We show the operation on B and G beforehand.
A(([RBR™I(IR GR™] [(A™X)Z]))Z") mod g
= A(([RBR([R ((bo+go)1-B)R™T [(A™X)Z]))Z") mod
=A((IRBRI(IR((bo*go) DRII(A™X)Z])Z™)-A(IRBRI(IRBR[(A"X)Z]))Z ")
mod ¢
=(bo+go) A(( [RBR™]( [(A™X)Z]))Z")-A(([RB'R'I[(A™X)Z]))Z") mod g
=(bo+go) A(( [RBR™I( [(A™X)Z]))Z")- 2bo A(([RBR™][(A"X)Z]))Z") mod g



25
=(-bo+go) A(( [RBR]( [(A*X)Z]))Z™) mod g
=A(( [R(-bo+go) BR™]( [(A"X)Z]))Z") mod g.
As BG=(-bo+go) B mod g,
A(([RBR™J(IR GR™] [(A"X)Z]))Z")= A(( [RBG)R™( [(A"X)Z]))Z™) mod q.

In the same manner we have
A(([RGR™(IR BR™ [(A™X)Z]))Z™) =A(( [RGB)R™]( [(A™X)Z]))Z**) mod g.

Substituting R(p;1+u;B+v;G)R™, R(p,1+u,B+v,G)R™ to My,M, in (43), we have
C1(C2(X)) mod g =E(p1,E(p2,X)) mod g=A((My(M[(A"X)Z]))Z™) mod g.
=A(( [R(p11+u:B+v:G))R(R (po1+U:B+v,G) R [(A™X)Z])Z ™) mod g,

= A(([R (p:1) R1([R(p21+U-B+v,G) RY[(A™"X)Z]))Z™") mod g.
+ A(([R (uiB) R™ ([R(p.1+u-B+v,G) R[(A*X)Z]))Z™*) mod g
+ A(([R (viH) R ([R(p21+u,B+v,G ) R [(A™X)Z]))Z* ) mod.
= A(([R (1) R*I([R(p2) R™ J[(A"X)Z]))Z™) mod g.
+ A(([R (1) R™T (IR (u2B) R'J[(A*X)Z]))Z*) mod g
+A([R (D) R (R (v.G) R'I(A™X)Z]))Z*) mod
+ A(([R (uB) R* ([ R (p21) R*IIA™X)Z])Z™) mod g
+ A(([R (uB) R* ([ R (uB) R*[(A*X)Z]))Z*) mod g
+ A(([R (uB) R*J([ R (v.G) R'[(A*X)Z]))Z*) mod
+A((R v,G) R* I([R (p21) R™ J[(A™X)Z]))Z*) mod g
+ AR (:8) R ([ R (u:B) R* J[(A"X)Z]))Z") mod g
+A(([R \WG) R I([R (v:6) R I[(A™X)Z]))Z") mod q
=A(([R (p1po1+ pyu,B +pyvo,G+ ugp,B + uyu,BB + uv,BG+
V1p,G + V1U,GB +v;v,GG) R™ [(A'X)Z]))Z™") mod g
=A(([R(p1p21+(P1uz*Uspo+200Ustz)B + UgV,BG +v1U,GB
+(P1V2 VP2 +200vaV2) G)RMI(AX)Z]))Z ™) mod g
= A(([R(p11+u;B+v;G)R D (R(p21+u-B+v,G)RH]I[(A™X)Z]))Z ™) mod g
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= A(((M:M; ) [(A™X)Z]))Z") mod g.
Then we have
C1(C(X)) mod g =E(py,E (p2.X)) mod g
=A(([R(p1p21+(p1uytupy+2bousuy)B + uv,BG +v,u,GB
(P12 +Vipo+20ovaVo)G)R T[(A™X)Z]))Z) mod
=A(([R(P1p21+(p1uztuspa+2bousU,)B + UgVvo(-botgo) B +viU,(-bo+go) B
+(PaV2+ViPo+2go0vivo)G)RTI(A™X)Z]))Z ) mod )
=A(([R(p1p21+(p1uztuspa+2bou;Ust UVo(-bo+do)+ViUz(-be+do)) B
+(P1V2HV1Po+200ViV2) G)RM(A™X)Z]))Z ™) mod g.
Let (mg*,my*,....m*):= R ™(...(R, " ( [M:M;] Ry)...)R, mod q.

=(PaP21+(P1Uptuspat20oUs Uzt UgVa(-Do+0o)+HViUo(-Do+go)) B +(P1VatVip2+2goViVvo) G)
mod q.

We have the plaintext p, of M;M, as follows.

p12::m0*- my* (bo/ bl) mod s
=12+ (P1U2+U1P2+200Us Upt UgVa(-Do+0o)+ViUa(-Do+go))Dot(P1V2t+ViPat+200VaVa)do
~[(PaU2+UsP2+200U3Uz+ UgVa(-Do+go)+V1Uz(-Do+00))) 01-(P1VaH+Vip2+2gevivo)b: ] (be/bs)
mod s
=P1p2 - (p1V2+V1p2-2bSV1V2)bs'[-(p1V2+V1p2'2b5V1V2) bo] mod s
=P1p2 - (p1V2+V1p2-2bSV1V2)bs'[-(p1V2+V1p2'2b5V1V2) bs] mod s
=ppo mods.
Then we have

C1(Cx(X)) mod g =E(py,E (p2,X)) mod g=E(p1p-,X)) mod q.

It has been shown that this scheme has the multiplicative homomorphism.

83.8 Fully homomorphism of proposed fully homomorphic encryption

(Fully homomorphic encryption). Proposed fully homomorphic encryption
=(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; }»n be the set of all polynomial sized
arithmetic circuits. On input sk «—KeyGen(1?), Vckt € CR,, V(pu,....p) €
(Fs)" where n=n()), V(Cy,...,C,) where C; «—(E(p;,X)), (i =1,...,n),



27

we have D(sk;Eval(ckt; Cy,...,C,)) = ckt(py,....pn).
Then it holds that:

Pr[D(sk; Eval(ckt; Cy,...,C,)) # ckt(py,....,pn)] = negl(R).

2. Compactness: As the output length of Eval is at most klog,q=kA where Kk is a
positive integer, there exists a polynomial x = x(A) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its
inputs.

84. Analysis of proposed scheme

Here we analyze the proposed fully homomorphic encryption scheme.

84.1 Computing (p,u,v) from coefficients of ciphertext E(p,X) to be published

Ciphertext E(p, X) is published by cloud data centre as follows.
E(p, X)= A(M[(A"X)Z])Z")mod qEO[X]
=( egoXo+eoX1t ... FegrXy,
€1oXote1u Xyt ... Te17 X7,

ezoXoter Xyt ...ter7 X7) mod q,
={e;}(.t=0,...,7)
with e = Z/qZ (j,t=0....,7) which is published in cloud data centre,
where
M= R(p1+ uB + vG)R™ mod g.
The user who knows the secret key ks can calculate the plaintext p& Fs from
the cipher text E(p, X) €O[X] as follows.

M’=(M’,M’s,...,m"7) = R7(...(R{ (M Ry)...)R, = (p1+ uB + vG) mod g
= pl+u(bg,bs,...,b7)+v(go,-b1,...,-b;) mod q.

m’e- m’y(by/ by) mod s
=p+ubg+vgoe-(ubs-vb,)(bo/b;) mod s
=p+ubs-vbs-(u-v)bs mod s
=pEFs.

A, Z, RREO0 to be selected randomly such that A, z™* and R; * exist
(i=1,....k;j=1,...,r) are the secret keys.
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[Theorem 8]

Let
My:=R(p.1+u,B+v;G)R™ mod q=0,
M,:=R(p,1+u,B+v,G)R™ mod q=O.
E(p1, X)= A((Mi[(A"X)Z])Z")mod g = O[X].
E(p2, X)= A((M[(A"X)Z])Z")mod g = O[X].
If
E(py, E(p2, X))=XEO[X],
then
p,= p: mods,
where
Ug,Vq, U, Vo EZ/QZ.
(Proof?)
E(pw, E(p2, X))
= A(M(A TA(M(AX)ZDZ ) ZN)Z)
= A(My(Mo[(A™X)Z])Z)
= A(IM:M][(A™X)Z])Z*)=X mod g < O[X].
We substitute 1 to X.
A((MM][(A'1)Z])Z")=1 mod g,
[M:M,] [(A™1)Z]= (A™1)Z mod q.
Since

(A™1)Z|=| AY| Z |#0mod g,
MM’ =1 mod g.
[R (p11+U;B+v,G )R™[R (p21+u,B+v,G)R™] =1 mod g,
(p11+u;B+v,G)( p21+u,B+v,G)=1 mod g.
P1P21+(PaU2+U1P2+200Us U +Us V(<00 +0) +ViUa(-Do+00)) B+(P1V2+ViPa+20ova Vo) G =1
mod g.
Then we have the following equation from 0" element of above equation,

PaP2t+(P1UzHULP2 200U Ust UsVa(-Do+o)+V1Ua(-D0+00)) Do+ (P1Vo+Vapat+200Vi Vo) Oo =1
mod . (44)

We have from 1" element of above equation,
(PaUz+ULP2+2bgUsUg+ UgVo(-Do+do)+VaUa(-Do+do) ) Da-(PaV2+vapat+2g0vy Vo) b =0 mod g,
(PaUz UL P2+2bgUsUg+ UgVa(-Do+do)+ViUa(-Do+do))D1=(P1V2+ViP2+200viV2) by mod g,

From gcd(b,,0)=1,
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(p1U2+U1p2+2b0U1U2+ U1V2(-bo+go)+V1U2(-bo+go)) =(p1V2+V1p2+290V1V2) mod qg.

From (44)

P1P2+(P1V2+VaPo+200Vi Vo) Do+ (P1Va+ViP2+200Vi Vo) go =1mod g.

P1P2+(PaV2+ViP2+2goViVo)bs-(P1VatVipa+2QoviVvo) bs =1mod s.

p1P2 =1mod s.
p. = p: mod s. g.e.d.

[Theorem 9]
When det{e;} 0 mod q,
if there exists the PPT algorithm AL for obtaining the plaintext and parameters (p,u,v)
from coefficients of any E(p, X), eg=Z/qZ (j;t =0,...,7), there exists the PPT
algorithm that factors modulus g.

(Proof?)
By using Theorem 8 we can calculate the E(p ™ mod s, X)= {€’;}(,t=0....,7) from the

{&;}(.1=0,...,7).
E(p,E(p *mod s, X))=E(pp * mod s, X )= E(1 mod s, X))=X mod
=(eoo(e ooXot ... T o7X7)+€01(E 10Xot ... Ter7 X7)+ ... tegr(e 70Xt ... +e 7 X7),

eio(e ooXot ... te orX7)+en (e 1Xot... Tepy X7)+ ... +ey7 (€ 70Xt ... +e 77 X7),

e70(€ ‘ooXot ... Te ’07X7)+e71(e ‘10X0t ... Tepr X7)+ ...tem (e X0t ... e 77 X7)) mod Q.

= X'mod g = (Xo,Xy,...,X7) mod q.

We have the following simultaneous equations.
€oo€ 00+€01€ 107 ... Tegre =1 mod q

€10€ 00+€11€ 107t ... Te176 710=0 mod q

e70¢ 00+He718 10t ... tere '70=0 mod q §
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€o0€ 011+€01€ 1171 ... tep7e 71=0 mod q -

€10€ 01118 11t ... te78 71=1 mod q

er0e 01 +€718 1t ... tere 77=0 mod g

€ooe o7+€01€ 1771 ... +egr€ 77=0 mod ¢

€10e o7+ene 17+ ... tere 77=0 mod g

e0€ o7 +e718 17+ ... ter’77=1 mod q

We obtain {e’j}(j,t=0,...,7) by solving above simultaneous equations as det{e;}+0
mod ¢.We can obtain (p,u,v) from {e;}(j,t=0,...,7) and (p*mod s, u’, v*) from {&’}
(,t=0,...,7) by using the PPT algorithm AL.
As
O<p<s<t<g=st,

0<p™ mod s <s<t<q,
0<p(p™ mod s)-1< s?<q,
we obtain the value of s with overwhelming probability by calculating
ged(p(p™ mod's)-1, g)=s,
as was required. g.e.d.
We have shown that proposed scheme is a fully homomorphic encryption with
provable security.

84.2 Computing plaintext p and A , Z; (i=1,...,k) from coefficients of ciphertext
E(p,X) to be published

Ciphertext E(pg,X) (d=1,2,3) is published by cloud data centre as follows.
E(pa,X)= A((Mo[(A™X)Z])Z")mod g
=A((R[Pal+UsB+voGIR)[(A™X)Z]))Z™) mod g O[X] ,

=( egooXoregorXat ... teqorXz,
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€dq10X0H€g11 X1t ... Feq7 X7,

EaroXo+€g7aX1 T ... Fegrr X7)  mod g,
={eq}0.r=0,...,7;,d=1,2,3)

with eg:=Z/qZ (j,t=0,...,7;d=1,2,3) which is published,
where B,G,A;, Z, R0 to be selected randomly such that A%, Z;*and R; ™ exist
(i=1,...,k;j=1,...,r) are the secret keys.

We try to find plaintext p from coefficients of E(pg,X), et € Z/qZ (j.t
=0,...,7;d=1,2,...).

In case that k=8, r=8 and d =3 the number of unknown variables (pg,Uq,Vq,

Do,90,01,....07, A, Zi, R (1,j=1,...,8;d=1,2,3)) is 210(=3*3+9+3*8*8), the number of
equations is 192(=64*3) such that

F100(M,A;,Zi,Ri)=€100 mod q,
F101(M,A;,Zi,Ri)=€10; mod q,

F107(M,Ai,Zi,Ri)=€10; mod q, (45)

Fs72(M,Ai,Zi,Ri)=e377 mod q,
where Fiq,...,Fs77 are the 50(=8*2*3+2)th algebraic multivariate equations.
Then the complexity Gy, required for solving above simultaneous equations by
using Grobner basis is given [6] such as
G reb>G reb = (191+dreng reg)W: (4895C191)W :22769>> 280,

where G’ is the complexity required for solving 192 simultaneous algebraic
equations with 191 variables by using Grobner basis,
where w=2.39, and

Oreg = 4704 (=192*(50-1)/2 - 0y (192*(50°2-1)/6)).

The complexity G, required for solving above simultaneous equations by using
Grobner basis is enough large for secure.
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§4.3 Computing plaintext pand di (i,j,k=0....,7)

We try to computing plaintext p,(r=0,...,7) and djx (i,j,k=0,...,7) from coefficients

of ciphertext E(p,X) to be published.
At first let Enc(Y,X) €O[X,Y] be the enciphering function such as

Enc(Y,X):= A(Y[(A*X)Z])Z"") mod q=O[X,Y],
=(doooXoYo+doorXoy1 Tt .. +dorrX7y7,

diooXoYotdioaXoyat ... +dirrX7yr,

dr00XoYo+0701XoY1+ ... Td777%7y7) mod q,
={dij}(1,),k=0,...,7)
with dijkEZ/qZ (|,j,k =0,...,7) .

Next we substitute M, to Y, where

M,=(Myo,My,. . ..,M7) =R [prl+ uB + v,G JR mod q<0.

We have
E(pr.X)= A(M[(A™X)Z])Z") mod q=O[X]
=(doooXoMro+doorXoMra+ ... +dozzX7My7,

d100XoMro+di01XoMp1 + ... +di77X7Mg7,

d700XoMro+0701X0Mi1 + ... +d777%:M7) Mod q.

Then we obtain 64 equations from (38) and (48) as follows.
CoooMig+doo1Mizt ... +doorMiz=€90 Mod q 7

do1oMio+douMiz + ... +do17Miz=€01 Mod ¢

dozoMio+do71Mip + ... +doz7Miz=€47 Mod ¢

(46)

(47)

(48)

(49a)
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d100Mio+dio1Mip + ... +d107Miz=€10 Mod ¢ -

d110Mig+d1aMis+ ... +dizMiz=€11 mod q (49b)

di7oMip+di71Mip + ... +diz7Miz=€17, mod ¢

dr00Mio+d701Mip + ... +d707Miz=€70 Mod ¢ 7

d710Mig+d7Mi + ... +d77Miz=€7:mod q (49c)

d770Mip+d771Mip + ... +d777Miz=€77 mod ¢ -

For Mq,..., M; we obtain the same equations, the number of which is 512,
We also obtain the 8 equations such as

| E(pi,1)[*= IMif’= my™my >+, . .+m;;” mod q,(i=0,...,7). (50)

The number of unknown variables M;and dix (i,j,k=0,...,7) is 576(=512+64). The
number of equations is 520(=512+8). Then the complexity G, required for solving
above simultaneous quadratic algebraic equations by using Grobner basis is given
such as

~ _ W _ wW_n1634 80
GrebNGreb’—(520+dregcdreg) —(7630243) =2 >> 2 )

where G’ is the complexity required for solving 520 simultaneous quadratic
algebraic equations with 520 variables by using Grobner basis,

where w=2.39, and

Oreg = 243(=520%(2-1)/2 - 1/ (520%(4-1)/6)

It is thought to be difficult computationally to solve the above simultaneous
algebraic equations by using Grobner basis.

84.4 Attack by using the ciphertexts of p and -p

| show that we can not easily distinguish the ciphertexts of p and -p. We try to attack
by using “p and -p attack”. Let M:=R(p1+uB+vG)R' 0. Let a plaintext p=Fs and
numbers u,vEZ/qZ. Let E(p, X) be the ciphertext of p.
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By using simple style expression of E(p, X) we have
C(X):=E(p, X)= A(M[(A"X)Z])Z") mod g=O[X]
Let E(-p, X) be the ciphertext of -p mod g.
C.(X):=E(-p, X)= A((M.LA™X)Z])Z") mod g=O[X],
where
M.:=R(-p1+u’B+v’G)R™ mod g0,
-pEFs, UV EZ/9Z.
By substituting 1to X, we have
C(X) + C.(X) =A(([M + M][(A"1)Z])Z") mod g
= A([R(p1+UB+vG - p1+ u’B+v’ G)R™] [(A1)Z])Z*) mod g
= A([R((p-p)1+(u+u’)B+(v+v)G)R™] [(A™1)Z])Z") mod g
=A( [R((u+U)B+ (v+ v)(( bot go)1-B)R™] [(A"1)Z])Z")
= (v+ v?)( b+ go)1+(u+u’ -v-v)A( [RBR™] [(A*1)Z])ZY)
=0 mod g (in general).
Next we have
C(X) + C.OIF =AM + MI[(A™1)Z)Z ) mod g
=| p1+uB+vG - p1+ u’B+v’ GJ* mod g
= | (p-p)1+(u+u’)B+(v+v’)Gf mod g
= | (u+u’)B+(v+v’)G mod q
=((U+U")bo+ (V) go)2H((UHU) (V) (b 2+. . .+ b?)
=((U+U7) o™ H(V+V) g0 JH2(U+U"bo(v+v)go-(U+U) -(vHv)) (bo”)
=2(U+U’)bo(V+v")gg+2(u+u) (vHv’) (b?)

=2 by (u+U’)(v+v’)(go+ho) #0 mod g.
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Then it is said that the attack by using “p and -p attack™ is not efficient in
general.We can not easily distinguish the ciphertexts of p and -p.

Here we notice that
IC(X) + C.OIF* =AM + MI[(A™1)Z])Z ™) mod s
=| p1+uB+VG - p1+ u’B+v’ G mod s
=2 by (u+u’)(v+v’)(gotbg) mod s

=2 by (u+u’)(v+v’)(-bst+bs) mods=0.

85. The size of the modulus g and the complexity for enciphering/
deciphering

We consider the size of the system parameter g. \We select the size of q such that O(q),
the side of the composite number is as large as 22°®. Then we need to select modulus
0(q)=2"" where O(s)=2"" and O(t)=2"".

1) In case of k=8, O(q)=2""", the size of e; € Z/qZ(i,j=0,...,7) which are the
coefficients of elements in E(p,X)=A(M[(AX)Z])Z")mod g€ O[X] is
(64)(log,q)bits =128kbits, and the size of system parameters g is 2000bits.

2) In case of k=8, O(q)=2"", the complexity Gen to obtain Enc(Y,X) required one
time at the start of the system is

(15*64*8+15*512*8+16*8*8)(l0g,q)°+ Kazr = 2°bit-operations,

where

K azr=24*16*(l0g,0)*+24*(log,0)*=2°"" bit-operations is the complexiy required for

A1, zitand R(i=0....,7).

3) In case of k=8, r=8, O(q)=2"", the complexity G to obtain E(p,X) from Enc(Y,X)
required at every enciphering is

(64*2*8)(log,q)° = 2% bit-operations.

4) The complexity Gp required for deciphering by using Ai* and z;* (i=0....,7) is
given as follows.

Let C:=Aq((...(AUMIAC(-. (A1) Z0).. NZA) Z7H).-..)) Z1™) mod g.

We have

(A ((---((A™ C)Z1)) Z2))...))Zk =M[(AT (- (A *1)Zy))....))Z] mod s,
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M=[(Ac ((...((AT™* C)Z0) Z2))...)) ZIIAT((... (A1) Zy))....))Z ] 'mod s.
=Ry(...(R(ul+ vB + wH)R, .. )R,
(my’,my’,...,m7°):= (ul+ vB + wH)=R™* (...R{*"M Ry)...) R,
my’- my’(by/ by) mod s=p .

Then the complexity Gp required at every deciphering is
(16*64+15*64+64)(log,s)*+(1+1)* (log,s)®+ (16+2)*(log,s)
= 2% bit-operations.

5) The complexity required for addition/subtraction operation on ciphertexts ,
E(p1, X)£E(p,, X) has no multiplication.

5) The complexity Gy, required for multiplication operation on ciphertexts,
E(py, E (p2,X)) is (8*8*8)(log,q)’= 2*.

On the other hand the complexity required for enciphering and deciphering in
RSA scheme is O(2(log n)*)= 2** bit-operations each where O(n)=2%"",

Though our scheme requires memory space larger than RAS scheme, the
complexity required to encipher and decipher is smaller than RSA scheme.

86. Conclusion

We proposed the new fully homomorphism encryption scheme based on the octonion
ring over finite ring. It was shown that our scheme is immune from the Grébner basis
attacks by calculating the complexity to obtain the Grobner basis for the multivariate
algebraic equations and our scheme is also immune from “p and -p attack”.

The proposed scheme does not require a “bootstrapping” process. We proved
that if there exists the PPT algorithm that decrypts the plaintext from the any
ciphertext of the proposed scheme, there exists the PPT algorithm that factors the
given composite number modulus.
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Appendix A:

Octinv(A)

S «— ay’+a,’+...+a;"mod q.
% S™ mod g
q[1] « q div S ;% integer part of /S
r[1] <= gmod S ;% residue
k «1
q[0] <@
0] «— S
while r[k] # 0
begin
ke—k+1
qlk] « r[k—2] div r[k—1]
1[k] «— r[k—2] mod [rk—1]
end
Q [k—1] < (-1)-q[k—1]
L[k-1]«1
1+— k-1
while i>1
begin
Q[ i—1]« (-1)-Q[i]«q[i—1]+ L[ 1]
Lli-1]<Q[1]
1—1-1

end

invS < Q[1] mod q
invA[0] < ag«invS mod q
Fori=l,...,7,
invA[i] < (-1)-a;invS mod g
Return A= (invA[0], invA[1],..., invA[7])
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Appendix B:
Lemma 2
A'(AB)=B
(BA)A'=B
(Proof:)

A= (ao/ |AF mod g, -a;,/ |AF mod q,.. ., -a;/ |A]> mod q).

AB mod g

= ((aghg-azbs- @by~ ashz-asb,- asbs-aghs-azb; mod q,
agh; +asbo+ash,+azhs-asb,+ashs-ashs-azb; mod g,
agh,-ayb,+azby+ashs+asb;-ashs+ashs-asbs mod g,
agbz-a1b7-a,bs+azhy+asbs+ash,-ashs+asb; mod g,
agh,+aib,-a,b1-asbe+asbg+ash,+ashs-azbs mod g,
agbs-asbg+azbs-ashy-asby+ashy+agh; +ash, mod g,
apbg+asbs-a,0,+ashs-asbs-ash; +agho+ash, mod g,
agh7+aibs+ayhs-ash; +asbs-asbs-agh,+azh, mod q).

[A*(AB)]o

={ ap(agho-a1bs- azb,- aghs-asb.- ashs-ashg-asby)
+ay (aghy +ay by t+azhs+asbs-asb,+ashs-ashs-as0;)
+ ay(agh,-a;104+asbo+ashs+asb;-asbs+ashrs-azbe)
+a(agbs-aib7-abs+ashy+asbs+ash,-aghs+asb,)
+ay(ahs+ayb,-a,0:-ashs+asby+ash;+aghs-asbs)
+ a5(aghs-a;0s+asbz-asby-aub;+ashy+agh, +azh.)
+ag(abs+aibs-a,b7+aghs-asbs-ash, +agho+ash,)
“+az(agh;+a;bs+asbg-asby +asbs-ashs-ash,+asbo) } /JA mod g

={(ag*+a,*+...+a;") bo} /|AF =b, mod q
where [M ];denotes the i-th element of M<O.

[A*(AB)L,

={ ag(agh;+asby+azb,+azhs-asb,+ashs-aghs-ashs)
-y (aho-a1b1- 8,0, azbz-a4bs- ashs-aghs-asby)
-8y(aghs+aiby-abs-asbs+asby+ash,+aghs-asbs)
-83(agh7+asbs+ashe-azhy +aybs-ash,-ash,+asho)
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+ay(aoby-a1bs+asbg+azbs+ashs -ashs+aghs-abe)
- as(apbe+aybs-a.b7+azhs-asbs-ash; +aghy+ash,)
+a5(agbs-a1bs+a,0s-asby-aubr+ashe+ash; +ashy )
+ay(aghs-a;b-abs+aghy+abs+ash,-aghs+azby)} /JAF mod g

={(ap*+a,*+...+a;") b.} /|AF=b, mod q.

Similarly we have

[A(AB)]i=bimod q (i=2,3,...,7).
Then

AYAB)=Bmodqg. q.ed.



