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Abstract. Hardcore lemmas are results in complexity theory which

state that average-case hardness must have a very hard “kernel”, that is

a subset of instances where the given problem is extremely hard. They

find important applications in hardness amplification. In this paper we

revisit the following two fundamental results:

(a) The hardcore lemma for unpredictability, due to Impagliazzo (FOCS
’95). It states that if a boolean function f is “moderately” hard to
predict on average, then there must be a set of noticeable size on
which f is “extremely” hard to predict.

(b) The hardcore lemma for indistinguishability, proved by Maurer and
Tesaro (TCC’10), states that for two random variables X and Y
which are e-computationally close, there are events A and B of
probability 1 — e such that the distributions of X|A and Y|B are
“computationally” identical.

Using only the standard min-max theorem and some basic facts about
convex approximations in L, spaces, we provide alternative modular
proofs and some generalizations of these results in the nonuniform set-
ting, achieving best possible bounds for (a) and slightly improving the
known bounds for (b). As an interesting application, we show a strength-
ening of the transformation between two most popular pseudoentropy
variants: HILL and Metric Entropy, and apply it to show how to ex-
tract pseudorandomness from a sequence of metric-entropy sources of
poor quality. In this case we significantly improve security parameters,
comparing to the best known techniques.

1 Introduction

1.1 Hardcore lemmas and their applications

UNPREDICTABILITY HARDCORE LEMMA. Suppose that we have a function f :
{0,1}" — {0,1} that is mildly hard to predict by a class of circuits; for every
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circuit D from our class, D(x) and f(x) agree on at most, say, a 0.99 fraction
of inputs . One of the reasons for that, which could intuitively explain this
behavior, is the existence of a “kernel” for this hardness: a set of noticeable
size on which f is extremely hard to predict, meaning that there is (almost)
no advantage over a random guess. How big this set should be? The intuitive
answer is a 0.02 = 2(1 — 0.99) fraction of input. Indeed, if f cannot be guessed
better than with probability % on this set, then the probability that D agrees
with f is at most 0.02 - % +0.98 -1 = 0.99, by the total probability law.

Quite surprisingly, this intuitive characterization is true. The first such re-
sult was proved by Impagliazzo [ ]. An improved version with the optimal
density of the hardcore set was found by Holenstein | ]. Below we present
the best possible result due to Klivans and Servedio.

Theorem 1 (Nonuniform Unpredictability Hardcore Lemma | D-
Let f:{0,1}" — {0,1} be e-unpredictable by circuits of size s, that is

€
weﬁ{l}n [D(z) = f(z)] <1- 3

holds for all boolean circuits D over n bits of size at most s. Then for any
0 € (0,1) there exists a “hardcore” set S of size €2™ such that f on S is 1 —§
unpredictable by circuits of size s' = O (s6%/log(1/€)), that is

0
Pr [D(z) = f(z)] < ——, for every D of size at most s'.
S 2
Remark 1 (Conventions). Some authors define e-unpredictability in a different
manner. We follow the approach of | ]. The definition above is quite intu-
itive, since l-unpredictability means that f is totally unpredictable.

Remark 2 (Trade-off between the loss in complexity and quality of the hardcore
set). Ideally we want 6 = 0 but then we get nothing nontrivial about the indis-
tnguishability. In fact, we cannot guarantee that f on the hardcore is perfectly
unpredictable. The loss of §2/log(1/¢€) in complexity is necessary (the matching
lower bound is due to Lu, Tsai, and Wu | D-

Remark 3 (Hardcore for any sampling distribution). Klivans and Servedio proved
in fact a more general result, where one samples = from arbitrary distribution V.
The hardcore set is replaced then by a distribution “dense” in V. See Theorem 3.

Note that the size of the hardcore set, guaranteed to be at least 2"¢, is tight. In-
deed, if the second part of the theorem is satisfied, i.e. f is almost unpredictable
on a set of size €, it implies that f, on average over the whole domain, cannot
be predicted better than 1 — <t ~ 1 — £ (provided that § < €). A uniform
version, with the tight hardcore density, is given also in | | and [ ].
Constructive versions of the hardcore lemma can be obtained by any boosting
algorithm [ , ], however such results are not necessarily tight without
additional optimization.



INDISTINGUISHABILITY HARDCORE LEMMA. It is well known that if two distri-
butions X7, X5 have the statistical distance at most €, then there exist events
A1, Ay of probability at least 1 — e such that the distributions X;]A4; and X3|As
are tdentical. Based on the reduction to the unpredictability hardcore lemma,
Maurer and Tessaro proved the following computational generalization of this
fact in the nonuniform setting

Theorem 2 (Indistinguishability Hardcore Lemma [ D). Let X; and
Xo be distributions on {0,1}™, with the computational distance € against circuits
of size s, that is

|[ED(X;) —ED(Xy)| <€ forallD of size s.

Then there exist events Ay and Ag of probability 1 — € such that A1 and As are
computationally indistinguishable, that is

|IED(X1|A;) —ED(X3|A5)| <5 for every D of size s = 56 /128n.

which states that if two distributions are (computationally) not too far away
from each other, then after conditioning on an event of noticeable probability
they are almost completely indistinguishable. Since the lower bound 1 — € on
the probabilities of hardcore events is tight!, this theorem can be viewed as a
characterization of computational indistinguishability.

APPLICATIONS OF HARDCORE LEMMAS. Hardcore lemmas are fundamental re-
sult in complexity theory and find applications in cryptography and learning
theory. They are particularly important in the context of hardness amplifica-
tion, i.e. transforming somewhat hard problems into hard problems. See for
instance [ ) ) , ) ]

1.2 Our results

AN UNPREDICTABILITY HARDCORE LEMMA FROM STANDARD MIN-MAX THEO-
REM. We reprove Theorem 1 in its full generality developing a few new ideas.
Our approach has the following advantages:

(a) A new modular proof technique. Our approach is very simple and natural.
We observe that it is straightforward to construct a hardcore for any fixed
circuit of size s. Then we show that this is possible for any real-valued circuit
of the same size. The third step (the only one which loses in complexity)
is an approximation argument which shows that there exists a hardcore for
any convex combination of circuits of size s. Finally we trivially “switch” the
quantifiers by the standard min-max theorem. See Figure 1 for an overview.

(b) Tight bounds from the standard min-maz theorem. In our proof the weight
of the hardcore event? for e-unpredictability is guaranteed to be e and

! By the similar reasoning as in the unpredictability case
2 The hardcore is then understood as the sampling distribution conditioned on an
appropriate event of sufficiently big probability.



we loss a factor of O (log(1/€)/6?) in complexity for the hardcore to be
1— ¢ unpredictable, which matches the lower bound | ]. The previous
proofs which achieve optimal parameters required involved iterative argu-
ments | ] or dedicated versions of the min-max theorem | ]. Some
authors even suggested that it might be impossible to get the tight param-
eters using the standard min-max theorem [ ]

(¢) New ideas of independent interests. The only technical difficulties in our
proof are steps 2 and 3. The tools we have developed to overcome them allows
us to give a direct proof (without reduction!) of the indistinguishability
hardcore lemma and a variant of the indistinguishability hardcore lemma
dedicated for computational entropy.

Below, in Figure 1, we sketch our proof strategy. We have managed to separate
a lossless use of the min-max theorem from a standard approximaiton argument
which is responsible for the only loss in complexity.

no loss D e pioihs no loss D e Dt lossy step D € conv (D[O 1]"") no loss D € conv (D[O 1 '")
casy (D is fixed) tricky (D is fixed)  appropriate L7 (D is fixed) trivial (D is arbitrary)
(optimization) approximation (min-max thm.)

Fig.1: An overview of our proof technique.

A quantitative comparison with versions of Theorem 1 is given in Table 1.

Sampling

Result Author Proof technique Complexity loss  |distribution
standard min-max theorem )
[ ] |hardcore density optimization O(n/s%) Uniform
Unpredictability [ ] boosting @] (log‘g#) Arbitrary
Hardcore dedicated min-max theorem \
[ ] |hardcore density optimization @] (%) Arbitrary
This paper| standard min-max theorem loe(1
Theorem 3 convex approximation O (min (5%, %)) Arbitrary

Table 1: Our unpredictability hardcore lemma compared to previous works

A SIMPLIFIED AND IMPROVED REDUCTION FROM TO UNPREDICTABILITY HARD-
CORES. We show an alternative proof for the indistinguishability hardcore lemma
of Maurer and Tessaro. In | | the non-trivial reduction goes from the in-
distinguishablity hardcore lemma to the “standard” unpredictability hardcore
lemma, that is where inputs are sampled from the uniform distribution. On the
contrary, we find it much easier and natural to reduce it to unpredictability of
some predicate which explicitly depends on the distributions X7, X5 (it is sim-
ply equal to the sign of the difference between probability mass functions). In
our reduction we achieve better numerical constants and improve the factor de-
pending on the dimension, replacing n by A?log(1/d) where A is the statistical
distance of X; and X5. The comparison with Theorem 2 is given in Table 2.



Result Author Proof technique Complexity loss
Reduction
Indistinguishability [ ] (to unpredictability hardcore) O(n/8%)
Hardcore This paper Simpler Reduction ) .
Theorem 4 |(general unpredictability hardcore)|O (min (%, %;A/F)))

Table 2: Our indistinguishability hardcore lemma compared to previous works

A DIRECT PROOF OF THE INDISTINGUISHABILITY HARDCORE LEMMA. Adapt-
ing the proof given for the unpredictability case, we derive the (nonuniform)
Indistinguishability Hardcore Lemma of Maurer and Tessaro directly, that is
without reducing it to unpredictability hardcore lemmas. This might be impor-
tant for lower bounds. Indeed, lower bounds on unpredictability hardcore lem-
mas do not imply lower bounds for the indistinguishability. For more details, see
Corollary 3 in Section 4.

AN INDISTINGUISHABILITY HARDCORE LEMMA FOR PSEUDOENTROPY. In some
situations, for instance in extracting entropy, we do not really need our distri-
bution X to be indistinguishable from a particular Y but rather from a class
of distributions Y (which is a weaker requirement). In particular, consider the
following alternatives to formalize the statement “X almost has min-entropy k”:

(i) X is (s, d)-close to having property P, if there exists a distribution Y with
min-entropy k such that for every circuit D of size s, we have AP (X;Y) < 6§

(ii) X is (s, d)-close to having property P, if for every D of size s there exists
a distribution Y with min-entropy k such that we have AP(X;Y) < 4.

where AP(X;Y) = ED(X) — ED(Y) is the advantage of the attacker D. For
case (i), we obtain the notion of the HILL entropy | ]. In case (ii) we
obtain a relaxed notion called metric pseudoentropy [ ]. Metric pseudoen-
tropy is widely used as a convenient substitute of HILL entropy and find many
application in studying pseudorandomness | , , , . Tt is
known | ] that metric entropy with parameters (s,€) can be converted
into HILL entropy with no loss in the amount and the parameters (s',€¢) =
(O (s-6%/n) e+ d) for any 6. We obtain a nice and much stronger version of
this transformation: if X has metric entropy of quality (s, €) (even against weak-
est deterministic circuits) then after conditioning on an event of probability 1—e,
it has the same amount of HILL entropy of quality (O (s . 62/n) ,0).

APPLICATION: EXTRACTING PSEUDORANDOMNESS FROM PSEUDOENTROPY OF
POOR QUALITY. Using our generalized indistinguishability hardcore lemma, we
prove that for a sequence of independent distributions X, ..., Xy, each having
metric-entropy k with parameters (s, €) for some large € and against deterministic
circuits of size s, the concatenated string X = X7, X5, ..., X, has HILL entropy
roughly (1 — €)¢k with parameters (s, 8") = (d,562¢=2/n). In other words, for a
metric pseudoentropy source of quality (s, €) we achieve, sampling many times,



the entropy extraction rate o = 1 — €3 with good security. Comparing to the
state of art we save a quite large factor 42 in security?.

1.3 Outline of the paper

Section 2 provides necessary definitions for hardness of unpredictability, compu-
tational indistinguishabilty and computational entropy. In Section 3 we present
a generalization of the unpredictability hardcore lemma and a slightly simplified
proof of the indistinguishability hardcore lemma. A hardcore lemma dedicated
for pseudoentropy is given in Section 4. An application to the problem of extract-
ing from a pseudoentropy source of very bad quality is discussed in Section 5.

2 Preliminaries

COMPUTATIONAL AND STATISTICAL INDISTINGUISHABILITY. Let X and Y be
two random variables taking values in the same space. The advantage of D in
distinguishing between X and Y is defined to be AP(X;Y) = ED(X)-ED(Y).
The statistical distance between two random variables X and Y, is defined as
A(X;Y) = 13 |Pr[X = ] — Pr[Y = z]| and is equal to the maximum of
AP(X;Y) over all [0,1]-valued functions D. The computational distance be-
tween X and Y is defined as maxpep |AP(X;Y)| where D is a fixed class of
boolean functions. We say that X and Y are (s, €)-close or (s, €)-indistinguishable

if AP(X;Y) < e for all D of size at most s.

HARDNESS OF UNPREDICTABILITY. A boolean funciton f : {0,1}" — {0,1} is
said to be (s, §)-unpredictable if Pr,._o.13»[D(x) = f(2)] <1 —4§/2 for all D of
size at most s. We also say that f is d-hard against circuits of size s. We say that
that f is (s,d)-unpredictable under the distribution V if Pr v [D(z) = f(2)] <
1—46/2 for all D of size at most s.

MEASURES AND DENSE DISTRIBUTIONS. X is d-dense in Y if Pr[X = z] <
Pr[Y = z]/6 for all x.

Circults. By D1%:1}s and D015 we denote the set of boolean and, respectively,
real-valued circuits of size at most s.

COMPUTATIONAL ENTROPY. There are many ways to define computational ana-
logues of entropy. We follow the most popular approach, which is based on the
concept of computational indistinguishability.

Definition 1 (HILL Pseudoentropy | D). Let X be a distribution
with the following property: there exists Y of min-entropy at least k such that
for all circuits D of size at most s we have |AP(X;Y)| < e. Then we say that
X has k bits of HILL entropy of quality (s,€) and denote by HEIELL(X) > k.

3 Understood as the ratio of the number of extracted bit to the length of the input.

4 We note that the following issues makes this problem challenging: (a) since ¢ is
large, no hybrid technique can be applied and (b) pseudoentropy is only against
deterministic adversaries so no extractor can be directly applied



It is known that for HILL Entropy all kind of circuits: deterministic boolean,
deterministic real valued and randomized boolean, are equivalent (with the same
size s). The following definition differs in the order of quantifiers

Definition 2 (Metric Pseudoentropy | D). Let X be a distribution
with the following property: for every deterministic boolean (respectively: deter-
ministic real valued or boolean randomized) circuit D of size at most s there exists
Y of min-entropy at least k such that |AP(X;Y)| < e. Then we say that X has
k bits of deterministic (respectively: deterministic real valued or boolean ran-
domized) metric entropy of quality (s,€) and denote by Hg/fftric’da{o’l}(X) >k

(respectively: Hg/fftric’det[o’l] (X) and Hyetricrand (X)),

APPROXIMATING CONVEX HULLS. The following facts are useful when we want
to approximate possibly long convex combinations of functions by a combination
of few functions; in particular, when we use the min-max theorem and need to
approximate any mixed strategy by an efficient strategy.

Lemma 1 (| D). Let X be a finite domain, v be a distribution on X and
let G be any set of functions g : X — [—1,1] and let G be a convex combinations
of functions from G. Then for any € € (0,1) and for some k < 10§6|2X|7
functions g1, ..., g, such that

1 k
7(z) - (k ngx))

Lemma 2 (Convex approximation in L? spaces [ D). Let X be a
finite domain, v be a distribution on X. Fiz a number 1 < p < +o0o and for
any function f on X define [|f|, = (Exer |f(a:)|p)% Let G be any set of real
functions on X, let g be a convex combinations of functions from G and K > 0
be such that for all g € G we have ||g—gl||, < K. Then for any ¢ > 0 there exists

there exist

max
reX

<e€

a convex combination g’ = Zle o g; of functions g1,...,gx € G such that
_ KC,
19— dll, < 61%

where t = min(2,p) and C, =1 if 1 <p <2, Cp =V2[[((p+1)/2) /7P for
2 <p < +oo.

3 Hardcore Lemmas

3.1 Hardcore lemma for unpredictability
Below we prove a general hardcore lemma for unpredictability.

Theorem 3 (Unpredictability Hardcore Lemma for arbitrary distribu-
tions). Let V be an arbitrary distribution on {0,1}™ and suppose that an n-bit
boolean function f is (s, €)-unpredictable under V. Then for any 6 there exists
an event A of probability at least 2¢ such that f is (s',1—0)-unpredictable under
VI|A, where s' = O (s6? - max (1/n,1/log(1/€))).



Note that f is essentially almost unbiased under V|A: by applying trivial dis-
tinuguishers D = 1 and D = 0 we get 2+ — § < Pr[f(V[4) = 1] < 1 + 4. For
some technical reasons we need the following observation, which states that the
hardcore event “preserves” unbiased predicates.

Corollary 1 (Unpredictability Hardcore Lemma for unbiased predi-
cates). Suppose that Theorem 3 holds for f and V such that P (f(V) = -1) =
5 =P (f(V)=1). Then the hardcore event A can be chosen in such a way that
P(f(VIA) =-1) = P(f(V|A) =1) = L, with the additional loss of a factor
O(1) in circuit size.

The proof of Corollary 1 appears in Appendix A. It is relatively simple and uses
the idea of “mass-shifting”. The proof of Theorem 3 appears in Appendix B.

3.2 Hardcore lemma for indistinguishability - reduction to
unpredictability case

The following lemma shows that indistinguishability of two distributions is equiv-
alent to the hardness of predicting some boolean function, which explicitly de-
pends on these distributions. This function is quite natural: it equals the sign of
the difference between the probability mass functions.

Lemma 3. Let D be a class of boolean functions, X, Y € {0,1}" be random
variables, and let A = A(X,Y) be different than 0. Then the following are
equivalent:

(a) X andY are (D, ¢)-indistinguishable
(b) f(x) is (D,1 — ¢/A)-unpredictable under V', where f(x) is the indicator of
the set {x : Px(x) > Py (z)} and the distribution of V is given by Py (z) =

Proof. For any boolean D we obtain

ED(X)-ED(Y) =) (Px(z) - Py())D(x)

x

Observe that Pr[f(V) = 1] = Pr[f(V) = 0] = 3. Therefore

1 1 1

ED(X) - ED(Y) =24 (— +5 EDV)IF(V) =1+ S E[0 - DWV))If(V) = 0]

2 2

Since D is boolean, the last equation is equivalent to
ED(X)—-ED(Y)=2A <Pr[D(V) = f(V)] - > ,

which finishes the proof. a

).



Based on Lemma 3 we prove the following result

Theorem 4 (Indistinguishability Hardcore Lemma). Suppose that X and
Y are distributions (s, €)-indistinguishable by boolean circuits Then for any 6 > 0
there exist events A(X), A(Y), both of equal probability at least 1 — €, such that
X|A(X) and Y[A(Y) are (O (s - 62/log(A(X;Y)/e€)) , A(X;Y)-8) indistinguish-
able.

Proof. From the construction of V, we obtain that f is (s,1 — ¢/A(X,Y))-
unpredictable under V. From Theorem 3 we obtain that there exists a hard-
core A with probability at least 1 — ¢/A(X,Y) such that f is extremely un-
predictable under V|A. This hardcore event can be described as follows: there
exists a measure M = M4 that satisfies M (z) < Py (z) and P(A) = (M) > 1—
e/A(X,Y) and such that f(x) is unpredictable for sampling according to M, i.e.
P.ca (D(z) = f(z)) < 1/2+6. The distribution V/|A is then defined by Py 4 =
Pj. Consider the events S~ = {z: f(z) =0} and ST ={x: f(z)=1}. From
the definition of V and f it follows that Py (S7) = Py (S*) = 1. As shown in
Corollary 1, the sets ST, S~ can be assumed to be perfectly unbiased also under
V| A. Define now two measures My = Mx and M; = My as follows:

Mo(z) = {gigg —2A(X,Y) (Py(z) — M'(x)) ;tfhi;év(lgscg > Py () W
and similarly,
M () = {gigi —2A(X,Y) (Py(z) — M'(z)) ;fhigv(ii)} <Py@@)

Note that both measures are well defined since Py () = |Px(2) — Py ()| /2A(X,Y)
and M'(z) < Py(z). Then from the definition of (V; A) and the definition of f
it follows that

p(Mo) =1-2A(X,Y) > PV ) +24(X,Y) Z M'(
z: f(z)= z: f(z)=

1- AX,Y)+ 2A(X, Y)P(A) - Py (S7)

1— A(X,Y)P(A°)

1—

WV

3)

and similarly that the same estimate holds for p (Mj). Observe also that since ST
and S~ are perfectly unbiased with respect to M’, and since the same holds for
V', we have u (My) = p (M). These measures give rise to the joint distributions
X,A(X) and Y, A(Y) for some events A(X), A(Y) with probabilities at least
w(Moy) = p (My). It remains to calculate the advantage in distinguishing. Let V’
and f’ be a distribution and a predicate corresponding to X|A(X) and Y|A(Y)
according to the statement of Lemma 3. Observe that My(z) > M;(z) if and only
if f(z) =1, hence f'(x) = f(z). Since |My(x) — My(z)| = 2A(X,Y)M'(z) for
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every x, we get Py (z) = M'(z)/u(M') = Pyja(x) and A(X[]A(X),Y|A(Y)) =
A(X,Y). Therefore

PX]AX), YIA®Y)) A( ) 2Py (D(z) = f'(x)) — 1)
)+ (2Psevia (D(@) = f(z)) — 1)

)6, (4)

i
Eb

and we have finished the proof. O

Remark 4. We note that without Corollary 1 we would obtain a slightly weaker
version of the indistinguishability hardcore lemma where the probability of the
hardcore events is guaranteed to be at least 1 — e — §, which is very close to the
optimal 1 — € and equally good in applications.

4 Indistinguishability Hardcore Lemma for
Pseudoentropy

In this section we prove the following theorem, which gives the existence of a
“HILL-entropy-hardcore” for metric pseudoentropy.

Theorem 5 (Indistinguishability Hardcore Lemma for pseudoentropy).

Suppose that HMetrlc det{0, 1}( X) = k. Then for any § and s’ = O (5 . 52/11) there
exists an event A of probability 1 —e such that HE,I,{;L (X]4) = k—log(1/(1—¢)).

This theorem shows that metric entropy not only can be converted to HILL
entropy with the loss of factor § in advantage and 62 in circuit size; It has a
hardcore of HILL entropy with the same quality parameters. Before we give the
proof, let us observe that this result implies the transformation between metric
and HILL entropy (up to the lose of at most one bit)

Corollary 2 (Metric entropy - HILL entropy transformation [ D-

S’uppose that Hy<™© rdet{0, 1}( X) > k. Then HY'EH(X) > k where s' = O (s - 0% /n)
and € =e+4.

Proof (Proof of Corollary 2). We apply Theorem 5 obtaining a distribution Y'|A
which is (s/,d)-indistinguishable from X|A, and then we define Pr[Y’ = z| =
Pr[A]-Pr[Y = z|A]+27" Pr[A°]. Note that Hoo(Y') > k—1 and Y is (¢, e+0)-
indistinguishable from X. We remark that one can actually show without the
loss of 1 bit, because Theorem 5 actually is slightly stronger that stated, namely
HgféLL(X|A) > k—log(1/(1—¢€)) can be replaced by the following: X |A is (s', §)-
indistinguishable from Y|A where Y has k bits of min-entropy. O

The proof strategy for Theorem 5 is exactly the same as in the case of Theo-
rem 3. The full proof is given in Appendix C. Note that the result inTheorem 5
with much worse parameters follows by converting metric-entropy into HILL en-
tropy using Corollary 2 and then applying Theorem 2. This way we lose % in
circuit size.
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Corollary 3 (Direct proof of the Indistinguishability Hardcore Lemma).
The proof of Theorem 5 can be easily adapted to give a direct proof of Theorem 4
without reducing it to Theorem 3. Namely, in the proof we replace the condition
My < 2k by My < Py.

5 Applications: extracting from metric pseudoentropy of
poor quality

Suppose that we have a source of metric pseudoentropy that produces samples
secure against deterministic adversaries of high complexity but only with a very
big advantage € (for instance, e = 0.25). Since the metric entropy is only against
deterministic adversaries, for which it is not known | ] if we can extract
pseudorandomness directly®, one needs to convert in into the HILL entropy.
However, it still does not solve the problem of large €. In the next step one can
use Theorem 2 to prove that a concatenated sequence of many samples has large
HILL entropy®., with the rate of roughly 1 — e. This approach loses O (54) in
security. Below we show that these two steps can be done at the same time which
allows us to save a factor of O (52) in security.

Theorem 6. Suppose that X;, for i = 1,...,¢, are independent n-bit random

variables such that Hg{lftric’dEt{O’l}(X) > k. Then for any v > 0 we have

o (X) = (L —e =)L (k—log(1/(1 —¢))),
where s' = O (s - 62 /nd?) and &' = 6 + 2 exp(—2(~?)

Proof. Fix § and let s = O (s-4?/n). We apply Theorem 5 to X;, for i =
1,,...,¢, obtaining hardcore events A; of probability at least 1 — € such that
HE%L(XAAi) > k —log(1/(1 — €)). By the Chernoff Bound we know that the
probability that m = £(1 — e — 7) of them happen simultaneously, is at least
1 — 2exp(—2¢~?). The result follows now by the observation that concatenating
¢ random variables Y7, ..., Y, of HILL entropy ki, ..., k¢ with parameters (s’,0)
yields a distribution of HILL entropy ki + ko + ... + k¢ with parameters (s', £9)
(the proof follows by a standard hybrid argument). ad
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5 The problem of randomized vs deterministic adversaries is the matter of metric
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7 Conclusion

An interesting open problem is to check if the indistinguishability hardcore
lemma can be derived from the unpredictability hardcore lemma, that is show
the reduction in other direction than in | | and this paper. Another problem
worth of mentioning is the question about lower bounds on the necessary loss in
security for indistinguishability hardcore lemma.
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A Proof of Corollary 1

Proof (Proof of Corollary 1). Let M(x) = Pr[V = z, A]. Since M (z) < Py (x)
and we have M (S7), M (ST) < 3. Suppose that M (S+)—M (S~) = 26,. Then
M(S™)= w —dp and M (ST) = %4—50- Suppose dg > 0. Since M (S7) <
P(S7) — 6o and M (ST) > &g, we can define the measure M’ by decreasing
the mass of ST by dy and moving it to S~ in such a way that M'(z) < Py (z)
still holds on S~. For the case dy < 0 observe that M (ST) < P (St) — (—dp)
and M (57) = —do thus we proceed similarly by decreasing the mass of S~ by
(—&0) and moving it to ST in such a way that M’'(x) < Py (z) holds on ST.
Therefore, in both cases we have M’(z) < Py (x). Clearly M’ (S*) = M’ (S™).
Thus the measure M’ gives rise to a distribution V, A’. While constructing M’
from M we only shift a mass between disjoint sets, hence u(M) = pu(M') and
P(A4) = P(A). It remains to show, that under distribution V|A’ the function
f is still unpredictable. Applying trivial distinguishers D = 1 and D = —1 to
unpredictability under V|A, we get M (S*), M (S™) < (1/2 + 6)P(A). Since
M (8T)+ M (S™) = P(A) it follows then that 2|5 = |M (ST) — M (S7)| <
20P(A). Since the total mass that of M that is shifted to M’ is equal to dg, we
have |M' — M|, = > |M'(z) — M(z)| < 2|do| < 20P(A). Since P(A") = P(A),

this implies A (V|A4,V]A") < 2§. Therefore, for every D of size s’ we obtain
P, via (D(z) = f(z)) < 3+ + 20. Replacing § with 6/3 changes the circuit
size only by a (small) constant factor. O

B Proof of Theorem 3

Proof. In this proof, for convenience, we assume that boolean functions take
values in {—1,1}.

Step 1. We extended the concept of unpredictability to all real-valued functions.
The following straightforward but very useful property is easy to check:

Lemma 4. Let f and D be boolean. Then f is e-unpredictable by D under V if
and only if By vD(z)f(z) <1—ce.

Step 2. We show how to construct a hardcore for a single boolean attacker D. For
some technical reasons, we need actually a slightly stronger statement, namely
a construction for a function D which takes values —1,0, 1.

Lemma 5. Suppose that for a distribution V, a function D with values in
{=1,0,1} and a boolean function f we have E, vD(z)f(x) = £8. Then there is
a measure M such that M (z) < Py (x), p(M) > 1—0 and Ep pD(2) f(z) = 0.

Proof. By replacing D by —D we can assume that E,. yD(z)f(xz) =6 > 0. Let
S1 = {x : D(x)f(z) > 0}. If follows that Pr[V € S1] = > .5 Pv(2)D(z) > 4.
Now we define M(z) = Py (z) - (Pr[V € S| —6§)/Pr[V € S)] for z € S; and
M(x) = Py (x) otherwise. M satisfies the required properties. O

Step 3. We argue that the same is true for real-valued functions D.
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Lemma 6. Suppose that f is e-unpredictable by boolean circuits of size s under a
distribution V. Then for every real-valued D of size s’ = s there exists a measure

M such that M(x) < Py (z) for every x, w(M) > € and Ey pD(x) f(x) = 0.

Proof. Suppose not. Since the set of feasible measures M is convex, this is we
must have either E,. p/D(x)f(z) > 0 for all M or E, pD(z)f(x) < 0 for all
M. By eventually replacing D with —D we obtain that there exists a real-valued
circuit D of size s such that for all measures M satisfying the constraints

Z D(x)f(x)M(z) > 0.

Now we give a characterization of the measure that minimizes the left-hand side
in the inequality above.

Claim 1. Let My be an optimal solution of the following problem
minimize ; D(x)f(x)M(z)

M(z) < Py(x)
s.t.
{M(M) > €

Define S = {z : sgnD(z) = f(z)} andlet p=P(V € 5). Let z; fori =1,...,. M

be the elements of S, enumerated in such a way that |D(z;)| > |D(z;41)|- Let
N

N be the maximal number such that N < M and > Py (z;) < min (1 — ¢, p).
i=1

Then the measure My defined by My(x) = 0 if © = a; for some i € [1, N] and

My(z) = Py (z) otherwise, is the minimizer.

Proof. Tt is clear that for the optimal measure My, the mass of Py (z) is de-
creased only if f(z)D(z) > 0 and keeps unchanged if f(z)D(z) < 0. Thus, the
total mass we cut is equal to at most

Z Py(z)=p

z: D(z) f(z)>0

In the other hand, it is bounded from above by 1 — ¢ due to the constraint
(M) > e. The last observation is that if D(x)f(z) > 0, the greater the absolute
value of D(z) is, the more mass we cut. O

As a conclusion from Claim 1 we get that pu(Mp) = max(e,1 — p). From the
definition of M, we have that

min, 3 D(@)f(@)M(z) = 3 D()f (@) Ma(a)

M:y(anyze

Let Di(z) := D(z) - 14550y and Da(z) := D(z) - 1{r<0}. Then we have

Eom,D(2) f(2) = Egni, DY (2) — Epar, D1 (2) — B ag, D3 (2) 4+ Eppgy D3 ()
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By applying the formula EY = [ P(Y > t) d¢ (valid for any random variable
te[0,1]

Y € [0,1]) to Y = Py, we obtain that for some t = ¢y € (0,1) and D" defined

by D'(x) = sgnD () - 1jp(z)|>t, We get

Pr[Df(Y) > to] — Pr[Dy (V) > to] — Pr[DF (Y) > to] + Pr[D; (Y) > to] > 0,
which is equivalent to
E,c D' (2)f(z) > 0.

Observe that, by the construction, sgnD’ = sgnD and |D(x1)| > |D(x2)] is
equivalent to |D’(z1)| = |D’(x2)|. Therefore, applying the characterization given
by Claim 1 to the two cases: D, My and D’, My, we obtain that My is a minimizer
for both circuits. Therefore

min, > D'(@)f(x)M() = 3 D'(a) () Mofx) > 0

Mz (M)ze @

which gives us a contraddiction to Lemma 5. a

Step 4. We argue that Lemma 6 holds approzimately for all convex combinations
of circuits of size comparable to s. Let D” be a convex combination of real-valued
circuits of size s” = O (s6%/log(1/e)). From Lemma 2 applied to D", we obtain
that for some real-valued circuit D’ of size s’ ~ s we have

(B, ID"@) -D@)[")* =0 (8- v/plTos1/9) 5

<V

Let M be the “hardcore” measure corresponding to D’ according to Lemma 6.
Since |f| = 1 and E,, s D'(z)f(z) = 0, we obtain

E D"(z)f(z) < E |D"(z)—D'(z)] (6)

z—M z—M

By the Holder Inequality we obtain

B v« (2, (5))

We will show that

_
/~
&=
4

—~
8
S~—"
\
o)
—~
8
S~—
=
N—
=
—~
J
—

1

7 1

(B, Pu(@)/Py(@)?)" < (1/e)7 (8)
<V

Indeed, consider the set M of all distributions e-dense in V. By definition, we

have Py € M. Since the expression on the left-hand side of Equation (8) is

convex with respect to Py, its maximum over M is achieved on one of extreme
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points of the set M. It is easy to check that the extreme points P of M satisfy
P(z) = Py (x)/e for all but at most one = € supp(P)”. For any such P we have

AR <2 ore (B s

€4

where &’ is the point such that 0 < P(z') < Py (z)/e. Since the right-hand is
convex with respect to P(2'), it is maximized either for P(z’) = 0 or P(a’) =
Py (z)/e. In any case, it is at most €79, Let p = 2log(1/¢). Combining Equa-
tion (6), Equation (7), Equation (8) and Equation (5) we get

_E D'(x)f(x) <4 (9)

Alternatively, we can use of Lemma 1, with s” = O (s6?/n).

Step 5. By applying the min-max theorem we reverse the order of quantifiers:
we obtain that there exists a measure M satisfying p(M) > € and M(z) <
Py (z) such that Equation (9) hold for all circuits D" of size s. By replacing
D" with —D” we see that these inequalities hold in absolute values. It remains
to observe that the measure M gives rise to a joint distribution (V, A) where
M(z) = Pr[V =z, A = 1]. In particular, Pr[A = 1] = p(M) > e. O

C Proof of Theorem 5

Proof (Proof of Theorem 5). By considering the functions P(X = z, A;) and
P(Y = z, Ay) for some events Aj, Ay, it is easy to see that, equivalently, we
need to find measures M7, M> which satisfy the following conditions:

(a) My < Px(z)and My < 27F

(b) u(My) = p(Mz) > 1 ¢

(c) AP (P, Par,) < 0 for every D of size s'.

First, we show how to construct measures satisfying these conditions only for
one fixed boolean circuit D

Claim 2. Let X be a finite domain. Suppose that we are given a boolean function
D and two probability distributions j1, 2 on X, such that AP (uy, ys) = €. Then
there exist measures My, My such that:

(a) M;(z) < pi(x) for every z and 1,

(b) p(M) = p(Mz) =1 —¢,

(©) 3 D)) (x) = - D) Mo().

Proof. Assume > D(z)pi(x) — > D(x)pz(x) = € (the other case is symmetric).

By decreasing the measure 1 on the set {« : D(z) = 1} we define a measure M;
such that My (z) < pi(x) and (M) = 1—eand Y D(z)M;(x) = > D(z)ua(z).

Now consider {z : D(x) = 0} and proceed similarly to obtain M from pz. O

" This observation can be viewed as a generalization of the well-known fact that the
extreme points for the set of all high min-entropy distributions are flat distributions.
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Next we argue that the same is also possible for a real-valued circuit. This is the
main technical difficulty in the proof.

Claim 3. Suppose that for any boolean D of size s there exist measures My, My
such that M;(z) < Px(z) and My(x) < 27F for every x and u(M;) = pu (Ms) >

1—eand Y D(x)Mi(z) — ZD(x)Mg(x)‘ < 4. Then the same is true for real-
valued circugivts of size D. ’

Proof. Suppose not. Since feasible measure M7, M, form convex sets, we have ei-
ther > D(z) My (z)—>_ D(x)Ma(z) < —¢ for all feasible My, M or > D(x) M;(x)—

T

> D(x)Ma(x) > 6 for all feasible My, Ms. Replacing D with D¢ if necessary

we can assume that for all measures My, Ms satisfying the corresponding con-
straints, the following inequality holds

> D(@)My(x) =Y D(x)My(x) > 6. (10)

We will characterize the measures M; = M;", My = M which maximize the
left-hand side of Equation (10), similarly as in Claim 1 in the proof of Theorem 3.

Claim 4. Suppose that the measures My = M;", My = M, minimize
> D(@)My(z) = > D(x)My(x) > 6,

subject to constraints M;(x) > 0 and My(z) >0 for all z, >° Mi(z) =1—€=
Y. Ma(z), Myi(z) < Px(x) and My(x) < a for all z. Let x1,..., 2y, where N =
2" be all the elements of {0, 1}" sorted such that D(z;) > D(x;+1) and let T be
the maximal number such that Z?zl Px () < e. The optimal measures M;", M,
can be characterized as follows: M, (x;) = 0 for i = 1,2...,T, M (z741) =
€— ZiT:1 Px(z), and M (2;) = Px(x;) for i > T+ 1; My (2;) = a for i =
L. [(T=e)/a), My (290 41) = (1 = €)/a—al(1 — ¢)/a].

Proof (Proof of Claim). The characterization of M~ follows from the simple ob-
servation that if we have D(z') > D(z), 0 < M (2’) and M (z) < Px(x), then we
can decrease M (z') by ¢ and increase M (x) by 6 = min (M (2'), Px(x) — M (z))
decreasing (or at least not increasing) the value of > M (z)D(z). Consider now
M. Suppose that D(z') > D(z), M(z') < a and 0 < M(z). Then we increase
M on 2’ by 0 and decrease M on x by 0, where 6 = min(a — M (z'), M (z)), and
increasing (or at least not decreasing) the value of ) D(x)M (x). O

1

Since for every z we have D(z) = [[D(x) > t|d¢, for some positive number
0

and D'(z) = [D(x) > to] we obtain

S D ()M (2) = 3 D' (@) My () > 6.



18

The circuit D’ is comparable in size to D and is boolean. Observe now that
M;" and My are also minimizers for D’. This follows by Claim 4 since the
extreme measures depends only on the ordering of the values {D(z)}, and D’,
as a threshold, is a monotone transform of D. a

Finally, by an approximation argument, we show that suitable measures exist

for every D being a convex combination of circuit of size s’.

Claim 5. For any D € conv (Dd“’{o*l}ﬁ/) there exist measures My, M, such

that M;(z) < Px(z) and My(z) < 27F for every z and pu(M;) = u (M) > 1—¢

and |>" D(x)Mi(x) — > D(x)Ma(x)
xr xr

< 4.

Proof (Proof of Claim). We know by Lemma 1 that any convex combination of

circuits of size at most s’ can be approximated up to the error § by a convex
m

combination of £ = O (n/é6?) of them. Let D' = 3" a;D; be such a convex
i=1

combination approximating D. Define M;, M> as a measures corresponding to

the real-valued circuit D’. 0

Claim 6. There exist measures M; and M, such that M;(z) < Px(x) and
My(z) < 27F for every x and u(M;) = u(Ms) > 1 — € and such that for every

D of size at most s’ we have ‘ZD( VM (z) — ZD( YMa(x)| < 6.

Proof. Consider a game where one player choses a cricuit D of size at most
s’ and the second choses a pair of measures (M7, My) where M, My satisfy
M;(z) < Px,(z) for every x and u(M;) = p(Ms) > 1 — €. Let the payoff matrix
be given by ED( VM (z) — ZD( )M (z). By combining the claim with the

min-max theorem we get measures Ml, M satisfying the same conditions and
such that for every D of size at most s’ we have

ZD(x)Ml(l’) - ZD(fc)Mz(x) < 0. (11)
Applying this to D¢ and using p(M;) = u (Ma) we get also

> D(x)My(x) = > D(x)My(x) > 0. (12)

for all circuits of size at most s’ — 1. Thus the proof is finished. a

Define P (X; = z, A;) = M;(x). Since M;(z) < P (X; = z) the events A; are well
defined. We have P (4;) = p(M;) > 1—e. Finally note that since pu(M;) = pu(Ms)

we have ED(X A1) ~ED(XalA2) = (£ D) My (2) ~ £ D(a)Male) ) /u(3s)

Therefore, the result follows.
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