Security Analysis and Design of Proxy Signature Schemes over Braid Groups
WEI Yun, XIONG Guo-Hua, ZHANG Xing-Kai, BAO Wan-Su
E-mail: weiyun456@sohu.com

Abstract: The braid groups have attracted much attention as a new platform of constructing cryptosystems. This paper
firstly analyzes the security vulnerabilities of existing proxy signature schemes over braid groups and presents feasible
attacks. Then a new proxy signature scheme is proposed based on the difficulty of the conjugacy search problem and the
multiple conjugacy search problem. Security analysis shows that the proposed scheme satisfies the security requirements
of proxy signature.

Key words: proxy signature; braid group; conjugacy search problem; multiple conjugacy problem
1 Introduction

The braid groups were first introduced by Artin'l. Because of the non-commutativity property, the braid groups have
become a new candidate to construct cryptosystem and attracted many cryptographers’ attention. In 2000, they were first
used to construct a key agreement protocol and a public key encryption schemel?. Since then there have been many
attempts to design cryptographic primitives using braid groups. Positive proposals are key agreement protocols by Anshel
et al®® an implementation of braid computations by Cha et all, the first digital signature scheme by Ko et al’®, entity
authentication schemes by Sibert et al and Lal et al’® 7, public key encryption algorithm by Tang et al® and several
digital signature schemes with additional properties®*4.

The concept of proxy signature was introduced by Mambo, Usuda and Okamoto to allow a proxy signer to sign
messages on behalf of an original signer who delegates his signing power to the proxy signer*®. According to the
delegation type, proxy signature schemes can be classified into full delegation, partial delegation and delegation by
warrant schemes. Since Mambo et al.’s first scheme was published many proxy signature schemes have been
proposed™®2. But using braid groups in the constructions of proxy signature schemes is still a new subject®?*4l. And
Kumar claimed that some of them are not secure!??. Hence, new constructions are desirable.

This paper analyzes the security weaknesses of the existing proxy signature schemes over braid groups and proposes
a new scheme which satisfies the security requirements. The rest of this paper is organized as follows. The second section
introduces the basics of braid groups and proxy signatures. The third section presents the security analysis of the previous
proxy signature schemes over braid groups. The new scheme is proposed and analyzed in section 4 and the conclusion is

drawn in section 5.
2 Preliminaries

2.1 Braid Group?

In this section, the basics of braid groups and hard problems in braid groups are introduced.

Definition 1 For each integern > 2, the n-braid group B, is an infinite non-commutative group which is defined as
the group generated by o,,0,,---, o,_, with the relation:
(1) o0;=0,0,where|i-j>2
(2) o,0,,,0; =0,,0,0,, Otherwise.

The integer n is called the braid index and each element of B, is called an n-braid. A braid is said to be positive if and
only if it can be written as a product of generators o,,0,,---,0, ,, i.e., N0 negative powers of o,,0,,---,0, , are involved.



The identity £ € B, is also regarded as positive. The positive braids in B, form a semi-group B; which embeds into B, .
The fundamental braid A € B, is defined as: A = (0,0,--0,,)(0,0,--0,_,) - (0,0,)0; .

A partial ordering < on the elements of B, is defined by setting v < w if and only if there are positive braids «, # € B,
satisfyingw = av/ . Any braid o € B, satisfying ¢ < a < A is called a canonical factor. A factorization y = ¢ of a positive
braid y into a canonical factor @ and a positive braid S is said to be left-weighted if & has the maximal word length
among all such factorizations. Every braid we B, can be written uniquely asw=A'e,---, such that e, -, are
canonical factors and ¢,¢;,,(1<i<q)is left-weighted. Andr, denoted by inf(w), is the greatest integer j satisfying
Al <w. r+q,denoted by sup(w) , is the smallest integer j satisfyingw <A’ . q is called the canonical length of w .

Let LB, and RB, be the subgroups of B, generated by 6,,0,,+,6},,,) 4 8 0, 5,110 5},20 10y TESPECHiVELY.
Then the commutativity property holds for any « € LB,and S € RB, , i.e. af = S .

Two braids «, 8 € B, are said to be conjugate if there exist a braid s such that #=s"as. And by o ~ 8 we
mean « and S are conjugate. There are some mathematically hard problems related to conjugation over braid groups
which can be used to design cryptographic protocols.

Definition 2 Conjugacy Decision Problem (CDP)

Instance: (a, ) € B, x B, such that 8 = s™'as for some s € B, .

Objective: Determine whether & and 3 are conjugate or not.
Definition 3 Conjugacy Search Problem (CSP)
Instance: (a,f) € B, x B, such that # = sas for somes e B, .

Objective: Findt e B, such that g =t"at .

Definition 4 Multiple Conjugacy Search Problem (MCSP)

Instance: (a,,s '@,S), (@, 'ayS) € B, x B, for somes e B, .

Objective: Findt € B, such thatt et =s s, -+, t et =s 'S .

Definition 5 Root Problem (RP)

Instance: A positive integer c(c >1) and a braid g € B, such that # = a° for some a € B, .

Objective: Find y € B, such that 8 = .

There is an efficient polynomial time algorithm for solving CDP®!. And many algorithms have been proposed to

solve CSP, its variants and RP'??%). But none of them was proved to be polynomial in solving CSP, MCSP or RP. So
these hard problems are still used to develop cryptosystems.

2.2 Proxy Signature

A secure proxy signature scheme should satisfy the following security requirements™®!.

Strong unforgeability: Only the designated proxy signature can generate valid proxy signatures. The original signer
and any third party who is not designated as proxy signer can not create a valid proxy signature.

Verifiability: After the verification, the verifier can be convinced of the original signer’s agreement on the signed
message.

Strong identifiability: Anyone can identify both the original signer and the proxy signer from the proxy signature.

Strong undeniability: Once the proxy signer generates a valid proxy signature on behalf of the original signer, he
can not deny the signature.

Prevention of misuse: The proxy signer can not misuse his delegation power.

2.3 Notations
In this paper, a €, Adenotes a random choice of an elementa from the set A. Form,,m, €{0,1}", we mean the
concatenation of m;,m, by m, || m, . And P, = P, means P, holds if P, holds.

3 Security Analysis of Existing Proxy Signature Schemes over Braid Groups

The system parameters n and | are positive integers large enough. Let



B, () ={b e B, |0 <inf(b) <sup(b) < I}
LB, () ={b e LB, |0<inf(b) <sup(b) < I}
RB,(I) ={b e RB, | 0 < inf(b) <sup(b) < I}
Then|B,(I)|<I(n!)'and B, (1), LB, (1), RB,(I) are finite set?. H,:B, »{0,1}", H,:{0,1}" — B, are collision resistant
one way hash functions. m e{0,1}" is the message to be signed.
3.1 Verma’s Scheme and Security Analysis
In this section, the security analysis of Verma’s proxy signature scheme is given.

3.1.1 The Schemel*

Key Generation:
The original signer chooses a,,x, €, B,(I) and computes X, =a,x,a,;". Thena, is the secret key and (x,,x.) is the

public key. The secret and public keys of the proxy signer, a, and (x,x;) , are generated similarly.

Delegation:

The original signer chooses a braid z, €, B, (I) and computest, = a,z,a," and sends (z,,t,) to the proxy signer. The
proxy signer checkst x! ~ z,x, .

Proxy Signature Generation:

The proxy signer chooses a braid be, B () and computes h=H,(H,(t,x;)[Im) , y=bhb™ , 5=bxb™,
0= ba;lhapb’1 . Then (t,,7,0,0) is displayed as a proxy signature on message m .

Verification:

On receiving (t,,7,0,0) the verifier computes h = HZ(H1(toxg) I m) and checks whether y ~h,5~x,,0~h,
70 ~hx, and 66 ~ x;h hold. If the equations hold he accepts the signature.

3.1.2 Security Analysis

Kumar claimed that in the above scheme, there is nothing about the identity information of the original signer and
the proxy signer, the limit on the delegated messages and the duration period of delegated power contained in the
delegation pair. Hence, the proxy signer is able to misuse his delegated capabilities and the scheme is not secure against
the original signer and proxy signer changing attacks'?.

Besides the security vulnerabilities Kumar pointed out, the scheme is vulnerable to forgery attacks mounted by any
attacker. We will show that once an attacker gains a valid proxy signature on message m , he can forge another proxy
signature on m passing the verification.

Assume that the signature on m he gains is (t,,7,5,6) . He choosesb’ €, B, and computes ' = b'yb"™*, 8’ =h'sb’™* ,
@' =b'6b’™". Then the new proxy signature is(t,,7’,&’,6'), which can pass the verification because ' ~h, & ~ X, s
0'~h,ys" ~hx, and 60" ~ xh.
3.2 Zhang and Zeng’s Scheme and Security Analysis

In this section, the security analysis of Zhang and Zeng’s proxy signature scheme is given.
3.2.1 The Scheme?

Key Generation: same as section 3.1.1.

Delegation:

The original signer computest, =a H,(ID,)a; and sendst, to the proxy signer, where ID, denotes the identity
information of the proxy signer. The proxy signer checkst, ~ H,(ID;) and t,x, ~ H,(ID;)X, -

Proxy Signature Generation:

The proxy signer randomly chooses an odd prime ¢ and computes y =t; , 5 = a;le(m)ap . Then (c,y,0) is displayed
as a proxy signature on message m .

Verification:

On receiving (c,7,d) the verifier checks whether y ~ H,(ID;)°, X, ~ H,(IDp)°X, , & ~ H,(m) and &x; ~ H,(m)x,
hold. If the equations hold he accepts the signature.
3.2.2 Security Analysis



In this scheme, although for messages on which the proxy signer has not signed the original signer can not generate
valid proxy signatures, he can forge valid proxy signatures on the messages on which proxy signatures have been
displayed. t,is generated by the original signer. Once he gains a valid proxy signature (c,y,d) onm he can choose a

random odd prime ¢’ and compute ' =t . Then he displays (c’,y’,5) as another signature onm , which can pass the
verification because 5’ ~ H,(ID, )", 'x; ~ H,(ID,)° X, , & ~ H,(m) and 5X, ~ H,(m)X, .

Zhang and Zeng claimed that for attackers other than the original signer, to compute t, they have to solve the root
problem. But the fact is that any attacker with two valid proxy signatures can obtaint, , which is explained below.

Let these two signatures be (c,,y,,8,) and (c,, ,,5,) . Both ¢, and ¢, are primes. So there exist two integers d, and d,
such thatcd, +c¢,d, =1. After computing d, and d, , the attacker can gett, by computing (y,)* (y,)® =t,. Then the
attacker can mount the forgery attack described above.

3.3 Lal and Verma’s Scheme and Security Analysis

In this section, the security analysis of Lal and \Verma’s proxy signature scheme is given.
3.3.1 The Scheme

Key Generation: same as section 3.1.1.

Delegation:

The original signer chooses a braid z, , B, (l) and computest, =a,z,a," and sends (m t,) to the proxy signer,

w1 Zo
where m,, is the warrant on the message m {0,1}" , which is to be signed, consisting of the identities of the original singer,
the proxy signer and the period of delegation.

The proxy signer checkst x, ~ zx, . If it holds he computes the proxy key PK = aptoa;l .

Proxy Signature Generation:

The proxy signer chooses a braid be, B () and computes h=H,(H,(t,x))®m,) , y=bhb™ , §=bx b,
0= bagl(PK)apb’1 . Then (m,,t,,7,0,0) is displayed as a signature on message m .

Verification:

On receiving (m,.t,,7,5,6) the verifier computes h=H,(H,(t,x))®m,) and checks whether 0 ~ht, and

70 ~ hx_ hold. If the equations hold he accepts the signature.
3.3.2 Security Analysis

The authors claimed that the above scheme satisfies all the security requirements. Actually the scheme doses not
satisfy the unforgeability, which is explained as follows.

From ¢ =ba,'(PK)ab™ =ba,'a t,a,'a,b =bt,b™ we know that & does not contain any information about the
secret key of the proxy signer. h is computed fromm,,t, and a public value x; , which are known after a display of a
valid proxy signature. y is computed from a random braid b and h . Similarly & is computed from the random braid b and
a public value x, . No item of the signature contains any information about the secret key of the proxy signer. Hence, the

original signer can generate a valid proxy signature on m easily. Besides the original signer, anyone with a valid proxy
signature can forge a proxy signature on m passing the verification because (m,,,t,) is revealed.

Hence, Lal and Verma’s scheme is not secure at all.

W’tO

4 A New Proxy Signature Scheme

In this section, a new proxy signature scheme is proposed and the security analysis is given.
4.1 The Scheme
Key Generation:
The original signer chooses a, e, LB, () , X, €z B,(I) and computes x, =a x,a;' . Then a, is the secret key

0°'070

and (x,, ) is the public key. The secret and public keys of the proxy signer, a,and (x,,x;), are generated similarly.

Delegation:

The original signer computes w = au’1x'pa0 ,Z,=H, (mW | Hl(w)) ., =a,2,a;* and sends (m,,t,) to the proxy signer in

0



a secure way, wherem,, is the warrant which consists of the identities of the original signer and the proxy signer, the
period of the delegation, the qualification of the messages on which the proxy signer can sign and w .

The proxy signer computes z, = H, (m, || H,(w)) and checkst,x; ~ z,X, .

Proxy Signature Generation:

The proxy signer chooses be, RB,(I) and computes  =bx,b™ , h=H,(m| H,(a)) , B =tabt,htb™at,*

y =tbx;b™t;*, 6 =bt,*ht,b™, §, =bwb™and displays (m,,,a, 8,7.6,,6,) as a proxy signature on message m .

Verification:
On receiving (m,,a, B,7,6,,6,) the verifier computes z, =H,(m, || H,(w)) , h=H,(m|/H,(«)) and accepts the

signature ifand only ifa ~ x,, B ~h, By ~ O,y ~ X, yX; ~ 2,0,2,"X, .

4.2 Security Analysis
Correctness:
The following equations prove the correctness of the signature scheme:
t X =a,z,a,'a,x,a," =a,2,xa, =t x ~2z,X

0°'070 0-0"0"0 00

-1 “1,-1 -1 -1 /-1 -1
a,a,eLB ,beRB, =ab=ba,a’b =b"a ,ab=ba b a =b"a

a=bxp'=a~x

B=tabt htb a 't = g~h

y = tobx;b’j't;1 =y~ X’p
ab=ba a b’ =b"a'
= By =t bt *ht ba 't; "t bx;b't;" =t a bt *ht b™'a 'ha x,a b ™t;*
=t,a,bt;*ht.ba 'a bx ba 't =t.a (bt *ht b)(bx b™)a't," =t,a feaa't,
= By ~6a
a;'o=ba;",b™a, =b™a,

2,8, )ox;0™ (2,2, 'a;") (8, %2, ")

07070

=X =(a

' -1,-1 -1
X, 8,072, "% 8,

0

=aza"’

07070

11 -1 -1 -1
bx,b~a,z,"x,a," = a,2,ba

0

-1,-1 -1 -1 -1
=a,z,bwb™z'x.a;" = a,(2,6,2,°%,)a,

= X, ~2,0,2,'X,
Strong unforgeability:
In(m,,a,B,7,6,6,), Bis dependent ont,and the secret key of the proxy signera,. t,is only known to the

original signer and the proxy signer. The original signer can computet,”st, =a bt *ht,ba 'andt,'»t, =bx;b* = a ca,".

It is multiple conjugacy search problem to extracta, from t'pt,  thyt, and X, . So the original signer can not get the

0'"0
secret key of the proxy signer. Then he can not forge a signature.

For an attacker other than the original signer, it is more difficult to make a forgery because he has to get both the
secret keys of the original signer and the proxy signer. It is multiple conjugacy search problem to extracta, from wand a; .
And extracting a, from a is the conjugacy search problem.

Hence, the proposed proxy scheme satisfies the strong unforgeability under the assumption that the conjugacy search
problem and the multiple conjugacy search problem are hard to solve.
Verifiability: m, and the public key of the original signer appear in the verification. Hence, the verifier can be

convinced that the original signer agrees on the signed message.
Strong identifiability: The identities of the original signer and the proxy signer are contained inm,, and the public

keys of both signers appear in the verification equations & ~ x,,, 7 ~ X, , 7X, ~ 2,6,2,"X, . Anyone can easily identify the

original signer and the proxy signer.
Strong undeniability: Since the proxy signature depends on the delegate keyt, and the secret key of the proxy

signer a, , no one else can forge a valid proxy signature. The proxy signer can not deny his behavior if a signature passes

the verification.
Prevention of misuse: Since the delegation warrant consists the period of the delegation and the qualification of the



messages on which the proxy signer can sign, the proxy signer can not misuse his delegated signing capabilities.
Some remarks onw=a_x.a;": In the scheme, the proxy signer can not verify whether w contains the information

0 p~o

of the original signer’s secret key. But it does not bring any security weakness to the scheme. The only motivation for the
original signer to deceive the proxy signer with a wrong w is that he can forge a valid proxy signature which is infeasible
without the secret key of the proxy signer. So we can deduce that it is not a profitable decision for the original signer to
send a wrong w .

5 Conclusions

As a new platform for constructing cryptosystem, the braid groups have become a hot research topic. Several proxy
signature schemes were constructed using braid groups. But none of them is secure. This paper analyzes the security
vulnerabilities of the existing proxy signatures schemes over braid groups and proposes a new proxy signature scheme
based on the difficulty of the conjugacy search problem and the multiple conjugacy search problem. Security analysis
shows that the proposed scheme satisfies the security requirements of proxy signature.
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